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Please Read This Notice

Successful application of this module requires a reasonable working knowledge of the Rockwell Automation
ControlLogix hardware, the MVI56-WA-EIP Module and the application in which the combination is to be
used. For this reason, it is important that those responsible for implementation satisfy themselves that the
combination will meet the needs of the application without exposing personnel or equipment to unsafe or
inappropriate working conditions.

This manual is provided to assist the user. Every attempt has been made to ensure that the information
provided is accurate and a true reflection of the product's installation requirements. In order to ensure a
complete understanding of the operation of the product, the user should read all applicable Rockwell
Automation documentation on the operation of the Rockwell Automation hardware.

Under no conditions will ProSoft Technology be responsible or liable for indirect or consequential damages
resulting from the use or application of the product.

Reproduction of the contents of this manual, in whole or in part, without written permission from ProSoft
Technology is prohibited.

Information in this manual is subject to change without notice and does not represent a commitment on the
part of ProSoft Technology Improvements and/or changes in this manual or the product may be made at any
time. These changes will be made periodically to correct technical inaccuracies or typographical errors.

Important Installation Instructions: Radio Modules

The following Information and warnings pertaining to the radio module must be heeded:

A "THIS DEVICE CONTAINS A TRANSMITTER MODULE, FCC ID: SDZ-WA-1.
PLEASE SEE FCC ID LABEL ON BACK OF DEVICE."

B "THIS DEVICE USES AN INTERNAL COMPACT FLASH RADIO MODULE AS THE
PRIMARY RADIO COMPONENT. THE COMPACT FLASH RADIO MODULE DOES
NOT HAVE AN FCC ID LABEL. THE COMPACT FLASH RADIO MODULE HAS NO
USER SERVICABLE PARTS."

C "THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES. OPERATION IS
SUBJECT TO THE FOLLOWING TWO CONDITIONS: (1) THIS DEVICE MAY NOT
CAUSE HARMFUL INTERFERENCE, AND (2) THIS DEVICE MUST ACCEPT ANY
INTERFERENCE RECEIVED, INCLUDING INTERFERENCE THAT MAY CAUSE
UNDESIRED OPERATION."

D "THIS DEVICE AND ANY RADIO ACCESSORY SOLD BY PROSOFT MUST BE
INSTALLED BY AN AUTHORIZED PROFESSIONAL INDUSTRIAL RADIO SYSTEM
INTEGRATOR. FURTHER, ONLY RADIO ACCESSORIES SOLD BY PROSOFT
AND SPECIFICALLY TESTED FOR USE WITH THIS DEVICE MAY BE USED
WITH THIS DEVICE."

E "THE USER OF THIS EQUIPMENT CANNOT BE WITHIN 20 cm. FROM THE
RADIATING ELEMENT DEVICE."

F "CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY
RESOPNSIBLE FOR COMPLIANCE COULD VOID THE USER'S AUTHORITY TO
OPERATE THE EQUIPMENT."



Industry Canada Requirements:

A "THIS DEVICE HAS BEEN DESIGNED TO OPERATE WITH AN ANTENNA
HAVING A MAXIMUM GAIN OF 24 dB. AN ANTENNA HAVING A HIGHER GAIN IS
STRICTLY PROHIBITED PER REGULATIONS OF INDUSTRY CANADA. THE
REQUIRED ANTENNA IMPEDANCE IS 50 OHMS."

B "TO REDUCE POTENTIAL RADIO INTERFERENCE TO OTHER USERS, THE
ANTENNA TYPE AND ITS GAIN SHOULD BE CHOSEN SUCH THAT THE
EQUIVALENT ISOTROPICALLY RADIATED POWER (EIRP) IS NOT MORE THAN
THAT REQUIRED FOR SUCCESSFUL COMMUNICATION."

C "THE INSTALLER OF THIS RADIO EQUIPMENT MUST INSURE THAT THE
ANTENNA IS LOCATED OR POINTED SUCH THAT IT DOES NOT EMIT RF FIELD
IN EXCESS OF HEALTH CANADA LIMITS FOR THE GENERAL POPULATION;
CONSULT SAFETY CODE 6, OBTAINABLE FROM HEALTH CANADA."

WARNING:

This is a Class A product. In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures.

Battery Life Advisory

All modules in the MVI series use a rechargeable Lithium Vanadium Pentoxide battery to
backup the 512K SRAM memory, real-time clock, and CMOS. The battery should last for
the life of the module.

The module must be powered for approximately twenty hours before it becomes fully
charged. After it is fully charged, the battery provides backup power for the CMOS setup
and configuration data, the real-time clock, and the 512K SRAM memory for
approximately 21 days.

Before you remove a module from its power source, ensure that the battery within the
module is fully charged. A fully charged battery will hold the BIOS settings (after being
removed from its power source) for a limited number of days. When the battery is fully
discharged, the module will revert to the default BIOS settings.

Note: The battery is not user replaceable.

Your Feedback Please

We always want you to feel that you made the right decision to use our products. If you have suggestions,
comments, compliments or complaints about the product, documentation or support, please write or call us.

ProSoft Technology

1675 Chester Avenue, Fourth Floor
Bakersfield, CA 93301

+1 (661) 716-5100

+1(661) 716-5101 (Fax)
http://www.prosoft-technology.com
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ProSoft® Product Documentation

In an effort to conserve paper, ProSoft Technology no longer includes printed manuals
with our product shipments. User Manuals, Datasheets, Sample Ladder Files, and
Configuration Files are provided on the enclosed CD and are available at no charge from
our web site: http://www.prosoft-technology.com

Printed documentation is available for purchase. Contact ProSoft Technology for pricing
and availability.
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Guide to the MVI56-WA-EIP User Manual

Function Section to Read Details
Introduction This Section introduces the customer to the
(Must Do) module. Included are: package contents,

Start Here (page 9)

system requirements, hardware installation,
and basic configuration.

Verify Communication,
Diagnostic and
Troubleshooting

Verifying
Communication
(page 42)

Diagnostics and
Troubleshooting
(page 115)

This section describes how to verify
communications with the network. Diagnostic
and Troubleshooting procedures.

Reference

Product Specifications
Functional Overview
Glossary

Reference (page
129)

Functional
Overview (page 57)

Product
Specifications
(page 129)

These sections contain general references
associated with this product, Specifications,
and the Functional Overview.

Support, Service, and
Warranty

Index

Support, Service
and Warranty
(page 135)

This section contains Support, Service and
Warranty information.

Index of chapters.

ProSoft Technology, Inc.
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1

11

Start Here

In This Chapter

B INEOAUCTION. .. 9
s System ReqUIrEMENTS ........coviiiiiieeiiii e 10
s Package Contents ..........ooceiiiiiiiieeiie e 11
< Verifying the Jumper Settings.........oooiiiiiii i 12
& Install the ANteNNa.........oooiiiii e 12
« Install the Module in the RacK ...........cccoviiiiiiiiiiii e 13
« Configuring the MVI56-WA-EIP Module ...........cccoviiiiinieiiiiieeiieeee 14
« Connect the PC to the Wireless Network ............cccoceeviiiniiniiniennnn, 24
% Set Up the RSLINX DIVET .....ouviiiiieiieee et 32
+ Use RSLogix5000 to access the ControlLogix through the MVI56-WA-IZI1P
«  Verify Status Information ... 42

Installing the MVI156-WA-EIP module requires a reasonable working knowledge
of the Rockwell Automation hardware, the MV156-WA-EIP Module and the
application in which they will be used.

A Caution: It is important that those responsible for implementation can complete the
application without exposing personnel, or equipment, to unsafe or inappropriate working
conditions. Safety, quality and experience are key factors in a successful installation.

Introduction

The MVI156-WA-EIP module provides wireless ControlLogix bridge functionality.
With the MVI156-WA-EIP module and a WiFi-equipped laptop or desktop PC, you
can

= Program a local or remote processor with RSLogix

= Monitor and control a process with RSView SE or RSView 32

= Configure a ControlNet network with RSNetWorx for ControlNet
= Configure a DeviceNet network with RSNetWorx for DeviceNet

The MVI156-WA-EIP module can also route explicit messages as a server or as a
client (unconnected only).

ProSoft Technology, Inc. Page 9 of 146
May 28, 2008
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The following setup and configuration steps show how a set up a laptop or
desktop PC with WiFi capability, so you can program a ControlLogix processor
through a MVI56-WA-EIP module, as shown in the following illustration.

ControlLogix
Rack with
MVI56-WA-EIP

The MVI156-WA-EIP can also be used for other applications. Please refer to
Supported Applications (page 57) for more examples.

1.2 System Requirements

The MVI156-WA-EIP module requires the following minimum hardware and
software components:

» Rockwell Automation ControlLogix processor, with compatible power supply
and one free slot in the rack, for the MVI56-WA-EIP module. The module
requires 800mA of available power.

» Rockwell Automation RSLogix 5000 programming software

=  Rockwell Automation RSLinx Classic version 2.51 or newer communication
software

= Pentium® Il 450 MHz minimum. Pentium Il 733 MHz (or better)
recommended

= Supported operating systems:

o Microsoft Windows XP Professional with Service Pack 1 or 2
o Microsoft Windows 2000 Professional with Service Pack 1, 2, or 3
o Microsoft Windows Server 2003

Page 10 of 146 ProSoft Technology, Inc.
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128 Mbytes of RAM minimum, 256 Mbytes of RAM recommended
100 Mbytes of free hard disk space (or more based on application

requirements)

256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color
1024 x 768 recommended)

CD-ROM drive

802.11b compatible wireless adapter.

Note: You can install the MVI56-WA-EIP module in a local or remote rack, in any available slot in
the rack.

1.3 Package Contents

The following components are included with your MVI56-WA-EIP module, and
are all required for installation and configuration.

Important: Before beginning the installation, please verify that all of the following items are

present.
Qty. Part Name Part Number Part Description
1 MVI56-WA-  MVI56-WA-EIP High Speed Wireless EtherNet/IP Communication
EIP Module Module
1 Cable Cable #15, RS232 For RS232 Connection to the CFG Port
Null Modem
1 Cable RJ45 to DB9 Male  For DB9 Connection to Module's Port
Adapter
1 Antenna A2405S-0OA 5dbi Omni Articulating Antenna
1 inRAX Contains sample programs, utilities and
Solutions documentation for the MVI56-WA-EIP module.
CD

If any of these components are missing, please contact ProSoft Technology
Support for replacement parts.

ProSoft Technology, Inc.
May 28, 2008
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1.4  Verifying the Jumper Settings

1 Hold your module and look at the bottom. The following illustrations show
what you should see. There are three jumpers located at the bottom of the
module.

] |

L.
CMOS RUN CLR _,SETUP

=il

SETUP PRT2

Not Used

SHUNT
!
__[@o]

NOT JUMPERED

2 Do not change the position of the Setup jumper unless instructed to do so by
ProSoft Technical Support.

Note: Refer to Wiring and Jumper Settings for specific wiring diagrams.

1.5 Install the Antenna

All antennas for radios communicating directly with each other should be
mounted so they are within line-of-sight and have the same antenna polarity.

Antennas with a reverse polarity SMA connector can be mounted directly on the
radio. Screw the antenna onto the antenna port connector until snug.

Antennas that do not have a reverse polarity SMA connector must be mounted
separately and connected to the radio using a ProSoft RadioLinx adaptor cable.
Because the antenna cable attenuates the RF signal, use an antenna cable no
longer than necessary to ensure optimum performance.

Note: Itis illegal to use any antenna that is not on the ProSoft Technology approved antennas list.
Contact ProSoft Technology (page 3) with any questions or browse the antenna FAQ at
http://www.prosoft-technology.com

Page 12 of 146 ProSoft Technology, Inc.
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1.6

Install the Module in the Rack

If you have not already installed and configured your ControlLogix processor and
power supply, please do so before installing the MV156-WA-EIP module. Refer to
your Rockwell Automation product documentation for installation instructions.

Warning: You must follow all safety instructions when installing this or any other electronic
devices. Failure to follow safety procedures could result in damage to hardware or data, or even
serious injury or death to personnel. Refer to the documentation for each device you plan to
connect to verify that suitable safety procedures are in place before installing or servicing the
device.

After you have checked the placement of the jumpers, insert MVI56-WA-EIP into
the ControlLogixTM chassis. Use the same technique recommended by Rockwell
Automation to remove and install ControlLogixTM modules.

Warning: When you insert or remove the module while backplane power is on, an electrical arc
can occur. This could cause an explosion in hazardous location installations. Verify that power is
removed or the area is non-hazardous before proceeding. Repeated electrical arcing causes
excessive wear to contacts on both the module and its mating connector. Worn contacts may
create electrical resistance that can affect module operation.

1 Turn power OFF.
2 Align the module with the top and bottom guides, and slide it into the rack
until the module is firmly against the backplane connector.

MVISE Module

ey A S
a 5

3 With a firm but steady push, snap the module into place.

4 Check that the holding clips on the top and bottom of the module are securely
in the locking holes of the rack.

5 Make a note of the slot location. You will need to identify the slot in which the
module is installed in order for the sample program to work correctly. Slot
numbers are identified on the green circuit board (backplane) of the
ControlLogix rack.

6 Turn power ON.

Note: If you insert the module improperly, the system may stop working, or may behave
unpredictably.

ProSoft Technology, Inc. Page 13 of 146
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Note: If you are installing MVI56-WA-EIP with other modules connected to the PCI bus, the
peripheral modules will not have holding clips. Make sure all of the modules are aligned with their
respective slots before you snap them into place.

1.7  Configuring the MVI56-WA-EIP Module

1.7.1 Connect your PC to the MVI56-WA-EIP debug menu

This step shows how to establish connection to the module debug menu to
perform the following tasks:

Upload the configuration file from the MVI156-WA-EIP module to your
computer

Edit the configuration file to configure the MVI56-WA-EIP module.
Download the configuration file from your computer to the MVI56-WA-EIP
module

Verify the MVI156-WA-EIP configuration parameters

Monitor the MVI156-WA-EIP radio status information

To connect to the MVI56-WA-EIP debug menu:

1

2

3

Connect the null-modem cable to the RJ45 to DB9 adapter (both provided
with the MVI56-WA-EIP module). Connect the adapter to the configuration
port of the MVI56-WA-EIP module and the null modem cable to an available
COM port of your PC.

Run the HyperTerminal program at:

All Programs - Accessories - Communications-HyperTerminal

Enter a name for the HyperTerminal connection then click OK

—

Byl .
EQ‘ New Connection

Enter a name and choose an icon for the connection:

MName:
MVIBEwA-EIP

lcan:

Page 14 of 146 ProSoft Technology, Inc.
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4 Select the COM port connected to your PC then click OK

Connect To

3 HyISEWEEIP

Enter detailz for the phone rumber that you want to dial:

LCountryfregion:

Area code: l:l

Phone number: | |

Comnect using v

[ (1] H Cancel ]

5 Configure the Port settings as indicated below then click OK.

COM1 Properties

Port 5 ettings |
Bits per zecond: |5?BDD v |
Doata bits: |8 w |
Parity: |None v|
Stop bits: |1 v|
Elow corvel: [TV EET |

0k, [ Cancel ][ Apply ]

ProSoft Technology, Inc. Page 15 of 146
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Start Here

6 The HyperTerminal screen will be displayed as below. Press [?] to display

the contents of the main menu.

‘& MY156-WA-EIP - HyperTerminal

E=ES

Fle Edit Yiew Cal Transfer Help

D& 58 DB &

Connected 00:00:15 Auto detect Auto detect

7 The main menu options will be displayed as indicated below. The different

options will be covered during this procedure.

“& MVI56-WA-EIP - HyperTerminal
Fle Edt View Cal Transfer Help

D =3 0E &

WYI56-WA-EIP COMMUNICATLION MODULE MENU
7=Display Menu
A=Active Hode Table
B=ICP Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
Y=Version Information
2-9=DFNT Servers
B=Network Menu Esc=Exit Program

Connected 00:00:31 Auko detect 57600 8-N-1
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Note: The MVI56-WA-EIP is shipped from ProSoft Technology with a configuration file that is
preset with values that will work in many installations without modification. The following illustration
shows the default settings.

B WATTCP.CFG - Notepad

| Eley BIC formety diew Heb
Radio_IP=192.168.100.1
Radio_subnet_Mask=255.255.255.0

Network_Name_(SSID) = WANetwork
Station_Name = MVIS6WAEIP

channel = 10
Enable_Encryption = N
WEP_Key_1 = 0x1111111111
WEP_Key_2 = 0x2222222222
WEP_Key_3 = 0x3333333333
WEP_Key_4 = 0x4444444444

Transmit_WEP_Key = 1

Radio_Default_Gateway=192.168.100.200

[(=1E

Ln1, Col 1

If these settings are correct for your network, you can skip the Upload, Edit and Download steps.
Resume the setup at Connect the PC to the Wireless Network (page 24).

1.7.2 Upload the configuration file from the MVI56-WA-EIP

In order to configure the module, you must upload the configuration file from the
MVI156-WA-EIP module to your PC.

1

2

In HyperTerminal, open the Transfer menu, and then choose

Transfer/Receive File...

Select the destination folder where the configuration file will be copied to.
Select Zmodem as the protocol for file transfer. Click Close.

I Receive File

Place received file in the following folder:
CATemp

Uze recering pratocol:
Zmodem

| Erowse.. |

Receive ] [ LCloze

] [ Cancel

ProSoft Technology, Inc.
May 28, 2008
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Start Here

3 From the HyperTerminal main menu, press [@] to open the Network Menu.

“& MVI56-WA-EIP - HyperTerminal
Fle Edt View Cal Transfer Help

D= 3 DH g

7=Display Menu

A=Active Hode Table

B=ICP Data

D=Device Information

R=Radio Menu

U=Reset diagnostic data
Y=Version Information

2-5=DFNT Servers

@=Network Menu Esc=Exit Program

WYI56-HWA-EIP COMMUNICATION MODULE MEMU
7=Display Menu
A=Active Hode Table
B=ICP Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
V=Version Information
2-5=DFNT Servers
B=Network Menu Esc=Exit Program

Network Menu Selected

Connected 00:01:08 Auko detect 57600 8-N-1

4 From the network menu, press [S] to send WATTCP.CFG)

‘& MY156-WA-EIP - HyperTerminal
Fle Edt Yiew Cal Transfer Help

D& 58 DB &

M=Main Menu
Hain Menu Selected

WVIS6-WA-FTP COMMUNICATION MODULE MENU
7=Display Menu
A=Active Hode Table
B=ICP Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
Y=Version Information
2-9=DFNT Servers
B=Network Menu Esc=Exit Program

Network Menu Selected

NETWORK MENU
7=Display Menu
R=Receive WATTCP.CFG
$=Send WATTCP.CFG
V=View WATTCP.CFG
M=Main Menu

Connected 00:03:32 Auto detect 57600 8-N-1
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5 Press[Y] to confirm the send operation

“& MVI56-WA-EIP - HyperTerminal
Fle Edt View Cal Transfer Help

D= 3 DH g

HWYI56-WA-EIP COMMUNICATION MODULE MEMU
7=Display Menu
A=Active Hode Table
B=ICP Data
N=Device Information
R=Radio Menu
U=Reset diagnostic data
V=Version Information
2-9=DFNT Servers
B=Network Menu Esc=Exit Program

Network Menu Selected

NETHORK MENU
?=Display Menu
R=Receive WATTCP.CFG
S=Send HWATICP.CFG
VY=View HWATTCP.CFG
M=Main Menu

Press 'Y’ to confirm send....

Connected 00:05:19 ANSIW

57600 8-M-1

6 When the confirmation message is displayed the upload operation is

completed.

“& MYI56-WA-EIP - HyperTerminal
Eile Edt View Cal TIransfer Help

D& =8 0B &

V=Version Information
2-5=DFNT Servers
B=Network Menu Esc=Exit Program

Network Menu Selected

NETWORK MENU
7=Display Menu
R=Receive WATTCP.CFG
S=Send WATTCP.CFG
V=View WATTCP.CFG
M=Main Menu

Press 'Y’ to confirm send....

Sending WATTCP.CFG file to PC:

TRANSFERRING WATTCP.CFG FILE FROM MODULE TO PC:

Select RECETVE menu option and receive files =.=
&0WATTCP.CFG FILE TRANSFERRED TO PC.

Connected 00:05:39 ANSTW 57600 3-M-1

ProSoft Technology, Inc.
May 28, 2008
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7 Use Windows Explorer to navigate to the destination folder. Use a text editor
such as Notepad to open the WATTCP.CFG configuration file.

B WATTCP.CFG - Notepad

58 BT O e
Radio_IP=192.168.100.1
Radio_subnet_Mask=255.255.255.0
Radio_bDefault_Gateway=192.168.100.200

Network_Name_(SSID) = WANetwork
Station_Name = MVIS6WAEIP
Channel = 10

Enable_Encryption = N

WEP_Key_1 = 0x1111111111
WEP_Key_2 = 0x2222222222
WEP_Key_3 = 0x3333333333

WEP_Key_4 = 0x4444444444
Transmit_WEP_Key = 1

Ln1, Col 1

1.7.3 Edit the MVI56-WA-EIP configuration file

The configuration file contains the following parameters.

Radio IP

Set the IP address of the MVI56-WA-EIP module. If you are also using RSLinx to
setup Ethernet connections (for example with a 1756-ENET module) it is
suggested to use a different network range for the wireless connection. For
example, if using 192.168.0.xxx range for your Ethernet network, it is suggested
to use a different network range, (such as 192.168.100.xxx) for the
MVI56-WA-EIP module and other computers with wireless connection. Then you
can set the Subnet Mask (see below) as 255.255.255.0 to guarantee that the
network will be reserved only for the wireless devices. Default IP address is
192.168.100.1.

Radio Subnet Mask
Set the subnet mask for the wireless network. Default value is 255.255.255.0.

Radio Default Gateway

Set the optional default gateway for the wireless network. Default value is
192.168.100.200.

Page 20 of 146 ProSoft Technology, Inc.
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Network Name (SSID)

The SSID used when connecting to a wireless network used by an Access Point
or Ad hoc station. Value can be alphanumeric string with a maximum of 32 ASCII
characters that identifies the network associated to the MVI156-WA-EIP module.
This procedure will later show how this name will be used to connect your PC to
the MVI56-WA-EIP module. If using infrastructure mode you must use this same
SSID name for the access point. Using the string ANY will cause the module to
establish connection to any available access point (regardless of the configured
Access Point SSID). Default value is WANetwork.

Station_Name
String used for module identification. Default value is MVIS6WAEIP.

Channel

Channel number to be used by the network. The wireless adapter for your PC
and (if used) the access point must also be configured for this channel. Channels
1 through 11 are available.

Note: The number of usable channels varies by country. Contact ProSoft Technology for country
approval list.

Enable Encryption

Set a value of Y to enable WEP encryption for data security. Default value is N.

WEP_Key 1, WEP Key 2, WEP Key 3, WEP Key 4

Configure up to four WEP keys to be used for WEP data encryption. These
parameters are only used by the module if the Enable_Encryption parameter is
set to Y. You must set the same WEP encryption key on each device in the
network in order to correctly decode data.

64-bit or 128-bit encryption is selected by the number of characters.
5-character ASCII key or 10-digit hexadecimal key for 64-bit encryption.
13-character ASCII key or 26-digit hexadecimal key for 128-bit encryption.

The key value is case-sensitive. Hexadecimal values must be preceded by "0x".

All wireless clients and access points should be configured with identical key
values.

Note: Use only WEP Key 1 when communicating with an RLX-IH access point/repeater.

Transmit WEP Key

Selects which WEP key to use for encryption. For example, if this parameter is
set as 1 then the module will use the WEP key configured for the WEP_Key_1
parameter.
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Start Here

When you have finished editing the configuration file, save and close it. Do not

change the file name (keep it as WATTCP.CFG)

1.7.4 Download the configuration file to the MVI56-WA-EIP

1 From the network menu, press [R] to receive WATTCP.CFG. When

prompted to confirm, press [Y].

‘& MY156-WA-EIP - HyperTerminal

File Edt ‘“iew Call Transfer Help

D& 58 DB &

Exit Radio Menu

WYI56-HA-FTP COMMUNICATION MODULE MENU
?=Display Menu
A=Active Node Table
B=ICP Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
Y=Version Information
2-5=DFNT Servers
B=Network Menu Fsc=Fxit Program

Network Menu Selected

NETHORK MENU
7=Display Menu
R=Receive WATTCP.CFG
$=Send HATTCP.CFG
Y=View HATTCP.CFG
M=Hain Menu

Press 'Y to confirm receive....

Connected 00:11:43 ANSTW 57600 8-N-1

2 In HyperTerminal, open the Transfer menu, and then choose

Transfer/Send File...

‘& MV156-WA-EIP - HyperTerminal

Fle Edt View Cal [UEGS(ZH Help

0= 3 DBy H

R=Radio Menu

U=Reset diagnostic data
Y=Version Information

2-9=DFNT Servers

B=Network Menu Esc=Exit Program

Network Menu Selected

NETHORK MENU

7=Display Menu

R=Receive HATTCP.CFG

S=Send HWATICP.CFG

V=View HWATTCP.CFG

M=Main Menu
Press 'Y’ to confirm receive....

Receiving WATTCP.CFG file from PC:

TRANSFERRING WATTCP.CFG FILE FROM PC TO MODULE:
Select SEND menu option and send file WATTCP.CFG

&=1B00000002 7fed4

Connected 00:12:03 ANSTW 57600 8-N-1
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3 Browse the configuration file and select the Zmodem protocol. Click Send to
store the configuration download.

M Send File
Folder: C:ATemp

Filename:

Protocal:
Zmodem

CATempiWATTCR.CFG

[

Send

] [ LCloze

][ Cancel ]

4 After the download operation is completed the module automatically reboots
to complete the initialization procedure with the update configuration
parameters.

“& MYI56-WA-EIP - HyperTerminal
Eile Edt View Cal TIransfer Help

D& =8 0B &

RADIO PACKET DRIVER INFORMATION:
Novell flag NOT set

I0Base = 8308 IR0 = B9 MAC Address = BO10CA5EDSGBB  Packet Interrupt = Bx6l

Cra:waeip.exe

Program Initialization....
Backplane open succeeded.

Configuring radio. ...

MYIS6-WA-EIP_COMMUNICATION MODULE

(c) 1999-2007, ProSoft Technology, Inc.
EIPS

PRODUCT NAME CODE :
SOFTHARE REVISION LEVEL : 1
OPERATING SYSTEM REVISION : @

.00
187

RUN NUMBER 16001
RACK SIZE T4
MODULE SLOT NUMBER 01

Press 7 for menu help.

Connected 00:12:40 ANSTW 57600 3-M-1
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5 From the main menu, press [@] (Network Menu) and [V] (View
WATTCP.CFG) to view the parameters that you have just configured.
& MYI56-WA-EIP - HyperTerminal (=113
Fle Edt View Cal Transfer Help
=2 5 DB
Press 7 for menu help. )
Network Menu Selected
WATTCP.CFG FILE:
;Radio IP information
Radio_IP=192.168.100.1
Radio_Subnet_Mask=255.255.255.0
Radio_Default_Gateway=192.168.0.1
Network_Name_({SSID) = WANetwork
Create TBSS = ¥
Station_Name = MVIDOWAEIP
Channel = 18
Enable_Encruption = N
WEP_Key_1 = 8x1111111111
WEP_Key_2 = Bx2222222222
WEP_Key_3 = 0x3333333333
WEP Key & = Oxhhibbbbbbd
Transmit_WEP_Key = 1
Connected 00:14:27 ARSI 57600 8-h-1
1.8 Connect the PC to the Wireless Network
1 Click the Start button, choose Settings, and then choose Control Panel.
2 In the Control Panel, choose Network Connections.
B Control Panel |:”§|g|
© File  Edit Miew Favorites Tools Help ':'
J \_) l_@ /':_\J Search 0= Folders v
: = — = g «
S > O W D &
O Game Inkel{R.) Intel{R) Internet Java Plug-in
Controllers Extrem...  PROSet Wired Options
a’\.
&= D @ 6
See Also Kevboard TMail Mause -~ Netwo_rk Setup
& indows Update = 2 Wizard
) Help and Suppaork i i N
0 L & % & =
Phone and  Portable Media Power Options  Printers and Program
Modem ... Devices Faxes Updates —
r i) (A
@ @ 2 9 ¢
QuickTime  Regional and  Scanners and  Scheduled Security
Language ... Cameras Tasks Center “
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3 Double-click to open the Wireless Connection

" Network Connections

© File Edit Wiew

B

MNetwork Tasks

Create a new
conneckion

g Set up a harne or small
office network:

& Change Windows
Firewall settings

[ View available wireless
networks

*; Disable this network
device

% Repair this conneckion
Iim Rename this connection

Change settings of this
conneckion

Other Places

G» Contral Panel

o My Metwork Places

Favorites  Tools

@Back = ,\_) l@ pSearch H__" Folders '

Broadband

LAN or High-Speed Internet

¥irtual Private Network

Advanced  Help a.

Broadband Connection
| Disconnected
il ° WAN Miniport (PPPOE)

Local Area Connection
Connected
(. E Inkel{R) PROY 100 YE Metwork. ...

ork Connection

i OO TcE - 110,

Prosoft
Disconnecked
Ty WaN Miniport (PPTF)

4 List the available wireless networks and you will be able to find the
MVI56-WA-EIP network. The network will have the same name as the one
previously configured through the Network_Name_(SSID) parameter in the
WATTCP.CFG configuration file. This procedure uses the default SSID name
WANetwork. Do not connect to the network yet.

5 Select Change Advanced Settings.

(559 Wireless Network Connection

Network Tasks

g Refresh network: list

<2 Set up a wireless network
Faor a home or small office

Related Tasks

Wi Learn about wireless
nebworking

* Change the arder of
preferred networks

h Change advanced
sefkings

X
Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more
information.

((ﬁ)) linksys A
Unsecured wireless netwark “uu[l
2WIREZ286

((T)
£ secur - il
i Security-enabled wireless network ol
2WIRES1Z

((ﬁﬂ'

*_.r'.‘ Security-enabled wireless netwark n[l[lu[l
WaNetwork
v

ProSoft Technology, Inc.
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Start Here

6 Select Internet Protocol (TCP/IP) and click Properties.

- Wireless Network Connection Properties @g|

General | wireless Networks || Advanced

Connect uzing:
HE NETGEAR WG311+v3 802.11g Wirel

Thiz connection uzes the following items:
% Clignt for Microsoft Metworks
8 File and Printer Sharing for Microsoft Networks
4= 1305 Packet Scheduler

ternet Pratocal [TCRAR)
Description

Transmizsion Contral Protocol/intermet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Maotify me when thiz connection hag limited or no connectivity

[ 0K ][ Cancel ]

7 Select Use the following IP address. Enter the wireless IP address to be
used by your PC. You must select a unique IP address in the same network
previously configured in the WATTCP.CFG file. You should use a specific
network for this wireless application only (different from other networks used
by other RSLinx drivers). This sample procedure configures the module and

the PC as:

o MVI56-WA-EIP Network Settings
IP: 192.168.100.1

Netmask: 255.255.255.0
o PC Network Settings

IP: 192.168.100.2
Netmask: 255.255.255.0
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This example uses the following configuration for the PC wireless adapter.
After configuring the network settings click OK.

Internet Protocol (TCP/IP) Properties

Gereral |

You can get |P settings assigned automatically if your network, supports
this capability. Othenwize, you need to ask your network. administrator for
the appropriate P zettings.

(O) Dbtain an P address automatically
() Use the fallowing IP address:

1P address: 192 168 100 . 2
Subnet mask: 285 0285 0255 . 0

(®) Use the following DNS server addresses:
Preferred DNS server:

Alkernate DNS server: I:I

[ Ok ][ Cancel ]

Note: failure to configure the IP and netmask settings correctly will prevent RSLinx from
establishing communication with the MVI56-WA-EIP module.

8 Click Close.
-+ Wireless Network Connection Properties [2|rz|
General | Wireless Networks | Advanced
Connect uzing:
‘ EB NETGEAR WE31143 802110 el ‘
Thiz connection uzes the following items:
% Clignt for Microsoft Metworks
8 File and Printer Sharing for Microsoft Networks
4= 1305 Packet Scheduler
Internet Protocol [TCPAF)
Description
Transmizsion Contral Protocol/intermet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.
Show icon in notification area when connected
Maotify me when thiz connection hag limited or no connectivity
ProSoft Technology, Inc. Page 27 of 146
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9 Select the MVI56-WA-EIP network (WANetwork for this example) and click
Connect.

51 Wireless Network Connection |z|
Network Tasks Choose a wireless network

ﬂ Refresh network lisk Click an item in the list below to connect to a wireless network in range or to get more

information.
<2 Set up a wireless network (=) default
for a home or small office
Unsecured wireless network l[l[l[l[l
Related Tasks ((ﬁ)) linksys
(i) Learn about wireless Unsecured wireless network l[l[l[l[l
nietworking (( )) 2WIRE?86
* Change the arder of ﬁ . [l
preferred networks *_r‘_‘ Security-enabled wireless nebwork. u[l[l[l

v Change advanced plan=reok

sefkings

10 Click Connect Anyway (this example is not using WEP encryption)

Wireless Metwork Connection

' *fou are connecting to the unsecured network "Waketwork", Information
sent over this network is not encrypted and might be wisible ko other
peaople,

[gonnect Anyway ] L Cancel I|
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Now the network status is indicated as Connected.

15" Wireless Network Connection

Network Tasks Choose a wireless networl

g Feefresh nebwark list Click an item in the list below to connect to a wireless network in range or to get more
information,
<2 Set up awireless network ‘{\% WANetwork Connected *
far & home or small office Z/ -
é} Unsecured computer-to-computer network, Il!!n
Related Tasks ((ﬁ}) default
(3 Learn ahout wirgless Unsecured wireless network l[l[l[l[l
niebworking li
inksys
(@) "
Change the order of [l
preferred networks Unsecured wireless netwark, ll[l[l
'%)'- Change advanced (( }) ZWIREZBE
setkings -
'y Security-enabled wireless network u[l[l[l[l

Conneck

Note: WEP Encryption
If you are using WEP encryption, the Enable_Encryption parameter must be set tp Y in the
WATTCP.CFG. This example uses 64-bit WEP encryption (10 hexadecimal digits).

The configuration file in the following illustration shows that the module will be
configured for WEP encryption, with the WEP key configured as 1111111111.

P WATTCP.CFG - Notepad =3
File Edit Format Wew Help

Radio_IP=192.168.100.1
Radio_subnet_Mask=255.255.255.0
Radio_Default_Gateway=192.168.100.200

Network_Name_(SSID) = WANetwork
Station_Name = MVIS6WAEIP

channel = 10
Enable_Encryption = Y
WEP_Key_1 = 0x1111111111
WEP_Key_2 = 0x2222222222
WEP_Key_3 = 0x3333333333
WEP_Key_4 = 0x4444444444

Transmit_WEP_Key = 1

Ln 14, Col 21
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After downloading the previous configuration file to the module, the
MVI156-WA-EIP network will be indicated as Security-enabled).

Network Tasks

g Refresh network: list

<2 Set up a wireless network
Faor a home or small office

Related Tasks

\‘i‘) Learn about wireless
nebworking

* Change the arder of
preferred networks

v Change advanced
sefkings

(559 Wireless Network Connection

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more

information.

\é‘ WaNetwork
=)

5 ’r" Security-enabled computer-to-computer netwark.

Automatic g’:?

((ﬁ)) default

((ﬁ?')
(iﬁ))

Unsecured wireless network

linksys

Unsecured wireless network

ZWIREZ86

if. Security-enabled wireless netwark

aolll
aolll

ol

Conneck

11 Click Change Advanced Settings to open the Wireless Network Connection

Properties dialog box.

-4 Wireless Network Connection Properties

Gensral | wireless Networks | Advanced|

Connect using:

2IX)

‘n NETGEAR WG311v3 B02.11g Wwirel ‘

=

Thiz connection uzes the following items:
g Client for Microsoft Metworks

gFile and Printer Sharing for Microsoft Networks
QQDS Packet Scheduler

Internet Pratocal [TCRPAP)

Install...

Description

Transmizsion Control Protocol/Internet Protocal. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Motify me when thiz connection hag limited or no connectivity

Uninztall

Cloze

Cancel
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12 On the Wireless Networks tab, click the Properties button. This action opens
the WANetwork Properties dialog box.

WANetwork properties

Azgociation |Authentication Connection

Metwark name [S5100: | |

Wwirelezs network kep

Thig network requires a key for the following:

Mebwark Authentication:
Data encroption; WEP v
Metwork key: |........ |
Keyindes [advanced: B+

-

[ The key is provided For me automatically

[ ak H Cancel ]

13 On the Associations tab, enter the same Network number (key index) you
entered in the MVI56-WA-EIP configuration file parameter
Transmit_Wep_Key. For this example, set the key index to 1.

14 After selecting the network and clicking the Connect button you will be
prompted to enter the configured key.

Wireless Network Connection rz|
The network “Wwaketwork! requires a nebwork key (also called a WEP key or WiPA key), &

network key helps prevent unknown intruders From connecting to this network,

Type the key, and then click Connect,

Metwork key: | | |

Connect ] [ Cancel ]

15 For this example enter the 10 digits for the configured WEP key
(1111111111) and click Connect. Do not type the "0x" if it is present.

Wireless Network Connection rz|
The network "WakNetwork! requires a nekwark key (also called a WEP key or WPA key), &

network key helps prevent unknown intruders From connecting to this netwaork,

Type the key, and then click Connect.

Mebwork key:

Confirm netwark key: | Y ——

[ Connect ] [ Cancel

]
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1.9

Set Up the RSLinx Driver

You can configure one of the following RSLinx drivers to access the
MVI156-WA-EIP module:

Ethernet devices Driver (page 32)
EtherNet/IP Driver (page 34)
Remote Devices Via Linx Gateway Driver (page 38)

1.9.1 Configuring the Ethernet devices Driver

1

2

In RSLinx, open the Communications menu and then choose Configure

Drivers. This action opens the Configure Drivers dialog box.

In the Configuration Drivers dialog box, select the Ethernet devices Driver

from the dropdown list, and then click Add New

Configure Drivers

Available Driver Types:
LCloze

Ethemet devices

Configured Dirivers:

Mame and D escription Status

Enter the driver name as shown in the following illustration.

Add New RSLinx Classic Driver,

Choose a name for the new driver.
[15 characters mawimum)

Cancel
|4B_ETH-1

Enter the MVI56-WA-EIP module IP address that you have previously
configured through the WATTCP configuration file. This procedure will
assume that the module was configured with its default IP address
(192.168.100.1) .
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5 Click Apply to save your settings, and then click OK to close the Configure
Driver dialog box.

Configure driver: AB_ETH-1

Station M apping
Station | Host Mame Add Mew |
0 1921681001
53 | Delete
QK | Cancel | | Help |
The Ethernet devices driver will be running as shown in the following
illustration.
Configure Drivers '
Available Driver Types:
| [~ op
Configured Dirivers:
Mame and D escription Status
AB ETH-1 A Ethemet RUNNING Carfigure...
Startup...
Start
Stop
Delete

Refer to RSWho (Communications menu — RSWho) to monitor the
MVI56-WA-EIP module and associated devices.
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RSLinx recognizes the MVI56-WA-EIP as a 1756-ENBT/A module, as shown
in the following illustration.

"Q‘ RSLinx Classic Professional - RSWho - 1
File Edit Wew Communications Station DDEJOPC  Security  Window Help

2| & 218 aliz| ¥

ERSWho - 1

v Autohrowse Refresh I Browsing - node 192.168.100.7 found

EI--- ‘Workstation
35 Linx Gateways, Ethernet

192.165.1..,
192,165,100.1, 1756-ENBT/A, 1756-EMBTA 1756-EMBT/A

=== Backplane, 1756-A74
' 00, 1796-L1/A LOGIAS550, MYISEPDPMYL
01, 1756-EMET/4, 1756-EMET/4
03, 1756-DNE, 1756-DINB/A Devicellet Scanner
04, 1756-DHRIOME, 1756-DHRIOE
05, 1756-CME(E, 1756-CME(E
06, 1756-ENET/B, 1756-ENET/E

[ om 05/09/07 0237 AM

For Help, press F1

1.9.2 Configuring the EtherNet/IP Driver

1 In RSLinx, open the Communications menu and then choose Configure
Drivers... This action opens the Configure Drivers dialog box.

2 In the Configuration Drivers dialog box, select the EtherNet/IP Driver from the
dropdown list, and then click Add New

Configure Drivers

— Awailable Driver Types:

LCloze
Ethernet/IP Driver Add Mew... |

Help

d

— Configured Drivers:

Mame and D escription | Status |

Configure. ..
Startup...
Start

Stop

A

Delete
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3 Enter the driver name as shown in the following illustration.

Add New RSLinx Classic Driver,

Choose a name for the new driver.
[15 characters mawimum)

Cancel
|4B_ETHIP-1

4 If the wired Ethernet network is disabled, configure the driver using the
settings in the following window. Click OK to save your settings and close the
Configure Driver dialog box.

Configure driver: AB_ETHIP-1

Ethemet/|F Settings

" Browse Remate Subnet

IF Address: |

Subnet Mask: |

Ok | Cancel Apply Help
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The Ethernet devices driver will be running as shown in the following
illustration.

Configure Drivers

Available Driver Types:

|Ethemet.f|P Drriver j
Configured Dirivers:
Mame and D escription Status
AE_ETHIP-1 &-B Ethemet RUMNNING Running

Refer to RSWho (Communications menu — RSWho) to monitor the
MV156-WA-EIP module and associated devices.
RSLinx recognizes the MVI56-WA-EIP as a 1756-ENBT/A module, as shown
in the following illustration.

"Q‘ RSLinx Classic Professional - RSWho - 1

File Edit Wew Communications Station DDE/OPC  Security  Window  Help

»|

V' Autobrowse l:l

Browsing - node B found

CEX

= Workstation

+-@g Linx Gateways, Ethernet
-5 AB_ETHIP-1, Ethernet

!l 01, 1756-EMET/A, 1756-ENBT/A

1 03, 1756-DME, 1756-DMNEfA Devicellet Scanner
"l 04, 1756-DHRIOJE, 1756-DHRIOIE

" 05, 1756-CMB/B, 1756-CNE/(E

®| 06, 1756-EMET(B, 1756-ENET/E

ula} 03

1756-EMBT/A MYISEFDPMY1  1756-DM...

5 il
1756-DHRL.. 1756-CMB/E  1756-EMET/B

For Help, press F1

MUM 05/09/07 | 09:44 AM

EtherNet/IP Driver Troubleshooting Tip

If you followed the previous steps and the module is still not displayed through
RSWho, there may be a conflict with the wired Ethernet network that prevents

RSLinx from finding the module through the wireless adapter.

One way to overcome this issue is to disable your wired Ethernet connections.

1 In Windows XP, click the Start button and then choose Settings — Network
Connections.
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2 Select the Ethernet connection and click the right mouse button to open a
shortcut menu.

3 On the shortcut menu, choose Disable. Repeat this step for any additional
Ethernet connections.

Important: Do not disable the wireless connection.

"8 Network Connections |:| |§| [z|

File Edit VYiew Favorites Tools Advapced  Help i f
) ) @) o
- </ lm 7~ Search W= Folders
Address d}, Metwork Connections v Go
p— A Mame Type Status
Network Tasks L
&l Eor:zteit?oﬁew A Local Area Connection LA&M or High-Speed Inter,..  Disabled
@ Change Windows — A lLocal Area Connection 2 L&M or High-Speed Inter..,  Disabled
Firewall settings
W
See Also ) wwireless Metwark Connection LAM or High-Speed Inter...  Connected
i) Mebwork v|< | >

If your application requires the Ethernet connections to be enabled, you can
alternatively configure the driver to look only for the MVI156-WA-EIP module.

1 In the driver configuration window, select the EtherNet/IP driver and then click
Configure.

Configure Drivers

Available Driver Types:
LCloze
| J Help
Configured Drivers:
Mame and D escription Status
AB_ETHIP-1 &-B Ethemet BUMNNING Running
Startup...
Start
Stop
Delete
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2 Select Browse Remote Subnet, and then enter the MVI56-WA-EIP IP
address and subnet mask.

Configure driver: AB_ETHIP-1

Ethemet/|F Settings

" Browse Local Subnet  * Browse Remoate Subnet

IP Address: | 192 . 168 . 100 . 1

Subniet Mask: | J55 . 255 . 256 . 0

ok | Cancel |

Apply |

Help

1.9.3 Configuring the Remote Devices Via Linx Gateway Driver

1 In RSLinx, open the Communications menu and then choose Configure
Drivers... This action opens the Configure Drivers dialog box.

2 In the Configuration Drivers dialog box, select the Remote Devices via Linx
Gateway Driver from the dropdown list, and then click Add New.

Configure Drivers

Available Driver Types:

Remote Devices via Ling Gateway

Configured Drivers:

Add Mew...

Marie and D escription

Status
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3 Enter the driver name as shown in the following illustration.

Add New RSLinx Classic Driver,

Choose a name for the new driver.
[15 characters mawimum)

Cancel
[TCPA

4 Enter the MVI56-WA-EIP module IP address that you have previously
configured through the configuration file. This procedure will assume that the
module was configured with its default IP address (192.168.100.1) .

5 Click Apply to save your settings, and then click OK to close the Configure
Driver dialog box.

Configure Remote Devices via Linx Gateway

Driver Selection | Configure Browser I

Device Mame:
Server's P Address or hostname: |132.168.100.1

Server Name:

Remate driver name:
0k | Cancel | | Help |

The Remote Devices via Linx Gateway driver will be running as shown in the
following illustration.

Configure Drivers

Available Driver Types:
_Qlose
|F!em0te Devices via Line Gateway j Add Mew... -
Help
Configured Drivers:
Marie and D escription Statuz
TCP-1 to on 192.168.100.1 BUNMING Configure. ..
Startup...
Start
Stop
Delete
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Refer to RSWho (Communications-RSWho) to monitor the MVI56-WA-EIP
module and associated devices.

RSLinx recognizes the MVI56-WA-EIP as a 1756-ENBT/A module, as shown
in the following illustration.

"Q‘ RSLinx Classic Professional - RSWho - 1
File Edit Wiew Communications Station DDE/OPC  Security ‘Window Help

EEX

v Autobrowse l:l Browsing - node 192.168.100.1 faund

= Workstation
+-&5 Linx Gateways, Ethernet g
=)@ TCP-1, Ethernet 192.168.1...
= f] 192.168.100.1, 1756-ENBT}A, 1756-ENET A 1756-ENET/A
-8 Backplane, 1756-A714
+ 00, 1756-L1 /A LOGIXSS550, MYISEPDPMYL
01, 1756-EMBT A, 1756-ENETIA

03, 1756-DME, 1756-DMNB)A Devicelet Scanner
04, 1756-DHRICVE, 1756-DHRIOIE

05, 1756-CME/B, 1756-CME/B

06, 1756-EMET/B, 1756-EMETIE

For Help, press F1 UM 05/09/07 | 09:53 AM

Troubleshooting Tips

If at this point RSWho does not display the MVI56-WA-EIP (regardless of the
RSLinx driver) please check the following items:

» Make sure that the IP address (and subnet mask settings) of the desktop or
laptop wireless adapter was set in the same network as the IP address of the
MVI156-WA-EIP. Refer to Connect the PC to the Wireless Network (page 24)
to set up the IP address of your desktop or laptop wireless adapter.

» Verify that you are using RSLinx Classic version 2.51 or later.

= If you have configured the MVI56-WA-EIP module to use WEP encryption
make sure that the desktop or laptop wireless adapter was also configured for
WEP encryption (with the same WEP key value). Refer to Enable_Encryption
(page 21) to set up WEP encryption.
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1.10 Use RSL0gix5000 to access the ControlLogix through the
MVI56-WA-EIP

1

In RSLogix5000, open the Communications menu, and then choose RSWho.

¥l RSLogix 5000 - TEST in MyProject.ACD [1756-11] - [MainProgram - MainRoutine]

Ef File Edit Yiew Search Logic Communications Tools Window Help - 8 x
Bl 8| &|®|E] o] = Bl%/%| = ME alal
Offline fl. I RUN W Path [<none> ~| &
Mo Forces | F oK
i 8 05 d Hleie] wlwlololol
i} 4 \Fa\rori‘tes ABt & TimeriCourter & InputiOutput 4 Compare
=1-£5] Corkroller TEST ~ J
A Controller Tags THER DN
[23 Controller Faulk Har : TON e’
i} L Timar Or Delay —EMN>—
3 Power-Up Handler c Times TIMER DR
—-£5] Tasks Preset 0«
] % MainTask Accum 0«
= a MainProgram
& Program Tac
Eh MainRoutine ] TlM_l;:FII_.DN o oo
3 .Unscheduled Progral E couced COUMTER
|45 Motion Groups D€
[ Ungrouped Axes Source B 1
[ Trends
=125 Data Types Dest COUMTER
i User-Defined o
+ E@, Strings
+- 9 Predefined
) v EQ hAO-
Y MainRoutine ] ] 3l
Feady Fung 2 of 3 APP

2 Locate the configured driver and select the ControlLogix processor. Click
Download to transfer the ladder to the processor through the MVI56-WA-EIP

module.

% Who Active

[V Autobrowse l:l

= Ei ‘Workstation

+ =5 Linx Gateways, Ethernet

= &% AB_ETH-1, Ethernet
Bl 192.168.100.1, 1756-ENBT/A, 1756-ENET/A
(=13 Backplane, 1756-A7/4

; 00, 1756-L1 14 50, MYISEPDRMYL
01, 1756-ENBT/4, 1756-ENET/A
03, 1756-DNE, 1756-DNE/A Devicellet Scanner
04, 1756-DHRIOJE, 1756-DHRIC/E
| 05, 1756-CNEBJE, 1756-CNB/B

06, 1756-ENET/B, 1756-ENET/E

Go Online |
Upload. ..
Download
Update Firmware...
LCloze
Help

-

Path: AB_ETH-1%192.168.100.14Back plane
Path in Project; <nones

Set Project Path
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You can perform other general tasks (Download/Upload/Go Online, and so
on) in the same way as using a 1756-ENET module.

[ al=(ua| 8] i[wle] |

Rem Run [ @ RunMode F2 Pah: [ TCP-\192.168.100.1\Backplane\0™ | &
No Forces p_ | E Controller OK :
- = M Eattery Fault
(s == [T 140 Mot Present ﬂ | | | | | | | | ﬂ
| <21 KX s
=] Contraller TEST v Scope: |TEST(contoler] | Show: [Show &l v| ot [TagName =]
& controller Tags Tag Mame 7 | Walue | Force Mask «|5yle | Type [~
3 Contraller Fault Han b [ counTErR | 5277 Decirnal INT
3 Power-Up Handler o,
< P = |+ TIMER fooal fooal TIMER =
_« [ [\Monitor Tags 4EditTags / 4| | »
Ready 121

1.11 Verify Status Information

You can use the debug menu to verify the MVI56-WA-EIP status information.

‘& MV156-WA-EIP - HyperTerminal

Fle Edt View Cal Transfer Help

D& 58 DB &

NETWORK MENU
7=Display Menu
R=Receive WATTCP.CFG
$=Send WATTCP.CFG
V=Yiew WATTCP.CFG
M=Main Menu

Hain Menu Selected

WVIS56-WA-FTP COMMUNICATION MODULE MENU
7=Display Menu
A=Active Node Table
B=ICP Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
V=Version Information
2-5=DFNT Servers
B=Network Menu Esc=Exit Program

<

Connected 00:49:17 ANSTW 57600 8-N-1
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Press [A] for rack occupation information. You can check which slots are

occupied in the rack. The ANT register is a bitmap word (hexadecimal value) that
also indicates which slots are occupied (bit x=1 means slot x is occupied).

“& MV156-WA - HyperTerminal
File Edit Mew Call Transfer Help

D& & & =D

Exit Radio Menu

MYT56-HA-ETP COMMUNTCATION MODULE MENU
7=Display Menu
A=Active Node Table
B=ICP Data
D=Device Information
R=Radio Henu
U=Reset diagnostic data
VY=VYersion Information
2-5-DFNT Servers
B=Network Menu Esc=Exit Program

ACTIVE MODE_DISPLAY:
Rack Size: 7 Slots  ANT = 00008055

5lot @: Occupied
Slot 1: Empty
Slot 2: Occupied
Slot 3: Empty
Slot 4: Occupied
5lot 5: Empty
5lot 6: Occupied
Connected 5:00:07 AMSTW 57600 &-N-1 UM

From the main menu, press [B] for the ICP status information. This information is

obtained by the module through the backplane:

‘& MV156-WA-EIP - HyperTerminal
Fle Edt Yiew Cal TIransfer Help

D& 58 DB &

ICP DATA STATISTICS:

ICP (backplane) Statistics:
Control Bus Status: @
Control Bus Parameters
Multicast CRC Error Threshold: 8
Transmit Retry Limit: 45
Rack Info

Size: 4 Module’'s Slot: 1
Receive Error Counters

Bad CRC: O

Bus Timeout: B

CRC Error: @
Transmit Error Counters

Bad CRC: B

Bus Timeout: B

Revision: 1.01 Serial Number:

00228447

<

Connected 00:49:29 ANSTW 57600 8-N-1

The following registers are available:

= Control Bus Station - indicates an error if value is different than 0. Refer to
Rockwell documentation for further information on specific error codes.
= Multicast CRC Error Threshold - displays the threshold for entering a fault

state due to multicast CRC errors.

» Transmit Retry Limit - The number of times a frame is retried if a

transmission error occurs.

ProSoft Technology, Inc.
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» Rack information - provides general information concerning: module
revision and serial number, rack size and slot where the module is located.
*= Receive Error Counters (Bad CRC) - number of bad CRC errors that

occurred on received backplane frames.

= Receive Error Counters (Bus Timeout) - number of receive time-outs
= Receive Error Counters (CRC Error) - number of multicast receive CRC

errors

» Transmit Error Counters (Bad CRC) - number of bad CRC errors that

occurred on transmitted frames.

= Transmit Error Counters (Bus Timeout) - number of transmitted bus time-

outs.

» To view device information, press [D]. This menu provides general device

information as indicated below:

“& MVI56-WA-EIP - HyperTerminal

Eile Edt View Cal TIransfer Help

D@ =3 0B &

WYI56-HA-FTP COMMUNICATTON MODULE MENU
?=Display Menu
A=Active Node Table
B=ICP Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
V=Version Information
2-5=DFNT Servers
B=Network Menu Esc=Exit Program

DEYICE INFORMATION:

Module MName: MYI56 ProSoft Techrology, Inc.

VendorID: 309 NeviceType: 12

ProdCode: 83 SerialNum : OxO00B6EEB (hex)

Revision: 1.01

Slot: 1
< >
Connected 00:49:49 ANSTW S7E00 8-H-1

From the main menu, press [R] key to open the Radio menu.

“& MYI56-WA-EIP - HyperTerminal

Fle Edt Yiew Cal Iransfer Help

0= 3 DBy o

WYIS6-HWA-EIP COMMUNICATION MODULE MENU
?=Display Menu
A=Active Hode Table
B=ICP Data
DN=Device Information
R=Radio Menu
U=Reset diagnostic data
Y=Version Information
2-9=DFNT Servers
B=Network Menu Esc=Exit Program

Radio Menu Selected.
RADIO MENU

C=Configuration

5=Status

1=Constant Radio Status Update
H=Return to Main Menu

4
Connected 00:50:11 ANSTW 57600 8-h-1
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Press [C] key for the radio configuration settings.

“& MYI56-WA-EIP - HyperTerminal
Ele Edt View Cal TIransfer Help

5 0B &

0 &

Radio Menu Selected.
RADTO MENU

C=Configuration

$=8tatus

1=Constant Radio Status Update
H=Return to Main Menu

RADIO STATIC CONFIGURATION:

Port Tupe Oun MAC Address:

Own Channel : 18 Oun SSID:

Hax Data Len : 1588 Oun Name:

Encryption B Authentication

TH Rate Ctrl : 3 WEP Key Rollowver: Mo
Sec Cap . 027

LED Levels : 10 - 20 - 38 - 40

HUISGHHE{P

0@:10:C6:5E:Do: BB

4

Connected 00:50:46 ANSTW 57600 8-h-1

Press [S] key for the status information

data

‘& MVI56-WA-EIP - HyperTerminal
Eile Edt View Cal TIransfer Help

RADIO DRIVER STATUS:
Port Status = Connected IBSS
Transmit Rate = 11 MB

Signal Level = -53 dBm
PacketsIn = 358
ButesIn = 49525
ErrorsIn =
PacketsDropped = 8

D& A DhBE B
RADIO STATIC CONFIGURATION:
Port Tupe Oun MAC Address: 08:18:C6:5E:D6:68B
Own Channel : 18 Oun SSID:
Hax Data Len : 1588 Oun Name: MVIS6WAEIP
Encryption B Authentication :
TH Rate Ctrl : 3 WEP Key Rollowver: Mo
Sec Cap . 027
LED Levels : 10 - 20 - 38 - 40

SSID = YANetwork
Signal Quality
Noise Level

PacketsOut
BytesOut

ErrorsQut
Channel #

= 43 dB
= 9% dBm
= 473

= D430

=18

<

Connected 00:50:59 ANSTW 57600 8-N-1

The following status registers can be monitored through the radio status menu:

Port Status

This register will typically indicate one of the following values:

Connected IBSS

If this status is continuously indicated then the module is connected to

another station in ad-hoc mode.

ProSoft Technology, Inc.
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= Connected IBSS/Searching

If the ports status continuously alternates between Connected IBSS and
Searching it typically means that either the module has just powered up or
the module lost communication to another station (connected through ad-hoc
mode). For the later condition the Connected IBSS status would be displayed
for approximately 10 seconds and Searching status would be displayed for
approximately 1 second.

= Connected ESS
The module is connected to an access point (infrastructure mode).
= Qut of Range

The module lost connection to the previously connected access point. When
in the out of range mode it will only search for another access point.

Transmit Rate

The transmit rate used for data communication. The module implements auto
fallback transmit rate, so the module automatically calculates the rate to be used
based on the signal quality level. There are four rates supported (1Mbps, 2Mbps,
5.5Mbps and 11Mbps).

Signal Quality, Signal Level, Noise Level

These registers can be used to determine the quality of the radio communication.
The signal quality level will be the difference between the signal level and noise
level.

Packets In/Out, Bytes In/Out, Errors In/Out, Packets Dropped

These status registers allow the troubleshooting of the radio network by checking
if the radio is receiving or sending data. If the module is not connected then the
Packets In, Bytes In registers will not change.

Channel #

Check the channel number used by the radio to receive and transmit data. This
should match the value configured in the configuration file.
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From the radio menu, press [1] for continuous update of the radio Noise Level

(NL), Signal Level (SL) and Quality (Q):

‘& MVI56-WA-EIP - HyperTerminal

Eile Edt View Cal TIransfer Help

D © 8 D@
Q= &3 dB  SL= -53 dBm HL= -96
Q= 43 dB  SL= -93 dBm HNL= -96
Q= 43 dB  SL= -3 dBm HL= -96
= 43 dB  SL= -53 dBm NL= -96
Q= 43 dB  SL= -53 dBm HL= -96
Q= 43 dB  SL= -53 dBm HL= -96
= 43 dB SL= -53 dBm NL= -96
= 43 dB SL= -53 dBm NL= -96
= 43 dB SL= -53 dBm NL= -96
= 43 dB SL= -53 dBm NL= -96
= 43 dB SL= -53 dBm NL= -96
= 42 dB SL= -54 dBm NL= -96
= 42 dB SL= -54 dBm NL= -96
= 43 dB  SL= -53 dBm HNL= -96
= 43 dB  SL= -53 dBm HNL= -96
= 43 dB  SL= -53 dBm HNL= -96
= 43 dB  SL= -93 dBm NL= -96
= 43 dB SL= -53 dBm NL= -96
= 43 dB  SL= -53 dBm NL= -96
= 43 dB SL= -53 dBm NL= -96

<

Connected 00:51:15 ANSTW 57600 8-K-1

From the main menu, press [V] to view the MVI56-WA-EIP version information.

“& MVI56-WA-EIP - HyperTerminal
Eile Edt View Cal TIransfer Help

D@ =3 0B &

U=Reset diagnostic data
Y=Version Information
2-9=DFNT Servers

@=Network Menu Esc=Exit Program

VERSION INFORMATION:
HYIS56-HA-EIP_ COMMUNICATION MODULE

PRODUCT NAME CODE : EIPS
SOFTHARE REVISION LEYEL : 1.08
OPERATING SYSTEM REVISION : 0187
RUM_NUMBER : 1

MY IP ADDRESS

MY ETHERNET ADDRESS (HEX)
PROGRAM SCAN COUNTER
FREE MEMORY

1 36800
1 195472

{c) 1999-2007, ProSoft Technology, Inc.

o1
0 192.168.100.1
: 00:10:C6:5F:D6:0B

<

Connected 00:51:40 ANSTW 57600 8-h-1
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Press keys [2], [3], [4] or [5] to view EtherNet/IP server status information. The
first server to be connected will be server 19. It will display relevant information
such as the remote computer IP address connected to the module. The module

accepts up to 20 simultaneous connections.

“& MYI56-WA-EIP - HyperTerminal
Ele Edt View Cal TIransfer Help

D& =8 DB &

SERVER 16:

SERVER 17:

SERVER 18:

SERVER 19:

State:
Estab:
Hrite:
Port :
State:
Fstab:
WUrite:
Port :
State:
Estab:
Hrite:
Port :
State:
Estab:
Hrite:
Port :
State:
Fstab:
Hrite:

NSO O®
=] = = =
(=] = = =
p¥=] = = =

=]
=]

Connect:

Read
Close

IP

Connect :

Read
Close
1P

Read
Close

1P

Connect :

Read
Close

IpP

Read
Close

Connect :

Connect :

WONHFEOOQEESOIDooE®

-~ O
=T a1

Open

Message:
Timeout:

.0.8

Open

Hessage:
Timeout:
6.0

Open

Message:
Timeout:

.0.8

Open

Message:
Timeout:
.168.100.2

Open

Message:
Timeout:

LR o oo o= o

£
Connected 00:52:27

ANSTW

57600 8-h-1
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2 Ad-hoc & Infrastructure Mode Overview

In This Chapter

% Ad hoC NEIWOTIK ... 49
% Infrastructure Network ............coooeiiiiiiiii e 50
< SCENARIO 1: AP Found after Power Up........cccccceeeeiiiiiiiiieeeeceeeiee. 51
< SCENARIO 2: AP Not Found after Power Up (Ad-hoc Station Found) .53
< SCENARIO 3: No stations found after Power Up (ad-hoc or AP).......... 56

The MVI56-WA-EIP module can be used in ad-hoc or infrastructure networks.

Stations in an ad-hoc network communicate directly with each other and thus
must be within direct communication range.

Infrastructure networks are distinguished by the use of an access point for all
communications. Any message sent between two stations must take two hops.

1 First, the source station transfers the frame to the access point.
2 Second, the access point transfers the frame to the destination station.

Therefore, in an infrastructure mode, all stations are required to be within reach
of the access point.

2.1 Ad hoc Network

—— | I
v | €--->
WA
EIP
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2.2 Infrastructure Network

Access Point

/

/

:

e | l

It is out of the scope of this document to present detailed information about ad-
hoc and infrastructure networks. Please refer the 802.11 specification document
for further information.

The module may connect to an access point (infrastructure mode) in one of the
following scenarios:

= After power up, if an access point with same SSID is found.
» After infrastructure or ad-hoc communication is lost, if an access point with
same SSID is found.

The module may connect to a station (ad-hoc mode) in one of the following
scenarios:

= After power up, if an access point with same SSID is not found and an ad-hoc
station is found with same SSID

= After ad-hoc communication is lost, if an ad-hoc station with same SSID is
found.

Therefore the selection between ad-hoc and infrastructure mode is performed
during module operation (there is no configuration parameter to select either
mode). The following topics describe some scenarios that will help you
understand how the module implements ad-hoc and infrastructure connections.
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2.3 SCENARIO 1: AP Found after Power Up
Upon power up, the module initially searches for an access point within range
with same SSID value. If an access point with same SSID is found then the
module associates to the AP in infrastructure mode. Then the module will
communicate to any other stations associated to the same access point.
- P 4
1. MVIS6-WA-EIP power up - - _-_
2. AP with same SSID is found - L =
3. MVI56-WA-EIP associates to AP |
Access Point
— @ » "
L
— m |
EIP
In order to find out if the module is connected in infrastructure or ad-hoc mode,
refer to the port status information on the module's debug menu. From the main
menu press [R] for the Radio Menu, and then press [S] for Status.
If the module successfully finds an Access Point with the same SSID, the port
status register will show Connected ESS:
2.3.1 Access Point Found (Port Status = Connected ESS)
“& COMM4 - HyperTerminal
File Edit Wew Call Transfer Help
Radio Menu Selected.
RADI0 MENU
C=Configuration
S=Status
1=Constant Radio Status Update
M=Return to Main Menu
RADIO DRIVER STATUS:
Port Status = Connected ESS  SSID = WANetwork
Transmit Rate = 11 MB Signal Quality = 45 dB
Signal Lewvel = —43 dBm  Noise Lewel = -88 dBm
PacketsIn =D PacketsOut =1
BytesIn = 410 BytesOut = 82
ErrorsIn =10 ErrorsQut =0
PacketsDropped = 0 Channel # = 10
Connected 5:47:00 AMNSTW 57600 5-M-1 UM
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If communication to the AP is lost the module will try to associate to an access
point with the same SSID. The module will not attempt to connect to another
station in ad-hoc mode. The module must reboot to establish communication in
ad-hoc mode after the communication is lost in infrastructure mode.

Communication Lost with AP . .Y 3 e
{AP power down or out of range ) MVI ,V\ —] —

looks for an AP (not ad-hoc) Vs - j
Access Point

If communication is lost in infrastructure mode, the port status will indicate "out of
range".

2.3.2 Communication Lost With Access Point
(Port Status = Out of Range)

“& COMM4 - HyperTerminal
File Edit Wiew Call Transfer Help

M=Return to Main Menu #

RADIO MENU

C=Configuration

S=Status

1=Constant Radio Status Update
M=Return to Main Menu

RADIO DRIVER STATUS:
Port Status = Out of Range SSID = None Detected
Transmit Rate 0 MB Signal Quality = 49 dB

Signal Level = —42  dBm Noise Level = -91  dBm
PacketsIn =17 PacketsOut =1
BytesIn = 1408 BytesOut = 82
ErrorsIn = 28 ErrorsOut =0
PacketsDropped = @ Channel # =0
Connected 5:47:43 AMNSTW 57600 8-M-1 UM
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2.4  SCENARIO 2: AP Not Found after Power Up (Ad-hoc Station Found)
Upon power up, the module initially searches for an access point within range
with the same SSID value. If an access point with the same SSID is not found,
the module will attempt to connect to other stations with the same SSID in ad-hoc
mode. If a station is found within range, the module will be connected in ad-hoc
mode.

S »
M
— e |
EIP
If the module is connected in ad-hoc mode, the ports status will indicate
"Connected IBSS" continuously and with a valid Signal Quality (greater than
0dB).
2.4.1 Ad-hoc station Found (Port Status = Connected IBSS)
“g COMM4 - HyperTerminal
File Edit Wiew Call Transfer Help
D=Device Information ~
R=Radio Menu
U=Reset diagnostic data
V=Version Information
2-5=DFNT Serwvers
B=Network Menu Esc=Exit Program
Radio Menu Selected.
RADIO DRIVER STATUS:
Port Status = Connected IBSS SS5ID = WANetwork
Transmit Rate = 11 MB Signal Quality = 60 dB
Signal Level = -36 dBm  MNoise Level = -96 dBm
PacketsIn = 22 PacketsOut =1
BytesIn = 2183 BytesOut = 82
ErrorsIn = 22 ErrorsOut = 38
PacketsDropped = 0 Channel # =10
Connected 1:52:08 AMNSTW 57600 5-M-1 UM
If the communication to any other stations is lost (ad-hoc) the module will search
for other stations with same SSID (ad-hoc) or an access point with same SSID
(infrastructure). Therefore, if the communication in ad-hoc is lost the module can
still connect in infrastructure mode. However, if the communication is lost in
infrastructure mode it will no longer connect in ad-hoc mode (as indicated in
previous scenario).
ProSoft Technology, Inc. Page 53 of 146

May 28, 2008



MVI156-WA-EIP ¢ ControlLogix Platform Ad-hoc & Infrastructure Mode Overview
High Speed Wireless EtherNet/IP Communication Module

. Y
Communication Lost with station in ad-hoc mode ’\’\
MV looks for another station (ad-hoc) or AP » -\

{infrastructure)

EIP

The port status will switch between Connected IBSS (SSID=WANetwork) and
Searching (SSID = None Detected) indicating that the module will be searching
for other stations. The LEDs will also reflect this state. Refer to RF Signal Level
LEDs (page 126) for more information on interpreting the LEDs.

2.4.2 No ad-hoc communication: MVI56-WA-EIP looks for ad-hoc
station or AP (Port Status = Connected IBSS/Searching)

“& COMM4 - HyperTerminal
File Edit Wiew Call Transfer Help

RADIO DRIVER STATUS:
Port Status = Connected IBSS SSID = WANetwor

k
Transmit Rate = 11 MB Signal Quality = 54 dB
Signal Level = -38 dBn  MNoise Lewvel = -92 dBm
PacketsIn = o9 PacketsOut =1
BytesIn = §490 BytesOut = 82
ErrorsIn = 24 ErrorsOut = 53
PacketsDropped = 8 Channel # =10

RADIO DRIVER STATUS:
Port Status = Seaaching B SSID = None Detected

Transmit Rate = Signal Quality = 54 dB
Signal Level = -38 dBm  MNoise Lewvel = -92 dBm
PacketsIn = 55 PacketsOut =1
BytesIn = 8490 BytesOut = 82
ErrorsIn = 26 ErrorsOut = 23
PacketsDropped = @ Channel # =0
Connected 1:52:58 AMNSTW 57600 8-M-1 UM
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1. Ad-hoc communication established F— —
2. Ad-hoc communication lost — —
3. AP with same SSID found

4. MVISE-WA-EIF associales with AP -7 )
P Access Point

After the module communicates with the access point, the port status will then
change from Connected IBSS/Searching to Connected ESS:

2.4.3 Port Status = Connected ESS

“& COMM4 - HyperTerminal
File Edit Wew Call Transfer Help

RADIO DRIVER STATUS:
Port Status = Connected IBSS SSID = WANetwor

k
Transmit Rate = 11 MB Signal Quality = 54 dB
Signal Level = -38 dBm  HNoise Lewvel = -92 dBm
PacketsIn = 29 PacketsOut =1
BytesIn = 8490 BytesOut = 82
ErrorsIn = 34 ErrorsOut =70
PacketsDropped = 0 Channel # =10

RADIO DRIVER STATUS:
Port Status = Connected ESS  SSID = WANetwork

Transmit Rate = 11 MB Signal Quality = 50 dB
Signal Level = -42 dBn  MNoise Lewvel = -92 dBm
PacketsIn = o9 PacketsOut =1
BytesIn = §490 BytesOut = 82
ErrorsIn = 38 ErrorsOut =70
PacketsDropped = 8 Channel # =10
< > 5
Connected 1:54:29 AMNSIW 57600 5-N-1 MM
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2.5 SCENARIO 3: No stations found after Power Up (ad-hoc or AP)

The module might power up but not find any access point or ad-hoc stations with
the same SSID. The module will continue searching for other stations (ad-hoc or
AP) until a connection is established. The port status will switch between
Connected IBSS and Searching with a signal quality level of 0dB until a

connection is established.

“g COMM4 - HyperTerminal

File Edit Wiew Call Transfer Help

RADIO DRIVER STATUS:

Port Status = Seaaching B SSID = None Detected

Transmit Rate = Signal Quality = 0 dB
Signal Level = -102 dBm HNoise Lewvel = -102 dBm
PacketsIn =0 PacketsOut =1
BytesIn =0 BytesOut = 82
ErrorsIn =11 ErrorsOut =29
PacketsDropped = 8 Channel # =0
RADIO DRIVER STATUS:
Port Status = Connected IBSS SS5ID = WANetwork
Transmit Rate = 11 MB Signal Quality = 0 dB
Signal Level = -102 dBm HNoise Level = -102 dBm
PacketsIn =0 PacketsOut =1
BytesIn =0 BytesOut = 82
ErrorsIn =11 ErrorsOut =25
PacketsDropped = 0 Channel # =10

Connected 1:51:26 AMNSTW 57600 5-M-1 UM
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3

3.1

Supported Applications

In This Chapter

< Bridging Capability

................................................................................ 57
@ RSVIEW SUPPOIt .. ..o 74
< Explicit Messaging a@s @ SEIrVEr .......ccoooviiee e 86
< Explicit Messaging as a Client............cccoiiiiiiii e 90

The previous setup procedure created a basic application where the
MV156-WA-EIP module would allow a laptop with WiFi capability to wirelessly
program a ControlLogix processor in the same rack. This section will illustrate
other applications you can perform with the MV156-WA-EIP module.

The following topics show how to perform different tasks through the
MVI156-WA-EIP module. These tasks assume that you have followed the

previous setup steps listed in this document to have the module configured and
connected to the laptop.

Bridging Capability

The MVI156-WA-EIP module can bridge different processors through different

networks. The module allows the bridging through ControlNet, EtherNet/IP, DH+
and DeviceNet networks.
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To illustrate the bridging capability, refer to the sample network diagram below:

Rack 3 with
ControlLogix Rack 1 Rack 2 MVI56-WA-EIP

l l\ [y | & Ethernet/IP Network
: ControlNet Network
- 4 DH+ Network
I\ DeviceNet Network
5

I UELEELREL
e|e|e|ao| |9
PLC5

For this sample network the MVI56-WA-IP module allows wireless access to the
laptop to perform the following tasks:

Monitor the entire network with RSLinx

Program the ControlLogix processor with RSLogix5000

Program the PLC5 processor on the DH+ network with RSLogix5
Configure the ControlNet network through RSNetWorx for ControlNet
Configure the DeviceNet network through RSNetWorx for Devicenet

abrwNPRF
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3.1.1 Monitor the Entire Network with RSLinx

You can use RSlinx Who functionality to scan different networks/racks bridged
through the MVI156-WA-EIP.

< RSLinx Classic Professional - RSWho - 1 (=3
File Edit Wiew Communications Station DDEJOPC  Securiky Window Help

= & S8 aliz] K|
EZRSWho - 1

vV Autobrowse l:l 8 Birovesing network,

“Warkstation
+-a5 Linx Gateways, Ethernet
-l-a%5 AB_ETH-1, Ethernet
= f] 192.168.100.1, 1756-EMET/A, 1756-ENBT/A
—- i Backplane, 1756-A414
00, 1756-ENBT/4, 1756-EMET/A
= 01, 1756-ENBT/4, 1756-EMET/A

¥

For Help, press Fi MU 05/10/07 | 0Z:11 PM

ProSoft Technology, Inc. Page 59 of 146
May 28, 2008



MVI156-WA-EIP ¢ ControlLogix Platform Supported Applications
High Speed Wireless EtherNet/IP Communication Module

Similarly when scanning an EtherNet/IP module through a 1656-ENBT module
you need to define the addresses to be browsed under an EtherNet/IP node.
Right-click on the Ethernet icon and choose Properties.

"Q‘ RSLinx Classic Professional - RSWho - 1
File Edit Wiew Communications Station DDEfOPC  Security  Window Help

= & S8
EARSWho - 1

v Autobrowse l:l Brawsing network,

= Workstation
+-@ Linx Gateways, Ethernet
- AE_ETH-1, Ethernet
= f] 192.168.100,1, 1756-ENBT/A, 1756-ENET/A
-1-B3 Backplane, 1756-A4/A
00, 1756-ENBT/A, 1756-ENBT/A
=B 01, 1756-ENBT/A, 1756-ENET/A

-2 [

Remove

Properties. ..

Driver Diagnostics
Configure Driver
Create Shorbout

Security,..

For Help, press F1 MM 05/10/07 | 0Z:12 PM

Enter the IP address of the 1756-ENBT on the EtherNet/IP network. Click Apply
to save your settings, and then click OK to close the dialog box.

AB| ETH-11192.168.100.1\BackplaneViMA Properties (2 )[X]

Browse Addresses | Advanced Browse Settings |

RSLins Clazsic will browse these |P addresses on the remate Ethemet
network:

IP Address Add New |
105.102.0.24 |
Delete

QK Cancel Help
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Now you can observe all the nodes connected on the sample network through
the MVI56-WA-EIP module. The module provides access to nodes on
EtherNet/IP, ControlNet, DeviceNet and DH+ networks as indicated in the
following example.

Note: If the modules under the EtherNet/IP network are not displayed, delete the Ethernet icon to
force a refresh.

4 RSLinx Classic Professional - RSWho - 1 =19
File Edit Yiew Communications Station DDEJOPC  Security ‘Window Help

(=]
v Autobrowse l:l Browsing - node 192.168.100.7 faund

= Workskation
+ &5 Lire Gateways, Ethernet g
=85 192.165.1...
= 192,168,100,1, 1756-ENET/A, 1756-ENET/A 1756-ENET 4
-3 Backplane, 1756-A414
E 00, 1756-EMETS4, 1756-ENET A

01, 1756-EMETSA, 1756-ENET A
—-&5 A, Ethernet
=-f] 105.102.0.25, 1756-ENBT/A, 1756-ENET/A
-3 Backplane, 1756-A4/A
01, 1756-ENET/A
= 03, 1756-CHE/E, 1756-CMEJB
—l-@g &, ControlMet
- f] 01, 1756-CNB(B, 1756-CNB(B
-3 Backplane, 1756-A7/A
+ 00, 1756-L1 {4 LOGIXSSS0, MYISEPDPMY1
= 03, 1756-DME, 1756-DME/A Devicelet Scanner
= -,5'2,5 &, DeviceNet
fl 23, 1756-DME
= f] 04, 1756-DHRIO(E, 1756-DHRIO(E
—-@5 CH &, Data Highway Plus
02, PLC-5{11, UNTITLED
10, 1756-DHRIOYE, 1756-DHRICE
+-@5 CHE, Remote IjO
05, 1756-CMB/B
+ 06, 1756-ENET/B, 1756-ENET/E
fl 02, 1756-CNBE, 1756-CNE(E

Far Help, press F1 LI 05/10/07 | 0Z:41 PM

3.1.2 Program the ControlLogix processor with RSLogix5000

The MVI156-WA-EIP module allows a laptop with WiFi capability to program a
ControlLogix processor in local or remote rack. For remote rack applications the
bridging functionality allows access through ControlNet, EtherNet/IP, DH+ and
DeviceNet networks.

For the sample network, the MVI56-WA-EIP module bridges the messages
through ControlNet and EtherNet/IP networks to access the ControlLogix
processor on rack 1.

1 In RSLogix5000, open the Communications menu, and then choose Who
Active.

ProSoft Technology, Inc. Page 61 of 146
May 28, 2008



MVI156-WA-EIP ¢ ControlLogix Platform
High Speed Wireless EtherNet/IP Communication Module

Supported Applications

2 Select the ControlLogix processor through the MVI56-WA-EIP module as
follows. Note that the MVI56-WA-EIP module is recognized as a 1756-

ENBT/A module (192.168.100.1).

il Who Active

WV Autobrowse l:l

= Q ‘Workstation
+-@ Linx Gateways, Ethernet
—-@5 AE_ETH-1, Ethernet
+ 105,102.0.65, 1756-EMET/E, 1756-EMNET/E
] 192,168,100.1, 1756-EMNBT/A, 1756-EMET/A
—|- = Backplane, 1756-A4/4
00, 1756-ENBT /A, 1756-ENET/A
] 01, 1756-ENBT /A, 1756-ENET/A
-l &, Ethernet
= f] 105.102.0.25, 1756-ENBT/A, 1756-ENBT/A
-3 Backplane, 1756-A41A
01, 1756-ENBT/A
] 03, 1756-CNEB(E, 1756-CNE/E
—-w &, Controldet
= f] 01, 1756-CNB(B, 1756-CNBIE
-3 Backplane, 1756-A7]A
+ B-L55/ &
+ 03, 1756-DNE, 1756-DME/A DeviceMet Scanner
+ 04, 1756-DHRIOJE, 1756-DHRICE
05, 1756-CHE/E
+ 06, 1756-ENET/B, 1756-ENET/E
fl 02, 1756-ChBfB, 1756-ChB(B

Path: AB_ETH-14192.168.100.14B ackplane’1%445105.102.0. 2848 ackplaneh34AM1\B ackplanei0
Fath in Project: <nonez

Go Online
Upload...
Download
Update Firmware...
LCloze
Help

[eipairan |
[z

3 You can now select different operations such as Download, Upload or Go
Online, similarly as using a 1756-ENBT module. For example you could

select to download the offline project as follows:

Download

Download offline project 'CLA' to the controller.

I;}

Cornected Controller:

M ame: CLXx

Type: 1756-LBRAA 1756-M1244 ControlLogi®Bh55 Controller
Path: L WA05.102.0. 2848 ackplaneh34Wah1 4B ack planeh
Serial Mumber: 00136545

Security: Mo Pratection

@ The controller iz in Femote Fun mode. The mode will be changed to
Femote Program prior to download,

& DANGER: This controller is the Coordinated System Time master.
Servo ares in spnchronized controllers in thiz chassiz, or other chazsiz
using Synchbink, will be turned off.

Cancel Help

3
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The download operation will be in progress.

Downloading

Dawnloading all Controller Tags...

You could also select to Go Online with the processor as follows:

¥ RSLogix 5000 - CLX in MyProject_v15.ACD [1756-L55]* - [MainProgram, - MainRoutine]

Ef Fle Edit Yiew Search Logic Communications Tools Window Help -8 x
8| | S| %[B|e| ofc| [reoas -] &5l e I &<
Rem Run A% ™ Run Mode . B Fath: [ 14006 102.0 25\Backplane\ 3441 Backplane\D" | v | ﬂ
No Forces b, I Contraller DK =
Mo Edits l I! ﬁ;tt;[;FaU|t 4 H = ] A e O] o
a 4 \Fauori‘tes ABit A TimerCounter A InputiOutput £ Compare
=5 Contraller CLX ~ N | | | | | | | I_ | | | | |
&) contraller Tags
3 Controller Faulk Handler TIMER.DN TOM ~
+- (23 Power-Up Handler 5/ Timer On Delay [ECEM =
5 Tasks Tirner TIMER |-CDMN3—
= % MainTask .E[cec:S:l:ﬂ 1gg:
= % MainProgram
& Program Tags
) MainRoutine TIMER.DN 3R
23 Unscheduled Programs 1 — F gtne Shoé_lt:!ising t -
S s
3 Trends
-5 Data Types Add ADD—
+ Cﬂ, User-Defined Source &
+ Cﬂ, Strings v
+ Cﬂ, Predefined ' MainRoutine ;'_— 4 j
+ Cﬂ, Module-Defined
—1-£51 T Confinnratinn b *|Complete — 0 errori=). 1 warningis) =
S 2 | v |\ Errors { Searchresuts v 4 | | >[|'|"
Feady Fung 0 of 2 AFPP &%
3.1.3 Program the PLC5 processor in the DH+ network with
RSLogix5
The MVI156-WA-EIP module allows access to different processors such as
MicroLogix, CompactLogix, ControlLogix, SLC, PLC, FlexIO that are accessible
through ControlNet, EtherNet/IP or DH+ networks.
For the sample network, the MVI56-WA-EIP module allows access to the PLC5
on the DH+ network. Therefore, for this example, the MV156-WA-EIP bridges the
messages through the ControlNet, EtherNet/IP and DH+ networks to reach the
PLC5 processor.
1 In RSLogix5, open the Comms menu, and then choose System Coms
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2 Select the PLC5 processor that is accessible through the MVI56-WA-EIP
module. Note that the MVI56-WA-EIP module is recognized as a 1756-
ENBT/A module (192.168.100.1) module.

Communications

v Autobrowse l:l B Erowzing - node 10 found
= E ‘Workstation Address Cancel
+-m5 Linx Gakeways, Ethernet oz
-5 AE_ETH-1, Ethernet g 10 Help
+ 105.102.0.65, 1756-EMET/B, 1756-EMET/B
= E 192,168.100.1, 1756-ENET/A, 1756-ENBT/A Online:
—1-83 Backplane, 1756-A4/A Orline Naw
00, 1756-ENBT/A, 1756-ENET/A "
B E 01, 1756-ENET/A, 1756-ENET/A )
--&5 A, Ethernet u ?ﬁgelsd
= f] 105.102.0.25, 1756-ENBT/A, 1756-ENBT/A UpLoads
- Backplane, 1756-4414 Upload
01, 1756-EMET/A =
= E 03, 1756-CME(E, 1756-CHE/E
—-=5 &, ControlMet
= f] 01, 1756-CMBIB, 1756-CNB/B
—|- &3 Backplane, 1756-47/A
+ 00, 1756-L55/4 LOGIXSS5S5, CLY
+ 03, 1756-DME, 1756-DMNBfA Devicellet Scanner
] 04, 1756-DHRIOJE, 1756-DHRICIE
—l-@5 CH &, Data Highway Flus
02, PLC-5/11, UNTITLED
10, 1756-DHRICE, 1756-DHRIOE
+-@5 CHE, Remote I[jO
05, 1756-CME/E
B 06, 1756-ENET/B, 1756-ENET/E
f oz, 1756-CNEB, 1756-CNE/E
< ' >
Curent Selecti_on - Pl Thizaut
Server: ASLin= &P Driver: AB_ETH-1 .
Mode: [ Octal (=2 Decimal] Type: PLCS 10 (Sec)

3 You can now select different options to edit the PLC5 ladder program. The
following example shows the Online option. After you select Online, you can
perform online edits to the PLC5 processor through the MVI56-WA-EIP

module.

4: RSLogix 5 - UNTITLED

Eile Edit Yiew Search Comms Tools ‘window Help

b E

e - T T

[MoEdis 2] [Forces Disabled [2]

ISRz i - Y|

E H T 3F 38 £x 0 4

RIS

Driver: AB_ETH- Mode: 20 User £Bit A TimeriCounter InputiOutut Compare:
- [B]X] w2 EIBX
=1 (2] Proisct ~

-2 Help

=I-[Z] Cortroller

1 cControler Properties
() Processor Status
U 10 Configuration

+ I))E Channel Configuration

+ D Passwords and Privileges

=[] Program Files
B svso-
& Lapz-
=[] Data Files
B cross Reference

¢ |3

-

l Kk [\ File 2

V|

For Help, press F1

Class 1 |2:0000 APP
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3.1.4 Configure the ControlNet network through RSNetWorx for
ControlNet

The network path available through the MVI56-WA-EIP module can also be used
to configure the ControlNet network with RSNetWorx for ControlNet.

Still considering the sample network, we can demonstrate how to change the
NUT time in RSNetWorx and then reschedule the ControlNet network through
the online path available through the MVI56-WA-EIP module.

1 In RSNetWorx for ControlNet, open the Network menu, and then choose
Properties.

< WAEIP.xc - RSNetWorx for ControlNet

File Edit Wiew | Metwork Device Diagnostics Tools Help g §

&l - o
e
= =5 Orline F10 =
? I Edits Eng Enable Edits Curent
=
=2 Metwark Up Avg. Scheduled Band.: 016% Connection M
=]
Z | Unschedule  Upload from Network, Peak Scheduled Band:  0.19% =
% 4 Download ba Metwork, | »
Download Minimum to Network.
Hardware Keeper Status... 1TER-AdiAA J
m Scanner Signature Sktatus...
= @ Cakeqg p

+ A — —
+ AC Drive - Mo Drive Object
Communication Adapter

g 1734-ACHNR Controlket Adapter
%l 1738-ACHR/A ArmorPoint Conkn

+ 1747-ACHN1S

+ 1747-ACHNR1S e |
3 2 H 4 » N\lilaph,),I Spreadsheet }\ Diagnostics ,-'r J_| f
x|
=1} Message Code [rate | Descripkion
o
o
[=2)
[
o
o
= | >
Display properties for the selected device(s) or network, Offlire
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2 In the General tab of the Network Properties (WAEIP) dialog box, click Online
Path to configure the online path.

Metwork Parameters ] Media Configuration  General

2

Mame:

Description:

Online Path: | STATIONIAB_ETH-14105.102.0.654\B ackplane\5ha,

Set Online Path...

Ok | Cancel | | Help

3 Select the ControlNet network icon that is available through the
MVI156-WA-EIP module. Note that the MVI56-WA-EIP module is displayed as
a 1756-ENBT/A module (IP = 192.168.100.1). Click OK to save your settings
and close the dialog box.

Browse for, Network E| E|

The current path iz not valid for the communication drivers on thiz
computer. Select a communications path to the desired network.

¥ &utobrowse l:l
= Q Workstation

+-a5  Linx Gateways, Ethernet
-l-a5 AB_ETH-1, Ethernet
+ 105.102.0.65, 1756-ENET|E, 1756-EMNET/E
= 192.168.100.1, 1756-EMNBT/A, 1756-EMET/A
- Backplane, 1756-A4/4
00, 1756-ENBT/4, 1756-EMETIA
=B 01, 1756-ENET/4, 1756-EMETIA
--@x &, Ethernet
=] 105.102.0.25, 1756-ENET/A, 1756-EN
—-EB3 Backplane, 1756-A4/A
g 01, 1756-ENBT/A
= 03, 1756-CNE/E, 1756-CHE/E
A, ControlMet
= B 01, 1756-CNB/B, 1756
+- i Backplane, 1756-4
fl 0z, 1756-CHEE, 1756

< >

0K | Eanc:el| Help |
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Note: if the EtherNet/IP nodes you have previously configured for browsing through RSLinx are not
displayed, close RSLinx and RSNetWorx and then run these programs again to force a display
refresh.

Now the online path available through the MVI156-WA-EIP module will be
used as the path for all online communications by RSNetWorx for ControlNet.

WAEIP @@

Metwark Parameters] Media Configuration  General l

&

Narme: |WAEIF'

Description:

Online Path: |STATI OMIAB_ETH-14192.168.0.100.15B ackplaneh 14841

[ aovmren.

Ok, | Cancel | | Help |

4 Click OK to close the dialog box, and, when prompted, download the
configuration through the MVI56-WA-EIP module.

E -

Completing download,

5 In RSNetWorx for ControlNet, open the Network menu, and then choose
Properties. This action opens the Network Properties (WAEIP) dialog box.

6 In the Network-Properties dialog box, click the Network Parameters tab, and
then change the NUT time. The following illustration shows an example of
changes that could be performed to a specific RSNetWorx project.
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7 Click OK to save your settings and close the dialog box.

Network Parameters l Media Configuration I General ]

Current Pending
Network Update Time [ms): | |SD.DD j
Max Scheduled Address: I— ’02— ﬂ
Max Unscheduled Address: I— ’02— ﬂ
Media Redundancy: | |A Only j
Metwork, Mame: | |_default

Ok | Catcel | Apply | Help |

8 Save your project (with Edits Enabled selected). Select Optimize and re-write
schedule for all connections, as indicated below, to reschedule your

ControlNet network through online path available through the MVI56-WA-EIP
module

Save Configuration

Either of the following choices will save the updated schedule oK,
ta the file and to the online netwark, if pou are online.
Save Type LCancel |
{+ Optimize and re-wite schedule for all connections Hel
nelp
- oo |

The RSNetWorx will be rescheduling and downloading the new configuration
to the ControlNet network through the MVIS6WA-EIP module.

Browsing network...

Onlink browse completed.

Address 01, slot 02 browsed.

INENEEEER
Lancel
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After the network is rescheduled you can also monitor the network through the
online path available through the MVI156-WA-EIP module.

% WAEIP.xc - RSNetWorx for ControlNet

File Edit “iew MNetwork Device Diagnostics Tools Help =k 3
alE-u & h?
QlE 8- &% A | F i
| =
= .
& [ Edits Enabled Current Current
=
v Metwork. Update Time [ms): 3000 Ayg, Scheduled Band.: 018% Connection |
[=]
% Unscheduled Bytes Per Sec.: R38791 Peak Scheduled Band.: 022% -
= |4 | 4
Hardware | 1756-ATIA 1756-Ad/A [—
= @ Controliet ~
= @ Category
+ AC Drive
+ AC Drive - Mo Drive Object
+ Communication Adapter
+ Controliet bo SCANport
+ DiC Drive - Mo Drive Object
+ DFI Drives on Fiber Controlt
+ MPT b Cantralbiat A |
s ) H 4 M \'\ Glaph},‘ Spreadsheet :h, Diagnostics J-"
x|
2| | Message Code | Date | Description ~
=7}
v
= | £ 4
Ready Online Mot Browsing

Note: In a ControINet project, you can configure the slot where the module is is located with a
1756-ENBT/A communication module.

3.1.5 Configure the DeviceNet network through RSNetWorx for
Devicenet

The network path available through the MVI56-WA-EIP module can also be used
to configure the DeviceNet network with RSNetWorx for DeviceNet.

For the sample network, it will be demonstrated how to perform the following
tasks through the online path available through the MVI56-WA-EIP module.

= Upload the DeviceNet configuration
= Execute a transaction to a DeviceNet node
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To Configure the DeviceNet network through RSNetWorx for Devicenet

1 In RSNetWorx for DeviceNet, open the Network menu, and then choose
Properties.
< DeviceMet - RSNetWorx for, DeviceNet X
File Edt Yiew  Network Device Diagnostics Tools Help =R
a & -
Qe
Hardware @& orline Fio J
: Inductive Proximity Switch
'_ Limit Switch
[ Motor Overload
[ Motor Starker
+-[[) Photoslactric Sensor
+-[7) PointBus Motor Starter ¥
£ M| 4| ¥ M}, Graph { Spreadsheat §  Master/Slave Configuialion ), Diagrostics | 4 | f
x|
ol | _Message Code Date ‘Descr\ption
< >
Display the property page For the netwark., OFfline
2 In the Network Properties dialog box, click Online Path... to configure the
online path.
(Untitled)
Metwork l
@ 8
Hame:
Description:
Online Path:
Set Online Path...
Ok, | Cancel Help
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3 Select the DeviceNet network that is available through the MVI56-WA-EIP
module. Please note that the MVI56-WA-EIP module is displayed as a 1756-
ENBT/A module (IP=192.168.100.1). Select OK to confirm.

Browse for network §|

Select a communications path ta the desired netwark.

v Autobrowse l:l

=-f| 192.168.100.1, 1756-ENBT/A, 1756-ENET/A -~
-3 Backplane, 1756-A4/A
00, 1756-ENET/A, 1756-ENET/A
= 01, 1756-ENET/A, 1756-ENET/A
--&5 A, Ethernet
= f] 105.102.0.25, 1756-EMBT}A, 1756-ENET/A
-3 Backplane, 1756-A414
01, 1756-ENET/4
= 03, 1756-CHE/E, 1756-CHEB
—l-a85 &, Controliet
=8 01, 175:-CNEJE, 1756-CME
-3 Backplane, 1756-A7/4
+-f] 00, 1756-L55/4 Lo
03, 1756-DME, 1751

B84, Devicellet
+ E 04, 1756-DHRIOJE,

05, 1756-CNE/B

+] 06, 1756-ENETIE, 1%
< >

0K | Qanc:e|| Help |

Note: if the EtherNet/IP nodes previously configured for browsing through RSLinx are not
displayed, close RSLinx and RSNetWorx and run these programs again to force a display refresh.

The Online Path now indicates the path available through the MVI56-WA-EIP

module.

(Untitled)

Metwork l
8
Marne: |[Untit|ed]
Description:
Online Path: net14A4106.102.0. 2548 ackplanet 34441 4B ackplaneh3hA
] Cancel Apply Help
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4
Online.

L *DeviceNet - RSNetWorx for DeviceNet

In RSNetWorx for DeviceNet, open the Network menu, and then choose

File Edit View | Metwork Device Disgrostics Took Help
3 &-Hd
Q¥

[ Photoslectric Sensor
#[[7] PointBus Motor Starksr

-

M 4| » M)\ Graph { Spieadsheet } Master/Slave Configuration ), Diagnostics

o

Message Code Date | Descripkion

<

Toggle the online state of the netwark

Offling

RSNetWorx will browse the DeviceNet network and upload the current

network configuration.

Browsing network...

Found: Device at address 03

The connected devices will be displayed on the Graph tab

=% *DaviceNet.dnt - RSNetWorx for DeviceNet

File Edit Yiew MNetwork Device Diagnostics Tools Help =R
8 =-d8 k?
Qe EI% (% & | H &
Hardware E| Stack Light  1794-ADN ]
A DeviceMet Base Devicehlet Flex
If0 Adapter
#-[] General Purpose Discrete If ﬂ
#-[[71 Human Machine Inkerface ==
Inductive Proximity Switch o3 04

+-[) Photoelectric Sensor
+-[C) PointBus Mator Starter
#-[[] Rockwel Automation miscell o

3 2 |4 »| M\ Graph [ Spreadsheel |, Master/Slave Corfiguation ), Diagnastics
=
o |sssage Cods Dats | Deseription ~
o

R

2

=

& -
= | »
Ready Grline - Nk Browsing
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Now you can perform different tasks similarly as using a 1756-ENBT module.
For example, you could request a transaction from a specific node DeviceNet
node.

5 Right-click on a specific node to run the Class Instance Editor:

L *DeviceNet. dnt - RSNetWorx for DeviceNet

Fle Edt view Hetwork Device Disgnostics Tsok Help & ¥
aE-d & % k?
alE =@ =l = &
Hardware = Stack Light =
[ Devicehlet o SCANpart A Devicellet Base
Ciodge EZLINK
{7 General Purpose Discrete If
- Generic Device
[[) Human Machine Inkerface & cu Chrk
{5 Inductive Praximity Switch o3 1 B copy Chrl+C
[ Limit Switch 1
[ Motar Overload e -
[ Motar Starter B i
# ] Phakoslectrc Sensor Uplaad from Device
6 I[i PointBus Motor Starter Dawnlead to Device
% [ Rockwell Automation miscell
S Class Instance Editor... P _H
< > t
K 4| » M)\ Graph { Spreadshe: e grostics
=
of |:ssage Code Date | Description e -~
v
= |% >
Execute the Class Instance Editor tool for the selected device., Cniine - Mot Browsing

6 Click Yes to confirm.

Class Instance Editor X

'i WARMING: This editor provides direct access ko the device using native DeviceMet object addressing.

< Using this editor requires a detailed understanding of the capabilities and limitations of the device being
configured, as well as the possible inmpacts that these changes may have on the operation of vour syster.
‘fou assume Full responsibility For all consequences related to the use of this editor,

Do yiou wank ko continue?

For this example you could execute a Get Single Attribute transaction to
retrieve the version number of that specific node:

£2 Class Instance Editor - [Node 4]

=

Execute Tranzaction Arguments

Service Code Object Address
Class: Instance:  Atbibute;
Walue  Description |1 |1 |4

| | Get Single Attibute j F

Tranzmit data size: [iata gent to the device:

| =

r
Receive Data
Output size farmat: [Data received from the device:
[Bute ~| [oz03
Output radix format:
Hexadecimal A
LCloze Help
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3.2

Note: The different nodes connected to the DeviceNet can also be monitored through RSLinx
RSWho as follows:

< RSLinx Classic Professional - [RSWho - 3] 3]
=% File Edit “iew Communications Station DDE/OPC  Security Window Help - 8 x

= & S8 L

v Autobrowse l:l fp

Erowsing - node 45 nat found

Supported Applications

= ‘Workstation
+-w@x Linx Gateways, Ethernet
--w@5 &E_ETH-1, Ethernet
= f] 192.168.100.1, 1756-ENET/A, 1756-ENET/A
—- B3 Backplane, 1756-A4/A
00, 1756-ENBT/4, 1756-ENET/A
= 01, 1756-ENET}4, 1756-ENET A
--&5 A, Ethernet
= f] 105,102,025, 1756-ENBT/A, 1756-ENBT/A
-3 Backplane, 1756-A414
01, 1756-EMETA
= 03, 1756-CNE(E, 1756-CHE/E
—l-ag &, Contraliet
= f] 01, 1756-CNB(B, 1756-CHE/B
-3 Backplane, 1756-A7/4
+ 00, 1756-L55)4 LOGIXEESS, CLY
03, 1756-DMNE, 1756-DMNBJA Devicelet Scanner
= fﬁ A, DeviceMet
03, Stack Light Devicelet Base
04, 1794-ADN DeviceMet Flex [}O Adapter
23, 1756-DNE
35, 800E Pushbutton Skation
n E 04, 1756-DHRIOJE, 1756-DHRIDE

23 35 03
1796-DNE S00E Pu... Stack Li...

05, 1756-CNEJE
-] 08, 1756-ENET/E, 1756-ENET/E
fl 0z, 1756-CNEBJE, 1756~-CMEE

For Help, press F1 I 05/11/07 | 12:02 PM

RSView Support

The online path available through the MV156-WA-EIP module allows the
monitoring and controlling of processes through RSView. The module supports:

= RSView SE (RSLinx Enterprise and RSLinx Classic DDE/OPC Topic)
» RSView32 (RSLinx Classic DDE/OPC Topic)

The bridging capability covered in the previous section allows RSView access to
different devices and processors through ControlNet, EtherNet/IP or DH+
networks. Therefore, the MVI56-WA-EIP module can be located in a local or
remote rack.

Page 74 of 146

ProSoft Technology, Inc.
May 28, 2008



Supported Applications MVI156-WA-EIP ¢ ControlLogix Platform
High Speed Wireless EtherNet/IP Communication Module

To illustrate the RSView support, refer to the sample network diagram below:

Rack 3 with
ControlLogix Rack 1 Rack 2 MVI56-WA-EIP

Ethernet/IP Network
ControlNet Network

( o DH+ Network

f I‘ - DeviceNet Network

RS View SE

l|I1lI|l ‘
HH RS View 32 |

PLC5

This section will show how to use RSView SE to access a ControlLogix controller
(rack 1) tag with the online path available through the MVI56-WA-EIP module.

The ControlLogix controller tag to be monitored through RSView SE is shown in
the following illustration.

7 RSLogix 5000 - CLX in MyProject_v15.ACD [1756-L55] - [Controller Tags - CLX(controller)]  [2|[E)X]

&4 File Edit YWiew Search Logic Communications Tools Window  Help -8 x
8|\l S| 8@ | [Fremars = Kl = = ala
Rem Run ¥ = FunMade Pathy [ 1\44105.102.0 25\Backplane\ 3.\ \Backplane\0* | |
No Forces > = Cortroller OK.
; = M Battery Fault 4 »
Mo 5l = [ |/0 Mot Responding J | | | | | | | | JI
| | T K T %
=5 Controller CLY ~ Scope: | f] oL - Show.. | Showal
&) controller Tags = Marne I |Value ('| Force Mask ('| Style | Data Type |j
. B Contrloller Fault Handl:r bt HE TEST 555 Docimal |INT =
= = <] » [\Monitor Tags £ Edit Tags / 4| | »
Ready 121
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3.2.1 RSView SE (RSlinx Enterprise Data Server)

1 Double-click on the project name and select New Data Server-RSLinx
Enterprise Data Server. Then configure the server name and click OK to

confirm.

4 RSYiew Studio - SE Stand-alone
File Wiew Settings Tools window Help

D& ke %

Explorer - MyProject

£

= @ Local ~
= MyPy  Delete |
=l
= El H Security, .,
£ i
= a [ Properties...
Displays
Global Objects

2 Double-click on RSLinx Enterprise-Communication Setup.

4 RSView Studio - SE Stand-alone
File Wiew Settings Tools Window Help

0@ E %

Explorer - MyProject

= @ Local ~

=] Sﬁ MyProject

=] E R5Linx Enterprize

R} Commurication Setup

=] & MyProject
-1 23 System
20 Command Line

3 In RSLinx Enterprise, browse the ControlLogix processor through the path
provided by the MVI56-WA-EIP module. Note that the MVI156-WA-EIP module
is displayed as a 1756-ENBT/A module. Click OK to confirm the new
shortcut.

a RSView Studio - SE Stand-alone

Fle View Settings Took

window  Help

S DEkE|%
Explorer - MyProject %]
B @ Local ~
= fim MyProject

Device Shortcuts
=- B4 R5Link Enterprise -
af Commurication Setup
=8, MyProject
=23 System
B Command Line
= 3 Hiil Tags
& Tams

=23 Graphics

Displays
Global Objects
¥ Libraries

£ Immages

[#] Parameters

B0 Recipes

Local Messages

BB Trend Templates

% Trend Snapshats
=23 Alams

A Alaim Setup

L Suppressed List
=153 Logie and Control

Derived T
Q_enve ags ¥ A sorly

w§l Communication Setup - RMA: //SLocal/MyProject/RSLinx Enter prise

Frimary |

= f 192.168.100.1, 1756-ENBT/A, 1756-ENBT(A &
= 1756-A4/A, 1756-AdA
=] 1, 1756-ENBT/A, 1756-ENBT/A
&5 EtherMat, EtherMst 2
= f] 105.102.0.25, 1756-ENET/B, 1756-ENET)E
=B 1756-A4/A, 1756-A17/B
= 3, 1756-CNBJB, 1756-CHBIB
= &5 Controliet, ControlMet
= § 1, 1756-CNBJB, 1756-CNBJE
=B 1756-A71A, 1756-A7/A
= o, 1756-L5508, CLX
+ 5 DFIP2P, DF1 Point-tc
3, 1756-DNBA, 1756-DN
-] 4, 1756-DHRICNE, 17560,

< | >

[E3

"

Mode: Online Mok Browsing

Qffline Tag File

[ Erowss

B 0K | cemeel | Hep |

Application | Communications

Z78) Fthernet Driver Control Thread for 192, 168.3.56 has (re-Jestablished communications. ~ | Clear| Clearai]
HUM
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4 Create a Graphic Display and insert a numeric input.
5 On the Numeric Input Properties dialog box, click the "..." button to select the

tag.

Numeric Input Properties

General l Eommon]

X

Tag ||
Tab index: ’1_
Default data: ’7
Field length: ,ﬁ Farmat:
Decimal places: |— Deverflow:
Justification
v Left (" Center  Right

v Continuously update

+ Blanks

I™ Dizzard input and resurme updating when focus is lost

-

Decimal hd

Leading Character
" Zeroes

=]

Cancel |

| Help |

6 Right-click on the project name and choose Show Server Names.

Select Tag
Folders Contents of
SR MyProject | Mame Diescripkion
+-_] system  Refresh Folder
Refresh All Folders
Mew HMI Tag Folder. ..
Tag filter: j
Selected Tag
Home area: 4
Ok | Cancel Help
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7 Browse through the online controller tags that are available through the
server and select the tag to be monitored.

o Tag Browser

Select Tag
Folders Contents of '/:CL</Online’
=@ MyProject EE | Description
+ IMyProject @ BOOLL
= R5Linx Enterprise @ MyBOOL
=@ax ) & myomT
+-{_7 Diagnostic Trems & wymiT
=& Onlne @ skoragebool
+-_7 ENETZ:1 @ s
+-0 ENET2:0 -
+- Locali4:1
+1-20 MyINT1
+ D Program:MainProgre
+ D Prograrn:Startlp
+1-_7 Remote_CME:I
+1-(21 Remote_CNE:O
+-[C TIMER
b | &
T ad filker: j
Selected Tag
|IEL<ITEST
Home area: 4
Ok I Cancel | Help
8 Check the tag and confirm the properties window.
Numeric Input Properties FZ|

Tag: fCL<TESTY J
Tab index: 1

Default data;

Field length: F Format: ,m

Decimal places: |— Deverflow:
Jugtification Leading Character
¢ Left O Center O Right * Blanks " Zemes

v Continuously update

General ] Eommon]

I™ Digcard input and resume updating when focus is lost

Cancel Apply Help

o]
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9 Select Test Display to update the numeric input tag.

The numeric display tag will be updated from the ControlLogix processor

& RSView Studio - SE Stand-alone

File Edit Yiew Settings ©Objects Arrange Animation Tools
FEBE Dk B
» B RS EE

ACOAROCOELNRUAD0DoRPREe D S8 BB
HiwE 46z () vyaIJ208LH0ERBCEEHE @SR

9[(=1[E9

Window  Help

hiprorer - Mybroje I8 = Untitled - IMyProject//, (Display) CEK B

= @ Local ”~ : L
= % MyProject =
= E R5SLiny Enterprize B

L—,_lﬂ Communication Setup
= & MyProject poTTTTommeemoemy
-9 System S S
[ Command Line
- =9 HMI Tags

Application I Communications

| €

MVI156-WA-EIP ¢ ControlLogix Platform
High Speed Wireless EtherNet/IP Communication Module

i
213 Ethernet Driver Control Thread For 192,168,356 has (re-Jestablished communications. =] Clear| Clear Al "
[ |

MM

through the path provided by the MVI56-WA-EIP module.

4 RSView Studio - SE Stand-alone
File Edit Wiew Settings Objects Arrange Animation Tools Window Help

EEX

F= Untitled - MyProject// (Display)

= @ Local A~
= Sﬁ MyProject =
= % FiSLire E nterprize B
&Iﬂﬂ Communication Setup
= MyProject e TN
-9 Svstem '-555-5------------......"
23 Command Line
=53 HMI Tags

Application I Communications

|

M
il"@Ethernet Driver Control Thread for 192.168.3.56 has (re-iestablished communications, %| Clear | Clear Al ||
| |
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3.2.2 RSView SE (OPC Data Server)

Note: the following RSLinx Classic configuration step is also required when using RSView32.

1 In RSLinx Classic, open the Communications menu, and then choose
Configure CIP Options

"Q‘ RSLinx Classic Professional

File Edit Wiew RSEigWple=liatN Station DDEJOPC  Security  Window Help

RSWho

Configure Dirivers, ..

Configure Shorkcuts. ..
Configure Client Applications. ..
Canl 5

Driver Diagnoskics. ..
CIP Diagnostics...
Gakeway Diagnostics...

Configure CIP Options T 05/11/07 |02:59PM 2

2 Select (check) Use Connections for Writes to the ControlLogix processor.
Click OK to save your settings and close the dialog box.

Configure CIP Options

PCLC Encapsulation in CIP Connections for ControlLogix processor |

Read Connection:

M ax. Meszaging Connections per PLC I [4

Meszaging Connection Parameters:

|2.UU $eC. retry interval, 32.00 sec. timeout LI

¥ Use Connections for Writes to ControlLogix processor

I Optimize User Defined Data Types

Feset | Defaults |

oK I Caticel | Apply | Help
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3
Configuration...

"Q‘ RSLinx Classic Professional

File Edit View Communications Station N

2| & 518 alik| ¥

In RSLinx Classic, open the DDE/OPC Menu, and then choose Topic

Security  Window  Help

Active Topics/Items. ..
Cormunication Events. ..
Optimized Packets. ..

Server Diagnostics, .,

DLE Client Diagnostics. ..

OPC Group Diagnostics. ..
Update ControlLogix Tag Info...

Configure DDEJOPC topic

Cplions...

[ um 05/11/07 |O3:01PM

4 Browse the path available through the MVI156-WA-EIP module to select the
ControlLogix processor. Note that the MVI56-WA-EIP module is displayed as
the 1756-ENBT/A module. Create the OPC topic and select Apply/Done.

DDE/OPC Topic Configuration

Project: Drefault

Topic List:

| Data Saurce | Data Eollectionl Advanced Communication

LClone

v Autobrowss | Fefresh I

kation
i GGateways, Ethernet
_ETH-1, Ethernet
192.168.100.1, 1756-ENET/A, 1756-ENBT/A
B3 Backplane, 1756-A4)4
- 00, 1756-ENBT/A, 1756-ENET/A
= f| 01, 1756-EMBT}A, 1756-ENBT/A
=-@% A, Ethernet
=-f 105.102.0.25, 1756-ENBT/A, 1756-ENBT/A
=3 Backplane, 1756-A418
o 01, 1756-EMET/A
=-f 03, 1756-CNB(E, 1756-CNE/E
=@ A, Conkrolet
= 01, 1756-CNBJE, 1756-CHE(E

|

._ Backplane, 1756-A7/A

- f] 00, 1756-155)A LOGIXSSSS, CLY
- f| 03, 1756-DNB, 1756-DNE(A Devicele
- f| 04, 1756-DHRIOME, 1756-DHRIOME .,

i ; : IIIIN_ o | > -

Delete Apply I Done |
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5 In RSView SE, right-click on the project name and select New Data Server-
OPC Data Server.

% RS¥iew Studio - SE Stand-alone

File Wiew Settings Tools ‘Window Help
IEEETEE

Explorer - MyProject

ey Local [
- Delete
x Enterprise Data Server...

Security...

Properties. ..

Graphics

Displays
Global Objects
Libraries

Fa Images

6 Enter the server name and click Browse to select the OPC Server Name:

OPC Data Server Properties

General | Advanced I

MName:

IDF'C Servel

Description:

- Computer hozting the server
@ Server wil be hosted on local computer

" Server wil be hosted on remate computer

IIocthost Browsze... |

OPC Server name [FroglD):

I Browsze. .. |

0k I Cancel Apply Help
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7 Select RSLinx OPC Server. Click OK to save your settings and close OPC
Data Server Properties dialog box.

Available OPC data servers

= localhost

ICOMICS Alarmn OPC Server
ICOMICS Simulator OPC Server
Cif0pcServer

ToF DPY1 OPC Server

HART OPC Server Class

ToF HART OPC Server

ToF Moderm OPC Server

Cancel

Select an OPC data server

el
F5Lins Remote OPC Server
ICOMICS Dataiw'oi32
KEPware Enhanced OPC/DDE Server
ToF IPC OPC Server

8 Create a Graphic Display and insert a numeric input.
9 On the Numeric Input Properties dialog box, click the "..." button to select the

tag.

Numeric Input Properties PZ|

General ] Common ]

Ta: || J

Tab index: ’1_
Default data: ’7
Field length: F Format: ’m
Decimal places: |— Dverflow: l—_l
Justification Leading Character
@+ Left " Center { Right + Blanks " Zeroes

v Continuously update

™ Dizzard input and resume updating when focus is lost

=]

Cancel Help
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10 Right-click on the project name and choose Show Server Names...

Select Tag
Folders Contents of
SR MyProject | riame Diescription
+-_] system  Refresh Folder
Refresh Al Folders
Mew HMI Tag Folder. ..
Taqg filker: ﬂ
Selected Tag
Home area: 4
] | Cancel | Help |

11 Select the controller tag to be used through the OPC topic that was created
with the path available through the MVI56-WA-EIP module.

& Tag Browser

Select Tag
Folders Contents of '/:CLXT opic/Online’
=1 @) MyProject Marmne | Description
= E OPC Server @ BOOLL
=0 CLxTapic & mysooL
+-[21 Offline @ MyDINT
--23 Online @ MyINT
+-_7 ENET2:1
+-7 ENETZ:0 g gebml
+- Locali4:1 =
+1-20 MyINT1
+ [:l Prograrn:MainProgrz
+ D Prograrn:Startlp
+- (L] Remote_CME:I
+-_] Remote_CNE:O
+-_] TIMER,
+ MyProjeck
+ R5Linx Enterprise
< EY) S >
T aq filker: j
Selected Tag
|IELXTopic] TEST
Home area: /
oK | Cancel Help |
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12 Click OK to save the numeric input properties and close the dialog box.

Numeric Input Properties

General l Egmmgn]

X

Tag [CLRTopiclTES T [
Tab index: 1
Default data:
Field length: |ﬁ Format;: Decimal -
Decimal places: |— Deverflow:

Jugstification Leading Character

+ Left ¢ Center { Right + Blanks " Zeroes

Cancel | Apply | Help |

13 Select Test Display to update the numeric input tag.

The numeric display tag will be updated from the ControlLogix processor
through the path provided by the MVI56-WA-EIP module.

4 RSView Studio - SE Stand-alone
File Edit Yew Settings Objects Arrange

Animation  Tools  Window  Help

F= Untitled - MyProject// (Display)

9[(=1[E9

= @ Local
=] Sﬁ MyProject
% OFC Server
= R5Linx Enterprise
Elﬂ Communication Setup
= & MuProject
=23 System

2] Command Line
T

]

|

|£

Application I Communications

ﬂ,"@Ethernet Driver Conkrol Thread For 192.168.3.56 has (re-jestablished communications,
|l

=] Clear | Clearsl|
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3.3  Explicit Messaging as a Server

The MVI56-WA-EIP supports explicit messaging as a server. The module can
receive an explicit wireless message request from a remote processor wirelessly,
and will route that message to a processor through EtherNet/IP, ControlNet and

DH+ networks.
To illustrate this functionality it will be considered the same network from the

previous sections. For this application, a remote CompactLogix processor will
send an explicit message request to the ControlLogix processor through the

MVI156-WA-EIP module.

RadioLinx IH

| |

Ethernet

Access Point

] H
p

§1i3 |

gl 'r i

€ iF

AR i

21183 = =
118 CompactLogix
|} Rack 3with

ControlLogix Rack 1 Rack 2 Y 3 MVI56-WA-EIP

¥ Ethernet/IP Network
Ethernet Switch .

ControlNet Network
DH+ Netwaork

DeviceNet Network

PLC5
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For this example the CompactLogix processor will read the following controller
tag from the ControlLogix processor:

RSLogix 5000 - CLX in MyProject_v15.ACD [1756-L55] - [Controller Tags - CLX(controller)]  [= |[B]X]
B

| File Edit WView Search Logic Communications Tools ‘Window Help

8|=(E| S| *|8|@| | [Freoars =] Sl%lelE M= alel
Rem Run MY I Run Mode WCEGN| B Pain: [ 1WA 105.102.0.25\B ackplane\3A \Backplane\ I v | 2
No Forces b = Cortroller OK. —
NoEdits = l! E"aﬂtt;it'::gponding ﬂ | | | | | | | | ﬂ

i | JEv X T
=15 Controller CLY ~ Scope: | f oL - Show... Show All
[ Controller Tags = MName o |Value €| Force Mask € | Style | Data Type |j
. 23 Controller Fault Handl}er » |7 TeaT = B Decimal N =
4 [+ [y Monitor Tags £ Edit Tags < | »

Ready 121

1 Inthe RSLogix5000 project for the CompactLogix processor, configure the
offline 1/0O network. It will set up the path from the MV156-WA-EIP module to
the ControlLogix processor. The MVI56-WA-EIP module will be selected as a
1756-ENBT/A module as indicated below. Alternatively, you can manually
setup the path while configuring the MSG instruction.

-5 1D Configuration ~
=] m Backplane, CompactLogix System
f9 1769-LasE TEST
-4 1763-L35E Ethernet Port LocalENE
--&5 Ethernet
= ﬂ 1756-EMBT/ A WAEIP
- 1756 Backplane, 1756-A4
f] [0] 1756-ENBT A WAETP
= B [1]1756-ENBT}A TESTENBT
a5 Ethernet
= ﬂ 1756-EMET/A TESTENET1
=83 1756 Backplane, 1756-44
8 [1]1756-ENET}A TESTENET1
= B [3] 1756-CNBYD CHERemate
-5 Cortraliet
= ﬁ 1 1756-CMEJE CHELocal
=83 1756 Backplane, 1756-47
(0] 1756-L1 CLY
f) [5] 1756-CHE/E CHELocal
ﬁ 2 1756-CNEJD CHERemoke
ﬂ 1796-EMET/A TESTENET
AP 1769-L35E Ethernet Port LocalENB
£ CompactBus Local -

2 Build the MSG instruction for the explicit message to be sent to the
ControlLogix processor.

RequesttdSG M5 G
J F Type - CIF Data T able Read —ZEM
Meszage Contral MESSAGE [ ... | —DN>—
HER»—
Requesttd5G
L1
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3 Configure the MSG instruction using the settings in the following illustration.

Message Configuration, - MESSAGE

Configuration] Communication] Tag ]

CIP Data T able Read

Message Type:

Source Element; [TEST

Murnber OF Elements: |1 EI:

Destination Element; | LocalTest

Mew Tag...

X

2 Enable

3 Error Code:1 6HO001
Error Path:
Error Text: Connection failure

) Enable '/ aiting 2 Start 2 Done

Extended Error Code: 16#0000_0204

Done Length: O

[~ Timed

Oute

Help

On the Communication tab, click Browse to choose the ControlLogix

processor that was configured offline.

Message Configuration, - MESSAGE E|

Corfiguration  Communication™ l Tag ]

Path: | Browse. .

e [« =] T
¥ ¥ Cache Connections &
® Enable < Enable Waiting @ Start 2 Done Done Length: 8085
2 Error Code: Extended Error Code: [~ Timed Out &
Error Path:
Error Text:
oK. | Cancel Apply Help
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Select the ControlLogix processor. You could also have entered the path to
the ControlLogix processor without browsing to the processor.

X

M Message Path Browser

Path: |CLx
o

—-£5] 140 Configuration
= m Backplane, CompactLogis System
fio 1769-L35E TEST
-4 1769-L35E Ethemet Port LocalENB
--@x Ethemet
= f] 17BEENBT A WAEIP
—-83 1756 Backplane, 1756-44

A 1769-L35E Ethemet Port LocalENE
ff CompactBus Local

ﬂ [0] 1756-EMNBT A8 WAEIP
= ﬂ [1]1756-ENBT A5 TESTENET
-2 Ethernet
= ﬂ 1756-EMBT /4 TESTENBT1
-3 1756 Backplane, 1756-04
ﬂ [1]1756-ENBT /A TESTEMET
- ﬂ [3] 1756-CHB /D CHERemate
a5 ContralMet
= ﬂ 1 1756-CMB /B CMBLocal
—-#E3 1756 Backplane, 1756-47

Bl [511756-CNB/B CNELocal
f 21756-CNB/D CNBRemote
fl 1756EMBT /4 TESTENBT

ok | Help |

Cancel |

4 Trigger the MSG instruction. If the message was correctly configured, the .DN
but should be set and the controller tag updated.

Requestt5G M5G
I E Type - CIP Data Table Read H-EN
Message Contral MESSAGE | ... | lDNi==
HER>—
RequestMsG
0

The following window indicates that the CompactLogix has read the ControlLogix

processor tag with Explicit

messaging through the MVI56-WA-EIP module .

& RSLogix 5000 - TEST [1769-L35E]*

File Edit Wiew Search Logic Communications Tools Window Help

al=dl 8| &[%e| o

(e (e EI ¥ Run Mode

Mo Forces » = Controller DK
= [

Mo Edits a, Battery OK

7 1/0 Nat Responding

=13 Controller TEST

[ contraller Tags

[23 Controller Fault Handler
23 Power-Up Handler

EEX

| FLMETDATA,

- BBl = vw| e

e Path: | AB_ETH-14105.102.0.64'Backplaneh("

y [t 4 | | o [
w v

# Controller Tags - TEST(controller)

- Show... Show Al

Scope: ﬂ TEST

| M ame & |Value ('| Force Mask ('|
-6 Tasks bt ﬂ +| LocalTest [~] 555]
< % [\ Monitor Tags £ Edit Tags / B
Enter a tag value 2

Note: the MVI56-WA-EIP module does not support explicit messaging as a client (it cannot send a
message request from the ControlLogix processor to the CompactLogix processor)
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3.4  Explicit Messaging as a Client
Note: Support for Explicit Messaging for Unconnected Clients is available only on modules with
firmware version 1.22.000 or later.
3.4.1 Overview
The MVI156-WA-EIP module supports the routing of explicit unconnected client
messages to remote processor or devices. The module act as bridge to route
explicit unconnected messages received over the backplane to remote wireless
devices.
3.4.2 Functional Specification
The following table describes the functional specification of the MVI56-WA-EIP
client feature:
Item Description
Supported Client Message Type Explicit Unconnected
Maximum number of simultaneous client associations 10
Maximum number of simultaneous messages per association
Maximum number of simultaneous messages through the 8
backplane
Connection timeout period after inactivity 10 seconds
The module supports only explicit unconnected messages.
When the module receives a message to be routed to a remote device, it will
initially create a socket association to route the message to the server. The
module can associate simultaneously with 10 servers. The module can handle up
to 8 simultaneous messages at a time for all associated servers and each
association can handle one message at a time. Ladder logic must therefore
guarantee that:
1 No more than 8 messages are being simultaneously handled with all

associated servers
2 No more than one message is being simultaneously handled with a specific
associated server.
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Sample Application

The following illustration shows a sample application to illustrate the MVI56-WA-
EIP client functionality.

RadioLinx IH

Access Point ©  LI0lelr]

EtheetAP Network

" |
- -
. 1 ==lp == [ B
LN i = T E—=——
‘t (!3 = [ ' ] W
5, ] F A
%\ : a
' il 2% a=k e
% Compactlogi
LN SLC5M5
i“
®| PLC5
.
Y
L]
LY
‘\
\ i Rack 3 with
L) an?
- P L MuIS6-VIA-EIP
“ ...'-o-
L3 -
LY ot
“‘ ---a’---’ @
Rack 2 nith
ControlLogix Rack 1

ControlLogix

ConftrolNet Network

For this example, the MVI56-WA-EIP module in rack 2 routes the messages
received from the ControlLogix processor in rack 1 to remote devices. This
sample illustrates that the MVI56-WA-EIP module can be the located in a local or
remote rack relative to where the originating ControlLogix processor is located.

In this example the module routes the messages for two different applications:

1 The module routes the messages to processors connected through wired
Ethernet (supporting Ethernet/IP protocol). The routing is possible through
infrastructure mode where the access point routes the wireless messages
into the Ethernet network. For this example, the module routes the messages
to three processors

o CompactLogix
o PLC5
o SLC5/05

2 The module routes the messages to a remote ControlLogix processor
through the MVI156-WA-EIP in rack 3. It illustrates that the client feature also
allows the exchange of data between remote ControlLogix processors either
in infrastructure or ad-hoc mode.
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3.4.3 Module Setup

This feature requires the module to be configured through RSLogix5000. Refer to
Module Configuration (page 98) for the information on how to setup the module.
The available sample ladder logic also contains the required module setup.

MSG Setup

1 Inyour ladder logic, include a MSG instruction triggered by a specific
condition, as shown in the following illustration

erabiakSG e
J E = e A i EM -
M=zsage Conbrol MpMESSAGE ., CDH—
ER>—

enablaM 55
Ak

Click the MSG setup button to configure the message tag.
Select the one of the supported message types:

PLC2 Unprotected Read
PLC2 Unprotected Write
PLC5 Typed Read

PLC5 Typed Write

PLC5 Word Range Read
PLC5 Word Range Write
SLC Typed Read

SLC Typed Write

CIP Generic

w N

o

O O 0O 0o oo o

Message Configuration - MyMESSAGE @

Configulationxl Eommunication] Tag ]

Meszage Type: PLCS Typed ‘wWiite

Source Element: LI Mew Tag...
Mumber Of Elements: |1 EI:

Destination Element: |

D Enable O Enable Waiting ) Skart O Done Daonhe Length: 0
2 Eror Code: Extended Emor Code: [ Timed Out &
Errar Path:
Eraor Text:

Ok, | Cancel | Apply | Help |

Complete the other fields of the message setup. Refer to the documentation of
the remote device for the maximum supported message length.
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Important: The module supports only explicit unconnected messages. For the MSG instruction,
the Connected checkbox on the Communication tab must be cleared, as shown in the following

illustration.
Message Configuration - MESSAGE @
Configuration®  Communication l Tag ]
Path: | Browse. ..
Communication kethod
(¢ CIP  DH+ El
CIP With
s W] El 3
Source [D
- |— -
3 Enable 2 Enable Waiting 0 Start 2 Done Done Length: 0
2 Enor Code: Externded Error Code: [~ Timed Out €
Error Path:
Error Text:
ak. | Cancel | Apply | Help |

Some message types such as Block Transfer Read/Write and CIP Data Table
Read/Write are connected (the checkbox is selected) and therefore are not
supported for client operation. Because the module does not support implicit
messaging, the module cannot route data from remote I/O devices directly to a
ControlLogix processor. The module can only route explicit unconnected
messages between processors or devices that support Ethernet/IP.

Setting Up the Route Path

In order to route a message through the client interface of the module, you must
define a proper path.

1 The first part of the path must be the module as named in the rack through
RSLogix. In the following examples, the module is named EIP through
RSLogix (/0O Configuration section).

—-£5] 1{0 Configuration
-8 1756 Backplane, 1756-417
f [0] 1756-L63 Processar
£% [1] 1756-MODULE EIP

Note: Each parameter in the path must be separated by a comma to delineate the fields.

2 The next parameter must be the port in the module to route the outgoing
message. For the wireless (radio) interface of the MVI56-WA-EIP module,
this is port 2. Therefore, the path should always start as in the following
example:

EIP,2.
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3 The next parameter is the IP address to reach. This is entered in standard
dotted notation. For example, to get the identity object for a 1756-ENBT
module with IP address 192.168.8.104, the following path would be used in
the message:

EIP,2,192.168.8.104.

In order to reach a processor in this rack, the path must include the
backplane port (1) for the 1756-ENBT module, and the slot number for the
controller. To reach the processor in the remote rack in slot 0 for the example
above, use the following path:

EIP,2,192.168.8.104,1,0.

This technique can be used to form many complex routes. For example to reach
a processor in slot 0 of a remote rack the following route could be used:
EIP,2,192.168.8.52,1,3,2,192.168.8.105,1,0. The diagram below displays the
network configuration for this path:

For the following example, the messages are sent from the ControlLogix
processor out to the MVI56-WA-EIP module to another MV156-WA-EIP module
(IP address = 192.168.8.53) to a ControlLogix processor.

CLX MSG -> WA-EIP -> WA-EIP -> CLX
PATH: EIP,2,192.168.8.53,1,0
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Monitoring the Client Status

You can monitor the client status data either through ladder logic or through the
debug menu.

» For information on how to monitor the client status through ladder logic
please refer to Using Sample Ladder Logic (page 97).

* Forinformation on how to monitor the client status through the debug menu
please refer to Using the Configuration/Debug Port (page 117).

Note: Under rare circumstances, the module may be required to re-initialize its internal radio
hardware. The re-initialization period takes approximately 5 seconds. During this time the module
does not route any wireless messages. During this period all received messages will be lost,
therefore the ladder should contain logic to re-send the MSG upon error. Regular wireless
message routing is resumed after the re-initialization period.
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4  Using Sample Ladder Logic (Optional)

In This Chapter

s Module Configuration ............c.ceoiiiiiiiiie e 98
+ Retrieve MVI56-WA-EIP Radio Configuration ............c.ccccevniiernenen. 100
« Retrieve MVI56-WA-EIP Radio Status ...........cccoeveviiiniiineeiiceee 103
« Retrieve MVI56-WA-EIP EtherNet/IP Server Status Information......... 107
« Retrieve MVI56-WA-EIP EtherNet/IP Client Status Information .......... 110

Note: In order to use this optional feature make sure that your ControlLogix processor is using the
following firmware version according to the processor type:

ControlLogix 1756-L1: use firmware 13.34 or later

ControlLogix 1756-L55: use firmware 15.1 or later

ControlLogix 1756-L61,1756-L62 and 1756-L63: use firmware 13.44 or later

Using older firmware versions might cause issues during the execution of the MSG instructions that
are used by the sample ladder logic. If necessary contact Rockwell Automation

The module supports messaging for applications that require MVI56-WA-EIP
status information to be reported to the ControlLogix processor.

The module does not require ladder logic to establish communication between
the ControlLogix processor and the PC. Also, the module does not have to be
configured in the 1/0 configuration section for regular operation. The sample
ladder logic should only be used if status information is required to be reported to
the ControlLogix processor.

The sample ladder logic allows the ControlLogix processor to perform the
following tasks:

= Retrieve MVI56-WA-EIP radio configuration

= Retrieve MVI56-WA-EIP radio status information

= Retrieve MVI56-WA-EIP EtherNet/IP server status information
» Request a reboot of the MVI56-WA-EIP module

Tip: You can find the sample ladder logic on the ProSoft Solutions CD-ROM. You
can also find the latest version of the sample ladder logic on the ProSoft
Technology web site at http://www.prosoft-technology.com/downloads.
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4.1 Module Configuration

The MVI56-WA-EIP module is identified in the rack as the 1756-MODULE

generic profile with the general settings and connection settings configured as
below:

Module Properties: General tab

M Module Properties - Local:2 (1756-MODULE 1.1)

General Connection] Modulelnfo] Backplane]
Type: 175E-MODULE Generic 1756 Module
etk Local Connection Parameters
Azsembly .
Instance: Size:
Marne: |F-|F' Input; 1 1 JZI [16-bit]
Description: Output: 2 1 JZI [16-kit)
Configuration; |4 0 J;I [8-bit)
Comm Format: | J
Slat: 2 =
o = ,—
Status: Offine 0K | Cancel | | Help |

Module Properties: Connection tab

B Module Properties - Local:2 (1756-MODULE 1.1}

General Connection ] Modulelnfo] Backplane]

Bequested Packet Interval (RPI): PSD.UH: mz  [0.2-750.0 ms)
[w  Inhibit Module
I~ Major Fault On Contraller |F Connection Fails While in Run Mode
Module Fault
Status: Offline 0K | Cancel Help
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The round yellow icon will be displayed over the module while RSLogix is online.

=3 Cortraller MYISE_Wa_EIP
&) Controller Tags
[23 Controller Fauk Handler
+-[27 Power-Up Handler
-4 Tasks
|58 MainTask
= @ IMainProgramm
[ Program Tags
Eﬁ MainFouting
(3 Unscheduled Programs
|23 Motion Groups
(3 Ungrouped Axzs
+-[7 Trends
=23 Data Types
+- L User-Defined
] Cﬂ, Strings
+- L Predefined
+-Cp Module-Defined
-5 1/0 Configuration
£, [2] 1756-MODLLE EIP
B [3] 1756-ENET)A Enet

4.1.1 Download the Sample Program to the Processor (Optional)

To download the sample program from RSLogix 5000 to the ControlLogix processor:

Note: The key switch on the front of the ControlLogix module must be in the REM position.

1 If you are not already online to the processor, open the Communications
menu, and then choose Download. RSLogix will establish communication
with the processor.

2 When communication is established, RSLogix will open a confirmation dialog
box. Click the Download button to transfer the sample program to the
processor.

Download
A Download to the contraller:
L M amme: Contraller
Type: 175E-LE5/4 17E6-M1 348 ControlLogix5555 Controller

Path: &B_DF1-1
Security:  <Mohex

@ The controller iz in Femote Fun mode. The mode will be changed to
Fiemote Pragram prior to download.

Cancel | Help |

3 RSLogix will compile the program and transfer it to the processor. This
process may take a few minutes.

4 When the download is complete, RSLogix will open another confirmation
dialog box. Click OK to switch the processor from Program mode to Run

mode.
Q Done downloading. Change controller mode back to Remote Run?
o |
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Note: If you receive an error message during these steps, refer to your RSLogix documentation to

interpret and correct the error.

4.2 Retrieve MVI56-WA-EIP Radio Confi

The message instruction used to retrieve
configured with the following parameters:

guration

MVI156-WA-EIP configuration data is

Message Configuration - MYIS6WAEIP_MSG_GetConfiguration

Configuration l Eommunication] Tag ]

Meszage Tupe: CIF Generic
?:;\g:ce |Cust0m j Source Element: -
Source Length: il EI: [Bytes]

Service . .
Coger |1 (e Classt 73 [Hex b ogination MVIEEWAEIF. GetCo +
Instance: 1 Attribute: |0 [Hex, New Tag...

D Enable 3 Enable 'Waiting ) Start 2 Dane Done Length: 90

‘2 Enor Code: Extended Eror Code: WV Timed Out &

Errar Path:

Eraor Text:

Message Configuration - MYIS6WAEIP_MSG_GetConfiguration

Configuration Communication] Tag |
Path: Browse. ..
EIF
cop ¢ [ =] I
~ ’—:| ,_
™ Connected I e
D Enable 3 Enable 'Waiting ) Start 2 Dane Done Length: 0
‘2 Enor Code: Extended Eror Code: WV Timed Out &
Errar Path:
Eraor Text:
Ok | Cancel Help
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Message Configuration -

MVIS6WAEIP_MSG_GetConfiguration

Eonfiguration] Camnmunication

MName:

Tag

Description:

Tag Type: Base

[rata Type: |

3 Enable 2 Enable Waiting

2 Enor Code:
Error Path:
Eraor Text:

) Start
Externded Error Code:

2 Done [Done Length: 0

¥ Timed Out €

| Help |

The following illustration shows the ladder required to request the configuration

information from the module:

MWIBEWAEIP. G etConfiguration. R equest

J1 E
J 0

MYISEWAEIP_MSGE_GetConfiguration. DM

M5 G

Type - CIP Generic < ENZ—
Message Control MWISEWAEIP_MSG_GetConfiguration | . | —TDM—]
—E R —]

Trigger thiz bit to
request the radio
configuration from

the MYIGE-wA-EIP
module

M5B AEIP. GetConfiguration. A equest
{10

Containg the radio

1 E
J O

configuration
infarmation
COF
Copy File
Source MYIBEWAEIP. GetConfiguration. R eadB uffer[0]
Dest  MWVISEWAEIP.GetConfiguration. R adioConfiguration. Port Type
Length 1
Containg the radio
configuration
infarmation
Cap
Copy File —
Source I15EWAEIP. GetConfiguration. R eadBuffer1]
Dest MYISEWAEIP.GetConfiguration. R adioConfiguration. kAL Address[ﬂ]
Length
Containg the radio
canfiguration
information
Cap
Eop_l,l Flle —
Sou I15EWAEIP. GetConfiguration. R eadBuffer[4]
Dest MVISBWAEIF' GetConfiguration. R adioConfiguration, Channel
Length

In order to retrieve configuration information perform the following:
1 Setthe MVI5S6WAEIP.GetConfiguration.Request bit to 1
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2 Refer to the MVIS6WAEIP.GetConfiguration.RadioConfiguration data

structure
— M¥IBEWAEIP Hoooh Hoooh MY ISEWAEIP_ModuleD efinition
— MWISEWAE| PG etConfiguration A [...) MWISEWAEIP_GetConfiguration
MW 15EWAEIF. GetConfiguration. R equest i} Decimal |BOOL
— MWIBEWAEIP. GetConfiguration. R adioConfiguration .1 Io..1 MWISEWAEIP_RadiaConfiguration
-+ MVISEWAEIP. GetConfiguration. R adioConfiguration. Port Type 1 Decimal |[INT
— |- MVISEWAEIP. GetConfiguration. R adioConfiguration. MAC_Address ] {...1|Hex SIMTIE]
+-MWISEWAEIP. GetConfiguration. B adioConfiguration. MALC_Address[0] 1a#00 Hex SIMT
+/ MWISEWAEIP. GetConfiguration. R adioConfiguration. MAC_Address(1] 16#10 Hex SINT
+/ MYISEWAEIP. GetConfiguration. R adioConfiguration. MAC_Address[2] 16#cH Hex SINT
+/ bW I5EWAE P, GetConfiguration. R adioConfiguration. MAC_Address[3] 16#47 Hex SIMT
+/ MYISEWAEIP. G etConfiguration. R adioConfiguration. MAC_Address[4] 16#8c Hex SIMT
+/ MYISEWAEIP. GetConfiguration. R adioConfiguration MAC_Address[5] 16#54 Hex SIMNT
+- MVISEWAEIP. GetConfiguration. R adioConfiguration. Channel 10 Decimal |[INT
+- MVISEWAEIP. GetConfiguration. R adioConfiguration. Reserved ] L. |ASCH SIMT[34]
+- MVISEWAEIP. GetConfiguration. R adioConfiguration. M aximumD atal ength 1508 Decimal |[INT
+ MWISEWAEIP. GetConfiguration. R adioConfiguration. Dwni ame fooal {o.. 1| ASCI SINT[34]
+ MYISEwWAEIP. GetConfiguration. R adioConfiguration. Encryption i} Decimal |[INT
+ - MWISENWAAE P GetConfiguration. R adioConfiguration.Authentic ation 1 Decimal |[INT
+ MYIBEWAEIP. GetConfiguration. R adioConfiguration. T=R ate 3 Decimal |INT
+ MWISEWAEIP. GetConfiguration. R adioConfiguration. R andomizeT #wep i} Decimal |INT
+| MVISEWAEIP. GetConfiguration. R adioConfiguration. SecurityCap la#00z7 Hex INT
+|- MWISEWAEIP. GetConfiguration. R eadBuffer ] {ooa ) | Decimal | IMT[250]
+ MWISEWAEIP. GetR adioStatus fooa fooal MWISEWAEIP_GetFadioStatus
+ MYISEWAEIP. GetEIPServerStatus fooal fooal MWISEWAEIP GetEIPServerStatus
Parameter Observation
Port Type Fixed 1 (BSS operation)
MAC_Address Module MAC address
Channel Channel parameter value
Reserved Not Used

Maximum Data Length  Maximum number of data bytes in receive and transmit frames

Own Name Station_Name parameter value
Encryption Enable_Encryption parameter value (0=No, 1=Yes)
Authentication Fixed 1 (Open System)
TxRate Fixed 3 (Autofallback High between 1Mbps, 2Mbps, 5.5Mbps, 11Mbps)
RandomizeTXWEP Fixed 0 (functionality not supported for MVI56-WA-EIP)
Security Cap Fixed 27hex (for ProSoft internal reference)
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4.3 Retrieve MVI56-WA-EIP Radio Status

The message instruction used to retrieve MVI56-WA-EIP radio status information

is configured with the following parameters:

Message Configuration - MYIS6WAEIP_MSG, GetRadioStatus

Configuration l Communication] Tag ]

=]

Meszage Type: |EIIF' Gerneric j
?:};\g:ce |Eust0m ﬂ Source Element: -
Source Length: ] 3: [Bytes]

Service . .
Code: |1 [Hed Classt 72 [Hex pogiaion MVIBEWAEIF. GetRa +
Instance: 1 Attribute: |0 [Hex, Mew Tag..

2 Enable 3 Enable Waiting ) Skart 2 Done Done Length: 86

2 Enaor Code: Externded Ermor Code:

Error Path:

Errar Text:

Cancel |

Message Configuration - MYIS6WAEIP_MSG, GetRadioStatus

Configuration Communicationl Tag ]

=]

Path: |E|P Browse. ..
EIP
Fop [ E =
~ ’—:| ’_
™ Connected = €
2 Enable 3 Enable Waiting ) Skart 2 Done Done Length: 86
2 Enaor Code: Externded Ermor Code: W Timed Out®
Error Path:
Errar Text:

Cancel Help
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Message Configuration - MVIS6WAEIP_MSG_GetRadioStatus

Configuratian ] Commurication  Tad

MName: AEIP MSG_ GetRadioSt:

Description:

Tag Type: Base

[rata Type: |

3 Enable 2 Enable Waiting 0 Start

2 Enor Code:
Error Path:
Eraor Text:

2 Done Done Length: 86
Externded Error Code:

¥ Timed Out €

Cancel | | Help |

The following illustration is a ladder example to retrieve radio status information:

hIBEWAEIP. GetR adioStatus. R equest
JdE

MEG

J O

MWISEWAEIP_MSG_GetRadioStatus. DN
1 E
1 C

Type - CIP Generic —E
Meszage Control MyISEWAEIP_MSG_GetRadioStatus | ... | —DMN—

—FR—

Trigger this bit to
request the radio
status from the
M15E-4w44-EIP module
MWISEWAEIP. GetR adioStatus. R equest

10
Containg the radio
shatusg information
COF
Copy File
Source MWISEWAE IR GetR adioStatus. ReadBuffer[0]
Dest MWIBEWAEIP. GetRadioStatus. RadioStatus. Packetsin
Length 7
Containg the radio
statuz information
COF
Copy File —
Source MWIBEWAEIP. GetR adioStatus. ReadBuffer[14]
Dest MVISEWAEIP. GetR adioStatus. R adioStatus. PortStatus
Length 1
Containz the radio
statuz information
COP:
—— Copy File —
Source MW I5EWAEIFP. Geth adioStatus. ReadBuffer[15]
Dest MyISEWAEIP. GetR adioStatus. FadioStatus LED_Output
Length 4
Containg the radio
shatuz information
Car
—| Copy File }—
C i RAIECY ACID 2D o AimC b mbin D= AD A M1 T
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In order to retrieve configuration information perform the following:

1 Setthe MVI5S6WAEIP.GetRadioStatus.Request bit to 1
2 Refer to the MVIS6WAEIP.GetRadioStatus.RadioStatus data structure

— MYISEWAEIP Hoooh Hoooh MYISEWAEIP_ModuleDefinition
+/ b I5EWAEIP. G etConfiguration I I...0 MWI15EWAEIP_GetConfiguration
—| MYISEWAEIP. GetR adioS tatus I I...0 MWISEWAEIP_ GetRadioStatus

MVISEWAEIF. GetFiadioStatus. Request [ o Decimal |BOOL

—|-MVISEWAEIP.GetR adioStatus. A adioStatus Ioaa} PR MIEEWAEIP_R adioS tatus

MyIBEWAEIP. Get adioStatus. R adioStatus. Packetsin 25424 Decimal |DINT
MYI15EWAEIP. GetR adioStatus. R adioStatus. PacketsOut 35497 Decimal |DINT
MVIBEWAEIFP. Geth adioStatus. R adioStatus. Butesln 6371112 Decimal [ DINT
MVISEWAEIP. GetR adioStatus. RadioStatus. ButesOut 7709391 Decimal |DINT
MyIBEWAEIP. GetR adioStatus. R adioStatus. Erorsln 1501 Decimal |DINT
MyI5EWAEIP. GetR adioStatus. R adioStatus. ErmorsOut 319 Decimal |DINT
MWI5EWAEIFP. GetR adioStatus. R adioStatus. PacketsD ropped 20 Decimal | DINT
MYISEWAEP. GetR adioStatus. R adioStatus. PortStatus 3 Decimal [INT
MWIEEWAEIP. GetR adioStatus. BadioStatus. LED_Output [%c] Dzcirnal [SIMT
MWIBEWAEIP. GetR adioStatus. R adioStatus. Signal_LED 15 Decimal | SINT
MYIBEWAEIP. GetR adioStatus. B adioStatus. Link_LED 32 Decimal | SINT
MWISEWAEIP. GetR adioStatus. R adioStatus. Data_LED 16 Decimal |SINT
MWI5EWAEIP. GetR adioStatus. FadioStatus. 5510 [0} I...} Decimal |SINT[34]

R S S S S e S R e e S R S S e S SR SR SR SR

MY I5EWAE|P. GetR adioStatus. R adioStatus. T«R ate 11 Decimal [INT
MWISEWAEIP. Geth adioStatus. R adioStatus. Commuality 54 Decimal |INT
MIBEWAEIP. GetR adioStatus. R adioStatus. SignalLevel 40 Decimal |[IMT
MyI5EWAEIP. GetR adioStatus. RadioStatus. MoiseLevel -94 Decimal |INT
MY 15EWAEIP. GetRadioStatus. R adioStatus. ChanneN umnber 10 Decimal [INT
MWIBEWAEIF. GetR adioStatus. RadioStatus LED_O 10 Decimal |INT
MWIBEWAEIF. GetR adioStatus. HadioStatus. LED_1 z0 Decimal |INT
MYISEWAEIP. GetR adioStatus R adioStatus. LED_2 30 Decimal |[IMT
MYIEEWAEIP. GetR adioStatus. R adioStatus. LED_3 40 Decimal |[IMT

Parameter

Observation

Packets In

The total number of MSDUs, with a unicast MAC address as the Destination
Address, received successfully.

+plus+

The total number of MSDUSs, with a multicast MAC address (including the
broadcast MAC address) as the Destination Address, received successfully.

Packets Out

The total number of MSDUSs, of which the Destination Address is a unicast
MAC address, transmitted successfully. This implies having received an
acknowledgment to all associated MPDUs.

+Plus+

The total number of MSDUSs, of which the Destination Address is a multicast
MAC address (including the broadcast MAC address), transmitted
successfully. When operating as a STA in an ESS, and these frames are
directed to the AP, this implies having received an acknowledgment to all
associated MPDUs.

Bytes In

The total number of octets received successfully as part of unicast MSDUs
(Packetsln). These octets include MAC Header and Frame Body of all
associated fragments.

+Plus+

The total number of octets received successfully as part of multicast (incl.
broadcast) MSDUs (PacketsIn). These octets include MAC Header and
Frame Body of all associated fragments.
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Parameter

Observation

Bytes Out

The total number of octets transmitted successfully as part of successfully
transmitted unicast MSDUs (PacketsOut). These octets include MAC Header
and Frame Body of all associated fragments.

+Plus+

The total number of octets transmitted successfully as part of successfully
transmitted multicast (incl. broadcast) MSDUs (PacketsOut). These octets
include MAC Header and Frame Body of all associated fragments.

Errors In

Number of MPDUs, considered to be destined for this station (Address1
matches), received with an FCS error. Note: This does not include things
received with an incorrect CRC in the PLCP header. These are not
considered MPDUs.

+Plus+

The number of received MPDUs, with the WEP subfield in the Frame Control
field set to one, that were discarded because it should not have been
encrypted or due to the receiving station not implementing the privacy
option.

Errors Out

Number of times a MSDU is not transmitted successfully because the retry
limit (either the ShortRetryLimit or the LongRetryLimit) is reached, due to no
acknowledgment or CTS received.

+Plus+

The number of transmit requests that were discarded to free up buffer space
on the NIC. Transmit queued too long on one of the transmit queues, due to
many retries and defers, or otherwise not being able to transmit (e.g.
scanning). Transmit queued too long on the Power-Save queue (STA in
IBSS: destination STA does not respond to ATIM; AP: STA does not Poll or
wake up in time).

+Plus+

The number of transmit requests that were discarded because of wrong
Source Address (Source Address OwnMACAddress). This only applies to a
STA with a BSS Port.

Packets Dropped

The number of received Message Protocol Data Units that were discarded
because of lack of buffer space on the NIC.

Port Status

The following codes are available:

1 = Disabled

2 = Searching for connection

3 = Connected IBSS (ad-hoc)

4 = Connected ESS (Infrastructure)
5 = Out of range ESS (Infrastructure)

Note: switching between 3 and 2 indicates that module is reporting IBSS but
not connected to any station.

LED_Output

This value is the sum of SIGNAL_LED, LINK_LED, DATA_LED values.

Signal_LED

Bit 0 =LED O is ON
Bit1=LED 1is ON
Bit2=LED 2is ON
Bit3=LED 3is ON

Link_LED

0 = not connected/searching (RF LINK LED = OFF)

20hex = connected IBSS/connected ESS/Out of Range ESS (RF Link LED
= ON)
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Parameter Observation
Data_LED 0 =nodata (RF DATA LED = OFF)
10hex = data transmitted or data received (RF DATA LED = ON)
SSID SSID name
TxRate Transmit rate (1Mbps, 2Mbps, 5.5 (6)Mbps or 11Mbps)
CommQuality Quality level (dB)
SignalLevel Signal Level (dBm)
NoiselLevel Noise Level (dBm)

ChannelNumber Channel number used

LED_O Quality signal that will assert signal level LED 0
LED_1 Quality signal that will assert signal level LED 1
LED 2 Quality signal that will assert signal level LED 2
LED_3 Quality signal that will assert signal level LED 3

4.4 Retrieve MVI56-WA-EIP EtherNet/IP Server Status Information

The message instruction used to retrieve MVI56-WA-EIP EtherNet/IP server

status information is configured with the following parameters:

Message Configuration - MYIS6WAEIP_MSG_GetEIPServerStatus

Configuratian l Communication] Tag ]

Meszage Type: | CIP Generic j

Source Length: il 3: [Butes]
Service . 0
Code: |1 (Hewl Class: |70 Hex  poginggion MVISEWAEIF. GetETF +

Service | Custam - Source Element: -
Type: | J

Instance: 1 Altribute: |0 [Hex! Mew Tag..
3 Enable 2 Enable Waiting 0 Start 2 Done Done Length: 0
2 Enar Code: Externded Error Code:
Error Path:
Eraor Text:
Ok, | Cancel Help
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Message Configuration - MYIS6WAEIP_MSG_GetEIPServerStatus

Configuration Communicationl Tag ]

Path: [EIP Browse...
EIP

Gop [ E =
~ ’—:| '_
™ Connected ¥ ]

3 Enable 2 Enable Waiting 0 Start 2 Done Done Length: 0

2 Enar Code: Externded Error Code: ¥ Timed Out €

Error Path:

Eraor Text:

Message Configuration - MYIS6WAEIP_MSG_GetEIPServerStatus
Eonfiguration] Commurication  Tad

MHame: |5EWAEIP M5G GetEIPSe

Description:

Tag Type: Base

[rata Type: |
3 Enable 2 Enable Waiting 0 Start 2 Done Done Length: 0
2 Enar Code: Externded Error Code: ¥ Timed Out €
Error Path:
Eraor Text:

oK | Cancel

Help
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The following illustration is a ladder example to retrieve EtherNet/IP status
information:

MY BEWAEIP. GetEIPS erverStatus. Request
1 E

J O

MY BEWAEIP_MSG_GetEIPServerStatus. DN
E

Type - CIP Generic
Mezzage Contral

M5G

MYISEWAEIP_MSG_GetEIPS erverStatus

—<E
T
F—EF>—
Trigger this bit to
request the

Ethemet/|P server
shatuz from the
MWI5E-wA-EIP module

MAIBEWAEIP. GetEIPServerStatus. Request

{10

Status information
far each Ethemet/ [P
IEMVEr
Holds results from
clasz 70 instance 1
request

1 Setthe MVIS6WAEIP.GetEIPServerStatus.Request bit to 1

o
L

Copy File
Source

Length

COP

MYISEWAEIP. GetE IPServerStatus. ReadB uffer[0]
Dest MWISEWAEIP. GetEIPS erverStatus EIPS erverStatus[0] Socket_State

200

MYISEWAEIP_MSG_GetEIPS erverStatuz. DM
{10

2 Refer to the MVIS6WAEIP.GetEIPServerStatus.EIPServerStatus data
structure. The first connected server will be server 19 (second 18, etc..).

MW I5EWAE P GetEIPS erverStatus. A equest
MWISEWAEIP. GetEIPS erverStatus. EIPS erverStatus

+ MVISEWAEIP GetEIPServerStatus. EIPS erverStatus(0]
+ MVISEWAEIFP GetEIPServerStatus. EIPS erverStatus(1]
+ MWISEWAEIP. GetEIPServerStatus. EIPServerStatus[2]
+ MVISEWAE P GetEIPServerStatus. EIPServerStatus[3]
+ MYIBEWAEIP. GetEIPS erverStatus EIPServerStatus[4]
+ MYISEWAEIP. GetEIPS erverStatus. EIPServerStatus[5]
+ MVISEWAEIP GetEIPServerStatus. EIPS erverStatus(B]
+ MWISEWAEIP. GetEIPS erverStatus. EIPServerStatus]7]
+ MYISEWAE P GetEIPServerStatus. EIPServerStatus[8]
+ MVIBEWAE P GetEIPS erverStatus EIPServerStatus(d]
+ MVISEWAEIP. GetEIPS erverStatus EIPServerStatus[10]
+ MVISEWAEIP. GetEIPServerStatus. EIPS erverStatus[11]
+ MVISEWAEIP. GetEIPServerStatus. EIPS erverStatus[12]
+ MYISEWAEIP. GetEIPS erverStatus. EIPServerStatus(13]
+ MWISEWAEIP. GetEIPServerStatus EIPServerStatuz14]
+ MYISEWAEIP. GetEIPS erverStatus EIPServerStatus[15]
+ MVISEWAEIP. GetEIPServerStatus. EIPS erverStatus[15]
+ MVISEWAEIP. GetEIPServerStatus. EIPS erverStatus[17]
+ MVISEWAEIP. GetEIPServerStatus. EIPServerStatus[18]
MY I5EWAEIP GetEIPServerStatus EIPServerStatus[19]

+ MYISEWAEIP. GetEIPServerStatus EIPS erverStatuz[19] Socket_State
+ MYISEWAEIP. GetEIPServerStatus. EIPS erverStatus[19]. Connect_State

L

B P B B B P I B B e B e e e P I P P
| X3 S PO PU P PO P S FU PO R P Pu PU P R Pl PUIRS PU pui Sl pun pun

+-MVIBEWAEIP. GetEIPServerStatus. EIPServerStatuz[19]. Open_Count 13
+/ MYISEWAEIP. GetEIPServerStatus. EIPS erverStatus[19]. Establish_Count 13
+/ MYISEWAEIP. GetEIPServerStatus. EIPS erverStatuz[19] Close_Count [
+/ bYIBEWAE P, GetEIPServerStatus EIPS erverStatuz[19] Read_Count 30074
+ MYISEWAEIP. GetEIPServerStatus. EIPS erverStatus[19] Mezzage_Count 30074
+-MWIBEWAEIP. GetEIPServerStatuz EIPServerStatus[19] Write_Count 30074
+-MVIBEWAEIP. GetEIPServerStatuz EIPServerStatus[19]. Timeout_Count 11
+/ MYISEWAEIP. GetEIPServerStatus EIPS erverStatus[19]) Reserved 0

Decimal

Decimal
Decimal
Decimal
Decimal
Decimal
Decimal
Decimal
Decimal
Decimal

Decimal

BOOL
MWISEWAEIR_EIPServerS tatus[20]
MWIEEWAEIP_EIPServerStatus
MWIEEWAEIP_EIPServerStatus
MWISEWAEIP_EIPSererstatus
MWISEWAEIP_EIPSererstatus
MWISEWAEIR_EIPSerserStatus
MWISEWAEIR_EIPServerStatus
MWIEEWAEIP_EIPServerStatus
MWISEWAEIP_EIPSerserstatus
MWISEWAEIP_EIPSererstatus
MW IBEWAEIR_EIPSerserstatus
MWISEWAEIR_EIPServerStatus
MWIEEWAEIP_EIPServerStatus
MWIEEWAEIP_EIPServerStatus
MWISEWAEIP_EIPSererstatus
MW ISEWAEIP_EIPSerserstatus
MWISEWAEIR_EIPServerStatus
MWIEEWAEIP_EIPServerStatus
MWIEEWAEIP_EIPServerStatus
MWISEWAEIP_EIPSererstatus
MWISEWAEIP_EIPSererstatus
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4.5 Retrieve MVI56-WA-EIP EtherNet/IP Client Status Information

Note: Status for Unconnected Clients is available only on modules with firmware version 1.22.000

or later.

The message instruction used to retrieve MVI56-WA-EIP EtherNet/IP client

status information is configured with the following parameters:

Message Configuration - MVIS6WAEIP_MSG_GetEIPClientStatus

Canfiguration ] Communication] Tag ]
Meszage Type:
?:;\g:ce |Cust0m ﬂ Source Element: LI
Source Length: il EI: [Bytes]
Service . :
B L Hex) Class: 74 Hex pogiination MVISEWAEIP. GelE F — |
Instance: 1 Aktribute: |0 [Hex, Mew Tag..
2 Enable ) Enable Waiting ) Start 2 Dane Done Length: 0
2 Eror Code: Extended Emror Code: [~ Timed Out €
Errar Path:
Eraor Text:
Ok, | Cancel | Help |

Message Configuration - MYIS6WAEIP_MSG_GetEIPClientStatus

Configuration Eommunication] Tag |
Path: Browse. ..
EIP
fop £ [ T T
~ ’—:| ’_
™ Connected I s
2 Enable D Enable Waiting ) Start D Done [Done Length: 0
2 Enaor Code: Externded Ermor Code: [ Timed Out &
Error Path:
Error Text:
ak | Cancel Help
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The following illustration is a ladder example to retrieve EtherNet/IP status
information:

Risads thi client status information. Only supported for MVISE-WA-EIP firrmars wersion 1.22.000 of later
Trigger His bil i
raguest he
Ememet| P clent
status from the
MISE-WA-EIRF module

MVISEWAEIF. GetEl PClentStanus. Request [ MSG
g 1 E Messags HCERC
IMessage Conral MVISEWABIP_MSG_GelfIPCientStatus L. | —(DN—
I ER—
Trigger this bit b
reguest ine
Ethernet!l P client
status from the

M1 56-WA-EIP module
MWW AEIP HELE@.MSWS Recuest

The following rung reads the client status information received in the MSG
instruction into the controller tags.

Reads the clant status informaion. Only supportad for MV 56-W A-EIP firmware varsion 1.22.000 or later.
MJISEWAEIP MSG GatEIPCliantSiatus DN
T 1 E |
Check documantation
for the list of
client sockat states
CoR
Copy File
Source MVISSWAEIP. GetE| PClantStatus . ReadButfer|d]
Dest MVISSWAEIP GelSIPCianiStatus, Bl PCieniStatus(0]. Socked_Stats
Length 12
Check documeantation
for the list of
cliant socket states
CoP
Copy Flle —
Source KIVISEW AEI P.GetE | PCllentStatus ReadButfer]12]
Dest MVISEWAEIP,GelEIPCieniStatus, Bl PCientStatus[1], Socked_State
Length 12
Chack documeniation
for the list of
cliant sockat states
cop
Copy Flle —
Source MVISEWAEIP.GatE | PCllantStatus ReadButfer]24]
Dest WMVISGWAEIP.GetE| PCieniStatus. EIPCiientSiatus2]. Sockel_State
Lamgty 12
Check documaniation
for the list of
client socket states
CoP
Copy File —
Source MIVISEWAEI P GetE| PClieniStatus. ReadBuffer] 36]
Dest MVISEWAEIP GetE|PClantStatus, EIPCieniSiatus[3] Socket State
Lengti 12
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Check documantation
for the list of
client sockat states
coe
Copy File —
Source K158V AEI P GetE| PClieniStatus. ReadBuffer{48]
Dast MVISEWAE|IP.GalE | PClaniStatus El PCliemSiatusid]. Socketl Stake
Length 12
Check documantation
for the list of
clent sockat states
coe
Copy File I
Source LVISEWAEI P GetE| PClieniStatus. ReadBuffer{S0]
Dest MVISEWAE|IP.GelE|PClaniStatus. El PClientSiatusiS]. Socket Siate
Length 12
Check documaniation
for the list of
clant sockat states
coe
Copy Flle —
Source LVISEW AEI P GetE| PClleniStatus. ReadButier{72]
Dest MVISEWAEI P, GelE| PChaniStatus, E| PCieniSiatus]s], Sockel State
Length 12
Check documaniation
for the list of
clieni sockat states
coe
Copy Fike e
Source LIVISEW AEI P GetE| PCleniStates. ReadButier|84]
Dest MVISEWAEI P GetE| PCleniStatus, EI PCientSiatus{T], Sockel_State
Length 12
Check documentation
for thie list of
cliant sockat states
coe
Copy Fike e
Sourca MVISEWAEIP.GatE | PCllantStates ReadButfar 98]
Dest MVISEWAEIP GelEIPClentStatus, EI PClientStatus[8]. Sockel_State
Length 12
Check documaentation
for the list of
client sockat states
o o
Copy File —
Source IMvISEWAE] P.GeiEl PClientSiatus . ReadB uffer 108]
Dest MVIS6WAElP.GetE| PCleniStatus. EIFCientSiatus3]. Sockel_State
Length 12
MVISEWAEIP_MSG GelEIPClentStatus. DN
.-'L.I:-.

To retrieve client status information from the module, follow these steps:

1 Setthe MVI5S6WAEIP.GetEIPClientStatus.Request bit to 1
2 Refer to the MVI5S6WAEIP.GetEIPClientStatus.EIPClientStatus data structure
for all 10 clients.
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The following xample shows that client 0 is associated and exchanging
messages with a remote processor with an IP address of 105.102.0.147.

— MWIBEWAEIP. GetEIPClientStatus
MYI5EWAEIP. GetE IPClientStatus. R equest
— M¥I5EWAEIP. GetEIPClientStatus. EIPClientStatus
= MWVIBEWAEIP. G etk IPClientStatus. EIPClientStatu[0]

+ MVISEWAEIP. GetE| PClientStatus. EIPClientStatus[0]. Socket_State

+ MVISEWAEIP. GetE | PClientStatus. EIPClientStatus[0]. 5 ocket_Used

+ MYISEWAEIP. GetE| PClientStatus. EIPClientStatus[0]. Server_|IP_Long

— MWISEWAEIP. GetE| PClientStatuzs. EIPClientStatuz[0]. S erver_|P_Dotted
+ MWl BEWAE P GetEIPClientStatus. EIPClien:Status[0]. Server_|IP_Dotted[0]
+ MVISEWAEIP. GetEIPClentStatus. EIPClien:Status[0]. Server_IP_Dotted[1]
+ MWl SEWAE P GetE|PClientStatus. EIPClien:Status[0]. Server_|P_Dotted[2]
+ bl SEWAE P GetEIPClientStatus. EIPClien:Statuzs[0]. Server_|IP_Dotted[3]
+ MY SEWAEIP. GetEIPClientStatus. EIPClienStatus[0]. Server_|IP_Dotted[4]
+ MVISEWAEIP. GetEIPClentStatus. EIPClien:Status[0]. Server_|IP_Dotted[5]
+ MWl BEWAE P GetEIPClientStatus. EIPClien:Status[0]. Server_|P_Dotted[E]
+ MWl SEWAE P GetEIPClientStatus. EIPClien:Status[0]. Server_|IP_Dotted[7]
+ MYl BEWAEIP. GetEIPClientStatus. EIPClien:Status[0]. Server_|IP_Dotted[S]
+ MVISEWAEIP. GetEIPClentStatus. EIPClien:Status[0]. Server_|IP_Dotted[S]
+ MWVl SEWAEIP. GetEIPClientStatus. EIPClien:S tatus[0]. Server_|P_Dotted]. ..
+ MY SEWAEIP. GetEIPClientStatus. EIPClien:S tatus[0]. Server_IP_Dotted]. ..
+ MY BEWAEIP. GetEIPClientStatus. EIPClisn:S tatus[0] Server_IP_Dotted]. ..
+ MVISEWAEIP. GetEIPChentStatus. EIPClien:S tatus[0] Server_|IP_Dotted]...
+/ MVISEWAEIP. GetEIPChentStatus. EIPClien:S tatus[0] Server_|IP_Dotted]...
+ MY SEWAEIP. GetEIPClientStatus. EIPClien:S tatus[0]. Server_IP_Dotted]. ..

ol e e O e

LE#6966_0093
{...}

i

o

5

o

o

iz

The socket_state register can assume one of the following values:

State Definition

-20 Waiting for request (not used)

-1 Setting up client socket

2000 Performing ARP request

2001 Opening socket to server

0 Waiting for socket to establish

1 Registering the Session

2 Receiving register session response

5 Build EtherNet/IP message and send out
6 Receiving response

7 Idle, waiting for next message or timeout on socket
100 Force socket closed immediately

1000 Close socket with timeout of 2 seconds
1001 Waiting for close

1002 Set up socket to abort

1003 Socket abort with 1 second timeout
1004 Waiting for socket to finish with abort
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The Socket_Used register can assume the following values:

Value Definition

0 Client not connected
1 Client connected

2 Client busy

The IP address of the remote associated server can be monitored in long format
(Server_IP_Long) or dotted format (Server_IP_Dotted).
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5 Diagnostics and Troubleshooting

In This Chapter

% The Configuration/Debug Menu ............c..ccoocciriiiiieiiiieeee e 115
< Required HardWare ..............eueveieiiiiiiiiiiiiieieieiiinieininineeeeneeeeeeneneeneanne 116
< Required SOftWare...........cooiiiiiiiiiii e 117
« Using the Configuration/Debug Port............cccoiiiiiiiiiieee 117
s LED Status INdiCators..........ccoooviiiiiiiieiee e 125

The module provides information on diagnostics and troubleshooting in the
following forms:

» Status data values are transferred from the module to the processor.

= Data contained in the module can be viewed through the
Configuration/Debug port attached to a terminal emulator.

» LED status indicators on the front of the module provide information on the
module's status.

5.1 The Configuration/Debug Menu

The Configuration and Debug menu for this module is arranged as a tree
structure, with the Main Menu at the top of the tree, and one or more sub-menus
for each menu command. The first menu you see when you connect to the
module is the Main menu.

Because this is a text-based menu system, you enter commands by typing the
command letter from your computer keyboard in the terminal application (for
example, HyperTerminal). The module does not respond to mouse movements
or clicks. The command executes as soon as you press the command letter —
you do not need to press [Enter]. When you type a command letter, a new
screen will be displayed in your terminal application.

5.1.1 Navigation

All of the sub-menus for this module contain commands to redisplay the menu or
return to the previous menu. You can always return from a sub-menu to the next
higher menu by pressing [M] on your keyboard.
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The organization of the menu structure is represented in simplified form in the

following illustration:

Child Menu A Child Menu B Child Menu C
Child Sub-Menu 1 | Child Sub-Menu 1 | Child Sub-Menu 1 |

Child Sub-Menu 2| Child Sub-Menu 2|
Child Sub-Menu 3 |

The remainder of this section shows you the menus available for this module,
and briefly discusses the commands available to you.

5.1.2 Keystrokes

The keyboard commands on these menus are almost always non-case sensitive.
You can enter most commands in lower case or capital letters.

The menus use a few special characters ([?], [-], [*], [@]) that must be entered
exactly as shown. Some of these characters will require you to use the [Shift],
[Ctrl] or [Alt] keys to enter them correctly. For example, on US English
keyboards, enter the [?] command as [Shift][/].

Also, take care to distinguish capital letter [I] from lower case letter [I] (L) and
number [1]; likewise for capital letter [O] and number [0]. Although these
characters look nearly the same on the screen, they perform different actions on
the module.

5.2 Required Hardware

You can connect directly from your computer's serial port to the serial port on the
module to view configuration information, perform maintenance, and send
(upload) or receive (download) configuration files.

ProSoft Technology recommends the following minimum hardware to connect
your computer to the module:

= 80486 based processor (Pentium preferred)

* 1 megabyte of memory

= Atleast one UART hardware-based serial communications port available.
USB-based virtual UART systems (USB to serial port adapters) often do not
function reliably, especially during binary file transfers, such as when
uploading/downloading configuration files or module firmware upgrades.

= A null modem serial cable.
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5.3 Required Software

In order to send and receive data over the serial port (COM port) on your
computer to the module, you must use a communication program (terminal
emulator).

A simple communication program called HyperTerminal is pre-installed with
recent versions of Microsoft Windows operating systems. If you are connecting
from a machine running DOS, you must obtain and install a compatible
communication program. The following table lists communication programs that
have been tested by ProSoft Technology.

DOS ProComm, as well as several other terminal emulation programs
Windows 3.1 Terminal
Windows 95/98 HyperTerminal

Windows NT/2000/XP HyperTerminal

The module uses the Zmodem file transfer protocol to send (upload) and receive
(download) configuration files from your module. If you use a communication
program that is not on the list above, please be sure that it supports Zmodem file
transfers.

5.4  Using the Configuration/Debug Port

To connect to the module's Configuration/Debug port:

1 Connect your computer to the module's port using a null modem cabile.
2 Start the communication program on your computer and configure the
communication parameters with the following settings:

Baud Rate 57,600
Parity None
Data Bits 8

Stop Bits 1
Software Handshaking None

3 Open the connection. When you are connected, press the [?] key on your
keyboard. If the system is set up properly, you will see a menu with the
module name followed by a list of letters and the commands associated with
them.

If there is no response from the module, follow these steps:

1 Verify that the null modem cable is connected properly between your
computer's serial port and the module. A regular serial cable will not work.

2 Verify that RSLinx is not controlling the COM port. Refer to Disabling the
RSLinx Driver for the Com Port on the PC.

3 Verify that your communication software is using the correct settings for baud
rate, parity and handshaking.

4 On computers with more than one serial port, verify that your communication
program is connected to the same port that is connected to the module.

If you are still not able to establish a connection, you can contact ProSoft
Technology Technical Support for further assistance.
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5.4.1 Main Menu

When you first connect to the module from your computer, your terminal screen
will be blank. To activate the main menu, press the [?] key on your computer's
keyboard. If the module is connected properly, the following menu will appear on
your terminal screen:

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

HYIS6-WA-EIP COMMUNICATION MODULE MENU
?=Display Menu
A=Active Hode Table
B=ICP Data
C=Connection Manager Data
D=Device Information
R=Radio Menu
U=Reset diagnostic data
V=Yersion Information
B-1=Unconnected Clients
2-5=DFNT Servers
@=Network Menu
Esc=Exit Program and Reboot Hodule

Note: The menu selections for Unconnected Clients are available only on modules with firmware
version 1.22.000 or later.

Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

Viewing Active Nodes

Press [A] to view rack occupation information. You can check which slots are
occupied in the rack. The ANT register is a bitmap word that also indicates which
slots are occupied (bit x=1 means slot x is occupied).

ACTIVE NODE DISPLAY:

Rack Size: 7 Slots  ANT = 00BOOO55
Slot 0: Occupied

Slot 1: Empty

Slot 2: Occupied

Slot 3: Empty

Slot 4&: Occupied

Slot 5: Empty

Slot 6: Occupied

Page 118 of 146

Diagnostics and Troubleshooting

ProSoft Technology, Inc.

May 28, 2008



Diagnostics and Troubleshooting MVI156-WA-EIP ¢ ControlLogix Platform
High Speed Wireless EtherNet/IP Communication Module

Viewing Backplane (ICP) Information

From the main menu, press [B] for the ICP status information. This information is
obtained by the module through the backplane:

ICP DATA STATISTICS:

ICP (backplane) Statistics:
Control Bus Status: @
Control Bus Parameters
Multicast CRC Error Threshold: 8
Transmit Retry Limit: 45
Rack Info
Revizion: 1.01 Serial Number: 80228447
Size: & Module’s Slot: 1
Receive Error Counters
Bad CRC: @
Bus Timeout: @
CRC Error: 0
Transmit Error Counters
Bad CRC: @
Bus Timeout: @

The following registers are available:

Control Bus Station - indicates an error if value is different than 0. Refer to
Rockwell documentation for further information on specific error codes.

Multicast CRC Error Threshold - displays the threshold for entering a fault state
due to multicast CRC errors.

Transmit Retry Limit - The number of times a frame is retried if a transmission
error occurs.

Rack information - provides general information concerning: module revision
and serial number, rack size and slot where the module is located.

Receive Error Counters (Bad CRC) - number of bad CRC errors that occurred
on received backplane frames.

Receive Error Counters (Bus Timeout) - number of receive time-outs
Receive Error Counters (CRC Error) - number of multicast receive CRC errors

Transmit Error Counters (Bad CRC) - number of bad CRC errors that occurred
on transmitted frames.

Transmit Error Counters (Bus Timeout) - number of transmitted bus time-outs.

Viewing Device Information

From the main menu, press [D] to view Device information. This menu provides
general device information as indicated below:

DEVICE INFORMATION:
Module NameéQHUISG ProSoft_Technology, Inc.

VendorID: DeviceType: 12

ProdCode: 83 SerialNum : 0xBBBB6EEB (hex)
Revision: 1.01

Slot: 1
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Opening the Radio Menu

Press [R] to open the Radio menu. Use this command to view configuration and
status for the module's onboard radio.

Resetting diagnostic data

Press [U] to reset the status counters for the client and/or servers in the module.

Viewing Version Information

Press [V] to view Version information for the module.

Use this command to view the current version of the software for the module, as
well as other important values. You may be asked to provide this information
when calling for technical support on the product.

Values at the bottom of the display are important in determining module
operation. The Program Scan Counter value is incremented each time a
module's program cycle is complete.

Tip: Repeat this command at one-second intervals to determine the frequency of program
execution.

Viewing Unconnected Client Status

Press [0] or [1] to view status of clients 0 through 4, or 5 through 9, respectively.

UNCONNECTED CLIENT STATUS
CLIENT @ : STATE : 6 USED: 2 IP: 105.1082.0.110
PRESET: 29872 TIMEOUT: 4955
CLIENT 1 : STATE : -28 USED: 0 IP:
PRESET: 0 TIMEQUT: @
CLIENT 2 : STATE : -28 USED: @ IP:
PRESET: 0 TIMEOUT: @
CLIENT 3 : STATE : -28 USED: 0 IP:
PRESET: 0 TIMEOUT: @
CLIENT & : STATE : -28 USED: @ IP:
PRESET: 0 TIMEOUT: @

Note: The menu selections for Unconnected Clients are available only on modules with firmware
version 1.22.000 or later.

The STATE code can assume one of the following values:

State Definition
-20 Waiting for request (not used)
-1 Setting up client socket
2000 Performing ARP request
2001 Opening socket to server
0 Waiting for socket to establish
1 Registering the Session
2 Receiving register session response
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State Definition

5 Build EtherNet/IP message and send out

6 Receiving response

7 Idle, waiting for next message or timeout on socket
100 Force socket closed immediately

1000 Close socket with timeout of 2 seconds

1001 Waiting for close

1002 Set up socket to abort

1003 Socket abort with 1 second timeout

1004 Waiting for socket to finish with abort

The USED value can assume the following values:
Value Definition

0 Client not connected

1 Client connected

2 Client busy

The IP value shows the IP address of the connected remote server device

The TIMEOUT value initializes with a value of 10000 (ms) when the client routes
the message. When the message is routed this counter will decrement until a
new message is received for routing. If no further messages are received and the
counter reaches the value of 0 then the socket association with the remote
device will be terminated. Therefore this counter value reflects the timeout period
of 10 seconds used by the module to terminate the socket association if the
module no longer receives a message for that same remote server.

The PRESET value shows the timeout value associated to the specific message.
This information is available only for debugging purposes because the value is
not actually used by the module as a timeout period.
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Opening the DENT Server Menu

Press keys [2], [3], [4] or [5] to view EtherNet/IP server status information. The
first server to be connected will be server 19. It will display relevant information
such as the remote computer IP address connected to the module. The module
accepts up to 20 simultaneous connections.

‘s MVI56-WA-EIP - HyperTerminal (=153
Fle Edit View Cal TIransfer Help
=2 5 DB
State: @ Connect: @ Open 1 A
Estab: @ Read a Message: 0
Hrite: @ Close 5} Timeout: @
SERVER 16: Port : 0000 IP . 0.0.0.0
State: @ Connect: @ Open : 1
Estab: @ Read 5} Hessage: O
Hrite: @ Close 4} Timeout: O
SERVER 17: Port : 0000 TP . 0.0.0.0
State: 0 Connect: @ Open : 1
Fstab: 0 Read Hessage: 0
WUrite: 0 Close Timeout: @
SERVER 18: Port : 0000 1P 1 0.0.0.0
State: Connect: @ Open @ 1
Estab: @ Read ;0 Message: 0
Hrite: @ Close : @ Timeout: @
SERVER 19: Port : BAD9 IP 0 192.168.100.2
State: 1 Connect: 1 Open A
Estab: & Read 2 219 Hessage: 279
Write: 279 Close : 3 Timeout: 3
< >
Cornected 00:52:27 ANSTW 57600 8-N-1

Opening the Network Menu

Press [@] to open the network menu. The network menu allows you to send,
receive and view the WATTCP.CFG file that contains the IP, gateway and other
network specification information. You can find more information about the
commands on this menu in the Network Menu (page 124) section.

Exiting the Program

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

Press [Esc] to restart the module and force all drivers to be loaded. The module
will use the configuration stored in the module's Flash ROM to configure the
module.
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5.4.2 Radio Menu

Press [R] to open the Radio menu. Use this command to view configuration and
status for the module's onboard radio.

RADTIC MEMU
C=Configuration
S=STatus

l1=Constant Radio Status Update
M=Return to Main Menu

Viewing Radio Configuration

Press [C] to view radio configuration. Use this command to view the port type,
channel, data length and other radio configuration settings.

ORADIC STATIC COMFIGURATION:

DFart Type 1 Own MAC address: 00:10:C6:47:7%:68
0own Channel @ 10 Own S5ID:

OMax Cata Len : 1508 O'wh Mame: Mew

IEncryption : 0 Authentication : 1

O0Tx Rate Ctrl : 3 WEP Key Rollover: Ho

OLED Lewels 20 - 25 - 30 - 35

Viewing Radio Status

Press [S] to view the current operational status of the radio. Use this command
to view connection and signal status, packets and bytes transferred, signal
quality and errors.

ORADID DRIWER STATUS:

OFort Status = Connected IBSS SSID = Metworkwa

O0Transmit Rate = 11 MEB signal quality = 83 dE
0signal Lewel = -15 dBm Moise Level = 102 dBm
0PacketsIn = 12082 Packetsout = 23737
0ByTesIn = 19324945 ByTesout = 3795798
0ErrarsIn =1 Errorsout = 555
DPacketsDropped = 0 Channel # = 10

Continuously Monitoring Radio Status

Press [1] to monitor radio status continuously. Use this command to view the
signal strength and noise level for the radio in real time.

Radio Monitor Enabled. Prezs any key to exit.
0= 48 dB SL= -46 dBm ML= -94 dBm
0= 48 dB SL= -46 dBm ML= -94 dBm
0= 49 dB SL= -46 dBm ML= -95 dBm
Q= 50 dB SL= -45 dBm ML= -95 dBm
0= 50 dB SL=  -45 dBm ML= -95 dBm
0= 49 dB SL= -46 dBm ML= -95 dBm
o= 49 dB sL=  -46 dBm ML= -95 dBm
0= 49 dB SL= -46 dBm ML= -95 dBm
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Important: When in continuous radio monitor mode, program execution will slow down. Only use
this tool during a trouble-shooting session. Before disconnecting from the Config/Debug port,
please be sure to press a key to disable the radio status monitor. This action will allow the module
to resume its normal operating mode.

Returning to the Main Menu

Press [M] to return to the Main Menu.

5.4.3 Network Menu

The network menu allows you to send, receive and view the WATTCP.CFG file
that contains the IP and gateway addresses, and other network specification

information.
| M = Main Menu D

T

L{@ = Metwork Meanu l]
_|‘?= Display Menu E:ﬁ Redizplays (refeshes] this menu I]
—| R = Receive WATTCP.CFG E:ﬁ Upload WATTCP.CF G to module I]
—|S= Send WATTCP.CFG E:DIDownload WATTCP.CFG to PC l]
_| W= View WATTCP CFG E‘::>| “iew WATTCF.CFB file an medule l]
—|M= Main benu E:ﬁ Return to Main Menu I]

Transferring WATTCP.CFG to the module

Press [R] to transfer a new WATTCP.CFG file from the PC to the module. Use
this command to change the network configuration for the module (for example,
the module's IP address).

Press [Y] to confirm the file transfer, and then follow the instructions on the
terminal screen to complete the file transfer process.

Transferring WATTCP.CFG to the PC
Press [S] to transfer the WATTCP.CFG file from the module to your PC.

Press [Y] to confirm the file transfer, and then follow the instructions on the
terminal screen to complete the file transfer process.

After the file has been successfully transferred, you can open and edit the file to
change the module's network configuration.
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Viewing the WATTCP.CFG file on the module

Press [V] to view the module's WATTCP.CFG file. Use this command to confirm
the module's current network settings.

sRadio IP dnformation
Radio_IP=192.168.100.1
Radio_subnet_Mask=255.255.255.0
Radio_pefault_csateway=192.168.0.1

Metwork_Mame_{SSID) = waMetwork
Create_IBSS = Y

Station_Mame = MVISEWAEIP
Channel = 10

EnabTle_Encryption = N

WEP_Key_1 = 0x1111111111
WER_Key_2 02222222222
WEF_Key_3 0x3333333333
WEF_Key_4 = Oxddd44444444
Transmit_wEP_Key = 1

Returning to the Main Menu

Press [M] to return to the Main Menu.

55 LED Status Indicators

The LEDs indicate the module's operating status as follows:

ProSoft Color Status Indication

Module

CFG Green On Data is being transferred between the module and a remote
terminal using the Configuration/Debug port.

Off No data is being transferred on the Configuration/Debug
port.

P1 Not
Used
P2 Not
Used
APP Not
Used
BP ACT Not
Used
OK Red / Off The card is not receiving any power and is not securely
Green plugged into the rack.

Green The module is operating normally.

Red The program has detected an error or is being configured. If
the LED remains red for over 10 seconds, the program has
probably halted. Remove the card from the rack and re-insert
the card to restart the module's program.

BAT Red Off The battery voltage is OK and functioning.
On The battery voltage is low or battery is not present. Allow

battery to charge by keeping module plugged into rack for 24
hours. If BAT LED still does not go off, contact ProSoft
Technology, as this is not a user serviceable item.
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If the APP, BP ACT and OK LEDs blink at a rate of every one-second, this
indicates a serious problem with the module. Call ProSoft Technology support to
arrange for repairs.

5.5.1 RF LEDs

If the RF Signal Level LEDs are continuously asserted these will indicate the
current quality level signal while the module is connected in either ad-hoc or
infrastructure mode:

LED 0: 10dB or greater
LED 1: 20dB or greater
LED 2: 30dB or greater
LED 3: 40dB or greater

If the RF Signal Level LEDs are asserted for approximately 10 seconds and off
for approximately 1 seconds it means that the module lost communication with
the previously connected ad-hoc remote station (the asserted LEDs indicate the
last measured quality level before disconnection).

If the RF Signal Level LEDs are off it means that either:
1 The module was initialized and has not established connection to any station
or

2 The module was disconnected from a previously connected Access Point.

RF Link: (Green) asserted continuously if module is:

= Connected ad-hoc
= Connected Infrastructure (ESS)
= Qut of range Infrastructure (ESS)

If the RF Link LED is asserted for approximately 10 seconds and off for approximately 1
seconds it means that either:

1 The module was initialized and have not connected to any stations
2 The module lost communication with the previously connected ad-hoc remote
station.

RF Data: (Green) Asserted when data is received or transmitted to the module
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5.5.2 Clearing a Fault Condition

Typically, if the OK LED on the front of the module turns red for more than ten
seconds, a hardware problem has been detected in the module, or the program
has exited.

To clear the condition, follow these steps:

1 Turn off power to the rack

2 Remove the card from the rack

3 Verify that all jumpers are set correctly

4 If the module requires a Compact Flash card, verify that the card is installed
correctly

Re-insert the card in the rack and turn the power back on

Verify the configuration data being transferred to the module from the
ControlLogix processor.

o 01

If the module's OK LED does not turn green, verify that the module is inserted
completely into the rack. If this does not cure the problem, contact ProSoft
Technology Support.

5.5.3 Troubleshooting

Use the following troubleshooting steps if you encounter problems when the
module is powered up. If these steps do not resolve your problem, please contact
ProSoft Technology Technical Support.

Problem Description Steps to take

Processor I/0 LED flashes This indicates there is a problem with backplane communications.
Verify that all modules in the rack are configured in the processor.

OK LED remains red The program has halted or a critical error has occurred. Connect to
the Configuration/Debug port to see if the module is running. If the
program has halted, remove the card from the rack and re-insert
the card in the rack.
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6 Reference

In This Chapter

s Product Specifications...........c.eeeiiiiiiiiiiee s 129

o,

% Frequently Asked QUESHIONS ..........cceriueiiiiiiiieniiiee e 132

6.1 Product Specifications

The In-Chassis High Speed Wireless EtherNet/IP Communication Module
creates a powerful wireless connection between your PC or Laptop and a remote
ControlLogix processor. The bridging functionality allows access to other
processors in other racks through different networks, using RSLinx, RSLogix,
RSView or RSNetWorx. The module emulates similar 1756-ENBT Ethernet
module features when used with PC (RSLinx) to processor communications.

@

EtherNetiP

 Compactlogix
.IE -‘] . ‘.
Pass-Through Port — .F =
SLC5N3 i i o
RS-232 [ ==
e’ —_ ProLinx DFNT
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6.1.1 Features and Benefits

Wireless EIP communications extend and enhance ProSoft Technology's range
of wireless products. The MVI56-WA-EIP allows PC to ControlLogix processor
communications using an 802.11 wireless network. The module acts as a server
to RSLinx based connected services bridged between a ControlLogix processor
and PC running RSLinx.

MVI156-WA-EIP is capable of supporting up to 10 distinct clients, explicit,
unconnected messaging only. Thre are 20 types of read/write message
capabilities, including CIP, SLC and PLC5.

The module allows for multiple programs including RSLogix 5000 to
communicate simultaneously to the processor. The 802.11 wireless networks can
be set up for PC to Wireless Router (infrastructure) or PC to PC (Ad hoc) modes
of communications.

RSLinx

PC to CLX Processor
wireless
Communications

MVI5E-WA-EIP to Processor
Communications
over backplane

6.1.2 General Specifications

= Single Slot - 1756 backplane compatible

= PC to processor communication (RSLinx version 2.51 or newer)

» The module is recognized as a 1756-ENBT/A Communication Module

= Configuration data obtained from configuration text file downloaded to
module. Sample configuration file included

» Reside in Local or Remote chassis and function as a bridge to a ControlLogix
processor

= Supports ad-hoc or infrastructure modes.

= Supports up to 20 simultaneous connections.
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6.1.3 Hardware Specifications

Specification Description
Backplane Current Load 800 mA @ 5V DC;
3mA @ 24V DC

Operating Temperature

0 to 60°C (32 to 140°F)

Storage Temperature

-40 to 85°C (-40 to 185°F)

Shock:

30g Operational
50g non-operational
Vibration: 5 g from 10 to 150 Hz

Relative Humidity

5% to 95% (non-condensing)

LED Indicators:

RF Signal Level
RF Data Status
RF Link Status
Serial Activity

Debug/Configuration port (CFG)

CFG Port (CFG)

RJ45 (DB-9M with supplied cable)
RS-232 only

Shipped with Unit

RJ45 to DB-9M cables for each port
6-foot RS-232 configuration cable
5dbi Omni Articulating Antenna

6.1.4 Functional Specifications

=  PC to PLC communications

» RSView (RSView 32 and RSView SE) are supported
» PLC to PLC communications is supported for explicit messaging as a server
» Program different processors in different racks with the bridging functionality

General Radio Specifications

Specification

Value

Frequency

2.4 GHz band (2400 to 2483.5 MHz)*

Wireless medium

DSSS - Direct Sequence Spread Spectrum (802.11b)

Output power

32 mW (15 dBm)

Channel data rates

11, 5.5, 2, 1 Mbps

Channels - user selectable

1 through 11* **

Receive Sensitivity

-83 @ 11 Mbps
-86 @ 5.5 Mbps
-89 @ 2 Mbps
-92 @ 1 Mbps

Security

WEP 64/128 Encryption

Antenna Ports

Two RP-SMA connectors, automatic antenna diversity

Bit Error Rate (BER)

Better than 107

* Varies with country regulation

** Some European countries such as France allow fewer channels
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6.2 Frequently Asked Questions

Can | use the MVI56-WA-EIP with any RSLinx version?

No. Only RSLinx Classic version 2.51 or newer is supported.

Can | configure the RSLinx driver EtherNet/IP to locate the MVI56-WA-EIP module?

Yes. You can set up RSLinx with EtherNet/IP, Ethernet devices or Remote

Device via Linx Gateway devices.

Is it possible to establish simultaneous connections between the MVI56-WA-EIP module and

different computers?

Yes. A maximum of 20 connections are supported.

Why | cannot establish communication to the module through Hyperterminal?

Make sure that you are using the null-modem cable supplied with the module.

Also verify if the COM port you are using is not being accessed by other

applications. Finally, verify if the communication parameters are correct

according to the configuration procedure presented in this User Manual.

| reconfigured the channel number but after the configuration download is completed the

MVI56-WA-EIP module communicates through the previous channel used before the module

was reconfigured.

Before downloading the new configuration file to the module the PC or laptop

must be disconnected from the current MVI156-WA-EIP network. Only after the

configuration download is completed that you should reconnect the PC or laptop
to the MVI56-WA-EIP wireless network. In order to recover you also disconnect
your PC or laptop of the MVI56-WA-EIP network and reconnect the module.

Why is RSLinx unable to locate the MVI56-WA-EIP through RSWho even after successfully

connecting the module to the Windows wireless adapter?

Check the following items:

1 Check the IP address and netmask configured for your PC wireless adapter.
Make sure that the PC wireless IP address will be in the same network that
you configured for the MVI156-WA-EIP module. Refer to Connect the PC to
the Wireless Network (page 24) in this User Manual for further information
about how to configure the IP address for the wireless adapter of your PC.

2 Check if the Ethernet and Wireless IP addresses configured for your PC are
located on different networks.

3 Check the RSLinx version. Only RSLinx Classic version 2.51 or later is
supported.

4 Using RSLinx Classic v2.51.

5 In the Wireless Network Connection window, disconnect from the
MVI156-WA-EIP network and connect again. Check if RSLinx (RSWho) can
locate the module.
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6 Right-click the Wireless Network Connection icon in the Windows system tray
and choose Repair. After the repair operation is completed check if RSLinx
(RSWho) can locate the module.

7 If the laptop is located at a considerable distance from the MVI56-WA-EIP the
signal might not be strong enough to establish communication through
EtherNet/IP. The actual distance might depend on several items (obstacles,
environment, etc..). At certain ranges it might be possible to connect to the
module through the Windows Wireless Network Connection menu but not
through RSLinx.

How can | use the module in ad-hoc mode?

Make sure that the module is configured with a unique SSID name that is not
being used by any access points in the area. Then your computer can connect to
the module in ad-hoc mode. In Hyperterminal, open the Radio Menu (page 120)
(Status) and check the Port Status parameter, which should be set as Connected
IBSS during infrastructure mode. You can identify that the network type is ad-hoc
by the specific ad-hoc icon used in the network list in the Wireless Network
Connection window.

How can | use the module in infrastructure mode?

Configure the module and the access point with the same SSID. Make sure that
the MVI56-WA-EIP wireless network is not configured as "automatic”" in your
Wireless Network Connection window (to avoid connecting the module with your
PC in ad-hoc mode before the configuration procedure of the MVI56-WA-EIP and
the access point is completed). When the module finds the access point it will be
connected in infrastructure mode. In Hyperterminal, open the Radio Menu (page
120) (Status) and check the Port Status parameter that should be set as
Connected ESS during infrastructure mode. You can identify that the network
type is ad-hoc by the specific ad-hoc icon used in the network list in the Wireless
Network Connection window.

After the module is connected in infrastructure mode it will no longer connect to
any stations in ad-hoc mode. If the access point connection is lost the module will
keep trying to connect to an access point with the same SSID but will no longer
connect in ad-hoc mode.
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7 Support, Service & Warranty

In This Chapter

% How to Contact Us: Sales and Support.........cccoceveeeiiiiiiieeee e 136
+ Return Material Authorization (RMA) Policies and Conditions............. 136
«+ Procedures for Return of Units Under Warranty............cccccoeeeeennneen. 137
< Procedures for Return of Units Out of Warranty..............cccocccciiiiiie 138
% LIMITED WARRANTY ...ttt eieeeee st ee e e sneaneeeeeens 139

Be sure and read the full Warranty that can be found on our web site at
www.prosoft-technology.com for details and other terms and conditions. The
content in this summary is subject to change without notice. The content is
current at date of publication.

ProSoft Technology, Inc. strives to provide meaningful support to its customers.
Should any questions or problems arise, please feel free to contact us at:

Internet Web Site: http://www.prosoft-technology.com/support
E-mail address: support@prosoft-technology.com

Those of us at ProSoft Technology, Inc. want to provide the best and quickest
support possible, so before calling please have the following information
available. You may wish to fax this information to us prior to calling.

1 Product Version Number
2 System architecture
3 Network details

In the case of hardware, we will also need the following information:

Module configuration and contents of file

Module Operation

Configuration/Debug status information

LED patterns

Information about the processor and user data files as viewed through the
development software and LED patterns on the processor

6 Details about the networked devices interfaced, if any

b wnN P

For technical support calls within the United States, an after-hours answering
system allows pager access to one of our qualified technical and/or application
support engineers at any time to answer your questions.

ProSoft Technology, Inc. Page 135 of 146
May 28, 2008



MVI156-WA-EIP ¢ ControlLogix Platform Support, Service & Warranty
High Speed Wireless EtherNet/IP Communication Module

7.1

7.2

How to Contact Us: Sales and Support

All ProSoft Technology Products are backed with full technical support. Contact
our worldwide Technical Support team and Customer Service representatives
directly by phone or email:

USA / Latin America (excluding Brasil) (Office in California)

+1(661) 716-5100

+1(661) 716-5101 (Fax)

1675 Chester Avenue, 4th Floor

Bakersfield, California 93301

U.S.A

+1.661.716.5100, support@prosoft-technology.com
Languages spoken include: English, Spanish

Asia Pacific Sales (office in Malaysia)

+603.7724.2080

+603.7724.2090 (Fax)

C210, Damansara Intan,

1 Jalan SS20/27, 47400 Petaling Jaya

Selangor, Malaysia

+603.7724.2080, asiapc@prosoft-technology.com
Languages spoken include: Chinese, Japanese, English

Asia Pacific Support (office in China)

+86.21.64518356 x 8011

+86.21.64756957 (Fax)

4/F, No. 16 Hongcao Road

Shanghai, China 200233

China

+86.21.64518356 x 8011, zhang@prosoft-technology.com
Languages spoken include: Chinese, English

Europe / Middle East / Africa (office in Toulouse, France)

+33 (0) 5.34.36.87.20

+33 (0) 5.61.78.40.52 (Fax)

Zone d'activité de Font Grasse

17, rue des Briquetiers

F-31700 Blagnac

France

+33 (0) 5.34.36.87.20. support.emea@prosoft-technology.com
Languages spoken include: French, English

Brasil (office in Sao Paulo)

+55-11-5084-5178

+55-11-5083-3776 (Fax)

Rua Vergueiro, 2949 - sala 182 - Edificio Vergueiro Work Center
Vila Mariana - Séo Paulo

Cep: 04101-300 - Brasil

+55-11-5084-5178, eduardo@prosoft-technology.com
Languages spoken include: Portuguese, English

Return Material Authorization (RMA) Policies and Conditions

The following RMA Policies and Conditions apply to any returned product. These
RMA Policies are subject to change by ProSoft without notice. For warranty
information, see Section C below entitled "Limited Warranty". In the event of any
inconsistency between the RMA Policies and the Warranty, the Warranty shall
govern.
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7.2.1 All Product Returns

1 In order to return a Product for repair, exchange or otherwise, the Customer
must obtain a Returned Material Authorization (RMA) number from ProSoft
and comply with ProSoft shipping instructions.

2 In the event that the Customer experiences a problem with the Product for
any reason, Customer should contact ProSoft Technical Support at one of the
telephone numbers listed above in Section A. A Technical Support Engineer
will request several tests in an attempt to isolate the problem. If after these
tests are completed, the Product is found to be the source of the problem,
ProSoft will issue an RMA.

3 All returned Products must be shipped freight prepaid, in the original shipping
container or equivalent, to the location specified by ProSoft, and be
accompanied by proof of purchase. The RMA number is to be prominently
marked on the outside of the shipping box. Customer agrees to insure the
Product or assume the risk of loss or damage in transit. Products shipped to
ProSoft without an RMA number will be returned to the Customer, freight
collect. Contact ProSoft Technical Support for further information.

4 Out of warranty returns are not allowed on RadioLinx accessories such as
antennas, cables, and brackets.

The following policy applies for Non-Warranty Credit Returns:

A 10% Restocking Fee if Factory Seal is not broken
B 20% Restocking Fee if Factory Seal is broken

ProSoft retains the right, in its absolute and sole discretion, to reject any non-
warranty returns for credit if the return is not requested within three (3) months
after shipment of the Product to Customer, if the Customer fails to comply with
ProSoft's shipping instructions, or if the Customer fails to return the Product to
ProSoft within six (6) months after Product was originally shipped.

7.3  Procedures for Return of Units Under Warranty
1 A Technical Support Engineer must pre-approve all product returns.
2 Module is repaired or replaced after a Return Material Authorization Number
is entered and a replacement order is generated.
3 Credit for the warranted item is issued within 10 business days after receipt of
product and evaluation of the defect has been performed by ProSoft. The
credit will only be issued provided the product is returned with a valid Return
Material Authorization Number and in accordance with ProSoft's shipping
instructions.
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a) If no defect is found, a credit is issued.

b) If a defect is found and is determined to be customer generated or if the
defect is otherwise not covered by ProSoft's Warranty, or if the module is
not repairable, a credit is not issued and payment of the replacement
module is due.

7.4  Procedures for Return of Units Out of Warranty

1 Customer sends unit in for evaluation.

2 If no defect is found, Customer will be charged the equivalent of US $100
plus shipping, duties and taxes that may apply. A new Purchase Order will be
required for this evaluation fee.

If the unit is repaired the charge to the Customer will be 30%* of the list price
plus any shipping, duties and taxes that may apply. A new Purchase Order
will be required for a product repair.

3 For an immediate exchange, a new module may be purchased and sent to
Customer while repair work is being performed. Credit for purchase of the
new module will be issued when the new module is returned in accordance
with ProSoft's shipping instructions and subject to ProSoft's policy on non-
warranty returns. This is in addition to charges for repair of the old module
and any associated charges to Customer.

4 If, upon contacting ProSoft Customer Service, the Customer is informed that
unit is believed to be unrepairable, the Customer may choose to send unit in
for evaluation to determine if the repair can be made. Customer will pay
shipping, duties and taxes that may apply. If unit cannot be repaired, the
Customer may purchase a new unit.

7.4.1 Un-repairable Units

3150-All

3750

3600-All

3700

3170-All

3250

1560 can be repaired, if defect is the power supply
1550 can be repaired, if defect is the power supply
3350

3300

1500-All

* 30% of list price is an estimated repair cost only. The actual cost of
repairs will be determined when the module is received by ProSoft and
evaluated for needed repairs.
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7.4.2 Purchasing Warranty Extension

As detailed below in ProSoft's Warranty, the standard Warranty Period is one
year (or in the case of RadioLinx modules, three years) from the date of delivery.
The Warranty Period may be extended for an additional charge, as follows:

= Additional 1 year = 10% of list price
= Additional 2 years = 20% of list price
» Additional 3 years = 30% of list price

7.5 LIMITED WARRANTY

This Limited Warranty ("Warranty") governs all sales of hardware, software and
other products (collectively, "Product") manufactured and/or offered for sale by
ProSoft, and all related services provided by ProSoft, including maintenance,
repair, warranty exchange, and service programs (collectively, "Services"). By
purchasing or using the Product or Services, the individual or entity purchasing or
using the Product or Services ("Customer") agrees to all of the terms and
provisions (collectively, the "Terms") of this Limited Warranty. All sales of
software or other intellectual property are, in addition, subject to any license
agreement accompanying such software or other intellectual property.

7.5.1 What Is Covered By This Warranty

A Warranty On New Products: ProSoft warrants, to the original purchaser only,
that the Product that is the subject of the sale will (1) conform to and perform
in accordance with published specifications prepared, approved, and issued
by ProSoft, and (2) will be free from defects in material or workmanship;
provided these warranties only cover Product that is sold as new. This
Warranty expires one year (or in the case of RadioLinx modules, three years)
from the date of shipment (the "Warranty Period"). If the Customer discovers
within the Warranty Period a failure of the Product to conform to
specifications, or a defect in material or workmanship of the Product, the
Customer must promptly notify ProSoft by fax, email or telephone. In no
event may that notification be received by ProSoft later than 15 months (or in
the case of RadioLinx modules, 39 months) from the date of delivery. Within
a reasonable time after notification, ProSoft will correct any failure of the
Product to conform to specifications or any defect in material or workmanship
of the Product, with either new or used replacement parts. Such repair,
including both parts and labor, will be performed at ProSoft's expense. All
warranty service will be performed at service centers designated by ProSoft.
If ProSoft is unable to repair the Product to conform to this Warranty after a
reasonable number of attempts, ProSoft will provide, at its option, one of the
following: a replacement product, a full refund of the purchase price or a
credit in the amount of the purchase price. All replaced product and parts
become the property of ProSoft. These remedies are the Customer's only
remedies for breach of warranty.
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B Warranty On Services: Material and labor used by ProSoft to repair a verified
malfunction or defect are warranted on the terms specified above for new
Product, provided said warranty will be for the period remaining on the
original new equipment warranty or, if the original warranty is no longer in
effect, for a period of 90 days from the date of repair.

C The Warranty Period for RadioLinx accessories (such as antennas, cables,
brackets, etc.) are the same as for RadioLinx modules, that is, three years
from the date of shipment.

7.5.2 What Is Not Covered By This Warranty

A ProSoft makes no representation or warranty, expressed or implied, that the
operation of software purchased from ProSoft will be uninterrupted or error
free or that the functions contained in the software will meet or satisfy the
purchaser's intended use or requirements; the Customer assumes complete
responsibility for decisions made or actions taken based on information
obtained using ProSoft software.

B With the exception of RadioLinx accessories referenced in paragraph 1(c)
this Warranty does not cover any product, components, or parts not
manufactured by ProSoft.

C This Warranty also does not cover the failure of the Product to perform
specified functions, or any other non-conformance, defects, losses or
damages caused by or attributable to any of the following: (i) shipping; (ii)
improper installation or other failure of Customer to adhere to ProSoft's
specifications or instructions; (iii) unauthorized repair or maintenance; (iv)
attachments, equipment, options, parts, software, or user-created
programming (including, but not limited to, programs developed with any IEC
61131-3 programming languages, or "C") not furnished by ProSoft; (v) use of
the Product for purposes other than those for which it was designed; (vi) any
other abuse, misapplication, neglect or misuse by the Customer,; (vii)
accident, improper testing or causes external to the Product such as, but not
limited to, exposure to extremes of temperature or humidity, power failure or
power surges outside of the limits indicated on the product specifications; or
(viii) disasters such as fire, flood, earthquake, wind or lightning.

D The information in this Agreement is subject to change without notice.
ProSoft shall not be liable for technical or editorial errors or omissions made
herein; nor for incidental or consequential damages resulting from the
furnishing, performance or use of this material. The user guides included with
your original product purchased by you from ProSoft, contains information
protected by copyright. No part of the guide may be duplicated or reproduced
in any form without prior written consent from ProSoft.
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7.5.3 DISCLAIMER REGARDING HIGH RISK ACTIVITIES

PRODUCT MANUFACTURED OR SUPPLIED BY PROSOFT IS NOT FAULT
TOLERANT AND IS NOT DESIGNED, MANUFACTURED OR INTENDED FOR
USE IN HAZARDOUS ENVIRONMENTS REQUIRING FAIL-SAFE
PERFORMANCE (INCLUDING, WITHOUT LIMITATION, THE OPERATION OF
NUCLEAR FACILITIES, AIRCRAFT NAVIGATION OF COMMUNICATION
SYSTEMS, AIR TRAFFIC CONTROL, DIRECT LIFE SUPPORT MACHINES
OR WEAPONS SYSTEMS), IN WHICH THE FAILURE OF THE PRODUCT
COULD LEAD DIRECTLY OR INDIRECTLY TO DEATH, PERSONAL INJURY,
OR SEVERE PHYSICAL OR ENVIRONMENTAL DAMAGE (COLLECTIVELY,
"HIGH RISK ACTIVITIES"). PROSOFT SPECIFICALLY DISCLAIMS ANY
EXPRESS OR IMPLIED WARRANTY OF FITNESS FOR HIGH RISK
ACTIVITIES.

7.5.4 DISCLAIMER OF ALL OTHER WARRANTIES

THE WARRANTIES SET FORTH IN PARAGRAPH 1 ABOVE ARE IN LIEU OF
ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

7.5.5 LIMITATION OF REMEDIES**

IN NO EVENT WILL PROSOFT (OR ITS DEALER) BE LIABLE FOR ANY
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES BASED ON
BREACH OF WARRANTY, BREACH OF CONTRACT, NEGLIGENCE, STRICT
TORT, OR ANY OTHER LEGAL THEORY. DAMAGES THAT PROSOFT AND
ITS DEALER WILL NOT BE RESPONSIBLE FOR INCLUDE, BUT ARE NOT
LIMITED TO: LOSS OF PROFITS; LOSS OF SAVINGS OR REVENUE; LOSS
OF USE OF THE PRODUCT OR ANY ASSOCIATED EQUIPMENT; LOSS OF
DATA; COST OF CAPITAL; COST OF ANY SUBSTITUTE EQUIPMENT,
FACILITIES, OR SERVICES; DOWNTIME; THE CLAIMS OF THIRD PARTIES,
INCLUDING CUSTOMERS OF THE PURCHASER; AND INJURY TO
PROPERTY.

** Some areas do not allow time limitations on an implied warranty, or allow the exclusion or
limitation of incidental or consequential damages. In such areas the above limitations may not

apply. This Warranty gives you specific legal rights, and you may also have other rights which vary
from place to place.

7.5.6 Time Limit for Bringing Suit

Any action for breach of warranty must be commenced within 15 months (or in
the case of RadioLinx modules, 39 months) following shipment of the Product.
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7.5.7 No Other Warranties

Unless modified in writing and signed by both parties, this Warranty is
understood to be the complete and exclusive agreement between the parties,
suspending all oral or written prior agreements and all other communications
between the parties relating to the subject matter of this Warranty, including
statements made by salesperson. No employee of ProSoft or any other party is
authorized to make any warranty in addition to those made in this Warranty. The
Customer is warned, therefore, to check this Warranty carefully to see that it
correctly reflects those terms that are important to the Customer.

7.5.8 Intellectual Property

A Any documentation included with Product purchased from ProSoft is
protected by copyright and may not be photocopied or reproduced in any
form without prior written consent from ProSoft.

B ProSoft's technical specifications and documentation that are included with
the Product are subject to editing and modification without notice.

C Transfer of title shall not operate to convey to Customer any right to make, or
have made, any Product supplied by ProSoft.

D Customer is granted no right or license to use any software or other
intellectual property in any manner or for any purpose not expressly permitted
by any license agreement accompanying such software or other intellectual
property.

E Customer agrees that it shall not, and shall not authorize others to, copy
software provided by ProSoft (except as expressly permitted in any license
agreement accompanying such software); transfer software to a third party
separately from the Product; modify, alter, translate, decode, decompile,
disassemble, reverse-engineer or otherwise attempt to derive the source
code of the software or create derivative works based on the software; export
the software or underlying technology in contravention of applicable US and
international export laws and regulations; or use the software other than as
authorized in connection with use of Product.

7.5.9 Additional Restrictions Relating To Software And Other
Intellectual Property

In addition to complying with the Terms of this Warranty, Customers purchasing
software or other intellectual property shall comply with any license agreement
accompanying such software or other intellectual property. Failure to do so may
void this Warranty with respect to such software and/or other intellectual
property.

7.5.10 Allocation of risks

This Warranty allocates the risk of product failure between ProSoft and the
Customer. This allocation is recognized by both parties and is reflected in the
price of the goods. The Customer acknowledges that it has read this Warranty,
understands it, and is bound by its Terms.
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7.5.11 Controlling Law and Severability

This Warranty shall be governed by and construed in accordance with the laws of
the United States and the domestic laws of the State of California, without
reference to its conflicts of law provisions. If for any reason a court of competent
jurisdiction finds any provisions of this Warranty, or a portion thereof, to be
unenforceable, that provision shall be enforced to the maximum extent
permissible and the remainder of this Warranty shall remain in full force and
effect. Any cause of action with respect to the Product or Services must be
instituted in a court of competent jurisdiction in the State of California.
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