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Important User Information

Important: Power must be provided from a limited power source.

Because of the variety of uses for the products described in this publication, those responsible for the application and
use of these products must satisfy themselves that all necessary steps have been taken to assure that each
application and use meets all performance and safety requirements, including any applicable laws, regulations, codes
and standards. In no event will ProSoft Technology be responsible or liable for indirect or consequential damage
resulting from the use or application of these products.

Any illustrations, charts, sample programs, and layout examples shown in this publication are intended solely for
purposes of example. Since there are many variables and requirements associated with any particular installation,
ProSoft Technology does not assume responsibility or liability (to include intellectual property liability) for actual use
based upon the examples shown in this publication.

Allen-Bradley publication SGI-1.1, Safety Guidelines for the Application, Installation and Maintenance of Solid-State
Control (available from your local Rockwell Automation office), describes some important differences between solid-
state equipment and electromechanical devices that should be taken into consideration when applying products such
as those described in this publication. .

Throughout this publication, notes may be used to make you aware of safety considerations. The following
annotations and their accompanying statements help you to identify a potential hazard, avoid a potential hazard, and
recognize the consequences of a potential hazard:

Warning: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

Caution: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss.

Important: Identifies information that is critical for successful application and understanding of the product.

Burn Hazard: Labels may be located on or inside the equipment (for example, drive or motor) to alert people that
surfaces may be dangerous temperatures.

Shock Hazard: Labels may be located on or inside the equipment (for example, drive or motor) to alert people that
dangerous voltage may be present.

Environment and Enclosure

Caution: This equipment is intended for use in a Pollution Degree 2 industrial environment, in overvoltage Category
Il applications (as defined in IEC publication 60664-1), at altitudes up to 2000 meters without derating.

This equipment is considered Group 1, Class A industrial equipment according to IEC/CISPR Publication 11. Without
appropriate precautions, there may be potential difficulties ensuring electromagnetic compatibility in other
environments due to conducted as well as radiated disturbance.

This equipment is supplied as "open type" equipment. It must be mounted within an enclosure that is suitably
designed for those specific environmental conditions that will be present and appropriately designed to prevent
personal injury resulting from accessibility to live parts. The interior of the enclosure must be accessible only by the
use of a tool. Subsequent sections of this publication may contain additional information regarding specific enclosure
type ratings that are required to comply with certain product safety certifications.

See NEMA Standards publication 250 and IEC publication 60529, as applicable, for explanations of the degrees of
protection provided by different types of enclosure. Also, see the appropriate sections in this publication, as well as
the Allen-Bradley publication 1770-4.1 ("Industrial Automation Wiring and Grounding Guidelines"), for additional
installation requirements pertaining to this equipment.

Caution: Preventing Electrostatic Discharge

=  This equipment is sensitive to electrostatic discharge, which can cause internal damage and affect normal
operation. Follow these guidelines when you handle this equipment:

=  Touch a grounded object to discharge potential static.

=  Wear an approved grounding wriststrap.

= Do not touch connectors or pins on component boards.



= Do not touch circuit components inside the equipment.
= |f available, use a static-safe workstation.
= When not in use, store the equipment in appropriate static-safe packaging.

Caution: POINT I/O is grounded through the DIN-rail to chassis ground. Use zinc-plated, yellow-chromated steel
DIN-rail to assure proper grounding. Using other DIN-rail materials (for example, aluminum, plastic, and so on) which
can corrode, oxidize or are poor conductors, can result in improper or intermittent platform grounding.

Caution: When you connect or disconnect the Removable Terminal Block (RTB) with field side power applied, an
electrical arc can occur. This could cause an explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

Important Installation Instructions: Radio Modules

The following Information and warnings pertaining to the radio module must be heeded:

A "THIS DEVICE CONTAINS A TRANSMITTER MODULE, FCC ID: R6BMTCHDRCT. PLEASE SEE FCC ID
LABEL ON BACK OF DEVICE."

B "THIS DEVICE USES AN INTERNAL COMPACT FLASH RADIO MODULE AS THE PRIMARY RADIO
COMPONENT. THE COMPACT FLASH RADIO MODULE DOES NOT HAVE AN FCC ID LABEL. THE
COMPACT FLASH RADIO MODULE HAS NO USER SERVICABLE PARTS."

C "THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES. OPERATION IS SUBJECT TO THE
FOLLOWING TWO CONDITIONS: (1) THIS DEVICE MAY NOT CAUSE HARMFUL INTERFERENCE, AND (2)
THIS DEVICE MUST ACCEPT ANY INTERFERENCE RECEIVED, INCLUDING INTERFERENCE THAT MAY
CAUSE UNDESIRED OPERATION."

D "THIS DEVICE AND ANY RADIO ACCESSORY SOLD BY PROSOFT MUST BE INSTALLED BY AN
AUTHORIZED PROFESSIONAL INDUSTRIAL RADIO SYSTEM INTEGRATOR. FURTHER, ONLY RADIO
ACCESSORIES SOLD BY PROSOFT AND SPECIFICALLY TESTED FOR USE WITH THIS DEVICE MAY BE
USED WITH THIS DEVICE."

E "THE USER OF THIS EQUIPMENT CANNOT BE WITHIN 20 cm. FROM THE RADIATING ELEMENT DEVICE."

F "CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE FOR
COMPLIANCE COULD VOID THE USER’s AUTHORITY TO OPERATE THE EQUIPMENT."

Industry Canada Requirements:

A "THIS DEVICE HAS BEEN DESIGNED TO OPERATE WITH AN ANTENNA HAVING A MAXIMUM GAIN OF 24
dB. AN ANTENNA HAVING A HIGHER GAIN IS STRICTLY PROHIBITED PER REGULATIONS OF INDUSTRY
CANADA. THE REQUIRED ANTENNA IMPEDANCE IS 50 OHMS."

B "TO REDUCE POTENTIAL RADIO INTERFERENCE TO OTHER USERS, THE ANTENNA TYPE AND ITS
GAIN SHOULD BE CHOSEN SUCH THAT THE EQUIVALENT ISOTROPICALLY RADIATED POWER (EIRP)
IS NOT MORE THAN THAT REQUIRED FOR SUCCESSFUL COMMUNICATION."

C "THE INSTALLER OF THIS RADIO EQUIPMENT MUST INSURE THAT THE ANTENNA IS LOCATED OR
POINTED SUCH THAT IT DOES NOT EMIT RF FIELD IN EXCESS OF HEALTH CANADA LIMITS FOR THE
GENERAL POPULATION; CONSULT SAFETY CODE 6, OBTAINABLE FROM HEALTH CANADA."

WARNING:

This is a Class A product. In a domestic environment this product may cause radio interference in which case the
user may be required to take adequate measures.

Agency Approval & Certification

& & C€W= Fe

243333 213912

Wireless Approvals
Visit our website at www.prosoft-technology.com for current wireless approval information.



European Hazardous Location Approval

European Zone 2 Certification (The following applies when the product bears the EEx Marking)

This equipment is intended for use in potentially explosive atmospheres as defined by European Union Directive
94/9/EC.

The ATEX test report certifies that this equipment has been found to comply with the Essential Health and Safety
Requirements relating to the design and construction of Category 3 equipment intended for use in potentially
explosive atmospheres, given in Annex Il to this Directive. The examination and test results are recorded in a
confidential report.

Compliance with the Essential Health and Safety Requirements has been assured by compliance with EN 60079-0
and EN60079-15.

Important: Observe the following additional Div 2 certification requirements.

=  This equipment is not resistant to sunlight or other sources of UV radiation.

=  The secondary of a current transformer shall not be open-circuited when applied in Class I, Div 2 environments.

=  Equipment of lesser Enclosure Type Rating must be installed in an enclosure providing at least IP54 protection
when applied in Class |, Div 2 environments.

=  This equipment shall be used within its specified ratings defined by Allen-Bradley.

=  Provision shall be made to prevent the rated voltage from being exceeded by transient disturbances of more than
40% when applied in Class I, Div 2 environments.

North American Hazardous Location Approval

The following information applies when operating this equipment in hazardous locations:

Products marked "CL I, DIV 2, GP A, B, C, D" are suitable for use in Class | Division 2 Groups A, B, C, D, Hazardous
Locations and nonhazardous locations only. Each product is supplied with markings on the rating nameplate
indicating the hazardous location temperature code. When combining products within a system, the most adverse
temperature code (lowest "T" number) may be used to help determine the overall temperature code of the system.
Combinations of equipment in your system are subject to investigation by the local Authority Having Jurisdiction at
the time of installation.

Warning: EXPLOSION HAZARD -
Do not disconnect equipment unless power has been removed or the area is known to be nonhazardous.

Do not disconnect connections to this equipment unless power has been removed or the area is known to be
nonhazardous. Secure any external connections that mate to this equipment by using screws, sliding latches,
threaded connectors, or other means provided with this product.

Substitution of components may impair suitability for Class I, Division 2.

If this product contains batteries, they must only be changed in an area known to be nonhazardous.

Informations sur I'utilisation de cet équipement en environnements dangereux:

Les produits marqués "CL I, DIV 2, GP A, B, C, D" ne conviennent qu'a une utilisation en environnements de Classe |
Division 2 Groupes A, B, C, D dangereux et non dangereux. Chaque produit est livré avec des marquages sur sa
plaque d'identification qui indiquent le code de température pour les environnements dangereux. Lorsque plusieurs
produits sont combinés dans un systéme, le code de température le plus défavorable (code de température le plus
faible) peut étre utilisé pour déterminer le code de température global du systeme. Les combinaisons d'équipements
dans le systeme sont sujettes a inspection par les autorités locales qualifiées au moment de l'installation.

Avertissement: RISQUE D'EXPLOSION —
Couper le courant ou s'assurer que I'environnement est classé non dangereux avant de débrancher I'équipement.

Couper le courant ou s'assurer que I'environnement est classé non dangereux avant de débrancher les connecteurs.
Fixer tous les connecteurs externes reliés a cet équipement a l'aide de vis, loquets coulissants, connecteurs filetés ou
autres moyens fournis avec ce produit.



La substitution de composants peut rendre cet équipement inadapté a une utilisation en environnement de Classe 1,
Division 2.

S'assurer que l'environnement est classé non dangereux avant de changer les piles.

Your Feedback Please
We always want you to feel that you made the right decision to use our products. If you have suggestions, comments,
compliments or complaints about the product, documentation, or support, please write or call us.

ProSoft Technology

5201 Truxtun Ave., 3rd Floor
Bakersfield, CA 93309

+1 (661) 716-5100

+1 (661) 716-5101 (Fax)
www.prosoft-technology.com

Copyright © ProSoft Technology, Inc. 2009. All Rights Reserved.
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1 Scope

In This Chapter

& Learning ODJECHIVES. .......cooiiiiiie e 9
« ProSoft Technology DOCUMENLAtiON ...........cceiiiiiiiiiiiieiiece e 9
% PrEreQUISITES ...coeeiiiiiiie ettt e 10

This document acts as a tutorial in providing step-by-step instructions on how to
send and receive data wirelessly from a controller to a POINT 1/O network using
the ILX34-AENWG adapter.

1.1 Learning Objectives

When you have completed all the steps in this Setup Guide, you will have
learned how to

Understand how the sample application works (page 13)
Install the ILX34-AENWG adapter (page 16)

Install the Add-On Profile for the adapter (page 37, page 15)
Configure the Wireless Point I/0O Adapter (page 27)

Verify the ILX34-AENWG communication status (page 41)

1.2  ProSoft Technology Documentation

ProSoft Technology provides the following documentation (manuals) with your
ILX34-AENWG.

Electronic documentation (on the ILX34-AENWG CD-ROM)

= Setup Guide: (this manual) Describes the sample application, and takes
you through the steps necessary to install, configure, and verify the correct
operation of the adapter

= User Manual: Detailed reference guide to the adapter, configuration,
functional overview, diagnostics and troubleshooting procedures, and product
specifications

= Datasheet: Brief description of the adapter's hardware and protocol
implementation, general and functional specifications

ProSoft Technology, Inc. Page 9 of 79
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Additional documentation, tools, and product support

= Email Technical Support: Send your support questions to Support@prosoft-
technology.com

=  Web Site Support: Visit the ProSoft Technology web site at
www.prosoft-technology.com to download additional documentation, tools
and application information

= Telephone Support: Please call ProSoft Technology Technical Support at:
(Country Code 1+) 661-716-5100. Support is available 24 hours a day, 7
days a week. ProSoft Technology telephone support is free and unlimited

1.3 Prerequisites
To get the most benefit from this setup guide, you should have the following
skills:
= Rockwell Automation® RSLogix 5000™ software: launch the program,
load the Add-On Profile, and configure the project.
= Microsoft Windows: install and launch programs, execute menu commands,
navigate dialog boxes and enter data.
= Ethernet networking: connect the ILX34-AENWG adapter to an Ethernet
network using a valid IP address and subnet mask
= Wireless networking: correctly configure the adapter to communicate on an
802.11b/g wireless network
» Hardware installation and wiring: install the adapter and safely connect
POINT I/O devices to the ILX34-AENWG adapter's chassis
1.3.1 System Requirements
The ILX34-AENWG adapter requires the following minimum hardware and
software components:
= Rockwell Automation® processor, with compatible power supply
o ControlLogix™ 1756-L6x (firmware version 17.03 or higher), or 1756-6xS
(firmware version 17.07 or higher)
or
o CompactLogix™ 1769-L32E or 1769-L35E, (firmware version 17.04 or
higher)
= Rockwell Automation RSLogix 5000 programming software version 16 or
higher. Version 17 is required if you wish to use the ILX34-AENWG Add-On
Profile.
= Rockwell Automation RSLinx communication software version 2.54 or higher
» An 802.11g Radio. ProSoft recommends the RLXIB-IHW 802.11 a/b/g
Industrial Hotspot (page 18).
= If you plan to use the ILX34-AENWG with a 1756-ENBT module or 1768-
ENBT module, note the following firmware version requirements:
o 1756-ENBT firmware revision 4.007 or later
o 1768-ENBT firmware revision 2.003 or later
o Use BootP revision 2.3.2 or later to assign IP addresses to the adapter.
Page 10 of 79 ProSoft Technology, Inc.
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»  Pentium® Il 450 MHz minimum. Pentium |1l 733 MHz (or better)
recommended

= Supported operating systems:
o Microsoft Windows Vista
o Microsoft Windows XP Professional with Service Pack 1 or 2
o Microsoft Windows 2000 Professional with Service Pack 1, 2, or 3
o Microsoft Windows Server 2003

= 128 Mbytes of RAM minimum, 256 Mbytes of RAM recommended

= Microsoft Windows Explorer version 7

= 256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color
1024 x 768 recommended)

= CD-ROM drive

Note: The Hardware and Operating System requirements in this list are the minimum
recommended to install and run software provided by ProSoft Technology. Other third party
applications may have different minimum requirements. Refer to the documentation for any third
party applications for system requirements.

ProSoft Technology, Inc. Page 11 of 79
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2 About the Example Applications

In This Chapter

3

& SyStem COMPONEINES .....oiiiiiiiiiiieee et e e e e e 14

3

& SetUP the Hardware..........cccceeiiieeiiiiieeeiec et 14

This following topics describe two example applications that demonstrate the
procedures for configuring and communicating with POINT I/O modules using the
ILX34-AENWG adapter. Use these example applications as building blocks to
help you get your own system up and running. We recommend that you set up
and run the example applications and use them as guides.

The following illustration shows the type of system you will be setting up.

Note: During the installation, you must connect to the ILX34-AENWG directly via Ethernet to set its
wireless settings so it can communicate with its Access Point. To prevent a loop from occurring,
avoid connecting Ethernet cables to the Access Point and the ILX34-AENWG at the same time
after the wireless link is established.

ProSoft Technology, Inc. Page 13 of 79
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2.1 System Components

We used the following components for the example applications. You need the
same or similar components to set up your own control system using POINT I/O
modules on an EtherNet/IP network.

Quantity  Product Name Catalog Number
Hardware

1 Wireless Point I/O Adapter ILX34-AENWG

1 POINT 1/O 24V dc sink output module 1734-OV4E/C

1 POINT 1/O relay output module 1734-OW2/C

1 DIN rail 199-DR1 or equivalent

1 ControlLogix chassis 1756-A4, (or 1756-A7, 1756-A13,1756-A17)

1 ControlLogix power supply 1756-PA72, (or 1756-PB72)

1 ControlLogix controller 1756-L5* with firmware version 17

1 ControlLogix EtherNet/IP bridge 1756-ENBT with firmware version 4.007 or
module higher

1 RadioLinx Industrial Hotspot RLXIB-IHW

1 Personal computer that supports Any appropriate model running Windows NT 4.0,
RSLogix 5000 software Service Pack 6A or higher
Ethernet switch Refer to manufacturer's specifications

24V dc power supply

Associated media and connectors as needed

Software

1 RSLinx communications software, 9355-WAB, 9355-WABOEM, 9355-WABC
version 2.54.00 or later

1 RSLogix 5000 programming software, 9324-RLD300ENE

version 17 or later

2.2  Set Up the Hardware

In these examples, a ControlLogix chassis contains the Logix controller in slot O,
and a 1756-ENBT bridge module in slot 3. We mounted the ILX34-AENWG
adapter on a DIN rail in slot 0, with a 1734-OW?2/C relay output module in slot 1,
a 1734-OVA4E/C sink output module in slot 2, and a 24 volt DC power supply.

To work along with this example, set up your system as follows.

* Note that the example application, the Logix controller and 1756-ENBT
module (firmware revision 4.007 or later) uses the slots shown in the
illustration (page 13).

= Verify the IP addresses for your programming terminal, 1756-ENBT module,
and ILX34-AENWG adapter.

» Verify the position (slot) of the I/O modules on the DIN rail.

= Verify that you have properly connected all wiring and cabling.

= You must configure your communication driver (such as AB_ETH-1 or AB-
ETHIP-1) in RSLinx software, as described in the User Manual.

Page 14 of 79 ProSoft Technology, Inc.
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3 Procedures

In This Chapter

« Install the Configuration TOOIS .........cccviiiiiiiiiiiiie e 15
8 PRYSICAI SEIUP.... vttt 16
s Verify COMMUNICALION .......vvviiiieeiieciiiiie e 55

3.1 Install the Configuration Tools

3.1.1 Install the ILX34-AENWG Add-On Profile

1 Verify that your computer meets the hardware and operating system
requirements. (page 10)

Important: You must have "Administrator" rights on your computer to install this application.

2 Insert the ProSoft Solutions CD-ROM in an available CD-ROM drive in your
computer.

3 On most computers, the installation program will start automatically within a
few seconds. If the installation does not start automatically on your computer,
click the START button, choose RUN, and then type explorer. Click OK to start
Windows Explorer. In Windows Explorer, open the My COMPUTER icon and
navigate to the CD-ROM drive.

4 Navigate to the folder containing the ILX34-AENWG Add-On Profile, and then
double-click the file SETUP.EXE. This action starts the installation wizard.

5 Follow the instructions on the installation wizard to install the program.
6 Click FINISH to complete the installation. If you are prompted to restart your
computer, save your work in any applications that are running, close the
applications, and allow the computer to restart.
ProSoft Technology, Inc. Page 15 of 79
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3.2  Physical Setup

3.2.1 Adapter Components

LED Indicators

Mode Address
Thumbwhesl

N\

Removable
Terminal

IP Addrass Block (RTE)

DIM Rail
Locking
Screw (oranga)

Etharhet
Metwark
RJ-45

Connactor

The Wireless Point I/0 Adapter is a communications adapter for POINT I/O
modules. The adapter provides an interface for controlling and communicating
with POINT I/O modules from an Ethernet network.

Page 16 of 79 ProSoft Technology, Inc.
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3.2.2 Install the Wireless Point I/0O Adapter on the DIN-rail

Warning: You must follow all safety instructions when installing this or any other electronic
devices. Failure to follow safety procedures could result in damage to hardware or data, or even
serious injury or death to personnel. Refer to the documentation for each device you plan to
connect to verify that suitable safety procedures are in place before installing or servicing the
device.

1 Position the adapter vertically above the DIN-rail.
2 Press down firmly to install the adapter on the DIN-rail, and then turn the
orange screw to lock the adaptor onto the DIN-rail.

Warning: If you connect or disconnect the Ethernet cable with power applied to this module or any
device on the network, an electrical arc can occur. This could cause an explosion in hazardous
location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

3 Slide the safety end cap up to remove. This exposes the backplane and
power interconnections.

Caution: Do not discard the end cap. Use this end cap to cover the exposed interconnections on
the last mounting base on the DIN-rail. Failure to do so could result in equipment damage or injury
from electric shock.

Important: You must use series C POINT I/O modules with the ILX34-AENWG adapter. Series A
or B POINT I/0O modules will not work with this adapter.

ProSoft Technology, Inc. Page 17 of 79
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3.2.3 Configure the Wireless Access Point

Although the ILX34-AENWG can communicate with any 802.11b/g Access Point
radio, ProSoft Technology recommends the RadioLinx series Industrial
Broadband radios wherever performance and compatibility are required.

The following configuration steps are for the RLXIB-IHW. Use the examples in
these steps to configure your own Access Point to work with the ILX34-AENWG.

Configure the Master Radio (Required)

The following illustration shows an example configuration for a RadioLinx
Industrial Hotspot (Access Point) configured as a Master radio.

Note: The radio in this illustration is capable of transmitting at 5 GHz (802.11a) as well as 2.4 GHz
(802.11b/g). The radio in the ILX34-AENWG adapter supports only 2.4 GHz (802.11b/g).

RADIOLINX®

gy o 802.11abg
Radio Name: Master Signal Strength: IT
Radio MAC: 00.0D.8D.FO.1F B8 Parent MAC: nane Available Parents
Firrrware: 1B3_454 Branch Length: 1
Update every: 5 sec # Radios Linked: 0
Up Time: 11 Day 0 Hr. 31 Min. 57 Sac Link Time: nia

Radio Network Settings Security Settings Radio Access Settings
Radio Name: | Master Encryption O Obtain IP address - DHCP
MNetwork S5ID: | Point_IO WEAMPAZAES hd ® Use the following IP address
) Master G(2447MHz) v WFAGIEEe IP Address [192.165.1.243
O Repeater | Parent Link BERLE E= SubnetMask [255 255.255.0

Parent Auta Select ] WAC Filter  Edit Filter Def. Gateway |192.1681.5

O client Auto  Specify [ Hide Metwark 851D Prirmary DNg |0.0.0.0

Client MAC 00.00.00.00.00.00 Secondary DNS (0.0.0.0

[“Factory Defoults | Help |

‘View Diaghostics in Top Box, Change Settings in Lower Box |

In particular, note the following settings.

Network SSID: All radios on the network must use the same Network SSID
In this example, the Network SSID is "Point_|O".

Channel: All radios must use the same channel. In this example, the channel
is 8 (2447MHz).

Encryption: All radios must use the same encryption settings. In this
example, the encryption type is WPA/WPA2-AES.

Passphrase: All radios must use the same passphrase. For security reasons,
the passphrase field is replaced with asterisks. Make a note of the
passphrase before configuring additional radios.

Important: Take care to enter the passphrase on the ILX34-AENWG exactly as you entered it in
the Master radio.

Page 18 of 79 ProSoft Technology, Inc.
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IP Address: The IP address for all radios must be within the same subnet,
and each radio requires its own unique IP address. You can assign static IP
addresses, as in this example, or you can use DHCP (Dynamic Host Control
Protocol) to manage and assign IP addresses automatically.

Note: Refer to the documentation for your radio (for example, the RLXIB-IHW User Manual) for
specific steps to configure the settings in this example.

Configure One or More Repeaters (Optional)

The following illustration shows an example configuration for a RadioLinx

Ind

ustrial Hotspot (Access Point) configured as a Repeater radio. The need for

repeater radios is determined by the distance between the Master radio and the
ILX34-AENWG, as well as any topographical factors such as hills or other
obstructions, which could prevent a clear line-of-sight signal path.

Note: The radio in this illustration is capable of transmitting at 5 GHz (802.11a) as well as 2.4 GHz
(802.11b/g). The radio in the ILX34-AENWG adapter supports only 2.4 GHz (802.11b/g).

RADIOLINX"

802.11abg

Signal Strength: - -39dBm, 485N
ParentMAC:  00.0D.8D.FO.1F.69
Branch Length: 2
#Radios Linked: 1

Radio Name
Radio MAC
Firrmware:

Repeater
00.0D.8D.FOA2.C3
IB3_454

Update every: 10 sec

Up Time 0 Day O Hr. 4 Min. 11 Sec. Link Time: O Day 0O Hr 4 Min. 4 Sec.

Radio Network Settings Security Settings Radio Access Settings
Radio Mame:  |Repeater Encryption ) Obtain IP address - DHCP
Metwork SSID: |Point_IO WEAPNEAZAES b (21 Use the following IP address
O Mastar IR IP Address [192.168.1.249
@ Repeater WER key Subnet Mask [255.255.255.0

Farent Auto Select [ mac Fitter  Edit Filter Def: Gateway [192.168.1.50
O clisnt Auto Specify [ Hide Network SSID Primary DNS (0.0.0.0
Client MAC |00.00.00.00,00.00 Secondary DNS [0.0.0.0
[ Factory verautts ] el |

|Eranch Length: The branch created by this radio |

In particular, note the following settings.

Network SSID, Channel, Encryption and Passphrase for the Repeater
radio must match those configured for the Master radio and the 1LX34-
AENWG.

IP Address: The IP address for all radios must be within the same subnet,
and each radio requires its own unique IP address. You can assign static IP
addresses, as in this example, or you can use DHCP (Dynamic Host Control
Protocol) to manage and assign IP addresses automatically.

Note: Refer to the documentation for your radio (for example, the RLXIB-IHW User Manual) for
specific steps to configure the settings in this example.
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3.2.4 Configure the IP Address with the Thumbwheel Switches

Before you can connect to the ILX34-AENWG for the first time, you must
configure its IP address.

The simplest way to set the IP address for your initial connection is to use the
thumbwheel switches on the front of the adapter.

r

L

J|EEII3 -
(NetworkAddress Thuml:uw'heels]I > E @ m N ®

TECHNOLOGY
@ Module

Status

Antenna Network

Activity
Network
Status

Point Bus
Status

ik @ @
Activity - @ @

System
Power

o o
inRAX
ILX34-AENWG
-

Field
Power

11T

The three thumbwheel switches represent the final octet for the private IP
address 192.168.1.xxx (where xxx represents the number set on the switches).

The factory default switch setting is 999. Use the buttons above and below each
number to select a temporary IP address to use. Choose a number between 001
and 254, taking care not to duplicate the IP address of any other device on the
network.

If you set the switches to an invalid number (that is, 000 or a value greater than
254), the adapter checks to see if you enabled DHCP, according to the following

table.

If DHCP is Then the adapter

Enabled Asks for an address from a DHCP server. The DHCP server also assigns
other Transport Control Protocol (TCP) parameters.

Not enabled Uses the IP address (along with other TCP configurable parameters)

stored in nonvolatile memory

The updated IP address will take effect when the adapter is powered up.

Important: If you set the thumbwheels on the ILX34-AENWG adapter to the value 888 and then
power cycle the adapter, the following occurs:

= The DHCP Enabled function is enabled (set to True).

= The Ethernet link is negotiated automatically. The Auto Negotiate function is set to True.

= The Web server is enabled.

= The password for this page resets to the factory default of "password".

Make a note of the value of the switches before you change them, so you can restore those values
after resetting the adapter.
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3.2.5 Connect Power to the Adapter

The ILX34-AENWG adapter requires an external source of DC voltage. The DC
source voltage should be 24V nominal, with a range of 10V to 28.8V. Refer to the
following illustrations for wiring information.

Caution: Do not connect 120/240V ac power to this supply.

Warning: If you connect or disconnect wiring while the field-side power is on, an electrical arc can
occur. This could cause an explosion in hazardous location installations.

Be sure that power is removed or the area is nonhazardous before proceeding.

Node Address
Thumbwheel
Antenna Connector Atenna [~ Module Status
/— rav —T— Network Activity
Link Uk -@ .,/_ tewok 1 Network Status
Activity iy @ @-j— PP Point Bus Status
(— o Oj @35 —+— System Power
IILX:M-AENWG o- o E‘E'w“s, —1{— Field Power
\—
NC
EtherNet RJ-45
Connector [ '| o CHAS GND
C
NC =No Connection
\ \ CHAS GND = Chassis Ground
C=Common
V = Supply
12/24V de
0 1
NC NC
2 3
Chas Chas
Gnd Gnd
4 5
C C
This DC supply will be
connected to the
internal power bus 6 7
v v
NC = No Connection
Chas GND = Chassis Ground G = Comman
V = Supply
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When you power up the POINT I/O for the first time, the adapter must assign
addresses to every module in the backplane. POINT I/O modules are all initially
configured at the same address.

When you first apply power, all but one module on the backplane should show a
solid red Module Status LED.

One by one, the adapter resets these modules and assigns addresses. The
amount of time that this operation takes depends on the size of your POINT I/O
system.

3.2.6 Connect the Adapter to the EtherNet/IP Network

Connect an Ethernet cable between the adapter's Ethernet port, and the
EtherNet/IP network.

Note: This connection is temporary, and is helpful during configuration. You will disconnect the
Ethernet cable after you have finished configuring the adapter for wireless communication.

LA

(S]]

he) [

B85
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3.2.7 Configure the ILX34-AENWG for Wireless Access

You can configure the ILX34-AENWG's wireless settings from the MODULE
PROPERTIES dialog box in RSLogix 5000, or from the ILX34-AENWG's web page.
The first time you configure the adaptor, you should use the adapter's web page.

Important: The wireless settings for the ILX34-AENWG must be compatible with the Industrial
Hotspot radio (page 18) connected to the Ethernet bridge (for example, a 1756-ENBT module in a
ControlLogix rack).

Important: All radios on the network must use the same settings, otherwise they will be unable to
communicate with each other.

Configuring Wireless Settings from the Adapter's Web Page

You can monitor and update ILX34-AENWG configuration from the adapter's
built-in web server.

Open your web browser (for example, Microsoft Internet Explorer or Firefox), and
connect to the adapter's temporary network address.

http://192.168.1.xXx
(where xxx is the value you entered in the rotary switches on the front of the
adapter.

Important: Your PC must be on the same TCP/IP subnet as the adaptor to view these pages.
Important: You must prefix the numeric IP address with "http://", otherwise the web browser
may not be able to interpret the address.
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The adapter's home page consists of a tree view in the left pane for navigation,
and an information pane in the middle. The right column contains links for
additional resources and information.

= To view the contents of a folder, click the EXPAND button.
= To select a page to view, click the page title in the tree view.

Address @http:.-".-"‘l92.‘]88.1.100.-'l w a Go Lirks **

anc Horne
Ia Home
éjlg?ggﬁggtsic O e Flost Name
@ Metaork Semngs Module Description L34 Wireless Paint 1/0 Module
[5] Ethemnet Statistics Module Location Default Location
E VO Connections 1P Address 1921681100 from EEFROM Resources
=] \‘D,n\’:-iarg{;zsstl;t[:t?;tiscasgmg Ethernet Address (MAC) 000080 FO:34:BC ]%ll’sgd%nggr?;tl T;g?:ﬂgggx
D Conﬂguration DHCP Enabled False
[£] Browse Chassis Status Gonnsetions Established  tun Contacts
Serial Murmnber 8A563412
Product Revision 3.004 Build 8
Firmware Version Date May 29, 2009 14:45:21
Ermbedded Switch Revision 0.0

Copyright @ 2009 ProSoft Technology, Inc. All Rights Resernved.

If you are unable to connect to the adapter's web page, verify that your PC is
correctly configured to reach IP addresses on the subnet where your adapter
communicates.
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The WIRELESS SETTINGS page opens when you select the CONFIGURATION folder
in the menu on the left side of the page, and then click the WIRELESS SETTINGS
link. Use this page to configure the radio settings for the adapter.

Important: The values on this page are in non-volatile memory. Changes to these parameters do
not take effect until you reset or cycle power to the ILX34-AENWG adapter.

dentity N Networle Configuration N Services N Wireless Settings

Wireless Hetwork Configuration

ssD [I34_Use_case_Testing|

Wireless Hetwork Security

Encryption Type
WA Passphrase

WWEP Key Index I:

WEP Key 1

WWEP Key 2

WWEP Key 3

WWEP Hey 4

Advanced Settings

T¥ Dsta Rate 18 Mbps =

Apply Changes
Field Description
SSID Assign a network name (SSID) of up to 32 characters. The radio uses this

name in all network references. All radios in a network must have the same
SSID. SSID names are case-sensitive.

Encryption Type Choose the method by which the adapter will apply encryption security:
=  NONE (not recommended)

= WEP128 - Legacy security setting using a 128-bit key and WEP
encryption.

=  WPA2/AES (Preferred) - Security setting using WPA (pre-shared key)
authentication and AES encryption.

The preferred encryption type is AES (Advanced Encryption Standard). You
should only select WEP (wired equivalency protocol) for use with an older
client radio that only has WEP encryption.

WERP is the original security protocol used by 802.11 networks, but AES
offers better protection against attacks, for several reasons: AES uses an
advanced encryption algorithm that is not susceptible to the same
weaknesses as WEP, it performs dynamic key management by changing the
session keys frequently, and it performs message integrity checks to prevent
forgery and replay.

You can also select WEP 128, or None (no encryption) as the encryption
type, but none of these settings are recommended.
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Field Description

WPA Passphrase  To use WPA2/AES encryption on packets sent between the radios, enter a
WPAZ2/AES pass phrase of between eight and 63 normal keyboard
characters. This phrase automatically generates an encryption key of 128
hexadecimal characters. This field is only available if you select WPA2/AES
as the encryption type.

WEP Key Index If using WEP128 encryption, select the Key Index that matches the Key Index
used in the Access Point.

WEP Keys (1-4) If using WEP128 encryption, enter the WEP Keys that match the Keys in the
Access Point.

Transmit Data The recommended The ILX34-AENWG supports the following transmit data
Rate rates. The default value is Auto: Max 54 Mbps, and this is the recommended
value for most applications.

1 Mbps Auto: Max. 1 Mbps

2 Mbps Auto: Max. 2 Mbps

5.5 Mbps Auto: Max. 5.5 Mbps

11 Mbps Auto: Max. 11 Mbps

18 Mbps Auto: Max. 18 Mbps

24 Mbps Auto: Max. 24 Mbps

36 Mbps Auto: Max. 36 Mbps

54 Mbps Auto: Max. 54 Mbps

Verify Wireless Communication

At this point, with the Ethernet cable still attached to the ILX34-AENWG, go to
the WIRELESS STATISTICS web page, and verify that the ILX34-AENWG is linked
to the Access Point.

After the link is established, you should disconnect the Ethernet cable from the
ILX34 and reconnect it to the Access Point. From this point on, all
communications can be done wirelessly.

Note: If Ethernet cables are connected to both the ILX34-AENWG and the Access Point, and there
is a wireless link between these devices, a loop will be formed. Typically the Access Point detects
this loop and disconnects the wireless link. In this condition, the link LED on the ILX34-AENWG wiill
periodically come on and then go off. Also, the Wireless Statistics web page will sometimes show
the unit is linked and then later show that it is not.
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3.2.8 Configure the Application

Create a New RSLoqix 5000 Project

Note: The following steps require RSLogix 5000 version 17 or newer, and a processor with

firmware compatible with this version of RSLogix 5000. To use the ILX34-AENWG adapter with an

earlier version of RSLogix 5000 or the processor firmware, please refer to Using the ILX34-

AENWG with Earlier Versions of RSLogix 5000.

1 Open the FILE menu, and then choose NEW...

i RSLogix 5000

5@ Edit View Search Logic Communications Tools Wi

(B new.. Ctrl+N
= Open... Ctrl+0
2 Select REVISION 17.
New Controller PZ|

endor: Allen-Eradley
Type: | 175663 ControlLogix5563 Contraller ~| ok |
Rievision; 17 - Cancel

™ Redundancy Enabled Help
M ame: |M5J_Eontroller
[rescription:
Chassiz Type: |1?58-A4 4-5lot ControlLogix Chassis j
Slat: ] EI:
Create I |C:\HSLogix 50004Projects Browse...

ProSoft Technology, Inc.
July 31, 2009

Page 27 of 79



ILX34-AENWG ¢ POINT 1/O Platform Procedures
Wireless Point I/0 Adapter Setup Guide

Create the Network

1 Right-click I/O CONFIGURATION and choose NEwW MODULE...

=25 Controller My_Controller
& controller Tags
[E3 Controller Fault Handler
23 Power-Up Handler
|- 455 Tasks
-8 MainTask
+ C& MainProgram
£ Unscheduled Programs
—I-25 Mation Groups
[ Ungrouped Axes
(3 Add-On Instructions
-3 Data Types
[ User-Defined
+ Eﬁ Strings
[ Add-On-Defined
+- 43 Predefined
[ Module-Defined
[3 Trends
=5 10 Configuration
=R 11756 Backnl
Aa [0] | :J New Module... |

2 Expand the COMMUNICATIONS node, and then select the ETHERNET BRIDGE
module that matches your hardware. This example uses a 1756-ENBT/A
module.

Module Description Vendor
1756-CNBRE 1756 ControlNet Bridge, Redundant Media Allen-Eradley
1756-DHRIOSE 1756 DH+ Bridge/RIO Scanner Allen-Eradley 1
1756-DHRIOC 1756 DH+ Bridge/RIO Scanner Allen-Bradiey
1756-DHRIOD 1756 DH+ Bridge/RIO Scanner Allen-Eradley
1756-DNE 1756 DeviceMNet Scanner Allen-Eradley
1756-EN2F/A 1756 10/100 Mbps Ethernet Bridge, Fiber Media Allen-Bradiey
1756-ENZT/A 1756 10/100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Bradiey
1756-ENBF /A 1756 10/100 Mbps Ethernet Bridge, Fiber Media Allen-Bradiey
1756-EMBT /A 1756 10100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Bradley|
1756-ENET/A 1756 Ethernet Communication Interface Allen-Bradiey —
1756-ENET/E 1756 Ethernet Communication Interface Allen-Eradley
1756-EWEB/A 1756 10/100 Mbps Ethernet Bridge w/Enhanced Web Serv.. Allen-Bradley
1756-5YNCH/A Synchlink Interface Allen-Bradiey

KN 2

Find. | AddFavore |
By Categary By Wendaor Favorites ]
QK I Cancel | Help |

Note: If you are prompted to "Select Major Revision", choose the lower of the available revision
numbers.
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3 Name the ENBT/A module, then set the IP Address and slot location in the
local rack with the ControlLogix processor.

New Module g|
Tvpe: 175E-EMNET /4 1756 104100 Mbps Ethemet Bridge, (-
Twisted-Pair Media
Wendor: Allen-Bradley
Parent: Local
Name: |ENBT Address / Host Name
Description: &+ IP Address: | 192 . 168 . 000 . 120
" Host Name: |
Slat: 1 El:
Bevision: 1 - 1 EI: Electronic: Keying: | Compatible Keying -
[ Open Module Properties ok | Cancel Help

4  Click OK.

Create the Adapter

1 Next, select the 1756-ENBT module that you just created in the Controller
Organization pane and click the right mouse button to open a shortcut menu.
On the shortcut menu, choose NEwW MODULE.

=5 Controller My_Controller
i Controller Tags
[E3 Controller Fault Handler
23 Power-Up Handler
+-[23 Tasks
=425 Motion Groups
23 Ungrouped Axes
3 Add-On Instructions
+- 23 Data Types
[E3 Trends
=5 1/ Configuration
- 1756 Backplane, 1756-A4
fa [0] 1756-L63 My_Controller

=i B [1] 1756-ENBT/A Local ENBT1

e :J New Module...
4 cut Cirl+x
Copy Ctri+C
Delete Del

Cross Reference  Ctrl+E

Properties Alt+Enter

ProSoft Technology, Inc. Page 29 of 79
July 31, 2009



ILX34-AENWG ¢ POINT I/O Platform

Procedures
Wireless Point I/0O Adapter

Setup Guide

2 Inthe SELECT MODULE dialog box, click the VENDOR tab, and then expand the
PROSOFT TECHNOLOGY node. Click the By VENDOR tab, expand the PROSOFT
TECHNOLOGY node, and then select ILX34-AENWG.

M Select Module

Module Description
+- Allen-Bradley

+|- Parker Hannifin Corp.

=- ProSoft Technology

1734 Wireless Eternet Adapter, Twisted-Pair Media

Find. | 4ddFavorte |

By Category By Wendar Favorites
0K | Cancel | Help |

3 Name the ILX34-AENWG adapter, and set the IP address.

Important: The IP address on the ILX34-AENWG's thumbwheel switches must match the IP
address you enter here.

B New Module X
General™ lConnedion ] Module Infa ] Port Corfiguration ] Port Diagnostics ] Chassis Size ] Wireless Settings ] Wireless Stz 4 | #
Type: I1LA34-AENWG 1734 Wireless Ethemet Adapter, Twisted-Pair Media
Wendor: ProSoft Technology
Parent: ENET Ethemet Address
Mame: |ILX34_AENWG (* |P Address: | 192 . 168 . 0 . 128
Description: B [fh e |
Module Definition Slot: 0 -
Series: A Change .
Revisioni: 2]
Electronic Keying: Compatible Module
Connection: Rack Optimization
Chazsis Size: 1

Statuz:  Creating Ok | Cancel Help
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Configure Chassis Size

The ILX34-AENWG requires configuration of its chassis size before you can
make any I/O connections. The default setting for the chassis size is 1 slot, which
represents the adapter by itself, and allows for no I/O.

You must set the chassis size to a number equaling 1 slot for the adapter plus 1
slot for each 1/0 module present in the adapter's backplane. For example, the
adapter plus 2 I/O modules uses a chassis size of 3. The adapter stores this
chassis size setting in non-volatile storage.

When the adapter's non-volatile chassis size does not match the actual number
of modules present on its backplane, the adapter does not make any 1/O
connections and an error occurs.

1 Inthe Module Definition area of the General tab, click the CHANGE button.
This action opens the MODULE DEFINITION dialog box.

Module Definition® X
Series: A il
Bevision: m ’ﬂ
Electranic Keving: | Compatible Madule j
Cennection: Rack Optimization - |
Chazsis Size: j

g
7
g

9
10
i
12
13
14 o

2 Select the Chassis Size for your project from the dropdown list, and then
Click OK to close the MODULE DEFINITION dialog box. In a later step, you will
verify the chassis size when you are online with the ILX34-AENWG.

ProSoft Technology, Inc. Page 31 of 79
July 31, 2009



ILX34-AENWG ¢ POINT 1/O Platform Procedures
Wireless Point I/0 Adapter Setup Guide

3.2.9 Example 1 - Direct Connection and Rack Optimization

This example configures your ILX34-AENWG for both direct connection and rack
optimization using RSLogix 5000 software.

You can mix communication formats for different I/O modules communicating
through the same adapter.

= |/O modules set up to use rack optimization communicate at the rate of the
RPI configured for the ILX34-AENWG adapter.

= |/O modules configured for direct communication communicate at their own
set RPI and ignore the ILX34-AENWG adapter RPI.

Attention: You must use series C POINT I/O modules with the ILX34-AENWG adapter. Series A
or B POINT 1/0 modules will not work with this adapter.

Add the Relay Output Module and Configure for Direct Connection

1 Right-click the ILX34-AENWG adapter under the 1/0 Configuration folder and
select NEwW MODULE.

=5 1j0 Configuration
= 1756 Backplane, 1756-A4
a0 [0] 175663 My_Controller
= B [1] 1756-ENBT/A ENBT
-5 Ethernet
f] 1756-ENBT/A ENBT
=[] ILX34-AENWGIA TLX34_AENWG
= ori0 4Siot =]
| :J New Module... |‘

2 Inthe SELECT MODULE dialog box, choose the 1734-OW2 relay output
module from the list, and click OK.

Module Description
1734-0BSE @ Point 10v-28V DC Electronically Fused Output, Source ~
1734-0E2C 2 Channel Analog Current Output
1734-0E2V 2 Channel Analog Voltage Output
1734-0V2E 2 Point 10V-28Y DC Electronically Fused Qutput, Sink
1734-0V4E 4 Point 10v-28Y DC Electronically Fused Output, Sink
1734-0VEE & Point 10v-28Y DC Electronically Fused Qutput, Sink
1734-0W2 2 Point AC/DC Relay Output
1734-0W4 4Point AC/DC Relay Output
1734-0%2 2 Point Relay Output N.O./N.C.
1734-551 1 Channel Synchronous Serial Interface
1734-VHSC24 1 Channel 15-24V DT Very High Speed Counter
1734-VHSCS 1 Channel 5V DC Very High Speed Counter
»
<] | i
Find. | AddFavore |
By Categom By Wendor Favorites
0K | Cancel | Help |
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3 In the MODULE PROPERTIES dialog, enter the following information:

a) Name
b) Slot

H New Module

General® lConnection | Module Info | Fautt/Program Action |

X

Type: 1734-0W2 2 Point AC/DC Relay Output
Wendor: Allen-Bradley
Parent: ILX34_AENWG
Name: [POINT _Relay_Output| Slot: 1 -
Description:
Module Definition
Series: C Change ...
Revision: 21
Electronic Keying: Compatible Module
Cennection: Rack Optimization
Data Format: Integer
Status:  Creating oK | Cancel | Help |

In the Module Definition area, click the CHANGE ... button, and change the
Connection type from Rack Optimization (default) to DATA.

Module Definition

Series: C h

Bevision: m ’ﬂ

Electronic Keving: | Compatible Module j

Connection: pata ___________JJ|

Data Format: Integer =
’Tl Cancel Help
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4 Click the CONNECTION tab, and then change the RPI value for the module
from 20 (the default) to 50 (the recommended value for analog or specialty
modules). This value determines how often to exchange data with the 1LX34-

AENWG adapter.

B Module Properties: ILX34_AENWG:1 (1734-0W2 3.1)

General Connection” | Module Info ] Fault/Program Action ]

BRequested Packet Interval (RPI): 534::| ms (2.0 - 750.0)
™ Inhibit Module

™ Major Fault On Controller f Connection Fails While in Run Mode

Module Fautt

Status:  Ofline 0K | Cancl | mopy | e |

Important: To avoid overloading the ILX34-AENWG adapter, we recommend that RPI be no less
than 10 ms for rack connections and 50 ms for direct connections.

5 Click OK save the configuration.
The following illustration shows the 1/0 Configuration for this project.

-1-£5 1O Configuration
- 1756 Backplane, 1756-44
fl [0] 1756-L63 My_Controller
= f] [1] 1756-ENBT/A ENET
--&5 Ethernet
fl 1755-EMET A ENET
= ﬂ ILX34-AENWG/A ILX 34_AENWG
—-E83 PointlO 4 Slot Chassis
0 [0] ILX34-AENWG/A ILX34_AENWG

iR [1] 1734-O0W2/C POINT Relay_Output
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Add the Digital Output Module and Configure for Rack Optimization

1 Right-click the ILX34-AENWG adapter under the 1/0 Configuration folder and
select NEwW MODULE.

=45 1j0 Configuration
- 1756 Backplane, 1756-A4
fa [0] 1756083 My_Controller
= f [1] 1758-ENET/A ENBT
a5 Ethernet
ﬂ 1755-EMBT/A ENBT
] ﬂ ILX34-AEMWG/A ILY34_AENWG

&8 - 1PointiO 4 Slot Chassis
0 [0 1x34-A21 8 New Module... |‘

A [ 17340

2 Inthe SELECT MODULE dialog box, choose the 1734-OVA4E digital output
module from the list, and click OK.

Module Description

1734-0B& 8 Point Relay Output M.O./N.C. -~

1734-0B3E 8 Point 10v-28V DC Electronically Fused Qutput, Source 0

1734-0E2C 2 Channel Analog Current Output

1734-0E2V 2 Channel Analog Voltage Output

1734-0V2E 2 Point 10V-28V DC Electronically Fused Qutput, Sink

1734-0VSE 8 Point 10V-28V DC Electronically Fused Qutput, Sink

1734-0W2 2 Point AC/DC Relay Output

1734-0W4 4 Point AC/DC Relay Output

1734-0%2 2 Point Relay Output M.O./N.C.

1734-551 1 Channel Synchronous Serial Interface

1734-VHSC24 1 Channel 15-24V DC Very High Speed Counter =

1734-VHSC5 1 Channel 5V DC Very High Speed Counter v
<] | i

Find. | AddFavorte |
By Category M
QK | Cancel | Help |
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3 In the MODULE PROPERTIES dialog, enter the following information:
a) Name
b) Slot

I New Module Pz|

General® lConnection | Module Info | Fault/Program Action | Configuration |

Type: 1734-0V4E 4 Point 10V-28V DC Blectronically Fused Output, Sink
Wendor: Allen-Bradley

Parent: ILX34_AENWG

Name: [POINT _Digital_Output Slot: 2 -
Description: |

Module Definition

Series: C Change ...
Revision: 21
Electronic Keying: Compatible Module
Cennection: Rack Optimization
Data Format: Integer
Status:  Creating lTl Cancel | Help |

In the MODULE DEFINITION area of the dialog box, notice that the default
Connection type is RACK OPTIMIZATION.

4 Click the CONNECTION tab, and then change the RPI value for the module
from 20 (the default) to 10 (the recommended value for digital modules). This
value determines how often to exchange data with the ILX34-AENWG
adapter.

B New Module 3
General® Connection™ l Module Info ] Fault/Program Action ] Configuration ]

Reguested Packet Interval (RPI): ‘H].ﬂ ms (2.0 - 750.0)
[ Inhibit Module

[ Major Fault On Controller F Connection Fails While in Run Mode

Module Fault

Status:  Creating QK | Cancel | Help |

Important: To avoid overloading the ILX34-AENWG adapter, we recommend that RPI be no less
than 10 ms for rack connections and 50 ms for direct connections.
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5 Click OK save the configuration.
The following illustration shows the 1/0 Configuration for this project.

—-£5] 1/0 Configuration
-8 1756 Backplane, 1756-A4
a0 [0] 1756163 My_Controller
= f] [1] 1756-ENET A ENET
@5 Ethernet
f] 1758-ENET/A ENET
= ﬁ ILX34-AENWG/A ILX34_AENWG
=83 PointIC 4 Slot Chassis
[ [0] Lx34-AENWG A 1LY 34_AENWG
fl [1 1734-0wz2jC POINT Relay_Output

(il [2] 1734-OV4E/C POINT Digital_Output

Download the Sample Program to the Processor

Note: The key switch on the front of the ControlLogix processor must be in the REM or PROG
position.

1 If you are not already online with the processor, open the COMMUNICATIONS
menu, and then choose DOWNLOAD. RSLogix will establish communication
with the processor.

2 When communication is established, RSLogix will open a confirmation dialog
box. Click the DOWNLOAD button to transfer the sample program to the
processor.

Download g|

' D ownload to the controller:

A Marme: My_Controller
Tepe: 1756-L63 ControlLogx5563 Contraller
Path: AB_DF1-1

Security:  <Monex

Download | Cancel | Help |

3 RSLogix will compile the program and transfer it to the processor. This
process may take a few minutes.

4 When the download is complete, RSLogix will open another confirmation
dialog box. If the keyswitch is in the REM position, click OK to switch the
processor from Program mode to Run mode.

RSLogix 5000

! E Done downloading, Change contraller mode back ko Remote Run?
.

fes ] |

Note: If you receive an error message during these steps, refer to your RSLogix documentation to
interpret and correct the error.
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Verify the Chassis Size

You must configure the chassis size for the ILX34-AENWG before you can make
any I/O connections (page 31). The default setting for the chassis size is 1 slot,
which represents the adapter by itself.

When the adapter's non-volatile chassis size does not match the actual number
of modules present on its backplane, the adapter does not make any 1/O
connections and an error occurs, as shown in the MODULE PROPERTIES dialog
box.

This procedure synchronizes the chassis size value from the RSLogix 5000
software into the ILX34-AENWG hardware. You must be online to perform this
procedure.

1 Verify that RSLogix 5000 software is online to the processor.

2 Double-click the ILX34-AENWG adapter under I/O CONFIGURATION in the
CONTROLLER ORGANIZATION window. This action opens the MODULE
PROPERTIES dialog box.

3 On the MODULE PROPERTIES dialog box, click the CONNECTION tab. Notice
that the MODULE FAULT area of the dialog box contains information about the
error code.

B Module Properties: ENBT:0 (ILX34-AENWG 3.1)

General Connection” l Module Irfa ] Port Configuration ] Port Diagnostics ] Chassis Size | Wireless Settings ] Wirgless Sta 4| *

Bequested Packet Interval (RPI): 0.0 JZ:I ms (2.0 - 750.0)

[~ Major Fautt On Cortroller F Connection Fails While in Run Mode

Module Fault

[Code 1680010) Mode or state of module does not allow object to perform requested service

'Status: Faulted I oK | Cancel Apply Help
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4  Click the CHASSIS SizE tab, and then click the CLICK SET CHASSIS SIZE IN
MODULE button.

B Module Properties: ENBT:0 (ILX34-AENWG 3.1)

Value from General ] Connection I Module Info ] Port Corfiguration ] Port Diagnostics MNireless Settings ] Wireless Statillﬂ
RSLOg”{ 5000 |—ff-=mChassis Size From General Tab: I—3 B st 5iEs (o Waehls

Value stored in [=jr=Chassis Size In Module: |1

ILX34-AENWG

Status:  Faulted QK | Cancel | | Help

5 This action opens a notification dialog box. Take any necessary steps to
prevent hazardous conditions, and then click OK to dismiss the dialog box.

RSLogix 5000 X

module. setting the chassis size could affect the operation of the other

DAMGER: Multi-controller sytems: If twao ar more controllers are sharing this
& controllers.

& Miszing Modules: All slats must be filed with modules. Unexpected
behaviars will result if modules are missing.

@ Incomect Chazsiz Size: The chazziz size specified must match the
physical chassiz exactly or unexpected behaviors will result

& Thig function may result in modules being re-addressed. Ensure that all
planned modules are present and that all terminal bases are filled.

Set the Chassiz Size of the Paint |/0 System ta 37

] I Cancel Help
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6 Notice the chassis size in the module has been updated to match the
hardware configuration.

B Module Properties: ENBT:0 (ILX34-AENWG 3.1)

General ] Connection ] Module Info ] Port Configuration ] Port Diagnostics Wireless Settings ] Wireless Stati 4 | *

Chassis Size From General Tab:

|3 | Sef Chassis Size in Module I

Chassis Size In Module: l |3 I

Status:  Offline oK | Cancel | Help

7 Click OK to dismiss the Module Properties dialog box.

At this point, your POINTBus status LED should be solid green. All the yellow
triangles in your 1/O configuration should be gone.

8 Open the FILE menu, and then click SAVE to save the project.
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View Module Data

You can view module data and communication status in the controller tags in
RSLogix 5000. The following illustration shows the ILX34-AENWG configured
with the sample application.

= POINT_IO_Adapter = the name you gave to your Ethernet adapter
= # =slot number of POINT I/O module
» C = configuration, | = input, O = output

# Controller Tags - My_Controller(controller)

Scope: | E{l My_Cantraller j Show... | STRIMNG, ALARM, ALARM_ANALOG, ALARM_DIGITAL, ALX_VALVE_COMTROL, 2xIS_COMNSUMED, Ax]

MName o |Value = | Force Mask “| Style: -
+1Lx34_AENWGE:T:C ==l
+1Lx34_AENWE:T:]
+ L34 _AENWG:1:0
+1Lx34_AENWG:2:C
+1LX34_AENWGE:2:
+ X34 AENWG:2:0
(= IL%34_AENWG: |

) (I (R

e}
cend
cend

{

{

{.
{--.
{

{

{

[P PR P P PO (R P

|| =34 AENWG:LSlotStatusBits0_31 Binary
| L34 AENWG:] SlotStatusBits32_B3 Binary
| LG4 AENWG:LD ata {«..} |Binary

+LK34_AENWED fo-2d)

This value indicates that Slot 2 is
the only module participating in
the rack-optimized connection
with no errors.

-

[« [» [\ Monitor Tags £ EditTags / ld | 2

Use the controller tags in your ladder program to read input data or write output
data.

= Slot Status Bits: The Slot Status bits display the connection status for each of
the POINT I/O modules that use a rack-optimized connection.

» Bit 0 is reserved for the adapter and always reports a value of 1.

= Each of the other bits (1 to 63) correspond to a POINT I/O module that you
install in the POINT I/O backplane.

= In this example, we configured the ILX34-AENWG adapter for both rack-
optimized and direct connections.

* The slot status bits indicate that the module in slot 2 is operating correctly:
o 0O=module participating with no errors and
o 1=module not participating or connection error (typically, module

removed/missing)
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3.2.10 Example 2 - Direct Connection

In this example, a ControlLogix controller communicates with POINT 1/O modules
via the ILX34-AENWG adapter using a direct connection.

The adapter makes a direct connection to each of the modules referenced by the
data.

Attention: You must use series C POINT 1/O modules with the ILX34-AENWG adapter. Series A
or B POINT I/0O modules will not work with this adapter.

Add the Relay Output Module and Configure for Direct Connection

1 Right-click the ILX34-AENWG adapter under the 1/0 Configuration folder and
select NEw MODULE.

=125 IjO Configuration

-8 1756 Backplane, 1756-A4
fd [0] 1756-L63 My_Controller

=[] [1] 1756-ENBT/A ENBT

--&5 Ethernet

f] 1756-ENBT A ENET
=[] ILX34-AENWG(A TLX34_AENWG
L JPointIO 4 Slot

®  New Module... | ‘

2 Inthe SELECT MODULE dialog box, choose the 1734-OW2 relay output
module from the list, and click OK.

Module Description
1734-0B3E @ Point 10v-28V DC Electronically Fused Output, Source ~
1734-0E2C 2 Channel Analog Current Qutput
1734-0E2V 2 Channel Analog Voltage Output
1734-0V2E 2 Point 10V-23V DC Electronically Fused Qutput, Sink
1734-0V4E 4Point 10v-28V DC Electronically Fused Output, Sink
1734-0VSE @ Point 10v-28V DC Electronically Fused Output, Sink
1734-0W2 2 Point AC/DC Relay Output
1734-0W4 4Paint AC/DC Relay Output
1734-0%2 2 Pgint Relay Output M.O./N.C.
1734-551 1 Channel Synchronous Serial Interface
1734-VH3C24 1 Channel 15-24V DC Very High Speed Counter
1734-VHSC5 1 Channel 5V DC Very High Speed Counter
v
KN i
Find. | AddFavore |
By Category By YWendor Favorites
QK | Cancel | Help |
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3 In the MODULE PROPERTIES dialog, enter the following information:

a) Name
b) Slot

H New Module

General® lConnection | Module Info | Fautt/Program Action |

X

Type: 1734-0W2 2 Point AC/DC Relay Output
Wendor: Allen-Bradley
Parent: ILX34_AENWG
Name: [POINT _Relay_Output| Slot: 1 -
Description:
Module Definition
Series: C Change ...
Revision: 21
Electronic Keying: Compatible Module
Cennection: Rack Optimization
Data Format: Integer
Status:  Creating oK | Cancel | Help |

In the Module Definition area, click the CHANGE ... button, and change the
Connection type from Rack Optimization (default) to DATA.

Module Definition

Series: C h

Bevision: m ’ﬂ

Electronic Keving: | Compatible Module j

Connection: pata ___________JJ|

Data Format: Integer =
’Tl Cancel Help
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4 Click the CONNECTION tab, and then change the RPI value for the module
from 20 (the default) to 50 (the recommended value for analog or specialty
modules). This value determines how often to exchange data with the 1LX34-

AENWG adapter.

B Module Properties: ILX34_AENWG:1 (1734-0W2 3.1)

General Connection” | Module Info ] Fault/Program Action ]

BRequested Packet Interval (RPI): 534::| ms (2.0 - 750.0)
™ Inhibit Module

™ Major Fault On Controller f Connection Fails While in Run Mode

Module Fautt

Status:  Ofline 0K | Cancl | mopy | e |

Important: To avoid overloading the ILX34-AENWG adapter, we recommend that RPI be no less
than 10 ms for rack connections and 50 ms for direct connections.

5 Click OK save the configuration.
The following illustration shows the 1/0 Configuration for this project.

-1-£5 1O Configuration
- 1756 Backplane, 1756-44
fl [0] 1756-L63 My_Controller
= f] [1] 1756-ENBT/A ENET
--&5 Ethernet
fl 1755-EMET A ENET
= ﬂ ILX34-AENWG/A ILX 34_AENWG
—-E83 PointlO 4 Slot Chassis
0 [0] ILX34-AENWG/A ILX34_AENWG

iR [1] 1734-O0W2/C POINT Relay_Output
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Add the Digital Output Module and Configure for Direct Connection

1 Right-click the ILX34-AENWG adapter under the 1/0 Configuration folder and
select NEwW MODULE.

=45 1j0 Configuration
- 1756 Backplane, 1756-A4
fa [0] 1756083 My_Controller
= f [1] 1758-ENET/A ENBT
a5 Ethernet
ﬂ 1755-EMBT/A ENBT
] ﬂ ILX34-AEMWG/A ILY34_AENWG

&8 - 1PointiO 4 Slot Chassis
0 [0 1x34-A21 8 New Module... |‘

A [ 17340

2 Inthe SELECT MODULE dialog box, choose the 1734-OVA4E digital output
module from the list, and click OK.

Module Description

1734-0B& 8 Point Relay Output M.O./N.C. -~

1734-0B3E 8 Point 10v-28V DC Electronically Fused Qutput, Source 0

1734-0E2C 2 Channel Analog Current Output

1734-0E2V 2 Channel Analog Voltage Output

1734-0V2E 2 Point 10V-28V DC Electronically Fused Qutput, Sink

1734-0VSE 8 Point 10V-28V DC Electronically Fused Qutput, Sink

1734-0W2 2 Point AC/DC Relay Output

1734-0W4 4 Point AC/DC Relay Output

1734-0%2 2 Point Relay Output M.O./N.C.

1734-551 1 Channel Synchronous Serial Interface

1734-VHSC24 1 Channel 15-24V DC Very High Speed Counter =

1734-VHSC5 1 Channel 5V DC Very High Speed Counter v
<] | i

Find. | AddFavorte |
By Category M
QK | Cancel | Help |
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3 In the MODULE PROPERTIES dialog, enter the following information:
a) Name
b) Slot
B New Module X
General” lConnection ] Module Info ] Fault/Program Action ] Corfiguration ]
Type: 1734-0V4E 4 Point 10V-28V DC Blectronically Fused Output, Sink
Wendor: Allen-Bradley
Parent: ILX34_AENWG
Name: [POINT _Digital_Output Slot: 2 -
Description: |
Module Definition
Series: C Ch
Revision: 21 ﬁ
Electronic Keying: Compatible Module
Cennection: Rack Optimization
Data Format: Integer
Status:  Creating 0K | Cancel | Help |
In the Module Definition area, click the CHANGE ... button, and change the
Connection type from Rack Optimization (default) to DATA.
Module Definition 3
Series: C il
Bevision: 3 - 13
Electronic Keving: | Compatible Module j
Connection: |Data j
Data Format: _
Listen Qnhy
Rack Optimization
ak. | Cancel Help
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4 Click the CONNECTION tab, and then change the RPI value for the module
from 20 (the default) to 10 (the recommended value for digital modules). This
value determines how often to exchange data with the ILX34-AENWG

adapter.

B New Module 3
General® Connection™ l Module Info ] Fault/Program Action ] Configuration ]

Reguested Packet Interval (RPI): ‘H].ﬂ ms (2.0 - 750.0)

[ Inhibit Module
[ Major Fault On Controller F Connection Fails While in Run Mode

Module Fault

Status:  Creating QK | Cancel Help

5 Click OK save the configuration.
The following illustration shows the 1/0 Configuration for this project.

=145 1j0 Configuration
-8 1756 Backplane, 1756-A4
i [0] 1756163 My_Controller
=[] [1] 1756-ENBT A ENBT
@5 Ethernet
f] 175s-EnET/A ENBT
= ﬂ ILY34-AENWG/A ILX34_AENWG
=8 PointIC 4 Slot Chassis
[ [0] 1LX34-AENWG/A TLX39_AENWG
A [1] 1734-0W2/C POINT_Relay_Output

i (2] 1734-0V4E/C POINT Digital_Output
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Edit the Controller Tags

When you add modules to the 1/O configuration, the system creates tags for
those modules to use in the application program.

For the example application, you need to add one more controller tag.
1 Double-click the CONTROLLER TAGS folder in the project dialog.

=145 Contraller My_Controller

[E3 Controller Fault Handler
(23 Power-Up Handler

The action opens the CONTROLLER TAGS dialog box. You will see the tags
created for the ILX34-AENWG adapter and digital /0O modules.

2 Click the Edit Tags tab at the bottom of the Controller Tags dialog.

Scope ‘@Myjuntmller j Show.. ISTFHNG,ALAHM,ALAHMJNALUG,ALAHMfD\GITAL,AUXﬁVALVEjEINTHUL,AXISfEUNSUMED,AXISf

J Name

I3 ‘ Alias For Base Tag Data Type Style D escription -

Tags created
by the system

Enter the new tag ———=»

+ILX3_AENWE-C
1L _AENWET
+ ILXM_AENWE::0

|1 134 AENWE:2C
+ ILKM_AENWE:2]
+ ILXM_AENWE:20
+ ILXM_AENWE]

H + 134 AENWED

4B:1734_DOZC0
AB:1734 D020
4B:1734_D0E:0:0
AB:1734_DOV4:C:0
AB:1734_DOBEL0
4B:1734_D0E:0:0
PS:1734_4SLOT:1:0
F3:1734_45L0T:0:0

3 Create the following tag:

Tag Type

Parts_Count Counter

4 Close the Controller Tags dialog.
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Create the Ladder Program
Next, create the example ladder program to test the 1/0.
1 Double-click MAIN ROUTINE under the Main Program folder.

IHS Controller POINT_IO_Contraoller
q Controller Tags
[ Controller Fault Handler

[—:IS Tasks
E% MainTask
Ea MainProgram

2 Enter the following ladder program using the tags previously created.

CTU
0 Count Up — CU—
Counter Parts_count
Preset 1000 ¢ —_DN>»—
Accum Oe
Parts_count. DN Parts_count
1 1 E RES
MOV
2 Move
Source Parts_count ACC
0+
Dest ILX34_AENWG:1:0.Data
2#0000_0000+«

3 Save the program.
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Download the Sample Program to the Processor

Note: The key switch on the front of the ControlLogix processor must be in the REM or PROG
position.

1 If you are not already online with the processor, open the COMMUNICATIONS
menu, and then choose DOWNLOAD. RSLogix will establish communication
with the processor.

2 When communication is established, RSLogix will open a confirmation dialog
box. Click the DOWNLOAD button to transfer the sample program to the
processor.

Download g|

' D ownload to the controller:

A Marme: My_Controller
Tepe: 1756-L63 ControlLogx5563 Contraller
Path: AB_DF1-1
Security:  <Monex

Download | Cancel | Help |

3 RSLogix will compile the program and transfer it to the processor. This
process may take a few minutes.

4 When the download is complete, RSLogix will open another confirmation
dialog box. If the keyswitch is in the REM position, click OK to switch the
processor from Program mode to Run mode.

RSLogix 5000

! E Done downloading. Change controller mode back ko Remote Run?
-

Es ] |

Note: If you receive an error message during these steps, refer to your RSLogix documentation to
interpret and correct the error.
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Verify the Chassis Size

You must configure the chassis size for the ILX34-AENWG before you can make
any 1/0O connections (page 31). The default setting for the chassis size is 1 slot,
which represents the adapter by itself.

When the adapter's non-volatile chassis size does not match the actual number
of modules present on its backplane, the adapter does not make any 1/O
connections and an error occurs, as shown in the MODULE PROPERTIES dialog
box.

This procedure synchronizes the chassis size value from the RSLogix 5000
software into the ILX34-AENWG hardware. You must be online to perform this
procedure.

1 Verify that RSLogix 5000 software is online to the processor.

2 Double-click the ILX34-AENWG adapter under I/O CONFIGURATION in the
CONTROLLER ORGANIZATION window. This action opens the MODULE
PROPERTIES dialog box.

3 On the MoDULE PROPERTIES dialog box, click the CONNECTION tab. Notice
that the MODULE FAULT area of the dialog box contains information about the
error code.

B Module Properties: ENBT:0 (ILX34-AENWG 3.1)

General Connection” l Module Irfa ] Port Configuration ] Port Diagnostics ] Chassis Size | Wireless Settings ] Wirgless Sta 4| *

Bequested Packet Interval (RPI): 0.0 JZ:I ms (2.0 - 750.0)

[~ Major Fautt On Cortroller F Connection Fails While in Run Mode

Module Fault

[Code 1680010) Mode or state of module does not allow object to perform requested service

'Status: Faulted I oK | Cancel Apply Help
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4  Click the CHASSIS SIzE tab, and then click the CLICK SET CHASSIS SIZE IN
MODULE button.

B Module Properties: ENBT:0 (ILX34-AENWG 3.1)

Value from General ] Connection I Module Info ] Port Corfiguration ] Port Diagnostics Wireless Setftings ] Wireless Statillﬂ
RSLOg”{ 5000 |—ff-=mChassis Size From General Tab: I—3 B st 5iEs (o Waehls

Value stored in [=jr=Chassis Size In Module: |1

ILX34-AENWG

Status:  Faulted QK | Cancel | | Help

5 This action opens a notification dialog box. Take any necessary steps to
prevent hazardous conditions, and then click OK to dismiss the dialog box.

RSLogix 5000 X

module. setting the chassis size could affect the operation of the other

DAMGER: Multi-controller sytems: If twao ar more controllers are sharing this
& controllers.

& Miszing Modules: All slats must be filed with modules. Unexpected
behaviars will result if modules are missing.

@ Incomect Chazsiz Size: The chazziz size specified must match the
physical chassiz exactly or unexpected behaviors will result

& Thig function may result in modules being re-addressed. Ensure that all
planned modules are present and that all terminal bases are filled.

Set the Chassiz Size of the Paint |/0 System ta 37

] I Cancel Help
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6 Notice the chassis size in the module has been updated to match the
hardware configuration.

B Module Properties: ENBT:0 (ILX34-AENWG 3.1)

General ] Connection ] Module Info ] Port Configuration ] Port Diagnostics Wireless Settings ] Wireless Stati 4 | *

Chassis Size From General Tab:

|3 | Sef Chassis Size in Module I

Chassis Size In Module: l |3 I

Status:  Offline oK | Cancel | Help

7 Click OK to dismiss the Module Properties dialog box.

At this point, your POINTBus status LED should be solid green. All the yellow
triangles in your 1/O configuration should be gone.

8 Open the FILE menu, and then click SAVE to save the project.
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View Module Data

You can view module data and communication status in the controller tags in
RSLogix 5000. The following illustration shows the ILX34-AENWG configured
with the sample application.

= |LX34_AENWG = the name you gave to your Ethernet adapter
= # =slot number of POINT I/O module
» C = configuration, | = input, O = output

# Controller Tags - My_Controller(controller)

Scope: |E{|M9_E0ntroller j Show... | STRING, ALARM, ALARM_ANALDG, ALARM_DIGITAL, AU _VALVE_CONTROL, AxIS_COMSUMED, Ax]

N ame & |Value “l Force Mask “| Style -
L34 AENWG:T:C ==l
+ L34 AENWG:T:
+ L34 AENWG:1:0
+1Lx34_AENWG:2:C
L34 AMENWG:2:|
+1Lx34_AENWG:2:0
(= IL%34_AENWG: |

e}
cend
cend

{

{

{.
{--.
{

{

{

|| FIL<34_AENWG:L SlotStatusBits0_31 Binary
| HIL<34 AENWG:LSlotStatusBit=32_B3 Binary
|| HILH34_AENWG:Data {«..} |Binary
|34 AENWG:O foool
|+ Parts_count Toooll
This value indicates that Slot 2 is
the only module participating in
the rack-optimized connection
with no errors.
[« [» |\ Monitor Tags AEdit Tags / |« | i Zl

Use the controller tags in your ladder program to read input data or write output
data.

= Slot Status Bits: The Slot Status bits display the connection status for each of
the POINT I/O modules that use a rack-optimized connection.

» Bit 0 is reserved for the adapter and always reports a value of 1.

= Each of the other bits (1 to 63) correspond to a POINT I/O module that you
install in the POINT 1/O backplane.

= In this example, we configured the ILX34-AENWG adapter for both rack-
optimized and direct connections.

* The slot status bits indicate that the module in slot 2 is operating correctly:
o O=module participating with no errors and
o 1=module not participating or connection error (typically, module

removed/missing)
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3.3  Verify Communication

3.3.1 Wireless Statistics Page

The WIRELESS STATISTICS page opens when you expand the DIAGNOSTICS folder,
and then click the WIRELESS STATISTICS link on the left side of the page. Use this
page to view configuration and status information for the Wireless port on the

ILX34-AENWG.

Link Information

Refresh Rate [zec] |10

Signal Strength

-62 dBm |

Signal to Noise

31 db |

Radio Link Time
Radio Parent MAC

Data Rate 11000000 bps

Statistics

Total

Packets Received Successfully 16937440
Packets Transmitted Successfully 8098921
Packet Transmit Failures 3186
Packet Transmit Retries 414008

Oy Om 0d, 17h 48m 30s

00-00-80-FO-26-74

Average (per sec)
262.37

124 .58

0.50

9.44

Yersion
Kernel Revision

WIFT Module Firrmware

Link Information

137:139 MIX (2009/06/03 09:46:07) ** UNOFFICIAL BUILD **

6.60 (6.6.0,5810)

Reset Statistics

Field

Description

Signal Strength

The colored graph indicates the signal level (page 56).

Signal to Noise

= <0, thisis a BAD condition
= <10, this is an OK condition
= >0, this is a GOOD condition

Radio Link Time

The up-link time in days:hours:minutes:seconds.

Note: This link status is checked at the Refresh rate, once
every 10 seconds by default. If the link is down for less time
than this, the up-time for the link will not get reset to 0.

Radio Parent MAC

The MAC address (hexadecimal) of the parent radio (access
point)

Data Rate

Rf rate of the last packet received by the ILX34-AENWG.
Although this field is informational, some packets, such as
802.11 management packets, will be at a rate that is lower than
the data. In such an instance, the data could be going at a rate
faster than this.
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Statistics

Field

Description

Packets Received Successfully

Messages received with success. The average value gives a
good indication of RF bandwidth consumption. The average
should not exceed 1000 packets per second. If it does exceed
this, the RPI should be decreased on the connections.

Packets Transmitted
Successfully

Messages sent with success. The average value gives a good
indication of RF bandwidth consumption. The average should
not exceed 500 packets per second. fit does exceed this, the
RPI should be decreased on the connections.

Packet Transmit Failures

Messages that have been retried 8 times and still were not
transferred successfully. This number should not exceed 1% of
the Packets Transmitted successfully.

Packet Transmit Retries

Messages sent requiring a retry. Retries of 20 to 50 per second
are not uncommon. Retries of several hundred per second
indicate the RF network is too busy or the RF link is poor.

Description

The internal software revision for the POINT I/O adapter

The internal software revision for the wireless component of the
POINT 1/O adapter

Signal Strength Signal to Noise
| -90 dBm 0dB
. -88 dBm 2dB
- -86 dBm 4dB
- -84 dBm 6 dB
_ -82 dBm 8dB
_ -80 dBm 10 dB
_ -78 dBm 12 dB
_ -76 dBm 14 dB
_ -74 dBm 16 dB
_ -72 dBm 18 dB
_ -70 dBm 20 dB
_ -68 dBm 22 dB
_ -66 dBm 24 dB
_ -64 dBm 26 dB
_ | -62 dBm 28 dB
_ B | -60 dBm 30 dB
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4 Conclusion

In This Chapter

@ HOW O GEEHEIP ..ot 57
< Frequently Asked QUESHIONS .......ccooiiiieiiiiieiiiiee et 58

41 How to Get Help

ProSoft Technology has several ways for customers to acquire knowledge fast!
In an all encompassing support page, technical support is now right at your
fingertips. Here you get the ProSoft Knowledgebase, a community of experts and
experienced end-users on our bulletin board, as well as presentations, one-on-
one chat, on the go tutorials and streaming media training.

Knowledgebase: Type a question into our knowledgebase search engine.
Answers come from a technical support knowledge database built from helping
inquisitive customers like you.

Frequently Asked Questions: If you want to know ProSoft Support’s top ten
guestions asked, just click on our FAQ. Using an FAQ could get you the answers
you need immediately. Check back regularly for updates.

Bulletin Board: Here’s a public forum just for you. Make comments, ask
guestions, and get to know ProSoft's automation community. Register, login, and
join the discussion.

Live Chat (8am to 5pm PST): Communicate with a Technical Support Engineer
online. This is just one more way to get one-on-one support from our
knowledgeable support staff.

Downloads: Look no further. Get manuals, datasheets, configuration utilities,
and more.

Training: Get help through our online tutorials and streaming media training
series.

Contact: You can always call or email with your technical support questions.
Also, if you have any comments or suggestions, please let us know.

Go to www.prosoft-technology.com/support (http://www.prosoft-
technology.com/support) or call +1.661.716.5100
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4.2

Frequently Asked Questions

What is the benefit of using ProSoft's RadioLinx Industrial Hotspots vs. third party WLAN
access points (APs)?

ProSoft Technology's Industrial Hotspots (RLXIB-IHW and RLXIB-IHG) have
been optimized for use with multicast I/O messaging with integrated RF based
IGMP querying to learn locations of data consumers and efficiently route traffic to
them, saving bandwidth vs. third-party Access Points that would simply
broadcast the produced message. In addition, ProSoft Technology's Industrial
Hotspots take advantage of the learned consumer locations to unicast the
wireless packets, enabling retransmission and fewer dropped data packets.

What is ProSoft Technology's Integrated Wireless Architecture™?

ProSoft Technology's Integrated Wireless Architecture (IWA) refers to the high
level of optimization of ProSoft Technology's industrial wireless LAN products for
use with Rockwell Automation's Integrated Architecture. Examples include
superior handling of multicast producer consumer messaging, use of wireless
CIP diagnostic objects, integration of wireless into Rockwell Automation's POINT
I/0 and ControlLogix® platforms, and using AOPs for RSLogix™ 5000 to
configure and monitor ProSoft Technology IWA devices. ProSoft Technology's
RadioLinx® Industrial Hotspots provide the IWA infrastructure for chassis-based
products like the wireless POINT I/O Adapter (ILX34-AENWG).

Will the ILX34-AENWG communicate with ProSoft Technology's wireless module for
ControlLogix (MVI56-WA-EIP)?

The MVI56-WA-EIP module does not support implicit messaging and so does not
support the ILX34-AENWG. Instead, use a RadioLinx Industrial Hotspot™ such
as RLXIB-IHG or RLXIB-IHW connected to an ENET card or CompactLogix™
Ethernet processor.

What are the minimum firmware and software requirements of my Rockwell Automation®
Logix controllers and RSLogix software required to configure the ILX34-AENWG using
RSLogix 50007

Product Version
RSLogix 5000 v17
RSLinx v2.54
1756-EN2T v2.005
1756-ENBT v4.007
1756-ENET Ser B V2.7
1756-L6x v17.03
1756-6xS (Safety PLC) v17.07
1768-ENBT v2.003
1769-L32E v17.04
1769-L35E v17.04
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If | do not have the minimum versions list above, can | still use the ILX34-AENWG?

Yes. Configure wireless parameters using the integrated web pages in the ILX34-
AENWG. Configure the I/O modules using the 1734-AENT Add-On Profile.

Can | use the ILX34-AENWG in safety applications? If so, why is it not red like other safety
products? What safety level is available?

Rockwell Automation makes safety 1/0 modules for the POINT I/O platform
called POINT Guard I/O™. The safety functionality is in the devices, in this case
a GuardLogix™ controller and POINT Guard I/0O modules, and it makes no
difference whether the connection is wired or wireless provided supported RPI
times meet requirements and long enough that nuisance safety trips are avoided.
1734-IB8S - 8 Point Safety Sink Input and 1734-OB8S - 8 Point Safety Source
Output are the two POINT Guard I/0 modules available today. The ILX34-
AENWG passes data through to the POINT Guard 1/O modules and thus does
not require safety rating and is not red. TUV Functional safety rated: up to SIL 3,
Category 4, performance Level e.

How many ILX34-AENWGS can | use in one network?

There are two limitations to the number of ILX34-AENWGs that may be used in a
single network - the number of connections supported by the Rockwell
Automation® controller or ENET card and the practical limitation of how long the
RPI needs to be to support the required number of connections. For example, the
1756-ENBT and 1756-EN2T Ethernet communications modules support 128 and
256 connections, respectively. If additional connections are required, additional
ENET cards may be used. Rack optimization of discrete 1/0 helps to minimize
the number of connections. From a RPI perspective, each connection will
increase the minimum RPI time and at some point the RPI may exceed the
maximum allowed by the application. If the RPI is too long, the ILX34-AENWG
network may be segmented using multiple access points operating on non-
overlapping channels.

What if my application requires standalone control or faster sense to actuation time than
supported by the minimum RPI time of the ILX34-AENWG (<20 msec)?

Use the DevicelLogix POINT I/O module - 1734-8CFGDLX that can execute
"locally" and autonomously up to 124 function blocks or ladder logic.

What diagnostic information is available from the ILX34-AENWG?

Wireless performance statistics may be accesses from the web pages of the
ILX34-AENWG, the RSLogix™ 5000 Add-On Profile, or in a HMI software such
as FactoryTalk® View using the wireless diagnostic object. Parameters include:
firmware number, link time, parent MAC address, parent data rate, average
signal level, average noise level, transmit packet successes and failures, receive
packet successes and failures, and number of transmit retries.
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5 Glossary of Terms

802.11

A group of wireless specifications developed by the IEEE. It details a wireless
interface between devices to manage packet traffic.

802.11a

Operates in the 5 GHz frequency range with a maximum 54 Mbit/sec signaling
rate.

802.11b

Operates in the 2.4 GHz Industrial, Scientific, and Measurement (ISM) band.
Provides signaling rates of up to 11 Mbit/sec and is the most commonly used
frequency.

802.11g

Similar to 802.11b but supports signaling rates of up to 54 Mbit/sec. Operates in
the heavily used 2.4 GHz ISM band but uses a different radio technology to boost
throughput.

802.11i

Sometimes Wi-Fi Protected Access 2 (WPA 2). WPA 2 supports the 128-bit and
above advanced encryption Standard, along with 802.1x authentication and key
management features.

802.11n
Designed to raise effective WLAN throughput to more than 100 Mbit/sec.

802.11s
Deals with mesh networking.

Access Point

A generic term for an 802.11 radio that "attaches" other 802.11 radios (clients) to
a wired network. APs can also bridge to one another.

Ad hoc Mode

Wireless network framework in which devices can communicate directly with one
another without using an AP or a connection to a regular network.
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AES

Advanced Encryption Standard. New standard for encryption adopted by the U.S.
government for secure communications.

Amplifier

A device connected to an antenna used to increase the signal strength and
amplify weak incoming signals.

Antenna

A device connected to a wireless transceiver that concentrates transmitted and
received radio waves to increase signal strength and thus the effective range of a
wireless network.

ASCII

American Standard Code for Information Interchange. A communication mode in
which each eight-bit byte in a message contains one ASCII character code.
ASCII characters (or hexadecimal characters) are sometimes used as a key to
encrypt data and ensure its secure transmission.

Association

Process whereby two 802.11 radios establish communications with each other.
Requirements for communication include common SSID (network names) and
encryption settings.

Authenticate

The process of confirming the identity of someone connecting to a network.

Authentication Server

A back-end database server that confirms the identity of a supplicant to an
authenticator in an 802.1x-authenticated network.

B

Band

Another term for spectrum used to indicate a particular set of frequencies.
Wireless networking protocols work in either the 2.4 GHz or the 5 GHz bands.

Bandwidth
(See Throughput)
Base Station

See Wireless Gateway

Baud Rate

The speed of communication between devices on the network. All devices must
communicate at the same rate.
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BootP

BootP (Bootstrap Protocol) is a low-level protocol that provides configurations to
other nodes on a TCP/IP network. BootP configuration files let you automatically
assign IP addresses to an Ethernet module (you can also obtain subnet masks
and gateway addresses from BootP).

bps

Bits per Second. A measure of data transmission speed across a network or
communications channel;bps is the number of bits that can be sent or received

per second.
Bridge
A node between two similar communication subnets where protocol translation is
minimal.
C
Channel

One portion of the available radio spectrum that all devices on a wireless network
use to communicate. Changing the channel on the access point/router can help
reduce interference.

CIP

Control and information protocol, the EtherNet/IP application layer uses the
producer/consumer networking model. In this model one producer broadcasts
(multicasts) the data once to all the consumers. All consumers see the data
simultaneously and may choose whether to consume (receive) the data or not.
Delivery time is consistent, no matter how many consumers there are.

Client

A client is software program, or the device on which that program runs, that
makes requests for information from a software program, or the device on which
that program runs, in a client-server relationship.

A Client on an Ethernet network is equivalent to a Master on a serial network.

Configuration PC
A Computer that contains the configuration tools for the ILX34-AENWG.

Connection

The communication mechanism from the controller to another module in the
control system, usually used to exchange I/O data.

consumer

A destination device in the CIP networking model. See CIP.
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CSMA/CD

Carrier sense multiple access/collision detection is the access method used in
Ethernet. When a device wants to gain access to the network, it checks to see if
the network is quiet (senses the carrier). If it is not, it waits a random amount of
time before retrying. If the network is quiet and two devices access the line at
exactly the same time, their signals collide. When the collision is detected, they
both back off and each waits a random amount of time before retrying.

D

dBi

Decibels referenced to an "ideal" isotropic radiator in free space; frequently used
to express antenna gain

dBm

Decibels referenced to one milliwatt (mW); an "absolute" unit used to measure
signal power (transmit power output or received signal strength)

DCE

Data communications equipment. A modem, for example.

Decibel (dB)

A measure of the ratio between two signal levels; used to express gain (or loss)
in a system.

Default Gateway

The IP address of a network router where data is sent if the destination IP
address is outside the local subnet. The gateway is the device that routes the
traffic from the local area network to other networks such as the Internet.

Determinism

The ability to predict when information will be delivered. Important in time-critical
applications.

DHCP

The dynamic host configuration protocol is an Internet protocol, similar to BootP,
for automating the configuration of computers that use TCP/IP. DHCP can be
used to automatically assign IP addresses, to deliver IP stack configuration
parameters, such as the subnet mask and default router, and to provide other
configuration information, such as the addresses for printer, time, and news
servers.

Direct Sequence Spread Spectrum

One of two approaches (with frequency hopping spread spectrum) for sorting out
overlapping data signals transmitted via radio waves. 802.11b uses DSSS
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Directional Antenna
Transmits and receives radio waves off the front of the antenna.

Diversity Antenna

An antenna system that uses multiple antennas to reduce interference and
maximize reception and transmission quality.

DNS

The domain name system is a hierarchical, distributed method of organizing the
name space of the Internet. The DNS administratively groups hosts into a
hierarchy of authority that allows addressing and other information to be widely
distributed and maintained. A big advantage to the DNS is that using it eliminates
dependence on a centrally-maintained file that maps host names to addresses.

DTE

Data Terminal Equipment, for example, a computer or terminal.

Dual Band

A device that is capable of operating in two frequencies. On a wireless network,
dual-band devices are capable of operating in both the 2.4 GHz (802.11b/g) and
5 GHz (802.11a) bands.

EAP

Extensible Authentication Protocol. A protocol that provides an authentication
framework for both wireless and wired Ethernet enterprise networks.

EIRP

Equivalent isotropically radiated power (EIRP) is the amount of power that would
have to be emitted by an isotropic antenna (that evenly distributes power in all
directions and is a theoretical construct) to produce the peak power density
observed in the direction of maximum antenna gain.

Encryption

Method of scrambling data so that only the intended viewers can decipher and
understand it.

ESD
Electrostatic Discharge. Can cause internal circuit damage to the coprocessor.
ESSID

Extended Service Set Identifier. A name used to identify a wireless network.

Ethernet

A physical layer standard using carrier sense multiple access with collision
detection (CSMA/CD) methods.
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Ethernet network

A local area network designed for the high-speed exchange of information
between computers and related devices.

EtherNet/IP

Ethernet industrial protocol applies a common application layer (CIP) over
Ethernet by encapsulating messages in TCP/UDP/IP.

Explicit messaging

Non-time critical messaging used for device configuration and data collection,
such as downloading programs or peer-to-peer messaging between two PLC
units.

Firmware

Firmware is the embedded software code that that runs in the module to direct
module function (similar to the BIOS in a personal computer). This is
distinguished from the Setup/Diagnostic Application software that is installed on
the Configuration PC.

Frequency Hopping

A radio that rapidly changes its operating frequency several times per second
following a pre-determined sequence of frequencies. The transmitting and
receiving radios are programmed to follow the same frequency hopping
sequence.

Frequency Hopping Spread Spectrum

Changes or hops frequencies in pattern known to both sender and receiver.
FHSS is little influenced by radio stations, reflections, or other environmental
factors. However, it is much slower than DSSS.

Fresnel Zone

An elliptical area on either side of the straight line of sight that must also be clear
for a long-range wireless network to work.

Full-Duplex

A communications circuit or system designed to simultaneously transmit and
receive two different streams of data. Telephones are an example of a full-duplex
communication system. Both parties on a telephone conversation can talk and
listen at the same time. If both talk at the same time, their two signals are not
corrupted.
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Fully qualified domain name

A fully qualified domain name (FQDN) is a domain name that includes all higher
level domains relevant to the entity named. If you think of the DNS as a tree-
structure with each node having its own label, a fully qualified domain name for a
specific node would be its label followed by the labels of all the other nodes
between it and the root of the tree. For example, for a host, a FQDN would
include the string that identifies the particular host, plus all domains of which the
host is a part, up to and including the top-level domain (the root domain is always
null). For example, PARIS.NISC.SRI.COM is a fully qualified domain name for
the host at 192.33.33.109.

G
Gain
The amount by which an antenna concentrates signal strength in a wireless
network.
Gateway

In wireless terms, a gateway is an access point with additional software
capabilities such as providing NAT and DHCP.

H

Half-Duplex

A communications circuit or system designed to transmit and receive data, but
not both simultaneously. CB or walkie-talkie radios are an example of a half-
duplex communication system. Either parties on a radio conversation may talk or
listen; but both cannot talk at the same time without corrupting each other's
signal. If one operator is "talking", the other must be "listening" to have
successful communication.

Hardware address

Each Ethernet device has a unique hardware address (sometimes called a MAC
address) that is 48 bits. The address appears as six digits separated by colons
(such as, xx:xx:xx:xx:xx:xx). Each digit has a value between 0 and 255 (0x00 to
O0xFF). This address is assigned in the hardware and cannot be changed. The
hardware address is required to identify the device if you are using a BOOTP
utility.

Host name

The host name is the unique name for a computer within its domain. This is
always the first element of a full name, and, with its domain and top-level domain
suffix, creates the unique name of that computer on the Internet. For example,
the URL for a trading web site is www.trading.com. The host name is www, which
is not unigue on the web, but is unique within the trading domain.
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The host name can also refer to the fully qualified domain name (FQDN), or in
this example, www.trading.com. Both naming methods seem to be used
interchangeably in various documents. For the purposes of this document, the
host name will refer to the FQDN, or as in this example, www.trading.com.

Hub

A central connecting device that joins devices together in a star configuration.
Hubs are generally not suitable for use in I/O control systems, since they are
time-critical applications that cannot tolerate lost packets.

Hz

Hertz. The international unit for measuring frequency equivalent to the older unit
of cycles per second. One megahertz (MHz) is one million hertz. One gigahertz
(GHz) is one billion hertz. The standard US electrical power frequency is 60 Hz.
802.11a devices operate in the 5 GHz band; 802.11b and g devices operate in
the 2.4 GHz band.

IEEE

Institute of Electrical and Electronics Engineers, Inc. IEEE is a professional
organization with members in over 175 countries and is an authority in technical
areas such as computer engineering and telecommunications. IEEE developed
the 802.11 specifications.

Implicit messaging
Real-time messaging of 1/0 data.

IP

Internet protocol that provides the routing mechanism for messages. All
messages contain not only the address of the destination station, but the address
of a destination network, which allows messages to be sent to multiple networks
within an organization or around the world.

IP Address

A 32-bit identification number for each node on an Internet Protocol network.
These addresses are represented as four sets of 8-bit numbers (numbers from 0
to 255), with decimals between them. Networks using the TCP/IP Protocol route
messages based on the IP address of the destination. Each number can be 0 to
255. For example, 192.168.0.100 could be an IP address. Each node on the
network must have a unique IP address.

K

Key

A set of information (often 40 to as much as 256 bits) that is used as a seed to an
encryption algorithm to encrypt (scramble) data. Ideally, the key must also be
known by the receiver to decrypt the data.
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LAN

A system of connecting PCs and other devices within the same physical
proximity for sharing resources such as internet connections, printers, files, and
drives. When Wi-Fi is used to connect the devices, the system is known as a
wireless LAN or WLAN.

Latency

The time between initiating a request for data and the beginning of the actual
data transfer.

LED

Light-emitting diode.

Line of Sight (LoS)

A clear line from one antenna to another in a long-range wireless network.

M

MAC ID

Media Access Control address. Every 802.11 device has its own MAC address.
This is a unique identifier used to provide security for wireless networks. When a
network uses a MAC table, only the 802.11 radios that have had their MAC
addresses added to the network’s MAC table are able to get on the network.

Master device

Device that is connected to the Master radio.

Mbps

Megabits per second, or millions of bits per second. A measure of bandwidth.
Megahertz

A measure of electromagnetic wave frequency equal to one million hertz. Often
abbreviated as MHz and used to specify the radio frequency used by wireless
devices.

Mesh Networking

Features free standing, non wired network nodes that communicate among one
another and form self-configuring networks, with only one node required to hook
into a wired LAN. The other nodes are simply plugged into an electrical outlet, so
cabling is much less of an issue.
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MIMO

Multiple Input Multiple Output refers to using multiple antennas in a WiFi device
to improve performance and throughput. MIMO technology takes advantage of a
characteristic called multipath, which occurs when a radio transmission starts out
at Point A and the reflects off or passes through surfaces or objects before
arriving, via multiple paths, at Point B. MIMO technology uses multiple antennas
to collect and organize signals arriving via these paths.

Multicast

In the CIP producer/consumer model, one producer multicasts (broadcasts) the
data once to all the consumers.

N

Network

A series of stations or nodes connected by some type of communication medium.
A network may consist of a single link or multiple links.

Node
An address or software location on the network.

P

Panel Antenna

An antenna type that radiates in only a specific direction. Panel antennas are
commonly used for point-to-point situations. Sometimes called Patch antennas.

Parabolic Antenna

An antenna type that radiates a very narrow beam in a specific direction.
Parabolic antennas offer the highest gain for long-range point-to-point situations.

Poll
A method of electronic communication.

Power Supply

Device that supplies electrical power to the 1/O chassis containing the processor,
coprocessor, or other modules.

Producer
The source of information in the CIP networking model. See CIP.

Protocol
The language or packaging of information that is transmitted between nodes on a
network.
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QoS

Quiality of Service. Required to support wireless multimedia applications and
advanced traffic management. QoS enables Wi-Fi access points to prioritize
traffic and optimize the way shared network resources are allocated among
different applications.

R

Rack-optimized
A physical and logical collection of application modules.
RADIUS

Remote Access Dial-In Service. This describes a general method for allowing
remote users access to a network. It authenticates the user, specifies passwords
and access rights to network resources. It also keeps track of accounting for
when and how long the user is logged onto the network. It was originally used for
dial-in users, accessing corporate networks via modems. It is now being
specified as part of the 802.11i standard to control access of users to wireless
networks. Any of several protocols can be used by the wireless client to
communicate with the RADIUS server to gain access to the network resources.
These protocols include EAP-TLS (Windows), LEAP (Cisco) and EAP-TTLS.

Range

The distance covered by a wireless network radio device. Depending on the
environment and the type of antenna used, Wi-Fi signals can have a range of up
to a mile.

Remote Access Point

One of a number of secondary access points in a wireless network that uses
WDS to extend its range. Remote access points (sometimes called relay access
points) connect to a master access point.

Remote device

Devices connected remote radios

Repeater

A Repeater is a device used to extend the range of a Wi-Fi signal. Placed at the
edge of signal reception, a repeater simply receives and re-transmits the signal.

S

Sector Antenna

An antenna type that radiates in only a specific direction. Multiple sector
antennas are commonly used in point-to-multipoint situations.
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Signal Diversity

A process by which two small dipole antennas are used to send and receive,
combining their results for better effect.

Signal Loss

The amount of signal strength that’s lost in antenna cable, connectors, and free
space. Signal loss is measured in decibels. Also referred to as gain loss.

Signal Strength
The strength of the radio waves in a wireless network.

Simplex

A communications circuit or system designed to either transmit data or receive
data, but not both. Broadcast television is an example of simplex communication
system. A television station sends a TV signal but cannot receive responses
back from the television sets to which it is transmitting. The TV sets can receive
the signal from the TV station but cannot transmit back to the station.

Site Survey

A comprehensive facility study performed by network managers to ensure that
planned service levels will be met when a new wireless LAN, or additional WLAN
segments to an existing network are deployed. Site survey’s are usually
performed by a radio frequency engineer and used by systems integrators to
identify the optimum placement of access points to ensure that planned levels of
service are met. Site surveys are sometimes conducted following the deployment
to ensure that the WLAN is achieving the necessary level of coverage. Site
surveys can also be used to detect rogue access points.

Spectrum
A range of electromagnetic frequencies.

Spread Spectrum

A form of wireless communication in which a signal’s frequency is deliberately
varied. This increases bandwidth and lessens the chances of interruption or
interception of the transmitted signal.

SSl

Service Set Identifier is a sequence of characters unique to a specific network or
network segment that’'s used by the network and all attached devices to identify
themselves and allow devices to connect to the correct network when one or
more than one independent network is operating in nearby areas.
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Subnet Mask

A mask used to determine what subnet an IP address belongs to. An IP address
has two components: the network address, and the host (node or device)
address. For example, consider the IP address 150.215.017.009. Assuming this
is part of a Class B network (with a subnet mask of 255.255.0.0), the first two
numbers (150.215) represent the Class B network address, and the second two
numbers (017.009) identify a particular host on this network.

Switch

A network device that cross connects devices or network segments. A switch
provides each sender/receiver the full network bandwidth (2x in full duplex
mode), reduces collisions, and increases determinism.

T

TCP

The transport control protocol is a more reliable but slower transport protocol
than UDP. It is used for explicit (not time critical) messaging in EtherNet/IP.

TCP/IP

The transmission control protocol/internet protocol is a transport-layer protocol
(TCP) and a network-layer protocol (IP) commonly used for communication
within networks and across internetworks.

Transaction

An exchange of request and data and response and data.

U

UART
Universal Asynchronous Receiver/Transmitter
UDP

The user datagram protocol (UDP) is a transport protocol that provides a very
simple but fast capability to send datagrams between two devices. It is used for
I/O (implicit) messaging in EtherNet/IP.

w

WAP

Wireless Application Protocol. A set of standards to enable wireless devices to
access internet services, such as the World Wide Web and emaiil.

WDS

Wireless Distribution System. Enables access points to communicate with one
another in order to extend the range of a wireless networks. Used in 802.11g
based access points.
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WEP

Wired-Equivalent Privacy protocol was specified in the IEEE 802.11 standard to
provide a WLAN with a minimal level of security and privacy comparable to a
typical wired LAN, using data encryption.

Wi-Fi

A certification mark managed by a trade group called the Wi-Fi Alliance. Wi-Fi
certification encompasses numerous standards including 802.11a, 802.11b,
802.11g, WPA, and more. Equipment must pass compatibility testing to receive
the Wi-Fi mark.

Wi-Fi CERTIFIED™

The certification standard designating IEEE 802.11-based wireless local area
network (WLAN) products that have passed interoperability testing requirements
developed and governed by the Wi-Fi alliance.

Wi-Fi Interoperability Certificate

A statement that a product has passed interoperability testing and will work with
other Wi-Fi CERTIFIED products.

Wi-Fi Protected Setup

Wi-Fi Protected Setup™ (previously called Wi-Fi Simple Config) is an optional
certification program developed by the Wi-Fi alliance designed to ease set up of
security enabled Wi-Fi networks in the home and small office environment. Wi-Fi
Protected Setup supports methods (pushing a button or entering a PIN into a
wizard-type application) that are familiar to most consumers to configure a
network and enable security.

Wireless Gateway

Term used to differentiate between an access point and a more-capable device
that can share an internet connection, serve DHCP, and bridge between wired
and wireless networks.

Wireless Network

Devices connected to a network using a centralized wireless access point.

WLAN

Wireless Local Area Network. A type of local area network in which data is sent
and received via high-frequency radio waves rather than cables or wires.

WPA

Wi-Fi Protected Access is a data encryption specification for 802.11 wireless
networks that replaces the weaker WEP. It improves on WEP by using dynamic
keys, Extensible Authentication Protocol to secure network access, and an
encryption method called Temporal Key Integrity Protocol (TKIP) to secure data
transmissions.
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WPA2

An enhanced version of WPA. It is the official 802.11i standard. It uses Advanced
Encryption Standard instead of TKIP. AES supports 128-bit, 192-bit, and 256-bit
encryption keys.

Y

Yagi Antenna

An antenna type that radiates in only a specific direction. Yagi antennas are used
in point-to-point situations.
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