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Information for ProTalk® Product Users

The statement "power, input and output (I/0O) wiring must be in accordance with Class I, Division 2 wiring methods
Article 501-10(b) of the National Electrical Code, NFPA 70 for installations in the U.S., or as specified in section 18-
1J2 of the Canadian Electrical Code for installations within Canada and in accordance with the authority having
jurisdiction".

The following or equivalent warnings shall be included:

A Warning - Explosion Hazard - Substitution of components may Impair Suitability for Class I, Division 2;

B  Warning - Explosion Hazard - When in Hazardous Locations, Turn off Power before replacing Wiring Modules,
and

C Warning - Explosion Hazard - Do not Disconnect Equipment unless Power has been switched Off or the Area is
known to be Nonhazardous.

D Caution: The Cell used in this Device may Present a Fire or Chemical Burn Hazard if Mistreated. Do not
Disassemble, Heat above 100°C (212°F) or Incinerate.

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

AVERTISSEMENT - RISQUE D'EXPLOSION - AVANT DE DECONNECTER L'EQUIPMENT, COUPER LE
COURANT OU S'ASSURER QUE L'EMPLACEMENT EST DESIGNE NON DANGEREUX.

CLIDiv2GPsA,B,C,D

Temp Code T5

113G

ExnAIIC T5 X

0°C<=Ta<=60°C

Il - Equipment intended for above ground use (not for use in mines).
3 - Category 3 equipment, investigated for normal operation only.

G - Equipment protected against explosive gasses.

Warnings

North America Warnings

A Warning - Explosion Hazard - Substitution of components may impair suitability for Class I, Division 2.

B  Warning - Explosion Hazard - When in Hazardous Locations, turn off power before replacing or rewiring
modules.
Warning - Explosion Hazard - Do not disconnect equipment unless power has been switched off or the area is
known to be nonhazardous.

C Suitable for use in Class I, division 2 Groups A, B, C and D Hazardous Locations or Non-Hazardous Locations.

ATEX Warnings and Conditions of Safe Usage:
Power, Input, and Output (I/O) wiring must be in accordance with the authority having jurisdiction

A Warning - Explosion Hazard - When in hazardous locations, turn off power before replacing or wiring modules.

B  Warning - Explosion Hazard - Do not disconnect equipment unless power has been switched off or the area is
known to be non-hazardous.

C These products are intended to be mounted in an IP54 enclosure. The devices shall provide external means to
prevent the rated voltage being exceeded by transient disturbances of more than 40%. This device must be used
only with ATEX certified backplanes.

D DO NOT OPEN WHEN ENERGIZED.



Electrical Ratings

Backplane Current Load: 800 mA @ 5V DC; 3mA @ 24V DC

Operating Temperature: 0 to 60°C (32 to 140°F)

Storage Temperature: -40 to 85°C (-40 to 185°F)

Shock: 30g Operational; 50g non-operational; Vibration: 5 g from 10 to 150 Hz

Relative Humidity 5% to 95% (non-condensing)

All phase conductor sizes must be at least 1.3 mm(squared) and all earth ground conductors must be at least

4mm(squared).
Markings:
ANSI / ISA ISA 12.12.01 Class | Division 2, GPs A, B, C, D
CSA/cUL C22.2 No. 213-1987
CSA CB Certified IEC61010
ATEX EN60079-0 Category 3, Zone 2
EN60079-15
€& @ C€ @
c us
243333
Important Notice:
CAUTION: THE CELL USED IN THIS DEVICE MAY PRESENT A FIRE
A OR CHEMICAL BURN HAZARD IF MISTREATED. DO NOT

DISASSEMBLE, HEAT ABOVE 100°C (212°F) OR INCINERATE.
Maximum battery load = 200 pA.

Maximum battery charge voltage = 3.4 VDC.

Maximum battery charge current = 500 pA.

Maximum battery discharge current = 30 pA.
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We always want you to feel that you made the right decision to use our products. If you have suggestions, comments,
compliments or complaints about the product, documentation or support, please write or call us.
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Guide to the PTQ-DNPSNET-Q User Manual

Function Section to Read Details
Introduction - Start Here (page 9) | This Section introduces the customer to the
(Must Do) module. Included are: package contents,

system requirements, hardware installation, and
basic configuration.

Verify Communication, |— Verifying This section describes how to verify
Diagnostic and Communication communications with the network. Diagnostic
Troubleshooting (page 77) and Troubleshooting procedures.

Diagnostics and
Troubleshooting

(page 65)
Reference - Reference (page 79) | These sections contain general references
Product Specifications Functional Overview associated with this product, Specifications, and
(page 83) the Functional Overview.
Functional Overview pag
Product
Specifications (page
79)
Support, Service, and - Support, Service This section contains Support, Service and
Warranty and Warranty (page |Warranty information.
Index 161) Index of chapters.
ProSoft Technology, Inc. Page 7 of 169
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1 Start Here

In This Chapter

3

« Hardware and Software Requirements .............cccoiiiiiiiiieee 9

K3

« Install ProSoft Configuration Builder Software.............c.cccceovieiiniienene 10

This guide is intended to guide you through the ProTalk module setup process,
from removing the module from the box to exchanging data with the processor. In
doing this, you will learn how to:

Set up the processor environment for the PTQ module

View how the PTQ module exchanges data with the processor

Edit and download configuration files from your PC to the PTQ module
Monitor the operation of the PTQ module

1.1 Hardware and Software Requirements

1.1.1 ProTalk Module Carton Contents

-
4
i

ProTalk Module Null Modem Serial Cable

Solutions
Disc

1454-9F DB-9 Female to 9 Pos Screw Terminal ProSoft Solutions CD
adapter (Serial protocol modules only)

Note: The DB-9 Female to 5 Pos Screw Terminal adapter is not required on Ethernet modules and
is therefore not included in the carton with these types of modules.

ProSoft Technology, Inc. Page 9 of 169
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1.1.2 Quantum / Unity Hardware

This guide assumes that you are familiar with the installation and setup of the
Quantum / Unity hardware. The following should be installed, configured and
powered up before proceeding:

Quantum or Unity Processor

Quantum rack

Quantum power supply

Quantum Modbus Plus Network Option Module (NOM Module) (optional)
Quantum to PC programming hardware

NOM Ethernet or Serial connection to PC

1.1.3 PC and PC Software

»  Windows-based PC with at least one COM port
* Quantum programming software installed on machine

or
=  Concept™ PLC Programming Software version 2.6

or
ProWORX PLC Programming Software
or

UnityPro XL PLC Programming Software

= HyperTerminal (used in this guide) This is a communication program that is
included with Microsoft Windows. You can normally find it in START/
PROGRAMS / ACCESSORIES / COMMUNICATIONS.

Note: ProTalk modules are compatible with common Quantum / Unity programming applications,
including Concept and UnityPro XL. For all other programming applications, please contact
technical support.

1.2 Install ProSoft Configuration Builder Software
You must install the ProSoft Configuration Builder (PCB) software in order to
configure the module. You can always get the newest version of ProSoft
Configuration Builder from the ProSoft Technology web site.
To install ProSoft Configuration Builder from the ProSoft Web Site
1 Open your web browser and navigate to http://www.prosoft-
technology.com/pcb
2 Click the DOWNLOAD HERE link to download the latest version of ProSoft
Configuration Builder.
3 Choose "SAVE" or "SAVE FILE" when prompted.
4 Save the file to your Desktop, so that you can find it easily when you have
finished downloading.
5 When the download is complete, locate and open the file, and then follow the
instructions on your screen to install the program.
Page 10 of 169 ProSoft Technology, Inc.
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If you do not have access to the Internet, you can install ProSoft Configuration
Builder from the ProSoft Solutions CD-ROM, included in the package with your
module.

To install ProSoft Configuration Builder from the Product CD

1

2

Insert the ProSoft Solutions Product CD into the CD drive of your PC. Wait for
the startup screen to appear.

On the startup screen, click PRODUCT DOCUMENTATION. This action opens an
explorer window.

Click to open the UTILITIES folder. This folder contains all of the applications
and files you will need to set up and configure your module.

Double-click the SETUPCONFIGURATIONTOOL folder, double-click the
"PCB_*.Exe" file and follow the instructions on your screen to install the
software on your PC. The information represented by the "*" character in the
file name is the PCB version number and, therefore, subject to change as
new versions of PCB are released.

Note: Many of the configuration and maintenance procedures use files and other utilities on the
CD-ROM. You may wish to copy the files from the Utilities folder on the CD-ROM to a convenient
location on your hard drive.

ProSoft Technology, Inc. Page 11 of 169
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2 Configuring the Processor with Concept

In This Chapter

+« Information for Concept Version 2.6 USers..........ccccceeeviieriiiieeeeniineeene 13
s Create aNew Project ..o 16
% Add the PTQ Module to the Project..........cccocoeeiiiiiiiiiie e 19
% Set up Data Memory in Project...........ccccceeeeiiciiiiiieee e 22
< Download the Project to the Processor ............oocoeeiieiiiiiiiiiieee e 24
¢ Verify Successful DOWNload ............cccveiiiiireiiiiee e 26

The following steps are designed to ensure that the processor is able to transfer
data successfully with the PTQ module. As part of this procedure, you will use
Concept configuration software from Schneider Electric to create a project, add

the PTQ module to the project, set up data memory for the project, and then
download the project to the processor.

Important Note: Concept software does not report whether the PTQ module is present in the rack,
and therefore is not able to report the health status of the module when the module is online with
the Quantum processor. Please consider this when monitoring the status of the PTQ module.

2.1 Information for Concept Version 2.6 Users

This guide uses Concept PLC Programming Software version 2.6 to configure
the Quantum PLC. The ProTalk installation CD includes MDC module
configuration files that help document the PTQ installation. Although not required,
these files should be installed before proceeding to the next section.

ProSoft Technology, Inc.
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2.1.1 Installing MDC Configuration Files

1 From a PC with Concept 2.6 installed, choose START / PROGRAMS / CONCEPT
/ MODCONNECT TOOL.

This action opens the Concept Module Installation dialog box.

iill Concept Module Installation o ] [
File Modules Help

Inztalled Modules in Concept Database:

MOC-PTA-103M |ECE087-5-103 Master

MOC-PTA-1045 IECE037-5-104 Server

MOC-PTO-DFCH Fockwell utomation DF1 Half Duplex kaster
MDC-PTQ-DFNT Rockwell Automation Ethernet/|P Module
MDC-PTQ-DNP DHP 3.0 Master/Slave Module
MOC-PTA-DNPSNET DHP 3.0 Ethemet Server
MOC-PTA-HART HART Module

MDC-PTA-LNG Landis and Gyr Protocal
— Module Detail

Provider ProLin: Communication G ateways

Wersion: 1.00.00

Copuright: Copyright 2002-2003

2 Choose FILE / OPEN INSTALLATION FILE.

This action opens the Open Installation File dialog box:

fifl Concept Module
File Modules Help

=101 x|

Inztalled Modules in Concept Databaze:

38| Open Installation File A |
MOC-FT - -

MOC-PT  File name: olders: oK
mggﬁ c:hconcept _
} Cancel
mggg¥ S ample.mde ;I = et - 4|
WMOC-PT = CONCEPT Metwork. .. |

MOC-FT £3 Ca_help
T3 CCzcat
 Module £ Dat
Pravide: _I £ Dib ;I
Wersior:
Copurigh List files of type: Dirives:
IModuIe Dese.[*.mdc] j I Hc j

3 If you are using a Quantum processor, you will need the MDC files. In the

Open Installation File dialog box, navigate to the MDC FILES directory on the
ProTalk CD.

4 Choose the MDC file and help file for your version of Concept:

o Concept 2.6 users: select PTQ_2 60.mdc and PTQMDC.hlp
o Concept 2.5 users: select PTQ_2 50.mdc and PTQMDC.hlp.

Page 14 of 169 ProSoft Technology, Inc.
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Select the files that go with the Concept version you are using, and then click
OK. This action opens the add New Modules dialog box.

=101 %]

File Maodules Help

Inztalled p

Add New Modules
MDC-F
MDC-F

MOCP
MOCP
MOCF
MOCP”
MOCP”

— Madul
Provide

Wersior

Copyric agdal | Add | Cancel |

5 Click the ADD ALL button. A series of message boxes may appear during this
process. Click YES or OK for each message that appears.

6 When the process is complete, open the File menu and choose Exit to save
your changes.

ProSoft Technology, Inc. Page 15 of 169
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2.2 Create a New Project

This phase of the setup procedure must be performed on a computer that has
the Concept configuration software installed.

1 From your computer, choose START / PROGRAMS / CONCEPT V2.6 XL.EN/
CONCEPT. This action opens the CONCEPT window.

2 Open the File menu, and then choose NEw PROJECT. This action opens the
PLC CONFIGURATION dialog box.

Etoncept [C:4 CONCEPT, TESTPR I untitled] _|EI|1|

File Configure Project Online Options  ‘Window  Help

e e T Y e I O = e I e e e e A

DPLE Configuration x
-
—PLC :I

Type:  Unsupported controller Available Logic Area: 65535
IEC LINKNOWN

Caonfig Extensions
ASCI

—FLC Memory Parttion——————— Loadables—————
Coils: 00000t 000001 Mumnber inzstalled: ]
Dizcrete [nputs: 100007 100007
Input Registers: 300001 300007
Holding Registe400001 400001

rSpecial rSegment Schedule———————
Batteny Coil: - Segments: i}
Tirmer Register: -
Time of Daw: - 400007

rConfig Extension: Sl
[rata Protection: Dizabled Mumber of Messages:
Feer Cop: Disabled
Hat Standby: Disabled

Kl

Message Area Size:
LYPRESCPAPN o w e e

Hpen Dialag

|PLC Configuration Cwerviewy, double click in window to edit zections MNOT COMMECTED

Page 16 of 169 ProSoft Technology, Inc.
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3 In the list of options on the left side of this dialog box, double-click the PLC
SELECTION folder. This action opens the PLC SELECTION dialog box.

PLC Selection x|

E Concept [C:CONCEPT, TESTPR Y\ untitled
File Configure Projeck Online  Options Wi

PLLC Family:

Guantum

D)1= |+ | 48] | @l

—PLC-
Type
Caniig E =
ASCH —FLC
Caoils:
Dizcr
Input
Holdi

186 IEC:Mone 384:E g/IMI0/CHS
CPU/E secutive: FlEC——————
Rurtime:

140 CPU 113025 554 Orly =

|EE Heap Size [KE]:

-
|

[lobal Data (KE]:
it

e | Help |

rSpec
Battery Cail = Segments: i
Timer Register: -

Time of Day: - 400007

rConfig Extension raSCl

Data Protection: Dizabled Mumber of Messages:
Feer Cop: Disabled
Hat Standby: Dizabled

< |

Mezzage Area Size:

e e e

Open Dialog

[ | NOT CONNECTED [ |

4 In the CPU/EXECUTIVE pane, use the scroll bar to locate and select the PLC
to configure.

PLC Selection x|

PLC Family:
I Quantum A l

B8E |EC:32Bit/2500K/CHS 934 Eq/IMIO/CHS
CPU/E secutive: rlEC———
140 CPU 213 04 Runtime:

140 CPL 213045 m
140 CPL 213 04% nabie

140 CPLI 424 Ox
140 CPL 424 Oxx IEC Heap Size (KB

140 CPU 43412 W ﬂ_l j

Memary Size: Global Data [KEB]:

Foad o
Ok I Cancel | Help |

ProSoft Technology, Inc. Page 17 of 169
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5 Click OK. This action opens the PLC CONFIGURATION dialog box, populated
with the correct values for the PLC you selected.

E Concept [C:COMCEPT TESTPR I untitled] ) - | Ellil

File Configure Project Online Options  ‘Window Help

o] P = s L N e R el e k= e

I:| PLC Configuration

—PLC
Type: 140 CPU 534 14 Available Logic Area: 65535

) PLC Memary Partiion IEC Enabled |IEC Heap Size 300

LDad_ableS —PLC Memory Partition————— Loadables—————
Specials Cails: 000001 OO01536 Number installed: 0

1 Config Extensions Discrete Inputs: 100001 100512
/0 Map Input Registers: 300001 300512

Segment Scheduler Holding Regist= 400001 401872
tModbus Port Settings

2 ASCH

—Special —Segment Scheduler———————
Battery Coil: = Segments: 2
Timer Register: -
Time of Day: - 400007

—Config Extenzion: —ASCI
D ata Protection: Dizabled Mumber of Messages:

Peer Cap: Disabled Message Area Size:
Hot Standby: Dizabled

i

Bliimabomr mf Dimebar

| Open Dialag

|PLC Configuration Overview, double click in wincow to edit sections | NOT COMNECTED [

6 Make a note of the holding registers for the module. You will need this
information when you modify your application. The Holding Registers are
displayed in the PLC Memory Partition pane of the PLC CONFIGURATION

dialog box.
FLC Memory Partition——————————
Cails: 000001 001536
Digorete Inpute: 100001 100512
Input Registers: 300001 300512
Holding Registe 4000071 401872
Page 18 of 169 ProSoft Technology, Inc.
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2.3 Addthe PTQ Module to the Project

1 In the list of options on the left side of the PLC CONFIGURATION dialog box,
double-click I/O MAP. This action opens the I1/0O MAP dialog box.

ExpansionSze:  [144 4| | 2l et | oeme |
Go To: |Local.«"Flemote [Head Skt 7) _:] ot | Copy | Paste I Click Here

Drop | Type | Holdup ix10ams) | In bits | Outbits|  Status
3

1 | Quantum |/0 a 0 |

| ==t this row when inserting at end of fist

HeadSetup... | [ ok | camced | e |

2 Click the EDIT button to open the LocaL QUANTUM DROP dialog box. This
dialog box is where you identify rack and slot locations.

Local Quantum Drop ﬂ
—Dirop Module
Modules: 1} SSC] Port #: Inone 'l Bitz In: 1] Farams |
Bits In: o Bits Clut: 0
Bitz Out: 1}
Status Table:

Frew | [HExt | Clear | [elete | Cut | Copy | Paste |
| RackSiot|  Modde | Detected | Infef | InEnd | OutRel | OutEnd | =]
| IEEE ]

12 ]
13 ]
14 ]
15 ]
16 ]
17 ]
18 ]
13 ]

110 ]

1 ]

112 ]

113 ]
ﬂJ‘|1n1 5

il | Cancel | Help | I~ Foll
ProSoft Technology, Inc. Page 19 of 169
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3 Click the MoDULE button next to the rack/slot position where the ProTalk

module will be installed. This action opens the 1/0O MODULE SELECTION dialog
box.

Local Quantum Drop

E x]
—Drop i~ Module:
Modules: 0 A5G Port B Incr:‘ 'I Bitg Inc 0 Params |
Bits Inc 0 Bits Ot ]
Bits Out: 0
Status Table:

1 1
1/0 Module Selection

Modules:
140:4CP-900-00
141-MMS-42501 [1)
141-MMS-535-02 (1)
MDC-PTA-100

Discrete n
Discrete Out
Dise Mixed

Select your ProTalk Q
module here

Leave <all> highlighted

Page 20 of 169 ProSoft Technology, Inc.
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4 In the MODULES pane, use the scroll bar to locate and select the ProTalk
module, and then click OK. This action copies the description of the ProTalk
module next to the assigned rack and slot number of the LOCAL QUANTUM

DRrRopP dialog

box.

Local Quantum Drop

Module

X

—Drop
Modules:
Bits In:

Bitz Out:

Status Table:

1 SEE Part #: Inone 'l

Bits In: 1]
Bitz Out: 1]

Farams |

Erew

Hext | Clear |

Delete | Cut Lopy

()
0
=
i

Rack-5lat

Module In Ref

Detected

11

1-2

13

15

PTO-DENT |

16

1-7

18

i

1-10

1-11

112

113

144

]

I

Out Ref Out End

In End

I
I

Ok I Cancel | Help |

5 Repeat steps 3 through 5 for each ProTalk module you plan to install. When
you have finished installing your ProTalk modules, click OK to save your
settings. Click YES to confirm your settings.

Tip: Select a module, and then click the Help on Module button for help pages.

.Z Abuul FroTall. @

Flle Edit  Gookmark opoions  Help

Help Tapics|  Back Frint Options &

3
I

&7
Prolalk O

The ProTalk @ DNP Server Ethernet Communications Modulz (PTQ-DNPENET) supports the implementation of the DMP 3.0 (Distributed
Metwork Projocal) over Ethernet, alowing Busntum processcrs to easily communicate with host systems supporting the profoco. The

module supports DRP Subset Level 2 features and sone Level 3 features

The module supports DNF Subset Levd 2 features and same of the Level 3 features allovwing the many SCADA systems supporing
the NP protocalta be integrated into the Quantum platfarm. The madule acte 22 & gatewsy betwesn the DNP netwark and the
Quantum processor, The data transter from the Quarium processor is asynchronous from the actions on the DNP etk
Databases ere user defined and stored inthe module to bold the data required by the protocal.

The PTE-DNPSNET module i a povwerful communication interface for Guantum platform processors. Developed under license from
Schrelder EIBCTHS, the Mool INGOTPOratEs propretary bAckpIane technology that enakies pawermul data ascessta the QUANM

processor.
General Spetifications.
Funclionel Specticetions
Hardare Speciications
DX Subsst Dernltion
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2.4  Set up Data Memory in Project

1 In the list of options on the left side of the PLC CONFIGURATION dialog box,
double-click SPECIALS.

E Concept [C:COMCEPT TESTPR '\ untitled] - | Ellil

File Configure Project ©Online Options  ‘Window Help

o] P = sl Y N e e ke

I:| PLC Configuration

a
: —PLC
Surmmary: _ ’ ) _ :I
PLC Salaction Type: 140 CPU 534 14 Available Logic Area: 65535

PLL Memory Parition IEC Enabled |IEC Heap Size 300

Uadables —PLC Memory Partition—————— Loadables—————
=) : . Cailz: o000t 0536 Mumber installed: 1}

[ Config Extensions Discrete Inputs: 100001 100512
1O Map Input R egisters: 300001 300512
Segment Scheduler Holding Regist= 400001 401872
tModbus Port Settings
21 ASCIH

—Special —Segment Scheduler———————
Battery Coil: = Segments: 2
Timer Register: -
Time of Day: - 400007

rConfig Extension —aSCl

Data Protection: Disabled Mumber of Messages:
Peer Cop: Dizabled
Hot Standby: Dizabled

< |

Message Area Size:
LYPREVUPIPN 3 m P e

@. Open Dialog

|PLC Configuration Overviewy, doukle click in windov to edit sections MNOT COMMECTED

2 This action opens the SPECIALS dialog box.

X
b amirmurm

[ Battery Coil Ox I 1536

™ Timer Register 4 I 1872

[ Time Of Day LH I - 400007 1865

[ Allows Duplic:ate Coils [LLIS4 orly)

First Coil &ddress: Ox I

‘wiatchdog Timeout [me*10): |3D
Online Editing Timeslice [me): |2D

ak. | Cancel | Help |
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Selecting the Time of Day

1 Select (check) the TIME OF DAY box, and then enter the value 00001 as
shown in the following illustration. This value sets the first time of day register

to 400001.
x|
M axirnuirm
I Battery Call m[ 153
[~ Timer Fiegister 4y I_ 1872
[+ Time OFf Day 4y |00007 - 400002 1865

[ Allows Duplicate Coils [LLIE4 anly)

First Coil Address: 0 I

A
—

Cancel |

‘wiatchdog Timeout [ma*10):

Online Editing Timeslice [ms):

o]

Help |

2 Click OK to save your settings and close the SPECIALS dialog box.

Saving your project

1 Inthe PLC CONFIGURATION dialog box, choose FILE / SAVE PROJECT AS.

E Concept [C:\CONCEPT. TESTPR Y untitled]

File Configure Project Online Options  ‘Window  Help

e project
Qpen...
Close project
Save project

Save project as,.,

Ctrl+-3

Optimize project. ..
B ehiving .. 140 CPLU 534 14 Availz
Enabled IECH
Mew section...
@pen seckion, .. emomy Parttion—————— | [Loada
Delete section,.. 00ooo 00536 Mumbn
Section propertiss. . E [nputs: 1000071 100512
Section Memory eqisters: 300001 300512
Registe400007 401872
Impart...
Expart... rey—
Prink... Caoil: Segme
Printer setup... eqister: =
Day: 400007 400003
iew Logfile
E xtension: —ASCIE
(B Ale+Fe otection: Disabled Mumbe
1 CH\CONCERT\TESTPRI\MEWDFNT p: Disabled Messa
hdby: Disabled )

@. Open Dialog

|Save current project using a different databasze name

ProSoft Technology, Inc.
July 7, 2009

Page 23 of 169



PTQ-DNPSNET-Q ¢ Quantum / Unity Platform

Configuring the Processor with Concept
Distributed Network Protocol Interface Module

User Manual

2 This action opens the SAVE PROJECT As dialog box.

Save Project As 21l

File narme: Folders: oK

Im chooncepthtestpr -

Cancel |
NEWDFNT PR B -
MEWFROJ.PRJ [E= CONCEPT Mitwark.
MEWTEST.PRJ |
testpr pri = TESTPRJ
' [ ]

£ NEWDFNT.BAK
= £ MEWDFNT.DIA x|

Save file as type: Drives:

IEoncept Projects [*.prj] j I = j

3 Name the project, and then click OK to save the project to a file.

2.5 Download the Project to the Processor

Next, download (copy) the project file to the Quantum Processor.

1 Use the null modem cable to connect your PC'’s serial port to the Quantum
processor, as shown in the following illustration.

Note: You can use a Modbus Plus Network Option Module (NOM Module) module in place of the
serial port if necessary.

2 Open the PLC menu, and then choose CONNECT.
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3 Inthe PLC CONFIGURATION dialog box, open the ONLINE menu, and then
choose CONNECT. This action opens the CONNECT TO PLC dialog box.

Connect to PLC ﬂ
Protacal type:
Frotocol settings: Modbu
—~ Mad
#"gpdﬁgs Plus PLE Node: (__D ° Device: 9500,2.5.1
+ RTU
IEC Simulator {32-b oo ICUM‘] vI Part Settings... |
 ASCI
=
raccess Level————  List of modes on Modbus Plus netwark:
" Moritor only _I
{” Change Data
" Change Program
{* Change Configuration ;I
Hiost adapter:
Ok I Cancel | Fescan | < Frevious | [Ext > | Help |

4 Leave the default settings as shown and click OK.
Note: Click OK to dismiss any message boxes that appear during the connection process.

5 Inthe PLC CONFIGURATION window, open the ONLINE menu, and then choose
DoOwWNLOAD. This action opens the DOWNLOAD CONTROLLER dialog box.

Download Controller I x|

¥ | Comfiguratiar
[State Bdkd will be cleared)

I~ [[EE program sections
[ W plaad infarmation]

I~ 384 ladder [ogic

= |&5E messages

[™ State RAM

I nitial walues only

All

[~ Extended memory

Select parts to download, then press <Download:

Download Cloze Help
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6 Click ALL, and then click DOWNLOAD. If a message box appears indicating
that the controller is running, click YES to shut down the controller. The
DowNLOAD CONTROLLER dialog box displays the status of the download as
shown in the following illustration.

Download Controller x|

¥ | Configuration

I~ IEC program sections
[Ma Upload infarmation]
I~ 1984 ladder lagic
I~ &5E messages Al
[¥ State Rt
I nitial walues onli
¥ [E sterided memany

Downloading extended memory files...
Registers [Bx]: 3360 of 98303

Download | Cancel I Help |

7 When the download is complete, you will be prompted to restart the
controller. Click YES to restart the controller.

2.6  Verify Successful Download

The final step is to verify that the configuration changes you made were received
successfully by the module, and to make some adjustments to your settings.

1 In the PLC CONFIGURATION window, open the ONLINE menu, and then choose
ONLINE CONTROL PANEL. This action opens the ONLINE CONTROL PANEL

dialog box.
Online Control Panel x|
Contraller Executive 1D is 883, Yersion 0120, IEC 0260.
Time of Day clock
Stop contraller... |
clock not set
Clear controllern.. o
Invoke constant sweep... | reqister for target scan time e
target scan bime [mg] 0 e
Invoke single sweep... | fres-unning scan time: [ms]
Set clock. .. | . .
— Single sweep setting:
Invoke optimized solve | single sweep time base [ms] 0
sweep trigger count 1
Flash program... |
Set PLC passward.. |
|
Page 26 of 169 ProSoft Technology, Inc.

July 7, 2009



Configuring the Processor with Concept PTQ-DNPSNET-Q ¢ Quantum / Unity Platform
User Manual Distributed Network Protocol Interface Module

2 Click the SET CLOCK button to open the SET CONTROLLER'S TIME OF DAY
CLocKk dialog box.

Online Control Pan

Stop cor [ray of week,
Manth [1-12]
Day [1-31)

ear

Invoke zing Hour [0-23]

et ch Mirute [0-53) |D
Second [0-59) 1]
Ik opti I i]
1
Flash pri ‘white Panel -» PLC: 7/156/2003 16:06:08 |
SeiRLE R ok | cancel | Hep |
Cloze | Help |

3 Click the WRITE PANEL button. This action updates the date and time fields in
this dialog box. Click OK to close this dialog box and return to the previous
window.

4 Click CLOSE to close the ONLINE CONTROL PANEL dialog box.

5 Inthe PLC CONFIGURATION window, open the ONLINE menu, and then choose
REFERENCE DATA EDITOR. This action opens the REFERENCE DATA EDITOR
dialog box. On this dialog box, you will add preset values to data registers
that will later be monitored in the ProTalk module.

6 Place the cursor over the first address field, as shown in the following

illustration.
B rDE Template (untitled) - Animation ON 3 =laxl
Yariable Name Data Type | Address Value Set Value | =S|
[ -
[
3
N
5
1
5
8
9
10
I
12 =
o] o

7 Inthe PLC CONFIGURATION window, open the TEMPLATES menu, and then
choose INSERT ADDRESSES. This action opens the Insert addresses dialog
box.

ProSoft Technology, Inc. Page 27 of 169
July 7, 2009



PTQ-DNPSNET-Q ¢ Quantum / Unity Platform Configuring the Processor with Concept
Distributed Network Protocol Interface Module User Manual

8 On the INSERT ADDRESSES dialog box, enter the values shown in the following
illustration, and then click OK.

Insert Addresses x|
First Reference To Insert: I 400001
Last Reference Ta Insert: 400010
Nurnber of References to Insert: |1q
Dizplay Format: Dec -

Ok I Cancel | Help |

9 Notice that the template populates the address range, as shown in the
following illustration. Place your cursor as shown in the first blank address
field below the addresses you just entered.

Place cursor here

ERDE Template {untitled) - Animation OFF F __ =101 x|
Variable Name | Data Typel Address I Value | Set Value |-‘—_

2 | 400002 —
13| 400003 [
a | 400004 [
5| 400005 [
6 | 400006 [
7] 400007 [

8 | 400008 [
"9 | 400009 [
10| L
o] < |
2] [

3]
4 - D

10 Repeat steps 6 through 9, using the values in the following illustration:

Insert Addresses x|
First Reference To Insert: I 400020
Last Reference Ta Inzert: 400029
MNumber of References to Ingert: lﬁ
Dizplay Format: Dec h
QK Cancel | Help |
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11 In the PLC CONFIGURATION window, open the ONLINE menu, and then choose
ANIMATE. This action opens the RDE TEMPLATE dialog box, with animated
values in the VALUE field.

ERDE Template {untitled) - Animation ON ol x|
Yariable Name Data Type I Address I Yalue | Set Value | ,;I

3 400003 |7 i—

4] | 400004 17 [

5 400005 3 I
76 | 400006 |15 I
I 400007 2 [
_8 | 400008 |49 I
9 400009 I

10 400010 0 I
1|
12 400020 24576 [
13 00021 5 I

14 400022 7 |
gl i

12 Verify that values shown are cycling, starting from address 400065 and up.

13 In the PLC CONFIGURATION window, open the TEMPLATES menu, and then
choose SAVE TEMPLATE AS. Name the template PTQCLOCK, and then click OK
to save the template.

14 In the PLC CONFIGURATION window, open the ONLINE menu, and then choose
DISCONNECT. At the disconnect message, click YES to confirm your choice.

At this point, you have successfully

» Created and downloaded a Quantum project to the PLC
» Preset values in data registers that will later be monitored in the ProTalk
module.

You are now ready to complete the installation and setup of the ProTalk module.
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3 Configuring the Processor with ProWORX

When you use ProWORX 32 software to configure the processor, use the
example SAF file provided on the ProTalk Solutions CD-ROM.

Important Note: ProWORX software does not report whether the PTQ module is present in the
rack, and therefore is not able to report the health status of the module when the module is online
with the Quantum processor. Please consider this when monitoring the status of the PTQ module.

1 Run the SCHNEIDER_ALLIANCES.EXE application that is installed with the
ProWORX 32 software:

Q ﬁuthorization
@ CodeGen

ﬂ ExecLoader

|G3 Proworx 32

lg Schneider Aliances

2 Click on IMPORT...

Add Delete... | Import.... | Export... |

M ame Yalue
Card ID
Card Description

M edium Description
Long Description
Power [+5]

Pawer [+4.3]
Power [-5)

In Bytes

Out Bytes

Module Type

Doc Only

Fiack iew Bitmap
Dirop View Bitmap
Hasz Multiple
Catalog Murber
Terminal Strip j
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3 Select the .SAF File that is located on the CD-ROM shipped with the PTQ

module.

Select Import File

Look ir: | (3 SAF Files

x| e ® ek E-

D

My Recent
Documents

Deszklop

¥

My Documents

Iy Computer

“

My Metwark
Places

File name:

Files of twpe:

|Protaka_1_0.54F

Open |

| Schneider Alliance File [* saf)

5|
LJ Cancel .

4  After you click on OPEN you should see the PTQ modules imported (select

I/O SERIES as QUANTUM):
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Now you can close the Schneider alliances application and run the ProWORX 32
software. At the TRAFFIC COP section, select the PTQ module to be inserted at

the slot:
# ProWORX 32 - [SAFTESTTEST] Offline - [Traffic Cop [SAFTESTTEST]] [BEE
| gle Edt View Window Help =l=l x|

DH GRM <o~ 3@ AL BN, | §aila >0 @ 3| 8 -4
I 1 T s J-HO- A - - @B - C B

= [t Trsfic Con Drop Rack1 | Reck2 | : ] = 1
<[] Direct Ta Online ||l s 00 L ocai
i My Computer Drop i QuantumSenie| [ L1 12 1 3 T 4 T 5 T 6T 77 8T s 0] nl12l 13147 15T 161
#- L) Net_demo [ Rack
= ] SAFTESTTEST <Offlin 0 crsii42
3] Configuration 0 cPUS3
4 Traffic Cop 0 PTOA0IS
Communications 1 -
3 Logic ]
i Data Editors i}
Configuation Extensior ]
B 4501 Messages 1 -
[+ FLC Status 1 -
fnalyee Device 0 -
A Knowledae Base -
1 -
1 -
1 -
1 -
Laff
] Rack 02
ead 02 (Distributed)
Available - 7400 mA
odule PTQ01S | ] {Dron Seies  QuantumSeies
Deseiption IECBOBF06101 Slave Module Hold Up Time 3
< > Power Rating 800 mb
\\]loiects P Ltites Status Aedister [3x]
B Documents Worne < | B =] Jinput Poires 0000 /1024 =
T [FAFTESTTEST |- Edi~ Summary( Tiaffic Cop : = ~
Head Diop Rack Siat ﬂ ProWORX 32 Tracking Help 3
I 2 [ R R T | Welcome ta the Tracking Help! Here you will find relevant information that
o diractly pertains to the current instruction ar 170 moduls being accessed. =
< [ Tracking Help I Message Central
LLogged in user: Nis PROGRAM [SAFTESTTEST - <Guantum 534 @ TCPIP:192.168.0.13% Offline
=
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4  Configuring the Processor with UnityPro XL

In This Chapter

s Create aNew Project ..o 35
« Add the PTQ Module to the Project..........cccccovieiiiiiiiiiiiic e 38
% BUild the ProjeCt .....eeviieiiieeee e 39
% Connect Your PC to the ProCessor ..........cccocuveiiiinieiiii e 40
< Download the Project to the Processor ............oocoeeiieiiiiiiiiiieee e 43

The following steps are designed to ensure that the processor (Quantum or
Unity) is able to transfer data successfully with the PTQ module. As part of this
procedure, you will use UnityPro XL to create a project, add the PTQ module to
the project, set up data memory for the project, and then download the project to
the processor.

4.1 Create a New Project

The first step is to open UnityPro XL and create a new project.

1 Inthe NEw PROJECT dialog box, choose the CPU type. In the following
illustration, the CPU is 140 CPU 651 60. Choose the processor type that
matches your own hardware configuration, if it differs from the example. Click
OK to continue.

PLC | Version | Description | | ak |

-+l Premium 02.00 | Premium Cancel

=l Quantum 02.0 Quartum
140CPU 31110 02.0 486 CPU, 400Kb Program, MB, MB+ Help
140 CPU 432124 02.0 486 CPLU, 800Kb Program, MB, MB+
140 CPU B34 144 02.0 586 CPU, 2.7Mb Program, MB, MB+
140 CPU 651 50 02.00 | P166CPU, 512kb Program = PCMCIA, Ethemet-TC...
| 140CPU 65160 | 02.00 | P266 CPU, 1Mb Program + PCMCIA, Ethemet-TCP...
140 CPU 671 60 02.00 | P266 CPU Hot-Standby, 1Mb Program + PCMCIA, ...
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2 Next, add a power supply to the project. In the PROJECT BROWSER, expand
the CONFIGURATION folder, and then double-click the 1:LoCcALBUS icon. This
action opens a graphical window showing the arrangement of devices in your
Quantum rack.

Q Unity Pro XL : <No name>*
Fle Edit View Services Tools Buld PLC Debug Window Help

8= r B & &0 = i
A MB

Project Browser =
P sl v _ﬁ@
..... £, Station -~ Bus [ 1 [taocruesien o0 <]

B e @, Configuration
R, T

= Gz, 1: Local Guantul
v
i [l 1 140 WBF
..... [, Derived Data Types
..... [, Derived FB Types
- {5, Variables & FB instan
<, Elementary Variables
<), Derived Varisbles
<[l , 10 Derived Varisbles
e ~
-k Flementan PR Insran

< I3
=l Local Quantum Drop =]
- Anglog
- Communication
- Courting
- Discrete
*- Expert =
[+ Motion L | &
Sk = Local B
ZIE] Local Bus /{ RIO Bus M
z
|

K| Build /A_Imporexport f\ User erors A, Search/Reclace

Ready HMIR/W mode |OFFLINE MODBUSO1: 1

3 Select the rack position for the power supply, and then click the right mouse
button to open a shortcut menu. On the shortcut menu, choose NEw DEVICE.

il | ocal Bus
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4 Expand the SuppLY folder, and then select your power supply from the list.
Click OK to continue.

New Device b__<|
» —
ress:
Cancel
Part Number Description I; Help
- Counting
+- Discrete
- Bxpert
+- Mation
= Supply
140CPS 11100 AC Standalone PS 115/230V 34
140 CPS 114 X0 AC Standalone P5S 115/230V 8A
140CPS 124 00 AC Redundant PS 115/230V 8A
140CP5 12420 AC Redundant PS 120/230V
140CPS 21100 DC Standalone PS 24V 34
140CPS 21400 DC Summable PS 24V 104
140CPS 224 00 DC Redundant PS 24V 8A
140CPS 41400 DC Summable PS 48V 8A
140CPS 424 0D DC Redundant PS 48V 8A
140CPS 51100 DC Standalone PS 125V 3A
140 CPS 524 0D DC Redundant PS 125V 8A v

5 Repeat these steps to add any additional devices to your Quantum Rack.
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4.2

Add the PTQ Module to the Project

1 Expand the COMMUNICATION tree, and select GEN NOM. This module type
provides extended communication capabilities for the Quantum system, and
allows communication between the PLC and the PTQ module without
requiring additional programming.

“¥ Unity Pro XL : <No name>*
File Edt Wiew 3Services Tools Buld PLC Debug Window Help

asd

s |

BRI I

[2e & M

By Srustralview

=Nl

| m ene || me

7
B

{3, Station

=

1>

" | ocal Bus

5, 1:Local Bus

&, 1:Looal Guantur
[, 1:uoxeF
i

s
AW Flementam FR Instan 7
Ll >

[
[
[
[
- Expe
[
i
4

H

= Local Quantum Drop
£ Analog

+ Communication

- Counting

- Discrete

it -
- Mation

» =
| »ibl-ﬂh Local Bus

New Device

Adthess: 3Kl
Fart Number Deseription =
= Local Quartum Drop Local Guantum Drop

Analog

=~ Communication

14D CRF 33X 00

RIO HEAD 5508

14D EIA 82100

AS-1CHANNEL

140 NOE 31100

QUANTUM 5Y/MAX ETHERNET MODULE

140 NOE 351 00

QUANTUM 5Y/MAX ETHERNET MODULE

i
.@ Local Bus

140 NOE 771 00

ETHERMET TCF IF, BASIC WEB SERVER

140 NOE 77101

ETHERMET TCF IF, BASIC WEB SERVER

140 NOE 77110

ETHERMET TCF IF, CONFIGURABLE WEB

x|
|

140NOE 771 11

ETHERMET TCF IF, CONFIGURABLE WEB

140 NOM 2XX 00

MN1MB+

140 NWM 100 00

FACTORYCAST HMI WEB SERVER MODULE

‘ AT DT Build

Importiexport

User emors b Search/Replace

140 XBE 100 00

Ready

GEN NOM
PTG PDP MV1

EXPANDER
NOM type generic module
ProfiBus DP/DPV1 Master Module

[~ Counting

oK I
Cancel
Help
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2 Next, enter the module personality value. The correct value for ProTalk
modules is 1060 decimal (0424 hex).

& Unity Pro XL : <No name=*
File Edit View Services Tools Buld PLC Debug Window Help

2= < ] H I =a il
[Z ¥ |
Ty swowralview 4 0 O
B« Station -~ MNOM type generic module

= {3, Configurat

- R, 1:Local Bus - - - N

il Overview i, Config 110 objects
= 7, 1:Looal Quantur — —
&, 1-woser Parameter Name Value

@0 Local Bus 14 :GEN..

[ ATF 1T Build f_Imoonizxoon A User emors b Searcn/Reglace f

Value between: 1 - 65535 HMI R/\W mode |OFFLINE MODBUSO01:1

3 Before you can save the project in UnityPro XL, you must validate the
modifications. Open the EDIT menu, and then choose VALIDATE. If no errors
are reported, you can save the project.

4 Save the project.

4.3 Build the Project

Whenever you update the configuration of your PTQ module or the processor,
you must import the changed configuration from the module, and then build
(compile) the project before downloading it to the processor.

Note: The following steps show you how to build the project in Unity Pro XL. This is not intended to
provide detailed information on using Unity Pro XL, or debugging your programs. Refer to the
documentation for your processor and for Unity Pro XL for specialized information.

To build (compile) the project:

1 Review the elements of the project in the PROJECT BROWSER.

2 When you are satisfied that you are ready to download the project, open the
BuUILD menu, and then choose REBUILD ALL PROJECT. This action builds
(compiles) the project into a form that the processor can use to execute the
instructions in the project file. This task may take several minutes, depending
on the complexity of the project and the resources available on your PC.
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3 As the project is built, Unity Pro XL reports its process in a PROGRESS dialog
box, with details appearing in a pane at the bottom of the window. The
following illustration shows the build process under way.

“» Unity Pro XL : <No name=>* £|E| [£|
File Edit Wew Services Tools Build PLC Debug Window Help

ABH-S
[eamB Q-

|mse|cavjea @] |2 m | maB || ma |

i : 140 CPUBET B0 0200

Configuration

%__ﬂ,; 1:Local Bus
?

Elementary Variables

Derived Variables
10 Derived Wariables
Flarmentarn FR Instan

<

%

&
| @ Local Bus

|HMT Rpw mode [oFFLINE | | MoDBUSD1:1 |

| N

After the build process is completed successfully, the next step is to download
the compiled project to the processor.

4.4 Connect Your PC to the Processor

The next step is to connect to the processor so that you can download the project
file. The processor uses this project file to communicate over the backplane to
modules identified in the project file.

Note: If you have never connected from the PC to your processor before, you must verify that the
necessary port drivers are installed and available to UnityPro XL.
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To verify address and driver settings in UnityPro XL:

1 Open the PLC menu, and choose STANDARD MODE. This action turns off the
PLC Simulator, and allows you to communicate directly with the Quantum or
Unity hardware.

erug Window Help

Connect Cirl+K
Set Address, ..
ﬁﬂ Standard Mode

&y simulation Mode

Project Backup... 4

Memory Consumption. ..

2 Open the PLC menu, and choose SET ADDRESS... This action opens the SET
ADDRESS dialog box. Open the MEDIA dropdown list and choose the
connection type to use (TCPIP or USB).

Set Address Wik
v PLC Simulatar -
Bandwidth...
Address Address
Test Connection

[127.0.01 [127.0.01

Media Media

[TCRIF | [TCPIF | oK

Cancel
LCommunication Parameters
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3 If the MEDIA dropdown list does not contain the connection method you wish
to use, click the COMMUNICATION PARAMETERS button in the PLC area of the
dialog box. This action opens the PLC COMMUNICATION PARAMETERS dialog
box.

PLC Communication Parameters g|

Request failure recovery

Mumber of tiies: B _|:|
Timeout (rms): 2000

- @ Drriver Settings

ak. | Cancel | Help |

4  Click the DRIVER SETTINGS button to open the SCHNEIDER DRIVERS
MANAGEMENT PROPERTIES dialog box.

SCHNEIDER Drivers management Properties g|

MODBUS SERIAL Drver |  MODBUSTest |  XWAYTest |
DRIVERS Manager | PLC UISE Driver |
Drivers Manager w21 1E14 c%
Dirivers System infa
2 installed drivers windaws NT W51 (Euild 2600)

Extended info : Service Pack 3

Wingock : V2.2
Install / update
DLLs :widsty' s VB, 1, 23,5
Unirystall thiz driver Nettccess: W1,0, 5,14

0K

5 Click the INSTALL/UPDATE button to specify the location of the Setup.exe file
containing the drivers to use. You will need your UnityPro XL installation
disks for this step.

Driver installation/update

Insert the driver installation disk in the selected
device then click OK.

Cancel
Install the driver fron :
|A:\setup. ene Browse...

6 Click the BROWSE button to locate the Setup.exe file to execute, and then
execute the setup program. After the installation, restart your PC if you are
prompted to do so. Refer to your Schneider Electric documentation for more
information on installing drivers for UnityPro XL.
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4.4.1 Connecting to the Processor with TCPIP

The next step is to download (copy) the project file to the processor. The
following steps demonstrate how to use an Ethernet cable connected from the
Processor to your PC through an Ethernet hub or switch. Other connection
methods may also be available, depending on the hardware configuration of your
processor, and the communication drivers installed in UnityPro XL.

1 If you have not already done so, connect your PC and the processor to an
Ethernet hub.
2 Open the PLC menu, and then choose SET ADDRESS.

= Important: Notice that the SET ADDRESS dialog box is divided into two areas. Enter the
address and media type in the PLC area of the dialog box, not the SIMULATOR area.

3 Enter the IP address in the address field. In the MEDIA dropdown list, choose
TCPIP.
4 Click the TEST CONNECTION button to verify that your settings are correct.

Set Address 3

Bandwidth...

Successfully connected to the currently selected target,

0K

Cancel
LCommunication Parameters LCommunication Parameters
Help

45 Download the Project to the Processor

1 Open the PLC menu and then choose CONNECT. This action opens a
connection between the Unity Pro XL software and the processor, using the
address and media type settings you configured in the previous step.

2 Onthe PLC menu, choose TRANSFER PROJECT TO PLC. This action opens
the TRANSFER PROJECT TO PLC dialog box. If you would like the PLC to go to
"Run" mode immediately after the transfer is complete, select (check) the
PLC RUN AFTER TRANSFER check box.

Transfer Project to PLC

PC Project Owemnwritten PLC Project

Marme: IStation Marne: IStation

Wersion: ID-D-‘I ‘ersion: ID-D-'I
Last Build: |September 25, 2006 3:37:26 P Last Build: |September 25, 2006 3:37:26 PM

Transfer I Cancel
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3 Click the TRANSFER button to download the project to the processor. As the
project is transferred, Unity Pro XL reports its process in a PROGRESS dialog
box, with details appearing in a pane at the bottom of the window.

When the transfer is complete, place the processor in Run mode.
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5 Setting Up the ProTalk Module

In This Chapter

< Install the ProTalk Module in the Quantum RackK ...........ccccvvvvvvvevevennnnns 45
« Connect the PC to the ProTalk Configuration/Debug Port ................... 47

After you complete the following procedures, the ProTalk module will actively be
transferring data bi-directionally with the processor.

5.1 Install the ProTalk Module in the Quantum Rack

5.1.1 Verify Jumper Settings

ProTalk modules are configured for RS-232 serial communications by default. To
use RS-422 or RS-485, you must change the jumpers.

The jumpers are located on the back of the module as shown in the following

illustration:
I
(AN
Setup Jumper | <— Do not move this jumper
J.”."JEE.’E.. [ P unless instructed to do so by
App Port 1 ProSoft Technical Support
App Port 2
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5.1.2 Install the ProTalk Module in the Quantum Rack

1 Place the Module in the Quantum Rack. The ProTalk module must be placed
in the same rack as the processor.

2 Tilt the module at a 45° angle and align the pegs at the top of the module with
slots on the backplane.

Caution: The PTQ module is hot-swappable, meaning that you can install and remove it while the
rack is powered up. You should not assume that this is the case for all types of modules unless the
user manual for the product explicitly states that the module is hot-swappable. Failure to observe
this precaution could result in damage to the module and any equipment connected to it.
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5.2 Connect the PC to the ProTalk Configuration/Debug Port

Make sure you have exited the Quantum programming software before
performing these steps. This action will avoid serial port conflict.

Using the supplied Null Modem cable, connect your PC to the
Configuration/Debug port on the ProTalk module as shown

(TR

T\@‘ﬁ
.-Jl Al
5
r

J

To connect to the module’s Configuration/Debug serial port,

1 Start PCB, and then select the module to test. Click the right mouse button to
open a shortcut menu.

=-{£3 Default Project
--{El Default Location

+ '1 Demo Module
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2 On the shortcut menu, choose DIAGNOSTICS.

=-[Z3 Default Project
—-{Z3] Default Location

- Th R

Delete
Rename
Copy

Choose Module Type

View Configuration

Export Configuration File(s)
Load Config File

Download from PC to Device
Lpload from Device to PC

3 This action opens the DIAGNOSTICS dialog box. Press [?] to open the Main

Menu.

DNP ETHERMET SERYER COMHMUNICATION WODULE PTQ-DMPSNET-0 MENU

?=Display Menu

B=Block Transfer Statistics
C=Module Configuration
D=Database View

I=DNP Menu

R=Receive Configuration File
$=Send Configuration File
V=Version Information
W=WHarm Boot Module
B=Network Menu

Esc=Exit Program

Important: The illustrations of configuration/debug menus in this section are intended as a general
guide, and may not exactly match the configuration/debug menus in your own module.

If there is no response from the module, follow these steps:

1 Verify that the null modem cable is connected properly between your
computer’s serial port and the module. A regular serial cable will not work.

2 On computers with more than one serial port, verify that your communication
program is connected to the same port that is connected to the module.

3 If you are still not able to establish a connection, contact ProSoft Technology

for assistance.
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6 Modifying the Configuration File

In This Chapter

« ProSoft Configuration Builder..............ccooiiiiiiiiiii e 49
« [Backplane Configuration] ...........ccorueriiiiieiiieee e 53
% [DNP ENET SIAVE] ..eiiuiiiuiiitieiieieeteee e 54
< [DNP Slave Binary INPULS] ........cccoeiiiriiiieeeieiiiiiieee et 61
«> [DNP Slave Analog INPULS] .......veeeeiiiiie e 61
«» [DNP Slave Float INpULS] .........ueeiieeiiiiiiiiiieee e 62
% [DNP ENET IP ADDRESSEST]......cccoiiiiiiitiieiie et 62
« Download the Project to the Module............ccoccviiiiiiiiini e 63

6.1 ProSoft Configuration Builder

ProSoft Configuration Builder (PCB) provides a quick and easy way to manage
module configuration files customized to meet your application needs. PCB is not
only a powerful solution for new configuration files, but also allows you to import

information from previously installed (known working) configurations to new
projects.
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6.1.1 Set Up the Project

To begin, start ProSoft Configuration Builder. If you have used other Windows
configuration tools before, you will find the screen layout familiar. ProSoft
Configuration Builder's window consists of a tree view on the left, an information
pane and a configuration pane on the right side of the window. When you first
start ProSoft Configuration Builder, the tree view consists of folders for Default
Project and Default Location, with a Default Module in the Default Location
folder. The following illustration shows the ProSoft Configuration Builder window
with a new project.

’Sﬂ Untitled - ProSoft Configuration Builder

File View Project Tools Help

=123 Default Project | Name Status | Information
=1 Default Location 1 Default Module Flease Select Module Type

p 8§ D fault Module Unknown Product Line -1

Last Change: Mever
Last Download: MNever

< >

# Module Information

# Last Change: Never

# Last Download: Never

# application Rev:

# 05 Rev:

# Loader Rev:

# MAC Address:

# Configedit version: 2.1.6 Build 4

# Module Configuration
[MaoduTe]

Module Type :
Module Name : Default Module

JReady Default Module

Your first task is to add the PTQ-DNPSNET-Q module to the project.

1 Use the mouse to select DEFAULT MODULE in the tree view, and then click the
right mouse button to open a shortcut menu.
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2 On the shortcut menu, choose CHOOSE MODULE TYPE. This action opens the

CHOOSE MODULE TYPE dialog box.

Choose Module Type
Product Line Filter
£ Al " PLX4000 " PLX6000 " MVIds
" PLXS000 & PTQ " MVIsS

Search Module Type
STEFP 1: Select Module Type

Module Definition:

X

= MvI71
 MvIg4

" MVISE
" MVISGE

[
| [

PTQ-101M [
PTQ-1015
PTQ-103M
PTQ-1045
PTQ-DFCM

PTQ-DFNT
PTQ-DH485
PTQ-DNPS
BTQ-DNPSNET-Q
PTQ-GEC
PTQ-HART
PTQ-LNG
BTQ-MCM
PTQ-N2
PTQ-PDEMW1
PTQ-PDPS

Action Required

=1

Cancel |

3

In the PRODUCT LINE FILTER area of the dialog box, select PTQ. In the SELECT

MODULE TYPE dropdown list, select PTQ-DNPSNET-Q, and then click OK to
save your settings and return to the PROSOFT CONFIGURATION BUILDER

window.

The next task is to set the module parameters.

ProSoft Technology, Inc.
July 7, 2009

Page 51 of 169



PTQ-DNPSNET-Q ¢ Quantum / Unity Platform Modifying the Configuration File
Distributed Network Protocol Interface Module User Manual

6.1.2 Set Module Parameters

Notice that the contents of the information pane and the configuration pane
changed when you added the PTQ-DNPSNET-Q module to the project.

[+ Untitled.ppf - ProSoft Configuration Builder

File View Project Tools Help

=-[L1 Default Project | Name | Status | Information |
=l Default Location + PTQ-DNPSNET-Q Configured PTQ-DNPS...
= I"l FTQ DNQQ 1.24

+| 8 Backplane Configuration Backplane Values OK

+|- 8 DMPSNET Slave DNPSNET-Q Values OK

+| o Comment ) Comment Values OK

é Ethernet Configuration WATTCP Values OK
Last Change: Mever
Last Download: Mever

# Module Information

Last Change: Never

Last Download: Never

Application Rev:

05 Rev:

Loader Rewv:

MAC Address:

configedit version: 2.1.6 Build 7

SR R

# EtherNet Configuration

my_ip : 192.168.0.100
netmask T 255.255.255.0
gateway : 192.168.0.1

# Module Configuration

< >
Ready PTQ-DNPSNET-Q

At this time, you may wish to rename the "Default Project" and "Default Location”
folders in the tree view.

To rename an object:

1 Select the object, and then click the right mouse button to open a shortcut
menu. From the shortcut menu, choose RENAME.

2 Type the name to assign to the object.

3 Click away from the object to save the new name.

Module Entries

To configqure module parameters

1 Click on the plus sign next to the &2 icon to expand module information.

2 Double-click the B icon to open the EDIT dialog box.

3 To edit a parameter, select the parameter in the left pane and make your
changes in the right pane.

4 Click OK to save your changes.
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Printing a Configuration File

To print a confiquration file:

1 Select the MODULE icon, and then click the right mouse button to open a
shortcut menu.

2 On the shortcut menu, choose VIEW CONFIGURATION. This action opens the
VIEW CONFIGURATION window.

3 On the VIEW CONFIGURATION window, open the FILE menu, and choose
PRINT. This action opens the PRINT dialog box.

4 On the PRINT dialog box, choose the printer to use from the dropdown list,
select printing options, and then click OK.

6.2 [Backplane Configuration]
This section provides the module with a unique name, identifies the method of
failure for the communications for the module if the PLC is not in run, and
describes how to initialize the module upon startup.
The following illustration shows a sample [Backplane Configuration] section:
Edit - Backplane Configuration g|
[Madule Name
3w Reg!ster Start 1
Error Offsat 5000
Initialize Qutput Data Mo
Comment:
|
Definition:
Name to display on module
Reset Tag | Reset All |
QK | Cancel |
Modify each of the parameters based on the needs of your application.
6.2.1 Module Name
0 to 80 characters
This parameter assigns a name to the module that can be viewed using the
configuration/debug port. Use this parameter to identify the module and the
configuration file.
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6.2.2 3x Register Start

1ton

The 3x Register Start parameter defines the starting address in the processor's
3x (Quantum) or %iw (Unity) memory area to use for data being moved from the
module. Take care to use a starting address that will accommodate the entire
block from the module, but that will not overwrite data that is used for other
purposes.

6.2.3 4x Register Start

1ton

The 4x Register Start parameter defines the starting address in the processor's
4x (Quantum) or %iw (Unity) memory area to use for data being moved from the
processor to the module. Take care to use a starting address that does not
contain data in the processor's registers that is used for other purposes.

6.2.4 Error Offset

0 to 8966, -1 to disable

The Error Offset parameter specifies the register location in the module’s
database where module status data will be stored. If a value less than 0 is
entered, the data will not be stored in the database. If the value specified is in the
range of 0 to 8966, the data will be placed in the modules database. A value of -1
= disable.

6.2.5 Initialize Output Data

Yes or No

This parameter determines if the output data for the module should be initialized
with values from the processor. If the value is set to No (0), the output data will
be initialized to 0. If the value is set to Yes (1), the data will be initialized with
data from the processor. Use of this option requires associated ladder logic to
pass the data from the processor to the module.

6.3 [DNP ENET Slave]

This section provides information required to configure a slave application with
the module. Most entries contained within this section are self explanatory with
the possible exception of the Use IP List directive. This directive instructs the
modaule to verify the address of the received message and ignore the message if
it is not on our list of acceptable clients.
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Note: A limitation of the DNP slave driver is that all points defined in the module slave database
must fit within one Class 0 poll. The maximum packet size for a Class 0 poll is 2048 bytes. A DNP
Message Size Calculator is available on the ProSoft Technology web site. This calculator will help
you ensure that the packet size fits within this requirement.

The following illustration shows a sample [DNP ENET Slave] section:

Edit - DNP ENET Slave X
[internal Slave [D
Use IP List Yes
Binary Inputs 10
Analog Inputs 10 m
Float Inputs 20
Counters 10 .
Binary Outputs 10 SEMITETE
Analog Outputs i0 |
ElIDEg:lglsuEtDuts go Definition:
Al Class 3 Slave identification code for this
Float Class 3 unit (0-65534)
Al Deadband 1000
Float Deadband 1000.0
Select/Cperate Arm Time 2000
Write Time Interval 60
App Layer Confirm Tout 2000
Unsclicited Response No
Clazz 1 Un=ol Resp Min 10
Class 2 Unsol Resp Min 10
Class 3 Unscl Resp Min 10
Unsol Resp Delay 5000
UResp Master Address 5
BI with flag No
BI Ewents without time Yes
BO without flag No
Counter with flag Mo
Frozen counter with flag Mo Reset Tag | Reset All |
AT with flag No
AI Events with time Yes v OK | Cancel |

Modify each parameter based on the needs of your application:

6.3.1 Internal Slave ID

0 to 65534

This is the DNP address for the module. All messages with this address received
from the master will be processed by the module.

6.3.2 Use IP List

Y or N

This parameter specifies if the IP address of the host connected to the system
will be validated. If the parameter is set to N, any host may connect to the unit. If
the parameter is set to Y, only hosts in the IP list will be permitted to connect to
the module. All other IP addresses will be ignored by the module and the module
will issue a RST to the TCP/IP connection.

DNP Database Definition Note: The databases are in the memory of the module in this sequence
and are placed directly adjacent to each other. In other words when you change the size of a
database you must adjust the transfer commands to accommodate the new location.
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6.3.3 Binary Inputs

0 to 500 points

This parameter specifies the number of digital input points to configure in the
DNP slave device based on a word count. The valid range is 0 to 500 words.

6.3.4 Analog Inputs

0 to 500 points

This parameter sets the number of analog input points to configure in the DNP
slave device. Each point will occupy a one-word area in the module memory.
Valid values are 0 to 512 points.

6.3.5 Float Inputs

0 to 128 points

Number of floating-point input points to configure in the DNP slave device. Each
point will occupy a two-word area in the module memory.

6.3.6 Counters

0 to 128 points

This parameter sets the number of counter points to configure in the DNP slave
device. Each point will occupy a two-word area in the module memory. This
number corresponds to the number of frozen counters. The application maps the
counters to the frozen counters directly. Valid values are 0 to 128 points. This
example show the parameter set to 10 points of counter data.

6.3.7 Binary Outputs

0 to 512 points

This parameter sets the number of digital output words to configure in the DNP
slave device based on a word count. Each word stores 16 points. Therefore, if
the parameter is set to 2, 32 binary outputs will be defined for the application.
Valid values are 0 to 512 words to hold Binary Output data. This example shows
the parameter set to 100 words.

6.3.8 Analog Outputs

0 to 512 points

This parameter sets the number of analog output points to configure in the DNP
slave device. Each point will occupy a one-word area in the module memory.
Valid values are 0 to 512 points of analog output data.
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6.3.9 Float Outputs
0 to 128 points

Number of floating-point output points to configure in the DNP slave device. Each
point will occupy a two-word area in the module memory.

6.3.10 Bl Class

O=disable, else 1 to 3

This parameter specifies the default class to be utilized for all the binary input
points in the DNP database that are not defined in the override list section.

6.3.11 Al Class

O=disable, else 1 to 3

This parameter specifies the default class to be utilized for all the analog input
points in the DNP database that are not defined in the override list section.

6.3.12 Float Class

O=disable, else 1 to 3

This parameter specifies the default class to be utilized for all the floating-point
input points in the DNP database that are not defined in the override list section.

6.3.13 Al Deadband
0 to 32767 data units

This value sets the global deadband for all analog input points. When the current
value for an analog input point is not within the deadband limit set based on the
last event for the point, an event will be generated.

6.3.14 Float Deadband
0 to 32767 data units

This parameter specifies the default deadband value assigned to all points not
defined in the override list for the floating-point input point type in the DNP
database.

6.3.15 Select/Operate Arm Time
1 to 65535 milliseconds

This parameter sets the time period after select command received in which
operate command will be performed. After the select command is received, the
operate command will only be honored if it arrives within this period of time. Valid
arm timeout values are 1 to 65535 milliseconds. This example shows the value
set to 2000 milliseconds.
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6.3.16 Write Time Interval

0 to 1440 minutes

This parameter sets the time interval to set the need time IIN bit (O=never), which
will cause the master to write the time. Stored in milliseconds in the module
memory.

6.3.17 App Layer Confirm Tout
1 to 65535 milliseconds

Event data contained in the last response may be sent again if not confirmed
within the millisecond time period set. If application layer confirms are used with
data link confirms, ensure that the application layer confirm timeout is set long
enough.

6.3.18 Unsolicited Response

Yes or No

This parameter is set if the slave unit will send unsolicited response messages. If
set to N, the slave will not send unsolicited responses. If set to Y, the slave will
send unsolicited responses.

6.3.19 Class 1 Unsol Resp Min

1 to 255 events
Minimum number of events in Class 1 required before an unsolicited response

will be generated.
6.3.20 Class 2 Unsol Resp Min
1 to 255 events

Minimum number of events in Class 2 required before an unsolicited response
will be generated.

6.3.21 Class 3 Unsol Resp Min
1 to 255 events

Minimum number of events in Class 3 required before an unsolicited response
will be generated.

6.3.22 Unsol Resp Delay
0 to 65535 milliseconds

Maximum number of 1 millisecond intervals to wait after an event occurs before
sending an unsolicited response message. If set to 0, only use minimum number
of events.
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6.3.23 Uresp Master Address
0 to 65534

DNP destination address where unsolicited response messages are sent.

6.3.24 Bl with Flag

Yes or No

This parameter determines which variation will be returned for object 1 when the
master requests variation 0. If the parameter is set to N, variation 1 will be
returned. If the parameter is set to Y, variation 2 will be returned.

Note: Flag will always be set for Online and cannot be changed through by the PLC or user
program. Only the default variation returned by the module will be affected by changing this
parameter.

6.3.25 Bl Events Without Time

Yes or No

This parameter determines if the binary input events generated by the module
will include the date and time of the event. If the parameter is set to Yes, the
default is set to no time data. If the parameter is set to No, the default object will
include the time of the event.

6.3.26 BO Without Flag

Yes or No

This parameter determines which variation will be returned for object 10 when
the master requests variation 0. If the parameter is set to N, variation 2 will be
returned. If the parameter is set to Y, variation 1 will be returned.

6.3.27 Counter with Flag

Yes or No

This parameter determines which variation will be returned for object 20 when
the master requests variation 0. If the parameter is set to N, variation 5 will be
returned. If the parameter is set to Y, variation 1 will be returned.

Note: Flag will always be set for Online and cannot be changed through by the PLC or user
program. Only the default variation returned by the module will be affected by changing this
parameter.
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6.3.28 Frozen Counter with Flag

Yes or No

This parameter determines which variation will be returned for object 21 when
the master requests variation 0. If the parameter is set to N, variation 9 will be
returned. If the parameter is set to Y, variation 1 will be returned.

Note: Flag will always be set for Online and cannot be changed through by the PLC or user
program. Only the default variation returned by the module will be affected by changing this
parameter.

6.3.29 Al with Flag

Yes or No

This parameter determines which variation will be returned for object 30 when
the master requests variation 0. If the parameter is set to N, variation 4 will be
returned. If the parameter is set to Y, variation 2 will be returned.

Note: Flag will always be set for Online and cannot be changed through by the PLC or user
program. Only the default variation returned by the module will be affected by changing this
parameter.

6.3.30 Al Events with Time

Yes or No

This parameter determines if the analog input events generated by the module
will include the date and time of the event. If the parameter is set to N, the default
is set to no time data. If the parameter is set to Y, the default object will include
the time of the event.

6.3.31 Time Sync Before Events

Yes or No

This parameter determines if events are to be generated by the module before
the time synchronization from the master unit. If the parameter is set to N, events
will be generated irrespective of the module’s time sync status. If the parameter
is set to Y, events will be generated only if the module’s time is synchronized.
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6.4 [DNP Slave Binary Inputs]

This section of the configuration file overrides the Class 2 binary database points.

Enter the list of points in this table.

Ml Edit - DNP Slave Binary Inputs

Point Yalue Status - O

Set to Defaults | Add Row | Inzert Fow | Delete Row

Point | Class | Comment
FaH I |
VR 2
32 3
\/ 4 3 1] “will not generate events

Move Up | Maove Down |

Edit Row | LCopy Row | |

0K

| Cancel |

6.5 [DNP Slave Analog Inputs]

This section of the configuration file overrides the Class 3 and deadband for the
integer analog input database. The point number is the offset from the start of the

analog input database.

B Edit - DNP Slave Analog Inputs ]
Point | Class | DeadBand | Comment
il 1 2000 |
2T 1 2000
3 8 2 1000
Paint Yalue Status - DK
Set to Defaults | Add Row | Inzert Fow | Delete Row Move Up | Move Down |
Edit Row | LCopy Row | | QK | Cancel |
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6.6

6.7

[DNP Slave Float Inputs]

This area overrides the Class 3 and deadband for the single float database. The
point number is not the address in the analog database, but rather the offset from
the start of the single floating-point database.

M Edit - DNP Slave Float Inputs X

Paoint | Class | Deadband | Comment
Y1 1 100 |
_____ i 2 12.34
\/ 32 0 13.45 Mo events generated for paint
4 2 3000

Paint Yalue Status - DK

Set to Defaults | Add Row | Inzert Fow | Delete Fow Move Up | Move Down |

Edit Row | LCopy Row | | ok | Cancel |

[DNP ENET IP ADDRESSES]

This section of the configuration file only applies if the directive labeled Use IP
Listis setto Yes or Y. If Use IP List is enabled, the module will refuse to answer
a request unless the IP address of the client is listed in this section. This section
may contain no more then 10 addresses.

M Fdit - DNP ENET IP ADDRESSES

IP 4DDRESS Comment
VAR 1521650156 | |
2 1921680151
3 19218801

IF ADDRESS Walue Status - OF

Set to Defaults | Add Row | Inzert Row | Delete Fow Move Up | Move Down |

Edit Raw | LCopy Row | | ] 4 | Cancel |

Page 62 of 169 ProSoft Technology, Inc.

July 7, 2009



Modifying the Configuration File PTQ-DNPSNET-Q ¢ Quantum / Unity Platform

User Manual

Distributed Network Protocol Interface Module

6.8

Download the Project to the Module

In order for the module to use the settings you configured, you must download
(copy) the updated Project file from your PC to the module.

To Download the Project File

1 Inthe tree view in ProSoft Configuration Builder, click once to select the PTQ-
DNPSNET-Q module.

2 Open the PROJECT menu, and then choose MODULE / DOWNLOAD. The
program will scan your PC for a valid com port (this may take a few seconds).
When PCB has found a valid com port, the DOWNLOAD dialog box will open.

Download files from PC to module FZ|
|
|
STEP 1: Select Communication Path:
Select Connection Type: ’m
Ethernet: |
CIPconnect: |
STEP 2: Transfer File(s):
COWNLCAD | | |
| Cancel |

3 Choose the com port to use from the dropdown list, and then click the

DOWNLOAD button.
The module will perform a platform check to read and load its new settings.
When the platform check is complete, the status bar in the DOwNLOAD dialog
box with the message "Module Running".
|M0dule Funning
I ——
STEP 1: Select Communication Path:
Select Connection Type: ’m
Ethernet: |
CIPconnect: |
STEP 2: Transfer File(s):
DOWNLOAD | | Test Connection |
oK | Cancel |
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7 Diagnostics and Troubleshooting

In This Chapter

+ Reading Status Data from the Module ..............cccooiiiiiiiiiiiee 65
< LED Status INdiCators............uuuuvuiuiiiiiiiiiiiiiiiiiiiie e 77

The module provides information on diagnostics and troubleshooting in the
following forms:

= Status data values are transferred from the module to the processor

= Data contained in the module can be viewed through the
Configuration/Debug port attached to a terminal emulator

= LED status indicators on the front of the module provide information on the
module’s status

7.1 Reading Status Data from the Module

The PTQ-DNPSNET-Q module returns a Status Data block that can be used to
determine the module’s operating status. This data is located in the module’s
database status database and error status list. This data is transferred to the
Quantum / Unity processor read blocks with an identification code of 100. For a
complete listing of the status data object, refer to the Installing and Configuring
the Module section.

7.1.1 Required Hardware

You can connect directly from your computer’s serial port to the serial port on the
module to view configuration information, perform maintenance, and send
(upload) or receive (download) configuration files.

ProSoft Technology recommends the following minimum hardware to connect
your computer to the module:

= 80486 based processor (Pentium preferred)

* 1 megabyte of memory

= Atleast one UART hardware-based serial communications port available.
USB-based virtual UART systems (USB to serial port adapters) often do not
function reliably, especially during binary file transfers, such as when
uploading/downloading configuration files or module firmware upgrades.

= A null modem serial cable.
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7.1.2 The Configuration/Debug Menu

The Configuration and Debug menu for this module is arranged as a tree
structure, with the Main Menu at the top of the tree, and one or more sub-menus
for each menu command. The first menu you see when you connect to the
module is the Main menu.

Because this is a text-based menu system, you enter commands by typing the
command letter from your computer keyboard in the diagnostic window in
ProSoft Configuration Builder (PCB). The module does not respond to mouse
movements or clicks. The command executes as soon as you press the
command letter — you do not need to press [ENTER]. When you type a command
letter, a new screen will be displayed in your terminal application.

Using the Diagnostic Window in ProSoft Configuration Builder

To connect to the module’s Configuration/Debug serial port,

1 Start PCB, and then select the module to test. Click the right mouse button to
open a shortcut menu.

=-(Z3 Default Project
—-{& Default Location

+ '1 Demo Module

2 On the shortcut menu, choose DIAGNOSTICS.

=1-{Z3 Default Project
—-[& Default Location

&l J0=mo Moduiey

Delete
Rename

Copy

Choose Module Type

View Configuration

Expart Configuration File(s)
Load Config File

Cownload from PC to Device
Upload from Device to PC
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3 This action opens the DIAGNOSTICS dialog box. Press [?] to open the Main
Menu.

DNP ETHERNET SERVER COMMUNICATION MODULE PTQ-DNPSNET-Q MENU
7=Display Menu
B=Block Transfer Statistics
C=Module Configuration
D=Database Yiew
I=DNP Menu
R=Receive Configuration File
$=Send Configuration File
V=Version Information
W=Warm Boot Module
@=Network Menu
Esc=Exit Program

Important: The illustrations of configuration/debug menus in this section are intended as a general
guide, and may not exactly match the configuration/debug menus in your own module.
If there is no response from the module, follow these steps:

1 Verify that the null modem cable is connected properly between your
computer’s serial port and the module. A regular serial cable will not work.

2 On computers with more than one serial port, verify that your communication
program is connected to the same port that is connected to the module.

If you are still not able to establish a connection, contact ProSoft Technology for
assistance.

Navigation

All of the sub-menus for this module contain commands to redisplay the menu or
return to the previous menu. You can always return from a sub-menu to the next
higher menu by pressing [M] on your keyboard.

The organization of the menu structure is represented in simplified form in the

following illustration:

Child Menu A Child Menu B Child Menu C
Child Sub-Menu 1 | Child Sub-Menu 1 | Child Sub-Menu 1 |

Child Sub-Menu 2 | Child Sub-Menu 2|
Child Sub-Menu 3 |

The remainder of this section shows you the menus available for this module,
and briefly discusses the commands available to you.

Keystrokes

The keyboard commands on these menus are almost always non-case sensitive.
You can enter most commands in lower case or capital letters.
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The menus use a few special characters ([?], [], [*], [@]) that must be entered
exactly as shown. Some of these characters will require you to use the [SHIFT],
[CTRL] or [ALT] keys to enter them correctly. For example, on US English
keyboards, enter the [?] command as [SHIFT][/].

Also, take care to distinguish capital letter [I] from lower case letter [L] (L) and
number [1]; likewise for capital letter [O] and number [0]. Although these
characters look nearly the same on the screen, they perform different actions on
the module.

7.1.3 Main Menu

When you first connect to the module from your computer, your terminal screen
will be blank. To activate the main menu, press the [?] key on your computer’s
keyboard. If the module is connected properly, the following menu will appear on
your terminal screen:

DNP ETHERNET SERVER COMMUNICATION HMODULE PTQ-DNPSNET-Q MENU
7=Display Menu
B=Block Transfer Statistics
C=Module Configuration
D=Database View
I=DNP Menu
R=Receive Configuration File
5=Send Configuration File
V=Version Information
W=Warm Boot Hodule
B=Network Menu
Esc=Exit Program

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

Viewing Block Transfer Statistics

Press [N] from the Main Menu to view the Block Transfer Statistics screen.

Use this command to display the configuration and statistics of the backplane
data transfer operations between the module and the processor. The information
on this screen can help determine if there are communication problems between
the processor and the module.

Tip: Repeat this command at one-second intervals to determine the number of blocks transferred
each second.
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Viewing Module Configuration

Press [C] to view the Module Configuration screen.

Use this command to display the current configuration and statistics for the
module.

Opening the Database Menu

Press [D] to open the Database View menu. Use this menu command to view the
current contents of the module’s database.

Opening the DNP Menu

Press [I] from the Main Menu to open the DNP Menu. This menu allows you to
view all data associated with the DNP Server driver. For more information about
the commands on this menu, refer to DNP Menu.

Receiving the Configuration File

Press [R] to download (receive) the current configuration file from the module.
For more information on receiving and sending configuration files, please see
Uploading and Downloading the Configuration File (page 153).

Sending the Configuration File

Press [S] to upload (send) an updated configuration file to the module. For more
information on receiving and sending configuration files, please see Uploading
and Downloading the Configuration File (page 153).

Viewing Version Information

Press [G] to view Version information for the module.

Use this command to view the current version of the software for the module, as
well as other important values. You may be asked to provide this information
when calling for technical support on the product.

Values at the bottom of the display are important in determining module
operation. The Program Scan Counter value is incremented each time a
module’s program cycle is complete.

Tip: Repeat this command at one-second intervals to determine the frequency of program
execution.
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Warm Booting the Module

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

Press [R] from the Main Menu to warm boot (restart) the module. This command
will cause the program to exit and reload, refreshing configuration parameters
that must be set on program initialization. Only use this command if you must
force the module to re-boot.

Exiting the Program

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

Press [ESC] to restart the module and force all drivers to be loaded. The module
will use the configuration stored in the module's Flash memory to configure the
module.

Page 70 of 169 ProSoft Technology, Inc.
July 7, 2009



Diagnostics and Troubleshooting PTQ-DNPSNET-Q ¢ Quantum / Unity Platform
User Manual Distributed Network Protocol Interface Module

7.1.4 Database View Menu

Press [D] from the Main Menu to open the Database View menu. Use this menu
command to view the current contents of the module’s database. Press [?] to
view a list of commands available on this menu.

‘ M = Main Menu D

H D = Database Menu D
—{ ? = Display Menu

— 0-3.= Pages 010 3000

—{ S = Show Again

—' - =Back 5 Pages

—‘ P = Previous Page

—‘ += Skip 5 Pages

—' N = Next Page

—‘ D = Decimal Display

Redisplays (refreshes) this menu

Selects page 0, 1000, 2000 or 3000

Redisplays last selected page of data

Goes back five pages of data

Goes back one page of data

Goes forward five pages of data

Goes forward one page of data

Displays data in decimal format

—' H = Hexadecimal Display

—' F = Float Display

—} A= ASCII Display

—} M = Main Menu

Displays data in hex format

Displays data in floating point format

Displays data in text format

Goes up one level to main menu

R e L e Lo o Vsl e VA o I

Viewing Reqgister Pages

To view sets of register pages, use the keys described below:

Command Description

[0] Display registers 0 to 99

[1] Display registers 1000 to 1099
[2] Display registers 2000 to 2099

And so on. The total number of register pages available to view depends on your
module’s configuration.

Displaying the Current Page of Reqisters Again

Press [S] from the Database View menu to show the current page of registers
again.

DATABASE DISPLAY @ TO 292 (DECIMALX>
108 18 1
1

=

[
w
COSEEEEE@

@
[
OEEEEEREE N

12

[y

oEEDEED®
OO @EMN-
=

D005 S A
OEEEEE@@NN
OISO
CEEEEEDE®-
oD OEE®
CEODOEDDEY

This screen displays the current page of 100 registers in the database.
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Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip five pages back in the database
to see the previous 100 registers of data.

Moving Forward Through 5 Pages of Registers

Press [+] from the Database View menu to skip five pages ahead in the database
to see the next 100 registers of data.

Viewing the Previous 100 Registers of Data

Press [P] from the Database View menu to display the previous 100 registers of
data.

Viewing the Next 100 Registers of Data

Press [N] from the Database View menu to select and display the next 100
registers of data.

Viewing Data in Decimal Format

Press [D] to display the data on the current page in decimal format.

Viewing Data in Hexadecimal Format

Press [H] to display the data on the current page in hexadecimal format.

Viewing Data in Floating Point Format

Press [F] from the Database View menu. Use this command to display the data
on the current page in floating point format. The program assumes that the
values are aligned on even register boundaries. If floating-point values are not
aligned as such, they are not displayed properly.

Viewing Data in ASCII (Text) Format

Press [A] to display the data on the current page in ASCII format. This is useful
for regions of the database that contain ASCII data.

Returning to the Main Menu

Press [M] to return to the Main Menu.
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7.1.5 DNP Database View Menu

Use this menu command to view the current contents of the selected database.
Press [?] to view a list of commands available on this menu.

DNP DATABASE UIEW MENU
T=Display Menu

8=Show fAgain

—=Back 5 Pages

P=Previous Page

+=8kip 5% Pages

HN=Next Page

D=Word Decimal Display

H=Word Hexadecimal Display
L=Double UYord Decimal Display
#=Double Yord Hexadecimal Display
F=Float Display

A=ASCII Display

1=Binary Inputs
2=Binary Outputs
3=Counters
4=Analog Inputs
S=Analog Outputs
6=Frozen Counters

M=Main Menu

Viewing Data Type Databases

Press [D] from the DNP menu, then hold down the [Shift] key and press the [/]
key.

Use the number keys 1 to 6 to select the display of the data type you wish to
view. For example, if the [1] key is pressed, the following is displayed:

DNP BINARY INPUT DATABASE DISPLAY @ TO 1 (DECIMAL>
a a

Viewing Redgister Pages

To view sets of register pages, use the keys described below:

Command Description

[O] Display registers 0 to 99

[1] Display registers 1000 to 1099
[2] Display registers 2000 to 2099

And so on. The total number of register pages available to view depends on your
module’s configuration.

ProSoft Technology, Inc. Page 73 of 169
July 7, 2009



PTQ-DNPSNET-Q ¢ Quantum / Unity Platform Diagnostics and Troubleshooting
Distributed Network Protocol Interface Module User Manual

Displaying the Current Page of Reqgisters Again

Press [S] from the Database View menu to show the current page of registers
again.

DATABASE DISPLAY @ TO 29 (DECIMALX>
i@ i@ i@
11 12 13 14 1

=

CEIOEED

OEOOEEEE N
OO0 S S R
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-
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CEOEEEE®®-]
oI ®
CEODOEE@EY
@@

This screen displays the current page of 100 registers in the database.

Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip five pages back in the database
to see the previous 100 registers of data.

Viewing the Previous 100 Registers of Data

Press [P] from the Database View menu to display the previous 100 registers of
data.

Moving Forward Through 5 Pages of Registers

Press [+] from the Database View menu to skip five pages ahead in the database
to see the next 100 registers of data.

Viewing the Next 100 Reqisters of Data

Press [N] from the Database View menu to select and display the next 100
registers of data.

Viewing Data in Decimal Format

Press [D] to display the data on the current page in decimal format.

Viewing Data in Hexadecimal Format

Press [H] to display the data on the current page in hexadecimal format.

Viewing Data in Floating Point Format

Press [F] from the Database View menu. Use this command to display the data
on the current page in floating point format. The program assumes that the
values are aligned on even register boundaries. If floating-point values are not
aligned as such, they are not displayed properly.
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Viewing Data in ASCII (Text) Format

Press [A] to display the data on the current page in ASCII format. This is useful
for regions of the database that contain ASCII data.

Viewing Data in Double Word Decimal Format

Press [L] to display the data on the current page in Double Word Decimal format.
This is useful for regions of the database that contain Double Word Decimal data.

Viewing Data in Double Word Decimal Format

Press [X] to display the data on the current page in Double Word Hexadecimal
format. This is useful for regions of the database that contain Double Word
Hexadecimal data.

Viewing DNP Binary Inputs

Press [1] to view a list of DNP Binary Inputs.

Viewing DNP Binary Outputs

Press [2] to view a list of DNP Binary Outputs.

Viewing DNP Counters

Press [3] to view a list of DNP Counters.

Viewing DNP Analog Inputs

Press [4] to view a list of DNP Analog Inputs.

Viewing DNP Analog Outputs

Press [5] to view a list of DNP Analog Outputs.

Viewing DNP Frozen Counters

Press [6] to view a list of DNP Frozen Counters.

Viewing DNP Float Inputs

Press [7] to view a list of DNP Float Inputs.

Viewing DNP Float Outputs
Press [9] to view a list of DNP Float Outputs.

Returning to the Main Menu

Press [M] to return to the Main Menu.
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7.1.6 Network Menu

The network menu allows you to send, receive, and view the WATTCP.CFG file
that contains the IP and gateway addresses, and other network information.

‘ M = Main Menu D

¥

H @ = Network Menu D
—' ? = Display Menu W Redisplays (refreshes) this menu D
—' R = Receive WATTCP.CFG W Upload WATTCP.CFG to module D
—' S = Send WATTCP.CFG W Download WATTCP.CFG to PC D
—{ V = View WATTCP.CFG W View WATTCP.CFG file on module D
—' M = Main Menu Ei:} Return to Main Menu D

Transferring WATTCP.CFG to the module

Press [R] to transfer a new WATTCP.CFG file from the PC to the module. Use
this command to change the network configuration for the module (for example,
the module’s IP address).

Press [Y] to confirm the file transfer, and then follow the instructions on the
terminal screen to complete the file transfer process.

Transferring WATTCP.CFG to the PC
Press [S] to transfer the WATTCP.CFG file from the module to your PC.

Press [Y] to confirm the file transfer, and then follow the instructions on the
terminal screen to complete the file transfer process.

After the file has been successfully transferred, you can open and edit the file to
change the module’s network configuration.

Viewing the WATTCP.CFG file on the module

Press [V] to view the module’s WATTCP.CFG file. Use this command to confirm
the module’s current network settings.

etwork Menu Selected

ATTCP.CFG FILE:
'roLinx Communication Gateways, Inc.

Default private class 3 address
y_ip=192.168.8.135

Default class 3 network mask
etmask=255.255.255.0

ateway I wish to use

The g
ateway=192.168.0.1

Parameters used by the ProLinx Communication Gateways, Inc. module
Local_Domain_Name=nycompany.com
ssssss d-PAEEHORD

Returning to the Main Menu

Press [M] to return to the Main Menu.
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7.2 LED Status Indicators

The LEDs indicate the module’s operating status as follows:

Module Color Status Indication

Active Green On The LED is on when the module recognizes a processor and
is able to communicate if the [Backplane Data Movement]
section specifies data transfer commands.

Off The LED is off when the module is unable to speak with the
processor. The processor either absent or not running.
E-Link Green On The Ethernet port is connected to the TCP/IP network
Off No Connection
E-Data Green On There is data being transferred through the Ethernet port.
Off No data transfer
BAT Low Red Off The battery voltage is OK and functioning.
On The battery voltage is low or the battery is not present. The

battery LED will illuminate briefly upon the first installation of
the module or if the unit has been un-powered for an
extended period of time. This behavior is normal, however
should the LED come on in a working installation please
contact ProSoft Technology.

DEBUG Green On Data is being transferred between the module and a remote
terminal using the Configuration/Debug port.
Off No data is being transferred on the Configuration/Debug
port.
CFG ERR On
Off
PRT1 Green On Port not used in application
Off Port not used in application
PRT2 Green On Port not used in application
Off Port not used in application
ERR1 Red Off The PTQ-DNPSNET-Q is working normally.
On The PTQ-DNPSNET-Q module program has recognized an

application error. This LED will also be turned on if any
command presents an error.

ERR2 N/A Not used in application

If your module is not operating, and the status LEDs are not illustrated in the
table above, please contact ProSoft Technology for technical assistance.

7.2.1 Ethernet LED Indicators

LED State Description
Data Off No activity on the Ethernet port.

Green Flash The Ethernet port is actively transmitting or receiving data.
Link Off No physical network connection is detected. No Ethernet

communication is possible. Check wiring and cables.

Green Solid Physical network connection detected. This LED must be on
solid for Ethernet communication to be possible.
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7.2.2 Clearing a Fault Condition

Typically, if the OK LED on the front of the module turns red for more than ten
seconds, a hardware problem has been detected in the module, or the program

has exited.

To clear the condition, follow these steps:

1 Turn off power to the rack

2 Remove the card from the rack

3 Verify that all jumpers are set correctly

4 If the module requires a Compact Flash card, verify that the card is installed

correctly

o U1

Re-insert the card in the rack and turn the power back on
Verify the configuration data being transferred to the module from the

Quantum / Unity processor.

If the module's OK LED does not turn green, verify that the module is inserted
completely into the rack. If this does not cure the problem, contact ProSoft

Technology Support.

7.2.3 Troubleshooting

Use the following troubleshooting steps if you encounter problems when the
module is powered up. If these steps do not resolve your problem, please contact
ProSoft Technology Technical Support.

Processor Errors

Problem Description

Steps to take

Processor Fault

Verify that the module is plugged into the slot that has been configured
for the module.

Verify that the slot location in the rack has been configured correctly in
the ladder logic.

Processor 1/0 LED
flashes

This indicates a problem with backplane communications. Verify that all
modules in the rack are configured in the ladder logic.

Module Errors

Problem Description

Steps to take

BP ACT LED remains
off or blinks slowly
MVI56E modules with
scrolling LED display:
<Backplane Status>
condition reads ERR

This indicates that backplane transfer operations are failing. Connect to
the module’s Configuration/Debug port to check this.

To establish backplane communications, verify the following items:
=  The processor is in Run mode.

=  The backplane driver is loaded in the module.

=  The module is configured for read and write block data transfer.
=  The ladder logic handles all read and write block situations.

=  The module is configured in the processor.

OK LED remains red

The program has halted or a critical error has occurred. Connect to the
Configuration/Debug port to see if the module is running. If the program
has halted, turn off power to the rack, remove the card from the rack and
re-insert the card in the rack, and then restore power to the rack.
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8.1 Product Specifications

8.1.1 PTQ-DNPSNET-Q

The PTQ DNP 3.0 Server over Ethernet Communications Module supports the
implementation of the DNP 3.0 (Distributed Network Protocol) over Ethernet,
allowing Quantum / Unity processors to easily communicate with host systems

supporting the protocol. The module supports DNP Subset Level 2 features and
some Level 3 features.

General Specifications

= Single Slot - Quantum backplane compatible

» The module is recognized as an Options module and has access to PLC
memory for data transfer

Configuration data is stored in non-volatile memory in the ProTalk module
Up to six modules can be placed in a rack

Local rack - The module must be placed in the same rack as processor
Compatible with common Quantum programming tools: UnityPro XL,
Concept, ProWWORX

= Quantum data types supported: 3x, 4x

» High speed data transfer across backplane provides quick data update times
= Sample ladder file available
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Hardware Specifications

Specification

Value

Backplane Current Load

800mMA @5V

Operating Temperature

0 to 60°C (32 to 140°F)

Storage Temperature

-40 to 85°C (-40 to 185°F)

Relative Humidity

5% to 95% (non-condensing)

Vibration

Sine vibration 4-100 Hz in each of the 3 orthogonal axes

Shock

30G, 11 mSec. in each of the 3 orthogonal axes

LED Indicators

Module Status

Backplane Transfer Status

Serial Port Activity LED

Serial Activity and Error LED Status

Configuration Serial Port
(PRT1)

DB-9M PC Compatible
RS-232 only
No hardware handshaking

Application Ethernet port

RJ45 Connector
Link and Activity LED indicators

Electrical Isolation 1500 V rms at 50 Hz to 60 Hz for 60 s, applied as
specified in section 5.3.2 of IEC 60950: 1991

Ethernet Broadcast Storm Resiliency = less than or equal to 5000
[ARP] frames-per-second and less than or equal to 5 minutes
duration

Functional Specifications

The PTQ-DNPSNET-Q module accepts data read/write commands from a
master/client on the network. The module accepts DNP commands to control and
monitor the data stored in the DNP databases. In addition, the module can be
configured to generate unsolicited messages.

The module has 4000 data words of internal register space that are accessible to
the protocol driver and to the Quantum processors memory. Memory usage is
user configurable within these 4000 words. Each of the supported database
types can be individually sized and each database point is mapped within the
module. The supported database point types are:

= Binary Input 512 Points (512 words)

» Binary Output 512 Points (512 words)
= Counter 128 Points (128 words)

* Analog Input 512 Words

= Analog Output 512 Words

Total point counts must be configured such that Class 0 responses do not
exceed 2048 bytes in size
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DNP 3.0 Server over Ethernet Specifications

Operating in the Server mode, the module accepts commands from a Client(s) to
read/write data stored in the module’s internal registers. This data is easily and
continuously transferred between the ProTalk module and the Quantum
processor’s data registers.

The Server functionality supported by the module includes:

» The DNP on Ethernet communication driver is built in accordance with the
DNP organizations WAN/LAN Recommended Practices

» Ethernet port supporting TCP (events, monitor and control) and UDP (monitor
and control)

= Supports DNP 3.0 in a Level 2 implementation

*» The module functions as a Server on the network supporting data read/write
commands from masters/clients on the network

» Report-by-Exception data is logged to the module’s database and reported
on TCP socket

= Supports unsolicited messaging

* Analog deadband configurable at module level

= Supports clock synchronization from client or from Quantum (configurable

synchronization frequency)

Supports timestamp events (BI/Al). Configurable enable/disable for Al

User defined list of acceptable host IP addresses

Event queue supports 200 events per data type(BI/Al)

DNP Object Definition documents are available

8.1.2 PTQ-DNPSNET

The PTQ DNP 3.0 Server over Ethernet Communications Module supports the
implementation of the DNP 3.0 (Distributed Network Protocol) over Ethernet,
allowing Quantum / Unity processors to easily communicate with host systems
supporting the protocol. The module supports DNP Subset Level 2 features and
some Level 3 features.

General Specifications

»= Single Slot - Quantum backplane compatible
» The module is recognized as an Options module and has access to PLC
memory for data transfer

= Configuration data is stored in non-volatile memory in the ProTalk® module
= Up to six modules can be placed in a rack
= Local rack - The module must be placed in the same rack as processor
= Compatible with common Quantum / Unity programming tools
* Quantum data types supported: 0x, 1x, 3x, 4x
» High speed data transfer across backplane provides quick data update times
» Does not currently support Hot-Standby processors or applications
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Hardware Specifications

Specification

Value

Backplane Current Load

800mMA @5V

Operating Temperature

0 to 60°C (32 to 140°F)

Storage Temperature

-40 to 85°C (-40 to 185°F)

Relative Humidity

5% to 95% (non-condensing)

Vibration

Sine vibration 4-100 Hz in each of the 3 orthogonal axes

Shock

30G, 11 mSec. in each of the 3 orthogonal axes

LED Indicators

Module Status

Backplane Transfer Status

Serial Port Activity LED

Serial Activity and Error LED Status

Configuration Serial Port
(PRT1)

DB-9M PC Compatible
RS-232 only
No hardware handshaking

Application Ethernet port

RJ45 Connector
Link and Activity LED indicators

Electrical Isolation 1500 V rms at 50 Hz to 60 Hz for 60 s, applied as
specified in section 5.3.2 of IEC 60950: 1991

Ethernet Broadcast Storm Resiliency = less than or equal to 5000
[ARP] frames-per-second and less than or equal to 5 minutes
duration

Functional Specifications

The PTQ-DNPSNET module accepts data read/write commands from a
master/client on the network. The module accepts DNP commands to control and
monitor the data stored in the DNP databases. In addition, the module can be
configured to generate unsolicited messages.

The module has 4000 data words of internal register space that are accessible to
the protocol driver and to the Quantum processors memory. Memory usage is
user configurable within these 4000 words. Each of the supported database
types can be individually sized and each database point is mapped within the
module. The supported database point types are:

= Binary Input: 500 Points (500 words)

» Binary Output: 500 Points (500 words)
= Counter: 250 Points (250 words)

* Analog Input: 500 Words

* Analog Output: 500 Words

Total point counts must be configured such that Class 0 responses do not
exceed 2048 bytes in size

Page 82 of 169

ProSoft Technology, Inc.
July 7, 2009



Reference PTQ-DNPSNET-Q ¢ Quantum / Unity Platform
User Manual Distributed Network Protocol Interface Module

DNP 3.0 Server over Ethernet Specifications

Operating in the Server mode, the module accepts commands from a Client(s) to
read/write data stored in the module’s internal registers. This data is easily and
continuously transferred between the ProTalk module and the Quantum
processor’s data registers.

The Server functionality supported by the module includes:

» The DNP on Ethernet communication driver is built in accordance with the
DNP organizations WAN/LAN Recommended Practices

» Ethernet port supporting TCP (events, monitor and control) and UDP (monitor
and control)

= Supports DNP 3.0 in a Level 2 implementation

*» The module functions as a Server on the network supporting data read/write
commands from masters/clients on the network

» Report-by-Exception data is logged to the module’s database and reported
on TCP socket

= Supports unsolicited messaging

* Analog deadband configurable at module level

= Supports clock synchronization from client or from Quantum (configurable

synchronization frequency)

Supports timestamp events (BI/Al). Configurable enable/disable for Al

User defined list of acceptable host IP addresses

Event queue supports 200 events per data type(BI/Al)

DNP Object Definition documents are available

8.2 Functional Overview

This section describes how the PTQ-DNPSNET-Q module transfers data
between itself and the processor, and how it implements the DNPSNET-Q
protocol.

The DNPSNET protocol driver exists as a single service port (DNPSNET port
20000) implementation that supports a single TCP port connection and multiple
UDP ports on a TCP/IP Ethernet network. The DNPSNET port operates as a
server, supporting the DNP 3.0 protocol in a Level 2 implementation using the
DNP User Group recommended extension for use on LAN/WAN. This is
published in "Transporting DNP V3.00 over Local and Wide Area Networks",
December 15, 1998 by the DNP Users Group and is available on the Internet at
http://www.dnp.org.
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8.2.1 General Concepts

The following discussion explains several concepts that are important for
understanding the operation of the PTQ-DNPSNET-Q module.

Module Power Up

On power up the module begins performing the following logical functions:

1 Initialize hardware components

o Initialize Quantum / Unity backplane driver
o Testand clear all RAM
o Initialize the serial communication ports

2 Read configuration file from Random Access Memory
3 Enable Slave Driver

After the module has received the configuration, the module will begin
communicating with other nodes on the network, depending on the configuration.

Main Logic Loop

Upon completing the power up configuration process, the module enters an
infinite loop that performs the functions shown in the following diagram.

From Power Up Logic

»
L

A

Call 1/0 Handler
Call I/O Handler Transfers data between the module and processor
(user, status, etc.)

A

Call Serial Port Driver
Rx and Tx buffer routines are interrupt driven. Call to
serial port routines check to see if there is any data
in the buffer, and depending on the value, will either
service the buffer or wait for more characters.

Call CFG/DEBUG Port
Driver

A

Call Network Server Call Network Server Drivers
Drivers Respond to messages received.

Backplane Data Transfer

The current version of the PTQ-DNPSNET-Q backplane driver (version 2.0) uses
a Large I/0 model, which differs from previous versions of the backplane driver in
that it transfers all of the data in the input and output databases between the
module and the processor on every scan.
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The [Backplane Configuration] section of the configuration file defines the starting
register for input and output. The typical configuration is 5000 words read (3x/ %
IW) and 5000 words write (4x / % MW).

The following parameters control how much database content will be transferred
between the Processor and the Module:

= Binary Inputs

= Analog Inputs

= Float Inputs

= Counters

»= Binary Outputs
= Analog Outputs
» Float Outputs

Example 1 (Sample Default Values)

X

Edit - DNP ENET Slave

Internal Slave ID |E5inar\ur Inputs
0

Analog Inputs IE

Float Inputs 10

Counters 10 .

Binary Outputs 100 EEmImErE

Analog Outputs 100 |
_Ello E(':tl :slslrm its éD Definition:

Al Class 3 Word count to hold BI data

Float Class 3 (0-500)

Al Deadband 1000

Float Deadband 1000.0

Select/Operate Arm Time 2000

Write Time Interval 60

App Layer Confirm Tout 2000

Unsolicited Response No

Class 1 Unsol Resp Min 10

Class 2 Unsol Resp Min 10

Class 3 Unsol Resp Min 10

Unsol Resp Delay 5000

UResp Master Address S

BEI with flag Mo

EI Events without time Yes

BC without flag No

Counter with flag No

Frozen counter with flag No _ Reset Tag | Reset Al |
AT with flag No

Al Events with time Yes hd oK | Cancel |
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The following illustration shows the data transfer between processor and Module

using the configuration values in Example 1:

Processor

Holding Registers

400001 1
Control Q Special 30000
Words Blocks
0-84 7100064 0-64 word 17350064
Binary Binary Inputs
Inputs points
65 - 164 0-99
Analog Analog
Inputs Inputs
165 - 364 0-99
Float Inputs Float Inputs
365 - 394 0-9
Counters Counters
395 - 424 0-9
400424
Input Registers
Binary % Binary
Outputs [¢ Outputs
425 - 524 W‘ 0-99
Analog Analog
Outputs Outputs
525 -724 0-99
Float Float
Outputs Outputs
725-754 200754 0-9
Input Registers
Binary 300065 | Binary
o Outputs
utputs
65-164 Data & Flags
300164 0-99
Analog
Analog Outputs
Outputs Data & Flags
165-364 0-99
Float
OFIoat < Outputs
utputs
365-664 Data & Flags
300664 0-9
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Example 2

Edit - DNP ENET Slave

X

Internal Slave ID

Analog Inputs
Float Inputs

Counters 20
Binary Cutputs 160
Analog Outputs 50
Float Outputs 10
BT Class p

Al Class 3
Float Class 3

Al Deadband 1000
Float Deadband 1000.0
Select/Operate Arm Time 2000
Write Time Interval 60
App Layer Confirm Tout 2000
Unsolicited Response No
Class 1 Unsol Resp Min 10
Class 2 Unsol Resp Min 10
Class 3 Unsol Resp Min 10
Unsol Resp Delay 5000
URezp Master Address B

BI with flag No
EI Events without time Yes
BO without flag Mo
Counter with flag Mo
Frozen counter with flag No
AT with flag No
Al Ewvents with time Yes

|E5inar\-r Inputs

=

Comment:

Definition:

Word count to hold BI data
(0-500)

Reset Tag | Reset All

Ok | Cancel

The following illustration shows the data transfer between processor and Module

using the configuration values in Example 2:

Holding Registers

Control
Words
0-64

400001

Special
»  Blocks

400064

Binary
Inputs
65 - 224

400065

0-64
Word
Binary
> Inputs

400224

Analog
Inputs
225-424

Points
0-159

Analog

Float
Inputs
425 - 484

Inputs
0-99

Float

Counters
485 - 544

Inputs
0-19

Counters

400544

0-19
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Input Registers
Binary | 300544 Binary
Outputs  [€ Outputs
545 -704 | 300704 0-159
Analog Analog
Outputs | Outputs
705 - 804 0-49
Float Float
Outputs [© Outputs
805 - 834 | 300834 0-9
Input Registers
. 300065 Binary
o
65.224 | Data & Flag
300224 0-159
Analog
OAStaIStgs Outputs
P < Data & Flag
225-324 0-49
Float
Ozltc:)itts < Outputs
395.354 | Data & Flag
300354 0-9

Input and Output Data Blocks

Status Block 9250

Block 9250 identification code requests the module’s status data. The module
supports a buffer queue of 99 events per data type. The application can verify the
status of the queue (free space in the queue) through the module’s status data
(Block 9250). When the queue is full, the module will delete the older event in the
queue if a new event is received.

There are two ways to request status data:

» Read the data in the database, starting at word 4000. Refer to Error Status
Table for detailed information.
= Request the entire status block with a block 9250 block request.

The module responds to a valid block 9250 request with a block containing the
requested status data. The status data area for the module starts at address
4000 in the database.
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Block Format for Read

Word Offset

Variable Name

Description

0 Sequence number This word contains a new sequence number when the
status block is filled.

1 Status request block This word will contain the value of 9250 when the
operation is complete.

2 Program Scan Count  This value is incremented each scan of the program. Use
this command to check the program scan frequency and
to make sure the module is still operational.

3to4 Product Name (ASCIl) These two words contain the product name of the module
in ASCII format (DNQQ).

5t06 Revision (ASCII) These two words contain the product revision level of the
firmware in ASCII format.

7t08 Operating System These two words contain the module's internal operating
Revision (ASCII) system revision level in ASCII format.

9to0 10 Production Run These two words contain the production "batch" number
Number (ASCII) for the particular chip in the module in ASCII format.

11 Output Transfer Count This value is incremented each time output data is

transferred from the PLC to the module.

12 Input Transfer Count ~ This value is incremented each time input data is
transferred from the module to the PLC.

13 I/O Error Transfer This value is incremented each time an input or output

Count transfer error occurs.

14 DNP Slave Port total This value represents the TCP/IP total number of
number of message message frames that have matched this slaves address
frames received by on this port. This count includes message frames which
slave the slave may or may not be able to parse and respond.

15 DNP Slave Port total This value represents the number of good (non-error)
number of response TCP/IP responses that the slave has sent to the master
message frames sent  on this port. The presumption is that if the slave is
from slave responding, the message was good. Note: This is a

frame count.

16 DNP Slave Port total This value represents the total number of TCP/IP
number of message message frames received by the slave, regardless of the
frames seen by slave  slave address.

17 DNP Slave This value counts the number of times a sync error
synchronization error ~ occurs. The error occurs when extra bytes are received
count (Physical Layer before the start bytes (0x05 and 0x64) are received.
Error)

18 DNP Slave overrun This value counts the number of times the overrun error
error count (Physical occurs. This error occurs when the mainline Data Link
Layer Error) Layer routine cannot read the data received on the

communication port before it is overwritten.

19 DNP Slave length error This value counts the number of times an invalid length
count (Physical Layer byte is received. If the length of the message does not
Error) match the length value in the message, this error occurs.

20 DNP Slave bad CRC  This value counts the number of times a bad CRC value

error (Data Link Layer
Error)

is received in a message.
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Word Offset

Variable Name

Description

21 DNP Slave user data  This value counts the number of times the application
overflow error layer receives a message fragment buffer which is too
(Transport Layer Error) small.

22 DNP Slave sequence This value counts the number of times the sequence
error (Transport Layer numbers of multi-frame request fragments do not
Error) increment correctly.

23 DNP Slave address This value counts the number of times the source
error (Transport Layer addresses contained in a multi-frame request fragments
Error) do not match.

24 DNP Slave Binary This value contains the total number of binary input
Input Event count events which have occurred.

25 DNP Slave Binary This value represents the number of binary input events
Input Event count in which are waiting to be sent to the master.
buffer

26 DNP Slave Analog This value contains the total number of analog input
Input Event count events which have occurred.

27 DNP Slave Analog This value represents the number of analog input events
Input Event count in which are waiting to be sent to the master.
buffer

28 DNP Float Event Total number of events generated for analog floating-
Count point input data points.

29 DNP Double Event Total number of events generated for analog double,
Count floating-point input data points.

30 DNP Slave bad This value counts the number of times a bad function
function code error code for a selected object/variation is received by the
(Application Layer slave device.
Error)

31 DNP Slave object This value counts the number of times a request for an
unknown error unsupported object is received by the slave device.
(Application Layer
Error)

32 DNP Slave out of This value counts the number of times a parameter in the
range error qualifier, range or data field is not valid or out of range.
(Application Layer
Error)

33 DNP Slave message  This value counts the number of times an application
overflow error response message from the slave is too long to transmit.
(Application Layer
Error)

34 DNP Slave multi-frame This value counts the number of times the slave receives
message from DNP a multi-frame message from the master. The application
Master error does not support multi-frame master messages.
(Application Layer
Error)

35 UDP Receive This counter is incremented each time a UDP packet is

received.
36 UDP Transmit This counter is incremented each time a UDP packet is
transmitted.
37 Unsolicited Transmit This counter is incremented each time an unsolicited

Error Count

transmit error occurs.
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Word Offset

Variable Name

Description

38 P1 State This value contains the value of the P1 Tx State (see
below).

39 TCP Socket State This value contains the current state value of the TCP/IP
socket. If the value is < 1, the socket is not connected to
a remote client. If the value is >= 100, the socket is
disconnecting. All other values represent a connected
socket condition.

40 UDP Socket State This value contains the current state value of the UDP/IP
socket.

41 Busy Flag This flag determines if either the UDP or TCP socket is
busy processing a message and building a response:
0=not busy, 1=TCP message processing, 2=UDP
message processing and 3=TCP processing unsolicited
message.

42 Application Layer This flag indicates if a multiple application fragment is

Fragment Flag being handled for transmission (0=no, 1=yes).

43 Tx Frame Flag This flag indicates if a frame is ready to be transmitted at
the data link level (0=no, 1=yes)

44 TCP Length This value contains the current length of receive data for
the TCP/IP socket.

45 UDP Length This value contains the current length of receive data for
the UDP/IP socket.

46 Free Memory LSB Free memory in module

47 Free Memory MSB

48 P1 Tx State This flag indicates if either socket is busy sending data
(0=no, 1=yes).

49 Processor State This status register will contain a value of 1 if the
processor is in run mode and 0 if it is not.

50 I/O parameters set This status register contains a value of 0 if the 1/O sizes
have been read from the processor and 1 if not.

51 Hot-Standby status This status register contains the hot-standby status word.

word

This will be utilized when the hot-standby support is
added to the product.

Block 9958 - PLC Binary Input Event data

Block 9958 identification code is used by the PLC to send a set of binary input
events to the module.

Block Format from Processor

Word Offset in Data Field(s) Description

Block

0 Sequence Counter This field contains a new value each time the user wishes
to send events

1 Block ID This field contains the value of 9958 identifying the event
block to the module.

2 Event Count This field contains the number of events contained in the

block. Valid values for this field are 1 to 10.
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Word Offset in Data Field(s) Description

Block

3 Sequence Counter This field holds the sequence counter for each 9958
block transfer. This synchronizes and confirms receipt of
the block by the module.

4 DNP Binary Input Data This is the data point in the DNP binary input database

point represented by the event.

5 Event Value This word contains the new value for the point and the
event. Only the LSB byte portion of the word is valid for
the DNP protocol.

6 Month/Day Formatted: bits 0 to 4 = Day, bits 8 to 11 = Month. All
other bits are ignored.

7 Hour/Minute Formatted: bits 0 to 5 = Minutes, bits 8 to 12 = Hour. All
other bits are ignored.

8 Sec/Millisecond Formatted: bits 0 to 9 = Milliseconds, bits 10 to 15 =
Seconds.

9 Year This is the four digit year for the event.

10to 15 Five words of data for Event #2.

16 to 21 Five words of data for Event #3.

22 to 27 Five words of data for Event #4.

28 to 33 Five words of data for Event #5.

34 to 39 Five words of data for Event #6.

40 to 45 Five words of data for Event #7.

46 to 51 Five words of data for Event #8.

52 to 57 Five words of data for Event #9.

58 to 63 Five words of data for Event #10.

Block Format from Module

To insure the receipt of this block of information, the module returns a block 9958
with the sequence counter set to the value of the last successful block 9958

received.

Word Offset in Data Field(s) Description

Block

0 Sequence Counter This field contains a new value each time the block is
handled.

1 Block ID This field contains the value of 9958 identifying the event
block to the module.

2 Event Count This field contains the number of events processed by
the module.

3 Sequence Counter This field contains the sequence counter of the last

successful block 9958 received.
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Block 9959 - PLC Analog Input Event Data

Block 9959 identification code is used by the PLC to send a set of analog input
events to the module.

Block Format from Processor

Word Offset in Data Field(s) Description

Block

0 Sequence Counter This field contains a new value each time the user
wishes to send events

1 Block ID This field contains the value of 9959 identifying the event
block to the module.

2 Event Count This field contains the number of events contained in the
block. Valid values for this field are 1 to 10.

3 Sequence Counter This field holds the sequence counter for each 9959
block transfer. This synchronizes and confirms receipt of
the block by the module.

4 DNP Analog Input This is the data point in the DNP analog input database

Data point represented by the event.

5 Analog Input Value This is the new analog input value represented in the
event.

6 Month/Day Formatted: bits 0 to 4 = Day, bits 8 to 11 = Month. All
other bits are ignored.

7 Hour/Minute Formatted: bits 0 to 5 = Minutes, bits 8 to 12 = Hour. All
other bits are ignored.

8 Sec/Millisecond Formatted: bits 0 to 9 = Milliseconds, bits 10 to 15 =
Seconds.

9 Year Four digit year value for event.

10to 15 Six words of data for Event #2.

16 to 21 Six words of data for Event #3.

22 to 27 Six words of data for Event #4.

28 t0 33 Six words of data for Event #5.

34 to 39 Six words of data for Event #6.

40 to 45 Six words of data for Event #7.

46 to 51 Six words of data for Event #8.

52 to 57 Six words of data for Event #9.

58 to 63 Six words of data for Event #10.

Block Format from Module

To insure the receipt of this block of information, the module returns a BTR block
9959 with the sequence counter set to the value of the last successful block 9959

received.

Word Offset in Data Field(s) Description

Block

0 Sequence Counter This field contains a new value each time the block is

handled.

Block ID

Block identification code for request from PLC by the
module.
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Word Offset in Data Field(s) Description
Block
2 Event Count This field contains the number of events processed by
the module.
3 Sequence Counter This field contains the sequence counter of the last

successful block 9959 received.

Block 9970 - Set PLC time using module's DNP time

Block 9970 identification code requests the module's DNP date and time. Use

this data to set the PLC clock.

Block Format from Processor

Word Offset in Data Field(s) Description

Block

0 Sequence Counter This field contains a new value each time the user wishes
to send events

1 Block ID This field contains the value of 9970 identifying the block

type to the module.

Block Format from Module

Response to a block 9970 request: The module will respond to a valid block 9970
request with a block containing the requested date and time. The format for the

block is shown below:

Word Offset in Data Field(s) Description

Block

0 Sequence Counter This field contains a new value each time the block is
handled.

1 Block Write ID This is the next block requested by the module.

2 Year This field contains the four-digit year to be used with the
new time value.

3 Month This field contains the month value for the new time.
Valid entry for this field is in the range of 1 to 12.

4 Day This field contains the day value for the new time. Valid
entry for this field is in the range of 1 to 31.

5 Hour This field contains the hour value for the new time. Valid
entry for this field is in the range of 0 to 23.

6 Minute This field contains the minute value for the new time.
Valid entry for this field is in the range of 0 to 59.

7 Seconds This field contains the second value for the new time.
Valid entry for this field is in the range of 0 to 59.

8 Milliseconds This field contains the millisecond value for the new time.
Valid entry for this field is in the range of 0 to 999.

9 Remote Time This field informs the PLC if the date and time passed

Synchronization

has been synchronized with a remote DNP master device
on the module's slave port.
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Block 9971 - Set Module's Time using the Quantum / Unity Processor Time

Block identification code 9971 passes the clock time in the PLC to the module.
The date and time provided will be used to set the module's DNP clock.

Word Offset in Block

Data Field(s)

Description

0 Block ID This field contains the block identification code of 9971
for the block.

1 Year This field contains the four-digit year to be used with
the new time value.

2 Month This field contains the month value for the new time.
Valid entry for this field is in the range of 1 to 12.

3 Day This field contains the day value for the new time.
Valid entry for this field is in the range of 1 to 31.

4 Hour This field contains the hour value for the new time.
Valid entry for this field is in the range of 0 to 23.

5 Minute This field contains the minute value for the new time.
Valid entry for this field is in the range of 0 to 59.

6 Seconds This field contains the second value for the new time.
Valid entry for this field is in the range of 0 to 59.

7 Milliseconds This field contains the millisecond value for the new
time. Valid entry for this field is in the range of 0 to
999.

8 to 247 Not Used Not Used

Block Format from Processor

Word Offset in Block Data Field(s) Description

0 Sequence This field contains a new value each time the user
Counter wishes to send events

1 Block ID This field contains the block identification code of 9971
for the block.

2 Year This field contains the four-digit year to be used with
the new time value.

3 Month This field contains the month value for the new time.
Valid entry for this field is in the range of 1 to 12.

4 Day This field contains the day value for the new time.
Valid entry for this field is in the range of 1 to 31.

5 Hour This field contains the hour value for the new time.
Valid entry for this field is in the range of 0 to 23.

6 Minute This field contains the minute value for the new time.
Valid entry for this field is in the range of 0 to 59.

7 Seconds This field contains the second value for the new time.
Valid entry for this field is in the range of 0 to 59.

8 Milliseconds This field contains the millisecond value for the new

time. Valid entry for this field is in the range of 0 to
999.

Block Format from Module

Word Offset in Block

Data Field(s)

Description

0 Sequence This field contains a new value each time the block is
Counter handled.
1 Block ID This field contains the block identification code of 9971

for the block.
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Block 9998 - Warm Boot Module

If the Quantum / Unity sends a block number 9998, the module will perform a
warm-boot operation. The module will reconfigure the communication ports and
reset the error and status counters.

Block 9999 - Cold Boot Module

If the Quantum / Unity processor sends a block number 9999, the application will
perform the cold-boot operation. The module's program will request a block 9000
from the Quantum / Unity processor for the configuration information. After the
module receives the block, the program will configure the module using the data
received and reset all DNPSNET-Q memory, error and status data.

8.2.2 PTQ-DNPSNET-Q Application Design

This documentation describes the PTQ-DNPSNET-Q module configuration and
setup as it applies to application design. The design of the entire system must be
complete before you attempt to implement this module with a DNP network. This
includes:

= definition of all the data types and point counts required for each type,

» all communication parameters required for the network including media type
and

= the use of advanced features such as unsolicited messaging.

These must be defined for all master and slave devices on the network.
Additionally, the DNP Device Profiles and DNP Subset Definition documents for
each device must be reviewed to make sure all the devices will interact on the
network as expected. Failure to fully understand these important documents for
all devices on the network will usually lead to many problems when implementing
the design.

It is important to fully understand the DNP specification as outlined in the Basic
Four Documents. These are available to users of the DNP users group. It is
recommended that all users of the module have access to these important
documents as they define the DNP data types, functions and variations. It will be
very difficult to implement the module without an understanding of the protocol
and the rules that are defined in the specification. Additionally, potential users
should review the DNP Subset and Conformance Test documents and the
document that discusses DNP protocol support. These documents provide
auxiliary information on the protocol. All of these documents are available to
members of the DNP User Group at http://www.dnp.org (http://www.dnp.org).
Please check this site for other important information regarding the DNP protocol.
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Design

In order to implement a solution using the module, the Quantum processor must
be set up using predefined user data structures. This program will interact with
the module by sending and receiving data and issuing special control commands.

An internal database in the Quantum processor contains the data to be used by
the module and the configuration information is stored in the text file,
DNPSNET_Q.CFG, stored on the module’s non volatile memory. Before you
generate the program or layout the data files, you must first design your system.
Time spent doing system design at the outset of the project will greatly enhance
the success and ease of development of the project.

Designing the system

System design defines the data requirements of the system, communication
parameters, and module functionality. The application developer should refer to
the person responsible for the DNP master and slave device configurations to
verify that the functionality and data types required for the whole system are
consistent. Review the DNP Device Profile and DNP Subset documentation for a
definition of the level of DNP support offered by the module.

The following topics describe each element of system design.

Data Requirements

This phase of design defines what data elements are to be interfaced in the
Quantum processor with the DNP master. The module provides the following
data types:

Digital Input
Digital Output
Counter
Floating Point
Analog Input
Analog Output

All communications between the DNP master and the PLC is through these data
types. Therefore, all data to be used by the system must be contained and
configured in one of these data types.

The following illustration shows the databases maintained by the module for the
DNP data.
DATA AREA
DNP DATA BINARY INPUTS
ANALOG INPUTS
FLOAT INPUTS
COUNTER DATA
BINARY OUTPUTS
ANALOG OUTPUTS

The module is responsible for maintaining the databases using data acquired
from the PLC and DNP master attached network port.
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The following illustration shows the interaction of the binary and analog input
points with the databases.

Binary and Analog Input Databases

FLC
Files OrP DB Last Value
0 Alwvays
T |updateds
FLC = FLC Events
Data Data
[Max Points

All data for these data types is derived from the processor and is passed to the
module over the backplane. The module will constantly monitor for changes in
this data and generate event messages when point values change. For binary
input points, events will be generated on any state change. For analog input
points, events will be generated for points that have a current value outside of the
user-set deadband based on the last value used for an event.

The following illustration shows the interaction of the counter points with the

databases.
Counter Databases
PLC Frozen
Files DNP DB DNP DB
0
Data /\
PLC > PLC PLC
Data Data Data
Max Points

This data is constantly sourced from the processor and placed in the module’s
internal database. This information is available to the remote master for
monitoring. When the module receives a freeze command from the master unit, it
will copy the current counter values into the frozen counter database area. The
remote master can then monitor this information. If the module receives a
counter freeze with reset command, the current counter values will be passed to
the frozen counter database and only the module’s values will be set to 0.

Note: This data is not sent to the controller, and the zero data be overwritten by the counter data
contained in the controller. Therefore, the freeze with reset should not be used with this module.
The results will not be as expected. There is no way to guarantee that counts will not be lost during
the reset step in the module and controller. As a result, this feature was not implemented in the
module.
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The following illustration shows the interaction of the binary and analog output
points with the databases.

Binary and Analog Output Databases

PLC
Files DNP DB
0
PLC PLC
Data Data
Max Points

Output data is sourced from the controlling master station and passed to the
processor over backplane from the module. These data are used in the ladder
logic to control operations and 1/O in the processor.

Data Transfer Interface

The following figure displays the direction of movement of the DNP database
data between the module and the processor.

DNP MEMORY
— [<<—DIGITAL INPUT DATA
WRITE BLOCK FROM —— o~
PROCESSOR ANALOG INPUT DATA
> [<— COUNTER DATA

WRITE BLOCK FROM
PROCESSOR

READ BLOCK FROM
MODULE

READ BLOCK FROM ~<— BINARY OUTPUT DATA

MODULE

READ BLOCK FROM
MODULE

READ BLOCK FROM -~ e ANALOG OUTPUT DATA

MODULE

e FROZEN COUNTER,
LAST VALUE AND
EVENT DATA

It is important to understand the relationship of the block identifications and the
data in the module.

The Reference chapter contains forms to aid in designing your system. They can
be used to document the relationship between the point assignments, block
identification numbers and the PLC file and offset values and to define the
program configuration. Use these forms during your design phase.
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DNP Digital Input Data

This data type stores the binary value of 1 or 0. The size of this data area is
determined from the configuration parameter Binary Inputs (number of words,
each containing 1 binary input point). These data are transferred to the module
from the PLC using the read operation. Therefore, these data are read-only for
the module and the DNP master unit communicating with the module. When the
module receives a new block of this data from the PLC, it compares the new
values to those currently in the database. If there is a change in any of the data,
the module will generate an event message for the points that change.

The remote DNP master unit can read the current status data and the event data
from the module. Event messages generated by the module can be retrieved
using a poll for Class 2 data, as all digital input events are considered a Class 2
data type. If unsolicited message generation is enabled in the application, the
events will automatically be sent by the module to the DNP master unit when the
maximum event count for Class 2 data is reached or when the timeout for
unsolicited messages is exceeded. A data flow diagram for the digital input data
is shown in the following figure.

DNP Master
Protocol

Master Poll for Binary Inputs

DNP Slave
Protocol

Binary Input
Data Area

Binary Input Data Flow Diagram

DNP Slave Response Message

Build Response

Compute

Master Poll For Class 2 Data
(Opfional)

DNP Master
Protocol

DNP Slave
Protocol

Ladder Logic/Module Program
Operation (Continuously Updating)

PLC Block
Transfer
Area

Ladder Logic

PLC Data
File for
Binary Input
Data

After Each Update of Data Area

Change
Events

Binary Input
Events Data
Area

DNP Slave Response to Poll or
Unsolicited

DEVICE

Remaote DNP|
Master

Communi-
cations Link

DNP Slave
Module

PLC
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DNP Digital Output Data

This data type stores digital control and command state data received from the
DNP master unit with a value of 1 or 0. The size of this data area is determined
from the configuration parameter Binary Outputs (defines number of words, each
containing 1 binary output point). These data are transferred from the module to
the PLC using the write operation. Therefore, these data are read-only for the
PLC, as the PLC cannot directly alter these values in module. It is the
responsibility of the DNP master unit to maintain this data. For example, if the
DNP master sets a digital point on, it will remain on until the master resets the
point. A data flow diagram for the digital output data is shown in the following

figure.
Binary Output Data Flow Diagram
DEVICE
DNP DNP Remaote
Master Master DNP
Protocol Protocol Master
[ [
] ) Communi-
Master Poll for Binary DNP Slave Response Master Binary Ouput DNP Slave Response cations
Outputs Message Command Message Link
kL
DNP DNP
Slave Slave
Protocal Protocol
[ [
Change value(s) in Dhp
Build Response Database Build Response Slave
Module
Binary Binary
Qutput Qutput
Data Area Data Area
Ladder Logic/Module
Program Operation
(Updated After
Command)
¥
PLC Block
Transfer
Area
Ladder Logic PLC
'
PLC Data
File for
Binary
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DNP Counter Data

This data type stores accumulated count data. These data are stored in the
module in a double word value and have a data range of 0 to 4,294,967,296. The
size of this data area is determined from the configuration parameter Counters.
The PLC transfers data of this type to the module using the read operation. The
module maintains two values for each counter point: a current running value and
a frozen value. The DNP master must send the freeze command to the module in
order to transfer the current running values to the frozen area.

Note: The freeze-reset command is not supported in the data transfer operation. There is no way
to guarantee counts will not be lost using the freeze-reset operation, therefore, this feature is not
implemented.

A data flow diagram for the counter data is shown in the following figure.

Counter Data Flow Diagram

DEVICE
DHP Master DMF Master Remote DNP
Protocol Protocol Master
Master
Master Poll for DNF Slave Response Counter DNP Slave Communi-
Response . .
Counters Message Freeze cations Link
Message
Command
DNP Slave DMNP Slave
Protocol Protocol
; Build DMP Slave
Build Response Response Module
Counter Data| Counter Data| r‘mll:nrrc:.\zrega:a
Area Area o
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Data
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Logic/Module
Prograrm
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DNP Analog Input Data

This data type stores analog data with a data range of 0 to 65535 or -32768 to
32767. The size of this data area is determined from the configuration parameter
Analog Inputs. These data are transferred to the module from the PLC using the
read operation. Therefore, these data are read-only for the module and the DNP
master unit. When the module receives a new block of this data from the PLC, it
compares the new values to those currently in the database. If there is a change
in any of the data, the module will generate an event message for the points that
change. The dead-band parameter configured for the module determines the
variance required for the event message.

The DNP master unit can read the current value data and the event data from the
module. Event messages generated by the module can be retrieved using a poll
for Class 3 data, as all analog input events are considered a Class 3 data type. If
unsolicited message generation is enabled in the application, the events will
automatically be sent by the module to the DNP master unit when the maximum
event count for Class 3 data is reached or when the timeout for unsolicited
messages is exceeded. A data flow diagram for the analog input data is shown in
the following figure.

Analag Input Data Flow Diagram

DEVICE
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DNP Analog Output Data

This data type stores analog values sent from the DNP master unit to the module
and PLC with a data range of 0 to 65535 or -32768 to 32767. The size of this
data area is determined from the configuration parameter Analog Outputs. These
data are transferred from the module to the PLC using the write operation.
Therefore, these data are read-only for the PLC, as the PLC cannot directly alter
these values in the module. It is the responsibility of the DNP master unit to
maintain this data. For example, if the DNP master sends a value of 3405 to the
module for a specific point, the value will be stored in the module until changed
by the master. A data flow diagram for the analog output data is shown in the
following figure.

Analog Output Data Flow Diagram
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Functionality

This phase of design defines the features of the DNP Level 2 Subset supported
by the module and to be utilized in the specific application. For example, will the
unit use unsolicited messaging? Coordination with the DNP master developer is
required to verify that the host will support the functionality you select. The
features that must be defined in this design step are as follows:

= Will analog events be returned with or without a time value?
= Will events be logged before time synchronization has occurred?
=  Will the module start with database values initialized by the processor?

For a complete description of the module configuration, refer to Module Setup
(page 49).

Data Transfer at Startup

The module can be configured to have the internal databases initialized with data
contained in the processor. This feature requires ladder logic. Data to be
initialized are as follows: Binary and Analog Output data. This feature can be
used to bring the module to a known state (last state set in controller) when the
module is first initialized. For example, in order to have the module startup using
the last set of binary output values and setpoint values (analog outputs), enable
this feature.

Module Operation

After the system has been designed and the system is set up, the module will be
ready to operate. When the module is first initialized, it will read the configuration
file After the file is processed, the module will use the data to set up the data
structures of the application. If any errors are encountered during the initialization
process, the default value for the parameter will be assigned and used.

The module will next check if the output initialization feature is utilized. The
option permits the PLC to set these read-only data at startup. There is no static
memory available on the module to remember the last values for these data
types. In order to prevent a "shock" to the system at boot time, this option can be
used to set the module’s database to the last transferred set of data.

If the module is configured for unsolicited messaging, the module will
immediately send an unsolicited response once the remote master connects to
the module, informing the master of a module restart. The module will not log
events or process any data read operations from the master until the master
clears the restart IIN data bit. The master must also synchronize the time with the
module before events will be generated if the module is so configured. The
master is also responsible for enabling the unsolicited message facility in the
module by sending the Enable Unsolicited Messaging command to the module.

If the module is not configured for unsolicited messaging, the DNP master must
clear the restart lIN bit before the module will start logging events. The master
must also synchronize the time with the module before events will be generated if
the module is so configured.
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Additionally, the program will listen on Port 1 for requests. This is the debug port

for the module and transfers module information to an attached terminal. Refer to
Diagnostics and Troubleshooting (page 65) for a complete discussion on the use
of this important feature.

8.3 Cable Connections

The PTQ-DNPSNET-Q module has the following communication connections on
the module:

= One Ethernet port (RJ45 connector)
= One RS-232 Configuration/Debug port (DB9 connector)

8.3.1 Ethernet Connection

The PTQ-DNPSNET-Q module has an RJ45 port located on the front of the
module labeled "Ethernet", for use with the TCP/IP network. The module is
connected to the Ethernet network using an Ethernet cable between the
module’s Ethernet port and an Ethernet switch or hub.

Note: Depending on hardware configuration, you may see more than one RJ45 port on the
module. The Ethernet port is labeled "Ethernet".

Warning: The PTQ-DNPSNET-Q module is NOT compatible with Power Over Ethernet
(IEEE802.3af / IEEE802.3at) networks. Do NOT connect the module to Ethernet devices, hubs,
switches or networks that supply AC or DC power over the Ethernet cable. Failure to observe this
precaution may result in damage to hardware, or injury to personnel.

Important: The module requires a static (fixed) IP address that is not shared with any other device
on the Ethernet network. Obtain a list of suitable IP addresses from your network administrator
BEFORE configuring the Ethernet port on this module.
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Ethernet Port Configuration - wattcp.cfg

The wattcp.cfg file must be set up properly in order to use a TCP/IP network
connection. You can view the current network configuration using an ASCII
terminal by selecting [@] (Network Menu) and [V] (View) options when
connected to the Debug port.

Edit - WATTCP X
my _ip 192.168.0.100 [my_ip
netmask 255.255.255.0
gateway 192.168.0.1 . 168 . 0O . 100
Comment:
Definition:
Default private class 3 address
Reset Tag | Reset All |
OK | Cancel |

8.3.2 RS-232 Configuration/Debug Port

This port is physically an RJ45 connection. An RJ45 to DB-9 adapter cable is
included with the module. This port permits a PC based terminal emulation
program to view configuration and status data in the module and to control the
module. The cable for communications on this port is shown in the following

diagram:
RS-232 Config/Debug Port Cable
DB-9 Male Config/Debug Port
RxD | 2 TxD
™D 3 RxD
COM| 5 COM
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8.4  Configuration Error Word

Bit Code Description

0 0x0001 Invalid baud rate selected

1 0x0002 Invalid address assigned (0 to 65534)

2 0x0004 Database defined will not fit into memory
3 0x0008 Invalid binary input point count

4 0x0010 Invalid binary output point count

5 0x0020 Invalid counter point count

6 0x0040 Invalid analog or float input point count
7 0x0080 Invalid analog or float output point count
8 0x0100

9 0x0200

10 0x0400

11 0x0800

12 0x1000

13 0x2000

14 0x4000

15 0x8000

8.4.1 Slave Port Communication Errors

Error Code  Name Description
0 OK The module is operating correctly and there are no
errors.

10 DNP synchronization error Extra bytes are received before the start bytes
(Physical Layer Error) (0x05 and 0x64).

11 DNP overrun error (Physical Mainline Data Link Layer routine could not read
Layer Error) data received on DNP port before it was

overwritten.

12 DNP length error (Physical Length of message does not match length value in
Layer Error) message.

13 DNP bad CRC error (Data Link Computed CRC value for message does not
Layer Error) match that received in message.

14 DNP user data overflow error ~ Application layer received a message fragment
(Transport Layer Error) buffer which is too small.

15 DNP sequence error Sequence numbers of multi-frame request
(Transport Layer Error) fragments do not increment correctly.

16 DNP address error (Transport  Source addresses contained in multi-frame
Layer Error) request fragments do not match.

17 DNP bad function code error Function code received from DNP master is not
(Application Layer Error) supported for selected object/variation.

18 DNP object unknown error Slave does not have the specified objects or there
(Application Layer Error) are no objects assigned to the requested class.

19 DNP out of range error Qualifier, range or data fields are not valid or out of

(Application Layer Error)

range for the selected object/variation.
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Error Code  Name Description
20 DNP message overflow error ~ Application response buffer overflow condition.

(Application Layer Error) The response message from the slave is too long

to transmit.

21 DNP master multi-frame Received a multi-frame message from the DNP

message error (Application master. This application does not support multi-

Layer Error) frame messages from the master.

8.4.2 System Configuration Errors

Error Code  Name Description

100 Too many binary input points Too many binary input points are configured for
the module. Maximum value is 512.

101 Too many binary output points Too many binary output points are configured for
the module. Maximum value is 512.

102 Too many counter points Too many counter points are configured for the
module. Maximum value is 128.

103 Too many analog input points  Too many analog input points are configured for
the module. Maximum value is 512.

104 Too many analog output points Too many analog output points are configured for
the module. Maximum value is 512.

107 Invalid analog input deadband Deadband value for analog input events is out of
range. Value must be in the range of 0 to 32767.

108 Not enough memory There is not enough memory in the module to
configure the module as specified.

123 Too many float input or output  Too many float input or output points are

points configured for the module. Maximum value is 128

for each type.

334 Baud rate of secondary port The baud rate configured for the secondary slave
port is invalid.

8.4.3 DNP Port Configuration Errors

Error Code Name Description
212 Invalid DNP address The DNP address specified in the configuration is
not valid (0 to 65534).
213 Invalid DNP port baud rate The baud rate code specified in the configuration
is not valid.
219 Invalid DNP data link layer The data link confirmation mode code is not valid
confirm mode in the configuration.
220 Invalid DNP data link confirm The data link time-out period specified in the
time-out configuration is 0. It must be an integer in the
range of 1 to 65535.
222 Invalid DNP select/operate arm The select/operate arm timer is set to 0. It must be
time duration an integer in the range of 1 to 65535.
223 Invalid DNP application layer The application layer confirm time-out value is set
confirm time-out to 0. It must be an integer in the range of 1 to
65535.
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224 Invalid DNP write time interval  The write time interval is not in the data range in
the configuration. The value must be in the range
of 0 to 1440.
225 Invalid DNP unsolicited The unsolicited response mode code is not valid in
response mode the configuration.
226 Invalid DNP unsolicited The unsolicited response minimum quantity for
response minimum quantity for Class 1 is not valid in the configuration. Value
Class 1 must be an integer in the range of 1 to 255.
227 Invalid DNP unsolicited The unsolicited response minimum quantity for
response minimum quantity for Class 2 is not valid in the configuration. Value
Class 2 must be an integer in the range of 1 to 255.
228 Invalid DNP unsolicited The unsolicited response minimum quantity for
response minimum quantity for Class 3 is not valid in the configuration. Value
Class 3 must be an integer in the range of 1 to 255.
230 Invalid DNP unsolicited The unsolicited response destination address is

response destination address  not valid in the configuration. Value must be in the
range of 1 to 65534.

8.4.4 Error Status Table

The program maintains an error/status table. This table of data is available to the
Quantum / Unity processor automatically through block 100. Ladder logic should
be programmed to accept this block of data and place it in the module’s controller
tag. You can use the error/status data to determine the "health" of the module.

The data in the block is structured as shown in the following table.

Word Block Offset Variable Name Description
0 2 Current PTQ-DNPSNET- This value represents the current value of
QSlave Port status the error code for the port. This value will

only be valid if the port is configured as a
slave. The possible values are described in
the application documentation.

1 3 PTQ-DNPSNET-QSlave This value represents the last error code
Port last transmitted error transmitted to the master by this slave port.
code

2 4 PTQ-DNPSNET-QSlave This value represents the total number of
Port total number of message frames that have matched this
message frames received slaves address on this port. This count
by slave includes message frames which the slave

may or may not be able to parse and
respond.

3 5 PTQ-DNPSNET-QSIlave This value represents the number of good
Port total number of (non-error) responses that the slave has sent
response message to the master on this port. The presumption
frames sent from slave is that if the slave is responding, the

message was good. Note: This is a frame
count.

4 6 PTQ-DNPSNET-QSlave This value represents the total number of
Port total number of message frames received by the slave,
message frames seen by regardless of the slave address.
slave
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Word Block Offset Variable Name Description

5 7 PTQ-DNPSNET-QSlave This value counts the number of times a
synchronization error sync error occurs. The error occurs when
count (Physical Layer extra bytes are received before the start
Error) bytes (0x05 and 0x64) are received.

6 8 PTQ-DNPSNET-QSIlave This value counts the number of times the
overrun error count overrun error occurs. This error occurs when
(Physical Layer Error) the mainline Data Link Layer routine cannot

read the data received on the communication
port before it is overwritten.

7 9 PTQ-DNPSNET-QSlave This value counts the number of times an
length error count invalid length byte is received. If the length of
(Physical Layer Error) the message does not match the length

value in the message, this error occurs.

8 10 PTQ-DNPSNET-QSlave This value counts the number of times a bad
bad CRC error (Data Link CRC value is received in a message.

Layer Error)

9 11 PTQ-DNPSNET-QSlave This value counts the number of times the
user data overflow error  application layer receives a message
(Transport Layer Error) fragment buffer which is too small.

10 12 PTQ-DNPSNET-QSlave This value counts the number of times the
sequence error sequence numbers of multi-frame request
(Transport Layer Error) fragments do not increment correctly.

11 13 PTQ-DNPSNET-QSlave This value counts the number of times the
address error (Transport  source addresses contained in a multi-frame
Layer Error) request fragments do not match.

12 14 PTQ-DNPSNET-QSlave This value contains the total number of
Binary Input Event count  binary input events which have occurred.

13 15 PTQ-DNPSNET-QSlave This value represents the number of binary
Binary Input Event count  input events which are waiting to be sent to
in buffer the master.

14 16 PTQ-DNPSNET-QSlave This value contains the total number of
Analog Input Event count analog input events which have occurred.

15 17 PTQ-DNPSNET-QSlave This value represents the number of analog
Analog Input Event count input events which are waiting to be sent to
in buffer the master.

16 18 PTQ-DNPSNET-QSlave This value counts the number of times a bad
bad function code error function code for a selected object/variation
(Application Layer Error) s received by the slave device.

17 19 PTQ-DNPSNET-QSlave This value counts the number of times a
object unknown error request for an unsupported object is received
(Application Layer Error) by the slave device.

18 20 PTQ-DNPSNET-QSlave This value counts the number of times a
out of range error parameter in the qualifier, range or data field
(Application Layer Error) is not valid or out of range.

19 21 PTQ-DNPSNET-QSlave This value counts the number of times an

message overflow error
(Application Layer Error)

application response message from the
slave is too long to transmit.
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20 22 PTQ-DNPSNET-QSlave This value counts the number of times the
multi-frame message slave receives a multi-frame message from
from PTQ-DNPSNET- the master. The application does not support
QMaster error multi-frame master messages.
(Application Layer Error)
21 23 Total blocks transferred Total BTR/BTW or side-connect interface
transfers attempted by the module.
22 24 Successful blocks This value represents the total number of
transferred transfer operations between the Quantum /
Unity processor and module that are
successful.
23 25 Total errors in block Total number of transfers that resulted in an
transfer error condition.
24 26 Total BTR or write errors ~ Total number of BTR or write transfers that
resulted in an error.
25 27 Total BTW or read errors  Total number of BTW or read transfers that
resulted in an error.
26 28 Block number error Number of BTW requests that resulted in an
incorrect BTW identification code.
27 29 Continuous block error Count of sequential data transfer errors.
counter When this value exceeds that specified for
the data transfer operation, the error flag
below will be set.
28 30 Reserved Not used
29 31 Configuration Type This is a coded field that defines the
configuration of the module. The codes are
as follows: 0=Single Slave Configuration,
1=Dual Slave Configuration, 2=Slave/Master
Configuration
30to31 32to 33 Product Name (ASCII) These two words contain the product name
of the module in ASCII format.
32t033 34t035 Revision (ASCII) These two words contain the product
revision level of the firmware in ASCII format.
34t035 36to 37 Operating System These two words contain the module’s
Revision (ASCII) internal operating system revision level in
ASCII format.
36to 37 38to039 Production Run Number  These two words contain the production
(ASCII) "batch" number for the particular chip in the
module in ASCII format.
38 40 PTQ-DNPSNET-QMaster This is the total number of slaves configured
Port Slave Count for the PTQ-DNPSNET-QMaster port. This
may not represent the number of active
slaves as it includes slaves that are not
enabled.
39 41 PTQ-DNPSNET-QMaster This is the total number of commands

Port Command Count

configured for the PTQ-DNPSNET-QMaster
port. This may not represent the number of
active commands as it includes commands
that are disabled.
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40 42 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Device Memory allocation blocks for slave devices. This
Block Count number should be one greater than the
number of slave devices. The extra device is
held for the broadcast device.
41 43 PTQ-DNPSNET-QMaster This value represents the number of physical
Port Frame Block Count  layer frame memory allocation blocks used
by the program.
42 44 PTQ-DNPSNET-QMaster This value represents the number of receive
Port Data Link Receive data link layer memory blocks allocated.
Block Count
43 45 PTQ-DNPSNET-QMaster This value represents the number of transmit
Port Data Link Transmit  data link layer memory blocks allocated.
Block Count
44 46 PTQ-DNPSNET-QMaster This value represents the number of
Port Application Layer application layer receive memory blocks
Receive Block Count allocated.
45 47 PTQ-DNPSNET-QMaster This value represents the number of
Port Application Layer application layer transmit memory blocks
Receive Block Count allocated.
46 48 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Device Memory allocation errors for device blocks.
Allocation Error Count
47 49 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Physical Layer allocation errors for physical layer frame
Memory Allocation Error  blocks.
Count
48 50 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Data Link Layer allocation errors for data link layer receive
Receive Memory blocks.
Allocation Error Count
49 51 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Data Link Layer allocation errors for data link layer transmit
Transmit Memory blocks.
Allocation Error Count
50 52 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Application Layer allocation errors for application layer receive
Receive Memory blocks.
Allocation Error Count
51 53 PTQ-DNPSNET-QMaster This value represents the number of memory
Port Application Layer allocation errors for application layer transmit
Transmit Memory blocks.
Allocation Error Count
52 54 PTQ-DNPSNET-QMaster This value counts the number of times a
Synchronization Error sync error occurs. The error occurs when
Count (Physical Layer extra bytes are received before the start
Error) bytes (0x05 and 0x64) are received.
53 55 PTQ-DNPSNET-QMaster This value counts the number of times an

Length Error Count
(Physical Layer Error)

invalid length byte is received. If the length of
the message does not match the length
value in the message, this error occurs.
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54 56 PTQ-DNPSNET-QMaster This value counts the number of times a bad
Bad CRC Error Count CRC value is received in a message.
(Physical Layer Error)
55 57 Scan Counter LSB Program scan counter
56 58 Scan Counter MSB
57 59 Free Memory LSB Free memory in module
58 60 Free Memory MSB
59 61 PTQ-DNPSNET-QSlave Value of the PTQ-DNPSNET-QSlave state
Port Transmit State machine for transmit.
60 62 PTQ-DNPSNET-QFloat  Total number of events generated for analog
Event Count floating-point input data points.
61 63 PTQ-DNPSNET-QDouble Total number of events generated for analog
Event Count double, floating-point input data points.
62 64 Event Message Queue Number of event messages waiting to send
Count to processor.
63 65 Event Message Queue Flag to indicate if the event message queue
Overflow has overflowed. If more than 200 event
messages are received on the master port
and they are not sent to the processor, this
flag will be set (1). The flag will clear after the
messages are sent to the processor.
64to77 66to79 Reserved Future Use
78 80 Error_List[0] First value in error list
79 81 Error_List[1] Second value in error list
137 139 Error_List[59] Last value in error list

8.4.5 Module Error Codes

If the module’s program encounters an error during execution, it will log the error
to the error list. This list is transferred to the Quantum / Unity processor using
block identification code 100 (see section above) in at offsets 62 to 119. This
data is also available for viewing on the debug monitor port. The following tables
list the error codes generated by the program with their associated description.
Use the errors to help define where problems exist in the system.

Slave Port Communication Errors

Error Code Name

Description

0 OK

The module is operating correctly and there are no
errors.

10 PTQ-DNPSNET-

Qsynchronization error

(Physical Layer Error)

Extra bytes are received before the start bytes
(0x05 and 0x64).

11 PTQ-DNPSNET-Qoverrun
error (Physical Layer Error)

Mainline Data Link Layer routine could not read
data received on PTQ-DNPSNET-Qport before it
was overwritten.
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12 PTQ-DNPSNET-Qlength error  Length of message does not match length value in
(Physical Layer Error) message.

13 PTQ-DNPSNET-Qbad CRC Computed CRC value for message does not
error (Data Link Layer Error) match that received in message.

14 PTQ-DNPSNET-Quser data Application layer received a message fragment
overflow error (Transport Layer buffer which is too small.
Error)

15 PTQ-DNPSNET-Qsequence Sequence numbers of multi-frame request
error (Transport Layer Error) fragments do not increment correctly.

16 PTQ-DNPSNET-Qaddress Source addresses contained in multi- frame
error (Transport Layer Error) request fragments do not match.

17 PTQ-DNPSNET-Qbad function Function code received from PTQ-DNPSNET-
code error (Application Layer Qmaster is not supported for selected
Error) object/variation.

18 PTQ-DNPSNET-Qobject Slave does not have the specified objects or there
unknown error (Application are no objects assigned to the requested class.
Layer Error)

19 PTQ-DNPSNET-Qout of range Qualifier, range or data fields are not valid or out
error (Application Layer Error)  of range for the selected object/variation.

20 PTQ-DNPSNET-Qmessage Application response buffer overflow condition.
overflow error (Application The response message from the slave is too long
Layer Error) to transmit.

21 PTQ-DNPSNET-Qmaster Received a multi-frame message from the PTQ-

multi-frame message error
(Application Layer Error)

DNPSNET-Qmaster. This application does not
support multi-frame messages from the master.

System Configuration Errors

Error Code  Name Description

100 Too many binary input points Too many binary input points are configured for
the module. Maximum value is 15360.

101 Too many binary output points Too many binary output points are configured for
the module. Maximum value is 15360.

102 Too many counter points Too many counter points are configured for the
module. Maximum value is 480.

103 Too many analog input points ~ Too many analog input points are configured for
the module. Maximum value is 960.

104 Too many analog output points Too many analog output points are configured for
the module. Maximum value is 960.

105 Too many binary input events  Too many binary input events are configured for
the module. Maximum value is 400.

106 Too many analog input events Too many analog input events are configured for
the module. Maximum value is 400.

107 Invalid analog input deadband Deadband value for analog input events is out of
range. Value must be in the range of 0 to 32767.

108 Not enough memory There is not enough memory in the module to

configure the module as specified.
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109 Invalid block transfer delay for  Block transfer delay value specified is too low.
blocks 251 and 252
(error/status blocks)

110 File count invalid The file count must be in the range of 0 to 6.

111 Invalid file record size The file record size must be in the range of 1 to

120.
112 Invalid block identification code The file block transfer code must be in the range

for file

of 100 to 120.

DNPSNET-Q Port Configuration Errors

Error Code  Name Description

212 Invalid PTQ-DNPSNET- The PTQ-DNPSNET-Qaddress specified in the
Qaddress configuration is not valid (0 to 65534).

213 Invalid PTQ-DNPSNET-Qport  The baud rate code specified in the configuration
baud rate is not valid.

219 Invalid PTQ-DNPSNET-Qdata The data link confirmation mode code is not valid
link layer confirm mode in the configuration.

220 Invalid PTQ-DNPSNET-Qdata The data link time-out period specified in the
link confirm time-out configuration is 0. It must be an integer in the

range of 1 to 65535.

222 Invalid PTQ-DNPSNET- The select/operate arm timer is set to 0. It must be
Qselect/operate arm time an integer in the range of 1 to 65535.
duration

223 Invalid PTQ-DNPSNET- The application layer confirm time-out value is set
Qapplication layer confirm to 0. It must be an integer in the range of 1 to
time- out 65535.

224 Invalid PTQ-DNPSNET-Qwrite The write time interval is not in the data range in
time interval the configuration. The value must be in the range

of 0 to 1440.

225 Invalid PTQ-DNPSNET- The unsolicited response mode code is not valid in
Qunsolicited response mode the configuration.

226 Invalid PTQ-DNPSNET- The unsolicited response minimum quantity for
Qunsolicited response Class 1 is not valid in the configuration. Value
minimum quantity for Class 1 must be an integer in the range of 1 to 255.

227 Invalid PTQ-DNPSNET- The unsolicited response minimum quantity for
Qunsolicited response Class 2 is not valid in the configuration. Value
minimum quantity for Class 2  must be an integer in the range of 1 to 255.

228 Invalid PTQ-DNPSNET- The unsolicited response minimum quantity for
Qunsolicited response Class 3 is not valid in the configuration. Value
minimum quantity for Class 3 ~ must be an integer in the range of 1 to 255.

230 Invalid PTQ-DNPSNET- The unsolicited response destination address is

Qunsolicited response
destination address

not valid in the configuration. Value must be in the
range of 1 to 65534.
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8.4.6 Command Error Codes

General Command Errors

Error Code  Name Description

-1 (65535) Current command being issued Command has been issued out the port, and the

on the port module is waiting for the slave to respond.

0 OK The command was issued and responded to
correctly.

1 Device not defined The IED slave address referenced in the
command is not defined in the module. Check to
make sure there is an entry in the slave table for
each slave device referenced in the command list.

2 Invalid command This command is not valid. Check to make sure
the slave address parameter is greater than or
equal to zero and that the point count is not set to
zero.

3 Object not supported The data object in the command is not supported
by the module. Refer to the PTQ-DNPSNET-
Qsubset for the Master Port.

4 Command function not The function specified in the command is not

supported supported for the object type selected. Refer to the
PTQ-DNPSNET-Qsubset for the Master Port.

10 Invalid binary input poll This binary input object command is not valid.

command

11 Invalid binary input event poll This binary input event object poll command is not

command valid.

20 Invalid binary output command This binary output function command is not valid.

function

30 Invalid counter poll command  The counter object poll command contains an

function invalid function code.

31 Invalid counter poll command  This counter object poll command is not valid.

40 Invalid frozen counter poll This frozen counter object poll command is not

command valid.

50 Invalid analog input poll This analog input poll command is not valid.

command

51 Invalid analog input event poll  This analog input event poll command is not valid.

command

60 Invalid analog output poll This analog output poll command contains an

function command invalid function code.

61 Invalid analog output poll This analog output poll command is not valid.

command

70 Invalid time/date poll command This time/date object poll command is not valid.

80 Invalid event poll command This event poll command is not valid.
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Application Layer Errors

Error Code  Name Description

1000 Device index invalid The device index in the request or response
message is not found in the slave list.

1001 Duplicate request in application The newly submitted message to the application

layer queue layer already exists in the queue. The message is
ignored.

1002 COM port device removed from The communication port for the message has

system been uninstalled on the system. This error should
never occur as the communication ports are only
uninstalled when the module's program is
terminated.

1003 Sequence number error The application sequence number in the response
message does not match that based on the last
request message. This indicates application layer
messages are received out of order.

1004 Response to select before The select response message received from the

operate does not match slave module is not that expected from the last
select request. This indicates a synchronization
problem between the master and slave devices.

1005 Response does not contain The response message from the slave device

date/time object does not contain a date/time object. The master
expects this object for the response message.

1006 Time-out condition on The slave device did not respond to the last

response request message from the master within the time-
out set for the IED device. The application layer
time-out value is specified for each IED unit in the
slave configuration table in the module. This table
is established each time the module performs the
restart operation.

1007 Function code in application The function code returned in the response

layer message not supported message is not valid for the application layer or
not supported by the module.

1008 Read operation not supported  The application layer response message contains

for object/variation an object that does not support the read function.

1009 Operate function not supported The application layer response message contains

for the object/variation an object that does not support the operate
function.

1010 Write operation not supported  The application layer response message contains

for the object/variation

an object that does not support the write function.
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8.5

DNP Subset Definition

Note: Objects that we support that are not required within the Level Il specification are grayed out.

Refer to the associated notes to determine our response to the message.

OBJECT REQUEST RESPONSE
Obj  Var Description Func  Qual Func Qual Data  NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
1 0 Binary Input - Al 1 06 Slave will return variation 1
Variations data (user can override and
have variation 2 returned)
1 Binary Input 1 06 129,130 00, 01 1 Slave will return this variation
2 Binary Input with 1 06 129,130 00, 01 8 Slave will return this variation
Status
2 0 Binary Input 1 06, 07, Slave will return variation 2
Change - All 08 data (user can override and
Variations have variation 1 returned)
1 Binary Input 1 06, 07, 129,130 17,28 8 Slave will return this variation
Change Without 08
Time
2 Binary Input 1 06,07, 129,130 17,28 56 Slave will return this variation
Change With Time 08
3 Binary Input 1 06, 07, 129,130 17,28 24 Slave will parse this message
Change With 08 and return no data
Relative Time
10 0 Binary Output - Al 1 00, 06 Slave will return variation 2
Variations data (user can override and
have variation 1 returned)
1 Binary Output 1 00, 06 1 Slave will return this variation
2 Binary Output 1 00, 06 129, 130 00, 01 8 Slave will return this variation
Status
12 0 Control Block - All 88 Slave will use variation 1
Variations control
1 Control Relay 3,4,5, 17,28 129 Echoof 88 Slave will respond correctly to
Output Block 6 request this variation
2 Pattern Control 88 Slave will return Unknown
Block Object to this request
3 Pattern Mask 16 Slave will return Unknown
Object to this request
20 0 Binary Counter-All 1,7,8, 06 Slave will return variation 5
Variations 9,10 data (user can override and
have variation 1 returned)
1 32-Bit Binary 1,7,8, 06 129, 130 00, 01 40 Slave will return this variation
Counter 9,10
2 16-Bit Binary 1,7,8, 06 129,130 00, 01 24 Slave will return this variation
Counter 9,10 (counter upper 16-bits
removed)
3 32-Bit Delta 129,130 00, 01 40 Slave will return Unknown
Counter Object to this request
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OBJECT REQUEST RESPONSE
Obj  Var Description Func  Qual Func Qual Data  NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
4 16-Bit Delta 129,130 00, 01 24 Slave will return Unknown
Counter Object to this request
5 32-Bit Binary 1,7,8, 06 129, 130 00, 01 32 Slave will return this variation
Counter Without 9,10
Flag
6 16-Bit Binary , 7,8, 06 129, 130 00, 01 16 Slave will return this variation
Counter Without , 10 (counter upper 16-bits
Flag removed)
7 32-Bit Delta 129,130 00, 01 32 Slave will return Unknown
Counter Without Object to this request
Flag
8 16-Bit Delta 129, 130 00, 01 16 Slave will return Unknown
Counter Without Object to this request
Flag
21 0 Frozen Counter - 1 06 Slave will return variation 9
All Variations data (user can override and
have variation 1 returned)
1 32-Bit Frozen 1 06 129,130 00, 01 40 Slave will return this variation
Counter
2 16-Bit Frozen 1 06 129, 130 00, 01 24 Slave will return this variation
Counter (counter upper 16-bits
removed)
3 32-Bit Frozen Delta 40 Slave will return Unknown
Counter Object to this request
4 16-Bit Frozen Delta 24 Slave will return Unknown
Counter Object to this request
5 32-Bit Frozen 88 Slave will return Unknown
Counter With Time Object to this request
Of Freeze
6 16-Bit Frozen 72 Slave will return Unknown
Counter With Time Object to this request
Of Freeze
7 32-Bit Frozen Delta 88 Slave will return Unknown
Counter With Time Object to this request
Of Freeze
8 16-Bit Frozen Delta 72 Slave will return Unknown
Counter With Time Object to this request
Of Freeze
9 32-Bit Frozen 1 06 129,130 00, 01 32 Slave will return this variation
Counter Without
Flag
10 16-Bit Frozen 1 06 129,130 00, 01 16 Slave will return this variation
Counter Without (counter upper 16-bits
Flag removed)
11 32-Bit Frozen Delta 32 Slave will return Unknown
Counter Without Object to this request
Flag
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Obj  Var Description Func  Qual Func Qual Data  NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
12 16-Bit Frozen Delta 16 Slave will return Unknown
Counter Without Object to this request
Flag
22 0 Counter Change 1 06, 07, Slave will parse this request
Event - All 08 and return no data
Variations
1 32-Bit Counter 129,130 17,28 40 Slave will return Unknown
Change Event Object to this request
Without Time
2 16-Bit Counter 129,130 17,28 24 Slave will return Unknown
Change Event Object to this request
Without Time
3 32-Bit Delta 40 Slave will return Unknown
Counter Change Object to this request
Event Without Time
4 16-Bit Delta 24 Slave will return Unknown
Counter Change Object to this request
Event Without Time
5 32-Bit Counter 88 Slave will return Unknown
Change Event With Object to this request
Time
6 16-Bit Counter 72 Slave will return Unknown
Change Event With Object to this request
Time
7 32-Bit Delta 88 Slave will return Unknown
Counter Change Object to this request
Event With Time
8 16-Bit Delta 72 Slave will return Unknown
Counter Change Object to this request
Event With Time
23 0 Frozen Counter Slave will return Unknown
Event - All Object to this request
Variations
1 32-Bit Frozen 40 Slave will return Unknown
Counter Event Object to this request
Without Time
2 16-Bit Frozen 24 Slave will return Unknown
Counter Event Object to this request
Without Time
3 32-Bit Frozen Delta 40 Slave will return Unknown
Counter Event Object to this request
Without Time
4 16-Bit Frozen Delta 24 Slave will return Unknown
Counter Event Object to this request
Without Time
5 32-Bit Frozen 88 Slave will return Unknown
Counter Event With Object to this request
Time
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OBJECT REQUEST RESPONSE
Obj  Var Description Func  Qual Func Qual Data NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
6 16-Bit Frozen 72 Slave will return Unknown
Counter Event With Object to this request
Time
7 32-Bit Frozen Delta 88 Slave will return Unknown
Counter Event With Object to this request
Time
8 16-Bit Frozen Delta 72 Slave will return Unknown
Counter Event With Object to this request
Time
30 0 Analog Input - All 1 06 Slave will respond with
Variations variation 4 data (user can
override and have variation 2
returned)

1 32-Bit Analog Input 1 06 129,130 00, 01 40 Slave will return this variation
(Note: Data will only be 16-
bit)

2 16-Bit Analog Input 1 06 129, 130 00, 01 24 Slave will return this variation

3 32-Bit Analog Input 1 06 129,130 00, 01 32 Slave will return this variation

Without Flag (Note: Data will only be 16-
bit)
4 16-Bit Analog Input 1 06 129, 130 00, 01 16 Slave will return this variation
Without Flag

5 Short Floating Point 1 06 129, 130 00, 01 40 Slave will return this variation
Analog Input

6 Long Floating Point 1 06 129, 130 00, 01 72 Slave will return this variation
Analog Input

31 0 Frozen Analog Slave will return Unknown

Input - All Object to this request
Variations

1 32-Bit Frozen 40 Slave will return Unknown
Analog Input Object to this request

2 16-Bit Frozen 24 Slave will return Unknown
Analog Input Object to this request

3 32-Bit Frozen 88 Slave will return Unknown
Analog Input With Object to this request
Time To Freeze

4 16-Bit Frozen 72 Slave will return Unknown
Analog Input With Object to this request
Time To Freeze

5 32-Bit Frozen 32 Slave will return Unknown
Analog Input Object to this request
Without Flag

6 16-Bit Frozen 16 Slave will return Unknown
Analog Input Object to this request
Without Flag
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Obj  Var Description Func  Qual Func Qual Data NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
7 Short Floating Point 40 Slave will return Unknown
Frozen Analog Object to this request
Input
8 Long Floating Point 72 Slave will return Unknown
Frozen Analog Object to this request
Input
32 0 Analog Change 1 06, 07, Slave will return variation 2
Event - All 08 data (user can override and
Variations have variation 4 returned)
1 32-Bit Analog 1 06, 07, 129,130 17,28 40 Slave will return this variation
Change Event 08 (Note: Data only 16-bit)
Without Time
2 16-Bit Analog 1 06, 07, 129,130 17,28 24 Slave will return this variation
Change Event 08
Without Time
3 32-Bit Analog 1 06, 07, 129,130 17,28 88 Slave will return this variation
Change Event With 08 (Note: Data only 16-bit)
Time
4 16-Bit Analog 1 06, 07, 129,130 17,28 72 Slave will return this variation
Change Event With 08
Time
5 Short Floating Point 1 06, 07, 129,130 17,28 40 Slave will return this variation
Analog Change 08
Event
6 Long Floating Point 1 06, 07, 129,130 17,28 72 Slave will return this variation
Analog Change 08
Event
7 Short Floating Point 1 06, 07, 129,130 17, 28 88 Slave will return this variation
Analog Change 08
Event With Time
8 Long Floating Point 1 06, 07, 129,130 17,28 120 Slave will return this variation
Analog Change 08
Event With Time
33 0 Frozen Analog Slave will return Unknown
Event - All Object to this request
Variations
1 32-Bit Frozen 40 Slave will return Unknown
Analog Event Object to this request
Without Time
2 16-Bit Frozen 24 Slave will return Unknown
Analog Event Object to this request
Without Time
3 32-Bit Frozen 88 Slave will return Unknown
Analog Event With Object to this request
Time
4 16-Bit Frozen 72 Slave will return Unknown
Analog Event With Object to this request
Time
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OBJECT REQUEST RESPONSE
Obj Description Func  Qual Func Qual Data  NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)

Short Floating Point 40 Slave will return Unknown
Frozen Analog Object to this request
Event
Long Floating Point 72 Slave will return Unknown
Frozen Analog Object to this request
Event
Short Floating Point 88 Slave will return Unknown
Frozen Analog Object to this request
Event With Time
Long Floating Point 120 Slave will return Unknown
Frozen Analog Object to this request
Event With Time

40 Analog Output 1 06 24 Slave will return variation 2
Status - All data
Variations
32-Bit Analog 1 06 129,130 00,01 40 Slave will return this variation
Output Status but data only 16-bit accuracy
16-Bit Analog 1 06 129,130 00, 01 24 Slave will return this variation
Output Status
Short Floating Point 1 06 129, 130 00, 01 40 Slave will return this variation
Analog Output
Status
Long Floating Point 1 06 129, 130 00, 01 72 Slave will return this variation
Analog Output
Status

41 Analog Output 24 Slave will respond to this
Block - All request using variation 2 data
Variations
32-Bit Analog 3,4,5 17,28 129,130 00,01 40 Slave will respond to this
Output Block 6 request but data only 16-bit
16-Bit Analog 3,4,5, 17,28 129 Echoof 24 Slave will respond to this
Output Block 6 Request request
Short Floating Point  3,4,5, 17,28 129 Echoof 40 Slave will respond to this
Analog Output 6 Request request
Block
Long Floating Point  3,4,5, 17,28 129 Echoof 72 Slave will respond to this
Analog Output 6 Request request
Block

50 Time and Date - All 2 07, With 48 Slave will use variation 1
Variations Quant=1
Time and Date 2 07, With 48 Slave will respond to this

Quant=1 variation

Time and Date With 80 Slave will return Unknown
Interval Object to this request

51 Time and Date Slave will return Unknown

CTO - All Variations

Object to this request
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Obj  Var Description Func  Qual Func Qual Data NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
1 Time and Date 129,130 07, With 48 Slave will return Unknown
CTO Quant=1 Object to this request
2 Unsynchronized 129,130 07, With 48 Slave will return Unknown
Time and Date Quant=1 Object to this request
CTO
52 0 Time Delay - All
Variations
1 Time Delay Coarse 129 07, With 16 Slave will never return this
Quant=1 variation
2 Time Delay Fine 129 07, With 16 Slave will return this variation
Quant=1 to functions 0D, OE, and 17
60 0 Not Defined Not Defined in DNP
1 Class 0 Data 1 06 Slave will respond to this
variation with all static data
2 Class 1 Data 1 06, 07, Slave will respond to this
08 variation (No class 1 data
defined in application)
3 Class 2 Data 1 06, 07, Slave will respond to this
08 variation with all class 2 data
(binary input events)
4 Class 3 Data 1 06, 07, Slave will respond to this
08 variation with all class 3 data
(analog input events)
70 0 Not Defined Not Defined in DNP
1 File Identifier Slave will return Unknown
Object to this request
80 0 Not Defined Not Defined in DNP
1 Internal Indications 2 00, 24 Slave will respond to this
Index=7 variation
81 0 Not Defined Not Defined in DNP
1 Storage Object
82 0 Not Defined Not Defined in DNP
1 Device Profile
83 0 Not Defined Not Defined in DNP
1 Private Registration
Object
2 Private Registration
Objection
Descriptor
90 0 Not Defined Not Defined in DNP
1 Application
|dentifier
100 O
1 Short Floating Point 48
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OBJECT REQUEST RESPONSE
Obj  Var Description Func  Qual Func Qual Data NOTES
Codes Codes Codes Codes  Size
(hex) (hex) (bits)
2 Long Floating Point 80
3 Extended Floating 88
Point
101 0
1 Small Packed 16
Binary-Coded
Decimal
2 Medium Packed 32
Binary-Coded
Decimal
3 Large Packed 64
Binary-Coded
Decimal
110 O Not Defined Not Defined as the variation
determines the string length
1to  Octet String 1 00,01, 129,130 00,01, 8*Var The module will return this
100 06, 07, 07,08, # variation for the points
08, 17, 17,28 defined in the module. The
28 variation determines the
returned string length.
No Object 13 Slave supports the Cold
Restart Function and will
return Obj 52, Var 2, Qual 7,
Cnt1
14 Slave supports the Warm
Restart Function and will
return Obj 52, Var 2, Qual 7,
Cnt1
20 Slave supports the Enable
Unsolicited Function
21 Slave supports the Disable
Unsolicited Function
23 Slave supports the Delay

Measurement & Time
Synchronization Function and
will return Obj 52, Var 2, Qual
7,Cnt1
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8.6 Device Profile

DNP V3.00
DEVICE PROFILE DOCUMENT

Vendor Name: ProSoft Technology, Inc.
Device Name: PTQ-DNPSNET (VERSION 1.00)

Highest DNP Level Supported : Device Function:

For Request: L2 Slave (TCP/IP Server (Data Provider))
For Responses: L2

Notable objects, functions, and/or qualifiers supported in addition to the highest DNP level stated above (see
attached table for complete list):
Definition of selected IIN bits: Device Trouble - PLC data transfer operation is not taking place and

Supports both TCP and UDP protocols as specified in the recommendation document. Supports new
function 24 and object 50 variation 3 for time synchronization. Supports list of valid IP addresses for
clients to connect (may be disabled by user). Setting of IP list secure. Supports receipt of multiple
messages in a single network packet.

The following features are configurable on the module: Time sync before events are
generated and default analog input events, Obj32V4 or O32V2, select option.

Counter Freeze with reset will not zero values in the processor. Therefore, this function should not be
utilized.

Module will not generate events until Restart IIN bit is cleared by DNP master.

Maximum Data Link Frame Size (octets): Maximum Application Fragment Size (octets):
Transmitted : 292 Transmitted : 2048
Received : 292 Received : 2048

Maximum Data Link Re-tries: Maximum Application Layer Re-tries:
Configurable None

Requires Data Link Layer Confirmation:
Always set to Never as defined in recommendation

Requires Application Layer Confirmation:
When reporting Event Data as a slave unit
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Time-outs while waiting for:

Data Link Confirm

Complete Application Fragment
Application Confirm

Complete Application Response

: NA

: Configurable at module start-up

: Configurable at module start-up (1 to 65535 mSec)
: None

Sends/Executes Control Operations:
WRITE Binary Outputs
SELECT/OPERATE
DIRECT OPERATE
DIRECT OPERATE-NO ACK

Count > 1
Pulse On
Pulse Off
Latch On
Latch Off

Queue
Clear Queue

: Never

: Always
: Always
: Always

: Always (1 to 65535)
: Always
: Always
. Always
: Always

: Never
: Never

Reports Binary Input Change Events when no
specific variation requested:
Only time-tagged

Reports time-tagged Binary Input Change Events
when no specific variation requested:
Binary Input Change with Time

Sends Unsolicited Responses:

This is configurable at module start-up. If the
number of events for the Binary or Analog Input
Events is greater than 0, unsolicited responses
are supported. Use the Enable/Disable
Unsolicited function code from the DNP master for
control.

Sends Static Data in Unsolicited Responses:

Never

Default Counter Object/Variation:
Object 120
Variation :5

Counters Roll Over at:
32 Bits

Sends Multi-Fragment Responses: Yes
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8.7 Internal Indication Word

First Byte

Bit Description

0 All stations message received. Set when a request is received with the destination
address set to 0xffff. Cleared after next response. Used to let master station know
broadcast received.

1 Class 1 data available. Set when class 1 data is ready to be sent from the slave to
the master. Master should request class 1 data when this bit is set.

2 Class 2 data available. Set when class 2 data is ready to be sent from the slave to
the master. Master should request class 2 data when this bit is set.

3 Class 3 data available. Set when class 3 data is ready to be sent from the slave to
the master. Master should request class 3 data when this bit is set.

4 Time synchronization required from master. The master should write the date and

time when this bit is set. After receiving the write command the bit will be cleared.

Slave digital outputs are in local control. This bit is not used in this application.
Not Used

Device restart. This bit is set when the slave either warm or cold boots. It is cleared
after a master writes a 0 to the bit.

Second Byte

Bit Description

0 Bad function code. The function code contained in the master request is not
supported for the specified object/variation.

1 Requested object(s) unknown. Object requested by master is not supported by the
application.

2 Parameters in the qualifier, range or data fields are not valid or out of range for the
slave.

3 Event buffer(s) or other application buffers have overflowed. This bit is also set if the

slave receives a multi-frame message from the master.

4 Request understood but requested operation is already executing. The slave will
never set this bit.

5 Bad configuration. The slave configuration is invalid and should be re-configured. If
the configuration is invalid, the slave will set the invalid parameters to default values
and continue to run. Check error log using debug port.

Reserved, always 0.

7 Reserved, always 0.
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8.8 PTQ-DNPSNET Note

The PTQ-DNPSNET module differs from the PTQ-DNPSNET-Q Module in the

following ways:

Specification

PTQ-DNPSNET

PTQ-DNPSNET-Q

Point Counts

0-500 word count to hold Bl data
0-500 points of analog input data
0-250 points of counter data
0-500 word count to hold BO data
0-500 points of analog output data

0-512 point count to hold Bl data

0-512 points of analog input data

0-128 points of floating-point format data
0-128 points of counter data

0-512 point count to hold BO data

0-512 points of analog output data
0-128 points of floating-point format data

Backplane Data Small I/0 Large I/0

Transfer

Class settings N/A Default class for binary input events (1-3)
Default class for analog input events (1-3)
Default class for float input events (1-3)

Flags N/A Return Bl data with flag data

Return Bl events without time/date

Return BO data without flag data (packed)
Return counters with flag byte

Return frozen counters with flag byte
Return Al with flag byte

8.8.1 What is the maximum number of words | can transfer with a
"Backplane Data Exchange" command?

For command types 1 & 2 you may move up to 130 words with each command.
Function 3 is somewhat different in that it provides only 64 words of data
movement BUT because it is intended to solve very specialized operations its
size must be restricted.

8.8.2 Do I need to use "Backplane Data Exchange" function 3?

The only time you should need it is if you are using one of the IEC protocols. If
you are using one of these protocols then you can find sample structured text

examples included in the manual for these protocols. In all other instances you
should not need to use this function.

8.8.3 How much data can | transfer between the PLC and the

Module.

You can enter up to 100 commands in the [BACKPLANE DATA EXCHANGE]
section of the configuration file. The limit for any single execution of a Function 1
or 2 is 130 words but you may enter multiple commands to transfer more data.
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8.8.4 PTQ-DNPSNET Configuration

Note: This section describes how to configure the PTQ-DNPSNET module. Please refer to PTQ-
DNPSNET-Q Configuration if you are configuring a PTQ-DNPSNET module with Quality Bits.
Important: You should plan your configuration before modifying the configuration files. The
remainder of this step provides the information to make the appropriate modifications to the
configuration files.

Important: This module supports a maximum configuration file size of 128 kilobytes (131072
bytes). If the configuration file is larger than this size, the module will not accept the download. You
can reduce the size of the configuration file by opening the file in a text editor and removing
comment lines (lines preceded with the # character).

The DNPSNET.CFG file consists of the following sections:

[Backplane Configuration]
[DNP ENET Slave]

[DNP ENET IP Addresses]
[Backplane Data Exchange]

Important notes to consider when editing the sample configuration file:

= Comments within the file are preceded by the pound (#) sign. Any text on a
line that occurs after the # character will be ignored.

» Do not use tabs or other non-printing characters instead of spaces to
separate parameters (spacebar).

= Parameter names must begin in the first column of a line, and may not be
preceded with a space (spacebar) or other non-printing character.

Configuration File

The PTQ-DNPSNET-Q module stores its configuration in a text file called
DNPSNET_Q.CFG, located in the module's flash memory. When the module
starts up, it reads the configuration file and uses the information to control how
the DNPSNET-Q protocol interacts with the module's application port(s).

The configuration file is arranged in Sections, with a heading in [ ] characters at
the beginning of each section. Each Section contains a list of Parameters and
Values, followed by an optional Comment that explains the parameter.

The following illustration shows an example of a Section, a Parameter, a Value,
and a Comment.

!'_A_'\

[Modulea]
Module Name : ProSoft Communication Module Test # Up to B0 characters
i —~ P " J oy ~ A
[ Parameter [ Value ] [ Comment ]
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The Parameter must be followed by a [:] (colon) character. The text following the
[:] is a Value.

The module ignores "comment" text following the [#] character. Use comments to
document your configuration settings.

You can get a sample configuration file for the module in the following places:

= Copy (page 153) the DNPSNET_Q.CFG from the module's flash memory to
your PC

= Copy the DNPSNET_Q.CFG from the ProSoft Solutions CD-ROM supplied
with the module

= Download the DNPSNET_Q.CFG from the ProSoft Technology web site at
www.prosoft-technology.com

Editing the Configuration File

The DNPSNET_Q.CFG file is a plain ASCII text file. Use a text editor such as
Notepad.exe (included with Microsoft Windows) to open and edit the file.

To open the configuration file in Notepad

1 Click the Start button, and then choose Programs
2 Expand the Programs menu, and then choose Accessories.
3 On the Accessories menu, choose Notepad.

B oo ]
4 In Notepad, open the File menu, and then choose Open

Fle Edit Format WView Help

New Ctrl-+Hy

Open... Cirl+0

Save Ctrl+5
Save As...

Page Setup...
Print... Ctri+P

Exit
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5 In the Open dialog box, select "All Files" in the Files of Type: dropdown list.

Open HE
Look in: I_}inR.—'lx j 0 ? il i

| ) LadderLogic
| IManuals
| C)5amples
| ) Utlities

File name: I

Files of type: J il Fies

KNI
2

Encoding:

Tip: Sample configuration files are stored under the LadderLogic folder on the ProSoft Solutions
CD-ROM.

6 Navigate to the folder containing the configuration file, and then select the file
to edit.

7 Click Open to open the file.

8 When you have finished editing, save the file and close Notepad.

Important: Changes to the configuration file will not take effect until you download the file to the
module, and then reboot the module.

[Backplane Configuration]

This section provides the module with a unique name, identifies the method of
failure for the communications for the module if the PLC is not in run, and
describes how to initialize the module upon startup.

The following example shows a sample [Backplane Configuration] section:

[Backplane Configuration]

Module Name: ProTalk-DNPSNET COMMUNICATION MODULE

Failure Flag Count: O #Determines if BP failure will cause protocol to be
#disabled (O=Ignore, >0 = failure count to disable)

Error Offset: 8000 #Location of where to write status data (-1l=disable)
Initialize Output Data: N #N=No, Y=Yes read output values from controller

Modify each of the parameters based on the needs of your application.

ProSoft Technology, Inc. Page 133 of 169
July 7, 2009



PTQ-DNPSNET-Q ¢ Quantum / Unity Platform Reference
Distributed Network Protocol Interface Module User Manual

Module Name
0 to 80 characters

This parameter assigns a name to the module that can be viewed using the
configuration/debug port. Use this parameter to identify the module and the
configuration file.

Failure Flag Count
0 through 65535

This parameter specifies the number of successive transfer errors that must
occur before the communication ports are shut down. If the parameter is set to 0,
the communication ports will continue to operate under all conditions. If the value
is set larger than 0 (1 to 65535), communications will cease if the specified
number of failures occur.

Error Offset
Error Offset : 8000 #Location of where to write status data (-1=disable)

The Error Offset parameter specifies the register location in the module’s
database where module status data will be stored. If a value less than 0 is
entered, the data will not be stored in the database. If the value specified is in the
range of 0 to 8966, the data will be placed in the modules database. A value of -1
= disable.

Initialize Output Data
Yes or No

This parameter determines if the output data for the module should be initialized
with values from the processor. If the value is set to No (0), the output data will
be initialized to 0. If the value is set to Yes (1), the data will be initialized with
data from the processor. Use of this option requires associated ladder logic to
pass the data from the processor to the module.

[DNP ENET Slave]

This section provides information required to configure a slave application with
the module. Most entries contained within this section are self explanatory with
the possible exception of the Use IP List directive. This directive instructs the
modaule to verify the address of the received message and ignore the message if
it is not on our list of acceptable clients.

Note: A limitation of the DNP slave driver is that all points defined in the module slave database
must fit within one Class 0 poll. The maximum packet size for a Class 0 poll is 2048 bytes. A DNP
Message Size Calculator is available on the ProSoft Technology web site. This calculator will help
you ensure that the packet size fits within this requirement.

Page 134 of 169 ProSoft Technology, Inc.
July 7, 2009



Reference PTQ-DNPSNET-Q ¢ Quantum / Unity Platform
User Manual Distributed Network Protocol Interface Module

The following example shows a sample [DNP ENET Slave] section:

# This section defines the configuration for the Module.

# port. This port will receive requests from a remote DNP master unit.

#

[DNP ENET Slave]

Internal Slave ID: 2 #0-65534 slave identification code for this unit

Use IP List: N #Use IP list to validate connection (N=No, Y=Yes)

DNP database definition

Please Note. The databases are in the memory of the module in this sequence
and are placed directly adjacent to each other. In other words when you
change the size of a # database you must adjust the transfer commands to
accommodate the new location.

Binary Inputs: 100 #0-500 word count to hold Bl data

Analog Inputs: 100 #0-500 points of analog input data

Counters: 50 #0-250 points of counter data

Binary Outputs: 100 #0-125 word count to hold BO data

Analog Outputs: 100 #0-500 points of analog output data

# DNP specific parameters

Al Deadband: 1000 #0-32767 analog deadband value for events

Select/Operate Arm Time: 2000 #1-65535 milliseconds arm timeout for select/op
# outputs

Write Time Interval: 60 #0-1440 minutes for time sync from master

App Layer Confirm Tout: 2000 #1-65535 milliseconds App Layer confirm timeout
Unsolicited Response: N #Generate Unsolicited responses (N=No,Y=Yes)

Class 1 Unsol Resp Min: 10 #1-255 min number of events before send

Class 2 Unsol Resp Min: 10 #1-255 min number of events before send

Class 3 Unsol Resp Min: 10 #1-255 min number of events before send

Unsol Resp Delay: 5000 #0-65535 milliseconds before events sent

UResp Master Address: 5 #DNP address of master to send UResp data

Al Events with time: Y #timestamp Al Event data default (N=No,Y=Yes)

Time Sync Before Events: Y #timesync module before events gen (N=No,Y=Yes)

HHHHH

Modify each parameter based on the needs of your application:

Internal Slave ID
0 to 65534

This is the DNP address for the module. All messages with this address received
from the master will be processed by the module.

Use IP List
Use IP List : N #Use IP list to validate connection (N=No, Y=Yes)

This parameter specifies if the IP address of the host connected to the system
will be validated. If the parameter is set to N, any host may connect to the unit. If
the parameter is set to Y, only hosts in the IP list will be permitted to connect to
the module. All other IP addresses will be ignored by the module and the module
will issue a RST to the TCP/IP connection. This example shows the parameter
set to No.

DNP Database Definition Note: The databases are in the memory of the module in this sequence
and are placed directly adjacent to each other. In other words when you change the size of a
database you must adjust the transfer commands to accommodate the new location.
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Binary Inputs
Binary Inputs : 100 #0-500 word count to hold Bl data

This parameter specifies the number of digital input points to configure in the
DNP slave device based on a word count. Each word stores 16 points.
Therefore, if the parameter is set to 2, 32 binary inputs will be defined for the
application. The valid range is 0 to 500 words. This example shows the
parameter set to 100 words.

Analog Inputs
Analog Inputs : 100 #0-500 points of analog input data

This parameter sets the number of analog input points to configure in the DNP
slave device. Each point will occupy a one-word area in the module memory.
Valid values are 0 to 500 points. This example shows the parameter set to 100
points of analog input data.

Counters
Counters : 50 #0-250 points of counter data

This parameter sets the number of counter points to configure in the DNP slave
device. Each point will occupy a two-word area in the module memory. This
number corresponds to the number of frozen counters. The application maps the
counters to the frozen counters directly. Valid values are 0 to 250 points. This
example show the parameter set to 50 points of counter data.

Binary Outputs

Binary Outputs : 100 #0-125 word count to hold BO data
This parameter sets the number of digital output words to configure in the DNP
slave device based on a word count. Each word stores 16 points. Therefore, if
the parameter is set to 2, 32 binary outputs will be defined for the application.
Valid values are 0 to 500 words to hold Binary Output data. This example shows
the parameter set to 100 words.

Analog Outputs

Analog Outputs : 100 #0-500 points of analog output data

This parameter sets the number of analog output points to configure in the DNP
slave device. Each point will occupy a one-word area in the module memory.
Valid values are 0 to 500 points of analog output data. This example shows the
parameter set to 100.

Al Deadband
0 to 32767 data units

This value sets the global deadband for all analog input points. When the current
value for an analog input point is not within the deadband limit set based on the
last event for the point, an event will be generated.
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Select/Operate Arm Time
1 to 65535 milliseconds

This parameter sets the time period after select command received in which
operate command will be performed. After the select command is received, the
operate command will only be honored if it arrives within this period of time. Valid
arm timeout values are 1 to 65535 milliseconds. This example shows the value
set to 2000 milliseconds.
Write Time Interval

Write Time Interval: 60 #0-1440 minutes for time sync from master

This parameter sets the time interval to set the need time IIN bit (O=never), which
will cause the master to write the time. Stored in milliseconds in the module
memory. Valid values are 0 to 1440. This example shows the value set to 60
milliseconds.
App Layer Confirm Tout

App Layer Confirm Tout: 2000 #1-65535 milliseconds App Layer confirm timeout

Event data contained in the last response may be sent again if not confirmed
within the millisecond time period set. If application layer confirms are used with
data link confirms, ensure that the application layer confirm timeout is set long
enough. Valid values are 1 to 65535 milliseconds. This example shows the value
set to 2000 milliseconds.

Unsolicited Response

Unsolicited Response: N #Generate Unsolicited responses (N=No,Y=Yes)

This parameter is set if the slave unit will send unsolicited response messages. If
set to N, the slave will not send unsolicited responses. If set to Y, the slave will
send unsolicited responses. This example shows the parameter set to No.

Class 1 Unsol Resp Min
1 to 255 events

Minimum number of events in Class 1 required before an unsolicited response
will be generated.

Class 2 Unsol Resp Min
1 to 255 events

Minimum number of events in Class 2 required before an unsolicited response
will be generated.

Class 3 Unsol Resp Min
1 to 255 events

Minimum number of events in Class 3 required before an unsolicited response
will be generated.
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Unsol Resp Delay
Unsol Resp Delay: 5000 #0-65535 milliseconds before events sent

Maximum number of 1 millisecond intervals to wait after an event occurs before
sending an unsolicited response message. If set to 0, only use minimum number
of events. Valid values are 0 to 65535 milliseconds. This example show the
parameter set to 5000 milliseconds.

Uresp Master Address
0 to 65534

DNP destination address where unsolicited response messages are sent.

Al Events with Time
Al Events with time: Y #timestamp Al Event data default (N=No,Y=Yes)

This parameter sets if the analog input events generated by the module will
include the date and time of the event. If the parameter is set to N, the default is
set to no time data. If the parameter is set to Y, the default object will include the
time of the event. This example shows the parameter set to Yes.

Time Sync Before Events
Time Sync Before Events: Y #timesync module before events gen (N=No,Y=Yes)

This parameter determines if events are to be generated by the module before
the time synchronization from the master unit. If the parameter is setto N, no
events will be generated until the module’s time has been synchronized. If the
parameter is set to Y, events will always be generated. This example shows the
parameter set to Yes.

[DNP ENET IP Addresses]

This section of the configuration file only applies if the directive labeled Use IP
Listis setto Yes or Y. If Use IP List is enabled, the module will refuse to answer
a request unless the IP address of the client is listed in this section. This section
may contain no more then 10 addresses.

[DNP ENET IP ADDRESSES]
START

192.168.0.203
192.168.0.55
192.168.0.26

END
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[Backplane Data Exchange]

Before modifying the [Backplane Data Exchange] section of the configuration file,
you must understand some important concepts. The following topics describe
these concepts.

If you have used the parameters defined in the [Module] section, you have
created the following memory map. We will use this map to explain how data
transfer works between the processor and the ProTalk module.

PTQ Memory Address Application Memory Address
0 = 0

10 = 10

20 = 20

30 = 30

40 = 40

50 = 50

206 = 206

207 = 207

312 = 312

A thorough understanding of the information contained in this section is required
for successful implementation of the module in a user application.

Data Transfer

The module uses a concept referred to as "Command Functions". The command
functions reside in the [Backplane Data Exchange] section of the configuration
file. This method of data transfer is probably different from other methods you
might have used, but does offer some unique advantages:

= The amount of ladder logic required will be substantially reduced; in fact in
many applications no ladder logic will be required.

» The module may be placed in any position in the chassis containing the PLC
and will operate with no modifications.

Defining Data to be Sent to the PTQ Database

You might be asked to provide access to 207 words of information for other
devices on the network. This information resides in the PLC at addresses 400001
to 400207 and you must make this the first 207 words of the database inside the
module. This would require the use of "Command Function 1".

Because the total amount of data exceeds the maximum length of any single
command function, you will need two entries in the [Backplane Data Exchange]
section of your configuration file.
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This might look like the following:

[Backplane Data Exchange]
# Cmd PTQ Point QUANTUM Word
# Type Address Type Address Count
START
1041 100 # move data from Quantum to the PTQ
1 100 4 101 107 # move data from Quantum to the PTQ

END

The first command states:

Field Value Meaning

CMD TYPE 1 The type of operation to perform
1 = Read data from the Quantum into the PTQ

PTQ Address 0 The destination address within the PTQ

Point Type 4 The range of registers to read from the Quantum
4 = 40:x style register

Quantum Address 1 The starting address of the data within the Quantum
This would be Point Type + offset
Example: 40000 + 1 = 40001

Word Count 100 The number of registers to transfer

The second command states:

Field Value Meaning

CMD TYPE 1 The type of operation to perform
1 = Read data from the Quantum into the PTQ

PTQ Address 100 The destination address within the PTQ

Point Type 4 The range of registers to read from the Quantum
4 = 40:x style register

Quantum Address 101 The starting address of the data within the Quantum
This would be Point Type + Quantum Address
Example: 40000 + 101 = 40101

Word Count 107 The number of registers to transfer

The following diagram shows the result of this example.

Quantum Memory Address PTQ Memory Address

40001 0

40010 First Command 9

40020 19

40030 29

40040 39

40060 — 59

40070 69

40080 79

40090 89
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Quantum Memory Address PTQ Memory Address
40100 99
40101 100
40111 Second Command 110
40200 199
40207 206

Defining Data to be Retrieved from the PTQ Database.

Your application may need to retrieve 105 words of data from other devices on
the network These devices have either sent you the data if you are a slave, or
you have obtained it for your use if you happen to be a master in your
application. Assuming that the data resides in registers 207 to 312 within the
PTQ modules memory and you wish to place this information in addresses
400208 to 400313 within the Quantum you could use Command Function 2 to
transfer the information.

Because the total amount of data does not exceed 130 words in length, a single
command can be used to transfer the data. This additional entry will be added to
our [Backplane Data Exchange] section and it would look like the third command
below:

[Backplane Data Exchange]
# Cmd PTQ Point QUANTUM Word
# Type Address Type Address Count
START
1041 100 # move data from Quantum to the PTQ
1 100 4 101 107 # move data from Quantum to the PTQ
2 207 4 208 105 # move data from PTQ to the Quantum

END

The third command states:

Field Value Meaning

CMD TYPE 2 The type of operation to perform
2 = Write data from the PTQ to the Quantum

PTQ Address 207 The destination address within the PTQ

Point Type 4 The range of registers to read from the Quantum
4 = 40:x style register

Quantum Address 208 The starting address of the data within the Quantum
This would be Point Type + Quantum Address
Example: 40000 + 207 = 40207

Word Count 105 The number of registers to transfer
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The following diagram shows the result of this example:

Quantum Memory Address

PTQ Memory Address

40001 0

40010 First Command 9

40020 19
40030 29
40040 39
40060 - 59
40070 69
40080 79
40090 89
40100 99
40101 100
40111 Second Command 110
40200 199
40207 206
40208 207
40210 Third Command 209
40310 309
40313 312

Defining Special Functions

Your application may perform what might be considered a special function such
as setting/retrieving the time and date or issuing an event to the module. This
section will discuss the requirements for the command and offer an example of

how it might be used.

Assuming that you have chosen registers 400500 to 400563 as the target for
your Command Function 3 you could enter the following command into the

Backplane Data Exchange section of your configuration file.

[Backplane Data Exchange]
# Cmd PTQ Point QUANTUM Word

# Type Address Type Address Count

START

1041 100 # move data from Quantum to the PTQ
1 100 4 101 107 # move data from Quantum to the PTQ
2 207 4 208 105 # move data from PTQ to the Quantum

3 0 4 500 64 # Special Function 3

END
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The fourth command states:

Field Value Meaning
CMD TYPE 3 The type of operation to perform
3 = Read/Write special function to the Quantum.
PTQ Address 0 This is ALWAYS 0 and will not overwrite your database.
Point Type 4 The range of registers to read from the Quantum

4 = 40:x style register

Quantum Address 500 The starting address of the data within the Quantum
This would be Point Type + Quantum Address

Example: 40000 + 500 = 40500

Word Count 64 This is ALWAYS 64 words in length.

Note: This command requires two PLC scans to complete. When you issue a Function 3 we will
examine the "Quantum Address" registers, process the information, clear the registers and post the

status if applicable.

The following diagram shows this example:

Quantum Memory Address

PTQ Memory Address

40001 0
40010 First Command 9
40020 19
40030 29
40040 39
40060 — 59
40070 69
40080 79
40090 89
40100 99
40101 100
40111 Second Command 110
40200 199
40207 206
40208 207
40210 Third Command 209
40310 309
40313 312
40500 N/A
40510 Fourth Command N/A
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Quantum Memory Address PTQ Memory Address
40520 1st Scan N/A
40530 N/A
40540 2nd Scan N/A
40550 — N/A
40560 N/A
40563 N/A

Implementing Ladder to Support Special Functions.

The previous discussions about Command Function 1 and Command Function 2
have not required that you implement any form of logic within the PLC, however if
you are required to use the Command Function 3, you must implement some
form of control logic. The following section uses structured text language to
illustrate how a typical function might be implemented.

Example: Rebooting the module (All modules)
(*
MyTrigger is an alias for register 401000
MyFunction3 is an alias for register 400500
MyDatal-MyData63 are aliases for 400501-400563
The premise for this logic is:
IF MyTrigger = SOMEVALUE THEN

Fill the buffer;

set MyFunction3 to the appropriate value;

Clear MyTrigger with a O;
END_IF;

*

)

IF MyTrigger = 9999 THEN
MyFunction3 := MyTrigger;
MyTrigger := 0;

END_IF;
Example: Setting / Retrieving the time of day (DNP and IEC protocol modules
only)
(*
Block ID 9971 - Set Modules Time using the PLC’s Time
Assumption:
The MyYear, MyMonth and so on... values for time and date represent aliases for

your time source.
MyTrigger is an alias for register 401000.

*

)

IF MyTrigger = 9971 THEN;
MyDatal := MyYear;
MyData2 := MyMonth;
MyData3 := MyDay;
MyData4 := MyHour;
MyData5 := MyMinute;
MyData6 := MySeconds;
MyData7 := MyMillisec;
MyFunction3 := 9971;
MyTrigger := 0;
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END_IF;
(*

Block ID 9970 - Set PLC’s time using the modules time

Assumption:

The MyYear, MyMonth and so on...

your aliases for your time source.
MyTrigger is an alias for register 400010.

*)
IF MyTrigger =
MyFunction3 :=

MyMonth :
MyDay :=
MyHour
MyMinute

END_IF;
END_IF;

9970 THEN;
MyTrigger;
IF MyFunction3 = 0 AND MyDatal = 9970 THEN;

MyYear := MyDataZ2;

MyData3;

MyData4;
= MyData5;
= MyData6;
MySeconds :
MyTrigger :

MyData7;
0;

values for time and date are representative of

The previous examples all utilize structured text for the process control logic but
follow the same basic program flow.

1 Copy the data related to the block function into registers 400501 to 400563

as required.

2 As your last step, copy the BLOCK ID number of the special function into
register 400500.
3 Clear your permissive condition.

The module will read the data in and either clear the registers in the array, or
return the requested data and clear the Block ID register (400500 in this

example).

Modify the [Backplane Data Exchange] Section

The previous sections provided an overview of what is required to modify the
[Backplane Data Exchange] section. With this information, you are now ready to
make the necessary modifications to the configuration file to work with your

application.

The following is an example of a typical [Backplane Data Exchange] section:

1=1:x
3=3:x
4=4:x

HHRHFHFHFEHEHFEHEHEHEERESR

Cmd Type --> O=Disable

1=Quantum to PRQ (Read from Quantum)
2=PTQ to Quantum (Write to Quantum)
3=Control data block for module

DB Address --> address of starting word in database
Point Type --> 0=0:Xx

Point Address --> point address (1 based)

This section is used by the PTQ module to define the data transferred
between the module and processor.
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# (Ox and 1x must be at start of word (that is, 1, 17, 33, ...))
# Word Count --> number of words to transfer (1 to 130)
# CMD TYPE is ALWAYS 64 words in length

[Backplane Data Exchange]
# Cmd PTQ Point QUANTUM Word
# Type Address Type Address Count

START

1041 100 # move data from Quantum to the PTQ

1 100 4 101 107 # move data from Quantum to the PTQ

2 207 4 208 105 # move data from PTQ to the Quantum
END

This example shows an application that reads 207 words from the Quantum to
the module and writes 105 words from the module to the Quantum.

The [Backplane Data Exchange] section is a series of messages that instruct the
module how to transfer data to/from the Quantum. What is missing from the
message is the ability to schedule its execution. This ability is normally left to the
programmer in the PLC environment, however in the PTQ module this is not
included so that the commands may run as fast as possible to maintain the
synchronization of the two databases. One command from the list will execute
during each /O service interval at the end of the PLC ladder logic evaluation. So
as an example if your configuration contains 10 "Backplane Data Exchange"
commands it will require 10 PLC scans to process the entire list.

This section may contain up to 100 individual commands used in any
combination to transfer data to/from the Quantum. The following topics provide
information on the use of the commands as well as simple examples.

Set Up Command Function 1 (Read data from the Quantum)

This section provides information on how to read data from the Quantum into the
module.

Command Function 1 (one) is designed to transfer data from the Quantum to the
module on a continuous basis. The command(s) required to transfer your
application data should be entered in the [BACKPLANE DATA EXCHANGE]
section of your configuration file as required.

This command takes the following parameters:

» Command type: 1 (Read data from the Quantum)

= PTQ Database Address: The destination for the data retrieved from the
Quantum.

= Point Type: The type of register within the Quantum (0:x =0, 10:x = 1 30:x =
3 or40:x =4)

= Quantum Address: The source of the data within the Quantum. The address
is expressed without the use of the register range, for example 400001 would
be entered as 1 (400001 - 400000 = 1 or 40001 - 40000 = 1)

»  Word Count: The number of words to copy. The length of this copy may be
any length of 1 to 130 inclusive. If your application requires the movement of
additional data you may enter additional commands.
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Example 30:x or 40:x Register Transfer

The following example shows a typical command used to read 40:x data from
the Quantum. In this example, registers 400001 to 400099 from the Quantum
will be transferred to registers 0 to 99 within the module.

# Word Count Number of words to transfer (1 to 130)

#

# Cmd PTQ Point Quantum Word

# Type Address Type Address Count

[Backplane Data Exchange]

START

1041100

END

Example 0:x or 10:x Register Transfer

The transfer of Coils and Input bits require some forethought as the command
transfers words and not bits. This means that if you want to transfer bits 000005
to 000007 from the Quantum to word 21 in the module you would have to
transfer the word within the Quantum containing bits 000001 to 000016 to a
word within the modules memory.

Take care with the transfer of bits while planning the application so as to optimize
the usage of the available bits and to preserve the integrity of your information.

The following example shows how this could be accomplished.

# Cmd PTQ DB Point Quantum Word
# Type Address Type Address Count
START
121011
END

Set Up Command Function 2 (Write data to the Quantum)

This section provides information on how to write data from the module to the
Quantum.

Command Function 2 (two) is designed to transfer data from the module to the
Quantum on a continuous basis. The command(s) required to transfer your
application data should be entered in the [BACKPLANE DATA EXCHANGE]
section of your configuration file as required.

This command takes the following parameters:

= Command type: 2 (Write data to the Quantum)

» PTQ Database Address: The source of the data within the PTQ to be sent to
the Quantum.

= Point Type: The type of register within the Quantum (0:x = 0, 10:x = 1 30:x =
3 or40:x=4)

* Quantum Address: The destination register within the Quantum. The
address is expressed without the use of the register range, for example
400001 would be entered as 1 (400001 to 400000 = 1 or 40001 to 40000 = 1)

=  Word Count: The number of words to copy. The length of this copy may be
any length of 1 to 130 inclusive. If your application requires the movement of
additional data you may enter additional commands.
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Example 30:x or 40:x Register Transfer

The following example shows a typical command used to write to the 40:x
registers within the Quantum. In this example, registers 207 to 312 from the PTQ
will be transferred to registers 400208 to 400313 within the Quantum.

# Word Count Number of words to transfer (1 to 130)

#

# Cmd PTQ DB Point Quantum Word

# Type Address Type Address Count

[Backplane Data Exchange]

START
2 207 4 208 105

END

Example 0:x or 10:x Register Transfer

The transfer of Coils and Inputs require some forethought as the command
transfers words and not bits. This means that if you wanted to transfer the word
containing the bits 805 to 806 from the module to the Quantum you would
transfer the entire 50" word of the modules memory into the destination register
in the Quantum. The following command transfer bits 800 to 815 (Word x Bits =
Bit Address or 50 * 16 = 800) from the modules memory to word 1 of the coils
(000001 to 000016) within the Quantum.

Take care with the transfer of bits while planning the application so as to optimize
the usage of the available bits and to preserve the integrity of your information.

The following example shows how this could be accomplished.

# Cmd PTQ DB Point Quantum Word
# Type Address Type Address Count
START
149011
END

Set Up Command Function 3 (Special Functions)

This section provides information on how to request the module to perform
special non-typical functions that may be required by an application.

Command Function 3 (three) if required should be the first item entered in the
[BACKPLANE DATA EXCHANGE] section of your configuration file.

This may be used with all modules to implement the following functionality:

» Force a reboot of the PTQ module (Special Function 9998 or 9999 available
on all products)

= Set/ Retrieve Time and Date (DNP and IEC only!)

= Register events with the protocol (DNP and IEC only!)

Other modules may implement additional functionality, which will be described in
the Special Functions section of this manual.
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This command takes the following parameters:
= Command type: 3 (Write data to the Quantum)

PTQ Database Address: This value is ALWAYS 0. Note: This will NOT overwrite your application
database in the PTQ but merely serves as an additional flag to notify the module of the unique
nature of the command.

= Point Type: The type of register within the Quantum (0:x = 0, 10:x = 1 30:x =
3 or40:x =4)

= Quantum Address: The source register within the Quantum. The address is
expressed without the use of the register range, for example 400001 would
be entered as 1 (400001 - 400000 = 1 or 40001 - 40000 = 1)

= Word Count: This value is ALWAYS 64. Care should be taken to assure that
64 words of memory are available within the Quantum.

Example 30:x or 40:x Register Transfer

The following example shows a typical command used to retrieve a special
function command from the Quantum. In this example, registers 400500 to
400563 from the Quantum will be used to provide the information required by the
module.

# Word Count Number of words to transfer (1 to 130)
#
# Cmd PTQ DB Point Quantum Word
# Type Address Type Address Count
[Backplane Data Exchange]
START
3 0 4 500 64
END

The following section shows the functions that may be performed by using the
Command Function 3.

Block ID 9958 - Binary Input Event

If the module retrieves a BLOCK ID of 9958 from the PLC when it issues the
Command Function 3, it will place the binary input event data contained within
the block into the event buffer and alter the data values for the points in the DNP
binary input database.

Using the example data buffer of 400500 to 563, the contents of the block would
look as follows:

Word Offset Example Data Description
In Block Address
0 400500 Block ID This field contains the value of 9958 identifying the
event block to the module
1 400501 Event Count This filed contains the number of events in the block.
Valid values for this field are 1 to 12
2 400502 Sequence This field holds the sequence counter for each 9958
Counter block transfer. This synchronizes and confirms
receipt of the block by the module.
3 400503 DNP Binary Input This is the data point in the DNP binary input
Data Point database represented by the event.
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Word Offset Example Data Description
In Block Address
4 400504 Month/Day/State Formatted: bits 0 to 4 = Minutes, bits 8 to 11 = Month,
bit 15 = digital state for point. All other bits are
ignored.
5 400505 Hour/Minute Formatted: bits 0 to 5 = minutes, bits 8 to 12 = houir,
All other bits are ignored.
6 400506 Sec/Millisecond  Formatted: bits 0 to 9 = milliseconds, bits 10 to 15 =
seconds
7 400507 Year This is the four digit year for the event
8to12 400508 to Same Five word data structure repeated for Event #2
400512
13 to 17 Same Five word data structure repeated for Event #3
58 to 62 400558 to Same Five word data structure repeated for Event
400562 #12

Up to 12 events can be passed from the PLC to the module in each block. To
insure that the block reached the module and was processed, the module will
return a response in the following format:

Word Offset Example Data Description

in Block Address

0 400500 0 If it completed successfully

1 400501 Block Id 9958

2 400502 Event Count This field contains the number of events processed

by the module.

3 400503 Sequence This field contains the sequence counter of the last

Counter successful block id 9958 received (This should

match the sequence number in word 2 above if
the command was successful)

In your table, word zero will contain a value of zero, word one will contain the
BLOCK ID code, and word two will contain the event count.

Block ID 9959 - Analog Input Event

If the module retrieves a BLOCK ID of 9959 from the PLC when it issues the
Command Function 3, it will place the analog input event data in the block into
the event buffer and alter the data values for the points in the DNP analog input
database. Using the example data buffer of 400500 to 563, the contents of the

block would look as follows:

Word Offset Example Data Description

in Block Address

0 400500 Block ID This field contains the value of 9959 identifying the
event block to the module

1 400501 Event Count This filed contains the number of events in the block.
Valid values for this field are 1 to 12

2 400502 Sequence This field holds the sequence counter for each 9959

Counter block transfer. This synchronizes and confirms

receipt of the block by the module.
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Word Offset Example Data Description

in Block Address

3 400503 DNP Analog Input This is the data point in the DNP Analog Input

Data Point database represented by the event.

4 400504 Month/Day/State Formatted: bits 0 to 4 = Minutes, bits 8 to 11 = Month,
bit 15 = digital state for point. All other bits are
ignored.

5 400505 Hour/Minute Formatted: bits 0 to 5 = minutes, bits 8 to 12 = houir,
All other bits are ignored.

6 400506 Sec/Millisecond  Formatted: bits 0 to 9 = milliseconds, bits 10 to 15 =
seconds

7 400507 Year This is the four digit year for the event

81012 400508 to Same Five word data structure repeated for Event #2

400512
13 to 17 Same Five word data structure repeated for Event #3
58 to 62 400558 to Same Five word data structure repeated for Event
400562 #12

Up to 12 events can be passed from the PLC to the module in each block. To
insure that the block reached the module and was processed, the module will
return a response in the following format:

Word Offset Example Data Description

in Block Address

0 400500 0 If completed successfully

1 400501 Block Id 9959

2 400502 Event Count This field contains the number of events processed

by the module.

3 400503 Sequence This field contains the sequence counter of the last

Counter successful block 9959 received (This should match

the sequence number in word 2 above if the
command was successful)

In your table, word zero will contain a value of zero, word one will contain the
BLOCK ID code, word two will contain the event count and word 3 the sequence
number that matching the one sent.

Block ID 9970 - Set PLC's Time using the module

If the module retrieves a BLOCK ID of 9970 from the PLC when it issues the
Command Function 3, it will return the time and date as known by the module
into the buffer in the PLC. This data can then be used to set the Time/Date within
the PLC. Using the example data buffer of 400500 to 563, the contents of the
block would look as follows:

Word Offset Example Data Description
in Block Address
0 400500 Block ID (9970)  This field contains the value of 9970 identifying the

block id type to the module.
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The module responds to the request with a read block 9970 with the following
format:

Word Offset Example Data Field(s) Description
in Block Address

0 400500 0 If completed successfully

1 400501 Block ID 9970.

2 400502 Year This field contains the four-digit value to be used with
the new time value.

3 400503 Month This field contains the month value for the new time.
Valid entry for this field is in the range of 1 to 12.

4 400504 Day This field contains the day value for the new time.
Valid entry for this field is in the range of 1 to 31.

5 400505 Hour This field contains the hour value for the new time.
Valid entry for this field is in the range of 0 to 23.

6 400506 Minute This field contains the minute value for the new time.
Valid entry for this field is in the range of 0 to 59.

7 400507 Seconds This field contains the second value for the new time.
Valid entry for this field is in the range of 0 to 59.

8 400508 Milliseconds This field contains the millisecond value for the new
time. Valid entry for this field is in the range of 0 to
999.

9 400509 Remote Time This field informs the PLC if the data and time passed

Synchronization  has been synchronized with a remote DNP master
device on the module's slave port.

Block ID 9971 - Set Module's Time Using PLC's Time

If the module retrieves a BLOCK ID of 9971 from the PLC when it issues the
Command Function 3, it will set the time and date in the module to that known by
the module. Using the example data buffer of 400500 to 563, the contents of the
block would look as follows:

Word Offset Example Data Field(s) Description
in Block Address

0 400500 Block ID 9971.

1 400501 Year This field contains the four-digit value to be used with
the new time value.

2 400502 Month This field contains the month value for the new time.
Valid entry for this field is in the range of 1 to 12.

3 400503 Day This field contains the day value for the new time.
Valid entry for this field is in the range of 1 to 31.

4 400504 Hour This field contains the hour value for the new time.
Valid entry for this field is in the range of 0 to 23.

5 400505 Minute This field contains the minute value for the new time.
Valid entry for this field is in the range of 0 to 59.

6 400506 Seconds This field contains the second value for the new time.
Valid entry for this field is in the range of 0 to 59.

7 400507 Milliseconds This field contains the millisecond value for the new
time. Valid entry for this field is in the range of 0 to
999.
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The module will respond to a valid 9971 Block ID by returning the following data
in the buffer:

Word Offset Example Data Field(s) Description
in Block Address

0 400500 0 If completed successfully
1 400501 Block ID 9971

Block 1D 9998 or 9999 - Reboot Module

If the Quantum processor sends a block number 9998 or 9999, the module will
reset the contents of the data block to zero and perform a complete reboot
operation.

Word Offset Example Data Field(s) Description
in Block Address

0 400500 9998 or 9999 Block ID to reboot module

Uploading and Downloading the Configuration File

ProSoft modules are shipped with a pre-loaded configuration file. In order to edit
this file, you must transfer the file from the module to your PC. After editing, you
must transfer the file back to the module.

This section describes these procedures.

Important: The illustrations of configuration/debug menus in this section are intended as a general
guide, and may not exactly match the configuration/debug menus in your own module. For specific
information about the configuration/debug menus in your module, refer to The Configuration/Debug
Menu.

Transferring the Configuration File to Your PC

1 Connect your PC to the Configuration/Debug port of the module using a
terminal program such as HyperTerminal. Press [?] to display the main

menu.
=xxxxxx JNP DEBUG PORT HELP w=sxs=x=x
KEY FUNCTION i KEY FUNCTION
0-9,A-F Sets debug level Y Class/Deadband Assignments
L Display error list U  Show DHP Databases
P Display setup & pointers < Receive Configuration
0 Operating parameters > Send Configuration
R Reboot module
S Display Comm Stats
W Clear error list N  Display Blk H-fer Stats
¥ List COM States ¥ Master Port Commands
T Master Port Slave Setup / Master Port Slave Errs
G Version Information 7?7 Display this screen

PRODUCT = DNPS  REVISION = 2.35 OP SY5 REV = 1206 PROD RUN # = 1501
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2 Press [>] key (Send Module Configuration). The message "Press Y to
confirm configuration send!" is displayed at the bottom of the screen.

sxxxxxx [JNP DEBUG PORT HELP »sexxsxs

KEY FUNCTION i KEY FUNCTION

0-9.A-F Sets debug level Y  Class/Deadband Assignments

L Display error list U  Show DNP Databases

P Display setup & pointers ¢ Receive Configuration

0 Operating parameters >  Send Configuration

R Reboot module

S Display Comm Stats

W Clear error list N Display Blk K-fer Stats

Y List COM States K Master Port Commands

T Master Port Slave Setup ? Master Port Slave Errs

G Version Information ?7 Display this screen

PRODUCT = DNPS  REVISION = 2.35 OP SYS REVY = 1206 PROD RUN # = 1501
Confirm Receive Configuration File from Remote PC by pressing 'Y’ key....

3 Press[Y]. The module will automatically start a Zmodem file transfer. The
configuration file will be stored in the default file transfer folder on your PC.

= Note: ProSoft Technology suggests that you download the configuration file pre-loaded on
your module. However, configuration files are also available on the ProSoft CD as well as the
ProSoft Technology web site at www.prosoft-technology.com.

When the configuration file has been transferred to your PC, the dialog box
will indicate that the transfer is complete.

0-9,A-F Sets debug level Y Class/Deadband Assignments
L Display error list U  Show DHP Databases

P Display setup & pointers < Receive Configuration

0 Operating parameters > Send Configuration

R Reboot module

S Display Comm Stats

W Clear error list N  Display Blk K-fer Stats

Y List COM States X Haster Port Commands

T Master Port Slave Setup /Z HMaster Port Slave Errs

G Version Information 1 7 Display this screen

PRODUCT = DNP5 REVISION = 2.35 0P SYS REV = 12066 PROD RUN # = 15601
Confirm Send Configuration File to Remote PC by pressing 'Y’ key....

Sending configuration file:

TRANSFERRING CONFIGURATION FILES FROM WYI MODULE TO PC:

Select RECEIVE menu option and receive files =.=

¢0CONFIGURATION FILE TRANSFERRED TO PC.
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The configuration file is now in a folder on your PC. To view the location of
this folder, open the Transfer menu in Hyperterminal and choose Receive

File.
Fle Edt ‘View Favortes Tools Help "
Qe - Q- /."‘sear[h Folders | [131]-
fddress |3 Crpv v B

Mame Size  Type Date Modified
File and Folder Tasks A Calbnp.CFa | 11KE Microsoft OFfice Qu...  12/18/2006 3:05 PM

(29 Make o new folder
&3 Publish this folder to the
Wah

le? share this Folder

Other Places

e Local Disk (C2)
L) My Dacuments
@ My Computer

% My Network Places

Details

4 You can now open and edit the file in a text editor such as Notepad. When
you have finished editing the file, save it and close Notepad.

Important: You must name this file DNP.CFG before you transfer it to the module. The module will
not recognize configuration files with any other name or extension.
Transferring the Configuration File to the Module

Perform the following steps to transfer a configuration file from your PC to the
module.

1 Connect your PC to the Configuration/Debug port of the module using a
terminal program such as HyperTerminal. Press [?] to display the main

menu.
=xxxxxx JNP DEBUG PORT HELP w=sxs=x=x
KEY FUNCTION i KEY FUNCTION
0-9,A-F Sets debug level Y Class/Deadband Assignments
L Display error list U  Show DHP Databases
P Display setup & pointers < Receive Configuration
0 Operating parameters > Send Configuration
R Reboot module
S Display Comm Stats
W Clear error list N  Display Blk H-fer Stats
¥ List COM States ¥ Master Port Commands
T Master Port Slave Setup / Master Port Slave Errs
G Version Information 7?7 Display this screen

PRODUCT = DNPS  REVISION = 2.35 OP SY5 REV = 1206 PROD RUN # = 1501
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2 Press [<] (Receive Module Configuration). The message "Press Y key to
confirm configuration receive!" is displayed at the bottom of the screen.

sxxxxxx [JNP DEBUG PORT HELP »sexxsxs

KEY FUNCTION i KEY FUNCTION

0-9.A-F Sets debug level Y  Class/Deadband Assignments

L Display error list U  Show DNP Databases

P Display setup & pointers ¢ Receive Configuration

0 Operating parameters >  Send Configuration

R Reboot module

S Display Comm Stats

W Clear error list N Display Blk K-fer Stats

Y List COM States K Master Port Commands

T Master Port Slave Setup ? Master Port Slave Errs

G Version Information ?7 Display this screen

PRODUCT = DNPS  REVISION = 2.35 OP SYS REVY = 1206 PROD RUN # = 1501
Confirm Receive Configuration File from Remote PC by pressing 'Y’ key....

3 Press[Y]. The screen now indicates that the PC is ready to send.

xxxxxxx [INP DEBUG PORT HELP wxxssxsx
KEY FUNCTION i KEY FUNCTION

6—9,H—F Sets debug level

Y  Class/Deadband Assignments
L Display error list U  Show DNP Databases
P Display setup & pointers < Receive Configuration
0 Operating parameters > Send Configuration
R Reboot module
S Display Comm Stats
W Clear error list N  Display Blk ¥-fer Stats
¥ List COM States K  Master Port Commands
T Master Port Slave Setup ¢ Master Port Slave Errs
G Version Information ?7 Display this screen

PRODUCT = DNPS  REVISION = 2.35 OP SYS REV = 1206 PROD RUN # = 1501

Confirm Receive Configuration File from Remote PC by pressing 'Y key....
Receiving configuration file:

TRANSFERRING COMFIGURATION FROM PC TO MVI MODULE:
Select SEND menu option and send file DHP.CFG

e=1B000000027fedh
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4  From the Transfer menu in HyperTerminal, select Send File.

“& COM1_57600 - HyperTerminal
File Edit ‘iew Call Q2

nE w8 -«

. Capture Text..
wxxxxnx DNl serdtearie..  AELP wxmmsrs

KEY FI

Capture to Printer

| KEY FUNCTION

0-9,A-F Sets debug level I'¥ Class/Deadband Assignments
L Display error list i U Show DNP Databases

P Display setup & pointers | < Receive Configuration

0 Operating parameters | > Send Configuration

R Reboot module

5 Display Comm Stats

W Clear error list I N Display Blk X-fer Stats

v List COM States | ¥ Master Port Commands

T Master Port Slave Setup | £ Master Port Slave Errs

G Version Information I 7 Display this screen

PRODUCT = DNPS  REVISION = 2.35 0P SYS REV = 12066 PROD RUN # = 1501
Confirm Receive Configuration File from Remote PC by pressing 'Y’ kev....
Receiving configuration file:

TRANSFERRING CONFIGURATION FROM PC TO MVI MODULE:

Select SEND menu option and send file DNP.CFG

ex=1B00AADARBACES

Sends a file to the remate system

The Send File dialog appears.

Folder: C:AM
Filename:
Pratocol:
Zmoderm v
Close ][ Cancel
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5 Use the Browse button to locate the configuration file your computer.

Select File to Send

Lock in: | £ MvI v 02 @E
5 pone.crG
My Recent
Documnents
?"_‘.'
[
Desktop

My Documents

My Computer

File name: |onP.cFG v

Open ]

MyMetwork  Fiesoftype:  |AllFies ) v| [ cance |

Note: This procedure assumes that you are uploading a newly edited configuration file from your
PC to the module. However, configuration files are also available on the ProSoft CD as well as the
ProSoft Technology web site.

6 Select Zmodem as the protocol.
7 Click the Send button. This action opens the Zmodem File Send dialog box.

Imodem file send for COM1_57600

Sending: | C:AMWINDNP.CFG

Last event; |Sending | Filez:
Status: |Sending | Retries:
File: PRRRRRRRRN]

Elapsed: Femaining: l:l Throughput: l:l

[ Cancel ][ cpa/bps ]
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When the upload is complete, the screen indicates that the module has
reloaded program values and displays information about the module.

“¢ COM1_57600 - HyperTerminal Q@@

File Edit View Call Transfer Help

D@ » 3 08

PRODUCT = DNPS  REVISION = 2.35 0P SY$ REV = 1206 PROD RUN # = 1501

Confirm Receive Configuration File from Remote PC by pressing 'Y’ key....
Receiving configuration file:

TRANSFERRING CONFIGURATION FROM PC TO MVI MODULE:
Select SEND menu option and send file DNP.CFG

eFILE TRANSFERRED FROM PC UNIT....
READING MEW CONMFIGURAITON FILE....

Program closed (exit code = 1)

C>reboot

Harm boot. ..

Open Backplane Interface....

Init COM ports...Read Configuration...
Reading Slave Information....

Reading Commands....complete.

Connected 2:28:19 ARSI 57600 8-N-1 HUM

8 Your module now contains the new configuration. Press [?] to see the
module’s main menu.

8.9 DNPSNET-Q Specific Questions

What does "Initialize Output Data" in the configuration file mean?

The default of this user parameter is NO. When the module reboots it will reset
all of its internal registers to a zero value. In some applications this will cause a
problem as the master wishes to see what he/she believes he/she put in that
register during the last access. If this is true you should set this parameter to
YES, which will cause the module to convert the writes (command function 2) in
the [BACKPLANE DATA EXCHANGE] section to reads for one scan and one
scan only. This will reload the registers in the module with the information
contained within the PLC.

Where do the individual data types actually exist in the modules memory?

The placement of the individual data types is in a pre-defined order, which is the
same as they are placed in the configuration file for easy reference. They will be
placed in memory sequentially as follows:

= Binary Inputs
= Analog Inputs
= Counter Data
»= Binary Outputs
* Analog Outputs
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When you describe the database in the DNPSNET-Q configuration file you
should create sufficient data size for your application plus any anticipated growth.
For example, if you describe 10 Binary Inputs today and later increase the size
to 20, you will have effectively changed the location of your Analog Inputs,
Counter Data, Binary Outputs and Analog Outputs by 10 locations.

If you choose not to do this then you should enter one or more commands for
each data transfer. In this instance you could change the data AND change the
[BACKPLANE DATA EXCHANGE] commands to maintain your mapping in the
PLC.

Page 160 of 169 ProSoft Technology, Inc.
July 7, 2009



Support, Service & Warranty PTQ-DNPSNET-Q ¢ Quantum / Unity Platform
User Manual Distributed Network Protocol Interface Module

9 Support, Service & Warranty

In This Chapter

+ How to Contact Us: Technical Support..........cccccovieiiiiiiiiiniiieciieeee 161
« Return Material Authorization (RMA) Policies and Conditions............. 162
% LIMITED WARRANTY ...ttt 163

ProSoft Technology, Inc. (ProSoft) is committed to providing the most efficient
and effective support possible. Before calling, please gather the following
information to assist in expediting this process:

1 Product Version Number
2 System architecture
3 Network details

If the issue is hardware related, we will also need information regarding:

1 Module configuration and contents of file

o Module Operation
o Configuration/Debug status information
o LED patterns

2 Information about the processor and user data files as viewed through and
LED patterns on the processor.
3 Details about the serial devices interfaced, if any.

9.1 How to Contact Us: Technical Support

Internet Web Site: www.prosoft-technology.com/support
E-mail address: support@prosoft-technology.com

Asia Pacific

+603.7724.2080, support.asia@prosoft-technology.com
Languages spoken include: Chinese, English

Europe (location in Toulouse, France)

+33 (0) 5.34.36.87.20, support. EMEA@prosoft-technology.com
Languages spoken include: French, English

North America/Latin America (excluding Brasil) (location in California)

+1.661.716.5100, support@prosoft-technology.com

Languages spoken include: English, Spanish

For technical support calls within the United States, an after-hours answering system allows pager
access to one of our qualified technical and/or application support engineers at any time to answer
your questions.

Brasil (location in Sao Paulo)

+55-11-5084-5178, eduardo@prosoft-technology.com
Languages spoken include: Portuguese, English

ProSoft Technology, Inc. Page 161 of 169
July 7, 2009



PTQ-DNPSNET-Q ¢ Quantum / Unity Platform Support, Service & Warranty
Distributed Network Protocol Interface Module User Manual

9.2

Return Material Authorization (RMA) Policies and Conditions

The following RMA Policies and Conditions (collectively, "RMA Policies") apply to
any returned Product. These RMA Policies are subject to change by ProSoft
without notice. For warranty information, see "Limited Warranty". In the event of
any inconsistency between the RMA Policies and the Warranty, the Warranty
shall govern.

9.2.1 All Product Returns:

a) In order to return a Product for repair, exchange or otherwise, the
Customer must obtain a Returned Material Authorization (RMA) number
from ProSoft and comply with ProSoft shipping instructions.

b) In the event that the Customer experiences a problem with the Product for
any reason, Customer should contact ProSoft Technical Support at one of
the telephone numbers listed above (page 161). A Technical Support
Engineer will request that you perform several tests in an attempt to
isolate the problem. If after completing these tests, the Product is found to
be the source of the problem, we will issue an RMA.

c) All returned Products must be shipped freight prepaid, in the original
shipping container or equivalent, to the location specified by ProSoft, and
be accompanied by proof of purchase and receipt date. The RMA number
is to be prominently marked on the outside of the shipping box. Customer
agrees to insure the Product or assume the risk of loss or damage in
transit. Products shipped to ProSoft using a shipment method other than
that specified by ProSoft or shipped without an RMA number will be
returned to the Customer, freight collect. Contact ProSoft Technical
Support for further information.

d) A 10% restocking fee applies to all warranty credit returns whereby a
Customer has an application change, ordered too many, does not need,
and so on.

9.2.2 Procedures for Return of Units Under Warranty:

A Technical Support Engineer must approve the return of Product under
ProSoft’s Warranty:

a) A replacement module will be shipped and invoiced. A purchase order will
be required.

b) Credit for a product under warranty will be issued upon receipt of
authorized product by ProSoft at designated location referenced on the
Return Material Authorization.

9.2.3 Procedures for Return of Units Out of Warranty:

a) Customer sends unit in for evaluation

b) If no defect is found, Customer will be charged the equivalent of $100
USD, plus freight charges, duties and taxes as applicable. A new
purchase order will be required.
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c) If unitis repaired, charge to Customer will be 30% of current list price
(USD) plus freight charges, duties and taxes as applicable. A new
purchase order will be required or authorization to use the purchase order
submitted for evaluation fee.

The following is a list of non-repairable units:

3150 - All

3750

3600 - All

3700

3170 - All

3250

1560 - Can be repaired, only if defect is the power supply
1550 - Can be repaired, only if defect is the power supply
3350

3300

1500 - All

O OO O OO O O0OO0OOoOOo

9.3 LIMITED WARRANTY

This Limited Warranty ("Warranty") governs all sales of hardware, software and
other products (collectively, "Product") manufactured and/or offered for sale by
ProSoft, and all related services provided by ProSoft, including maintenance,
repair, warranty exchange, and service programs (collectively, "Services"). By
purchasing or using the Product or Services, the individual or entity purchasing or
using the Product or Services ("Customer") agrees to all of the terms and
provisions (collectively, the "Terms") of this Limited Warranty. All sales of
software or other intellectual property are, in addition, subject to any license
agreement accompanying such software or other intellectual property.

9.3.1 What Is Covered By This Warranty

a) Warranty On New Products: ProSoft warrants, to the original purchaser,
that the Product that is the subject of the sale will (1) conform to and
perform in accordance with published specifications prepared, approved
and issued by ProSoft, and (2) will be free from defects in material or
workmanship; provided these warranties only cover Product that is sold as
new. This Warranty expires three years from the date of shipment (the
"Warranty Period"). If the Customer discovers within the Warranty Period
a failure of the Product to conform to specifications, or a defect in material
or workmanship of the Product, the Customer must promptly notify
ProSoft by fax, email or telephone. In no event may that notification be
received by ProSoft later than 39 months. Within a reasonable time after
notification, ProSoft will correct any failure of the Product to conform to
specifications or any defect in material or workmanship of the Product,
with either new or used replacement parts. Such repair, including both
parts and labor, will be performed at ProSoft's expense. All warranty
service will be performed at service centers designated by ProSoft.
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b) Warranty On Services: Materials and labor performed by ProSoft to repair
a verified malfunction or defect are warranteed in the terms specified
above for new Product, provided said warranty will be for the period
remaining on the original new equipment warranty or, if the original
warranty is no longer in effect, for a period of 90 days from the date of
repair.

9.3.2 What Is Not Covered By This Warranty

a) ProSoft makes no representation or warranty, expressed or implied, that
the operation of software purchased from ProSoft will be uninterrupted or
error free or that the functions contained in the software will meet or
satisfy the purchaser’s intended use or requirements; the Customer
assumes complete responsibility for decisions made or actions taken
based on information obtained using ProSoft software.

b) This Warranty does not cover the failure of the Product to perform
specified functions, or any other non-conformance, defects, losses or
damages caused by or attributable to any of the following: (i) shipping; (ii)
improper installation or other failure of Customer to adhere to ProSoft’s
specifications or instructions; (iii) unauthorized repair or maintenance; (iv)
attachments, equipment, options, parts, software, or user-created
programming (including, but not limited to, programs developed with any
IEC 61131-3, "C" or any variant of "C" programming languages) not
furnished by ProSoft; (v) use of the Product for purposes other than those
for which it was designed; (vi) any other abuse, misapplication, neglect or
misuse by the Customer; (vii) accident, improper testing or causes
external to the Product such as, but not limited to, exposure to extremes
of temperature or humidity, power failure or power surges; or (viii)
disasters such as fire, flood, earthquake, wind and lightning.

c) The information in this Agreement is subject to change without notice.
ProSoft shall not be liable for technical or editorial errors or omissions
made herein; nor for incidental or consequential damages resulting from
the furnishing, performance or use of this material. The user guide
included with your original product purchase from ProSoft contains
information protected by copyright. No part of the guide may be duplicated
or reproduced in any form without prior written consent from ProSoft.

9.3.3 Disclaimer Regarding High Risk Activities

Product manufactured or supplied by ProSoft is not fault tolerant and is not
designed, manufactured or intended for use in hazardous environments requiring
fail-safe performance including and without limitation: the operation of nuclear
facilities, aircraft navigation of communication systems, air traffic control, direct
life support machines or weapons systems in which the failure of the product
could lead directly or indirectly to death, personal injury or severe physical or
environmental damage (collectively, "high risk activities"). ProSoft specifically
disclaims any express or implied warranty of fitness for high risk activities.
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9.3.4 Intellectual Property Indemnity

Buyer shall indemnify and hold harmless ProSoft and its employees from and
against all liabilities, losses, claims, costs and expenses (including attorney’s
fees and expenses) related to any claim, investigation, litigation or proceeding
(whether or not ProSoft is a party) which arises or is alleged to arise from Buyer’s
acts or omissions under these Terms or in any way with respect to the Products.
Without limiting the foregoing, Buyer (at its own expense) shall indemnify and
hold harmless ProSoft and defend or settle any action brought against such
Companies to the extent based on a claim that any Product made to Buyer
specifications infringed intellectual property rights of another party. ProSoft
makes no warranty that the product is or will be delivered free of any person’s
claiming of patent, trademark, or similar infringement. The Buyer assumes all
risks (including the risk of suit) that the product or any use of the product will
infringe existing or subsequently issued patents, trademarks, or copyrights.

a) Any documentation included with Product purchased from ProSoft is
protected by copyright and may not be duplicated or reproduced in any
form without prior written consent from ProSoft.

b) ProSoft’s technical specifications and documentation that are included
with the Product are subject to editing and modification without notice.

c) Transfer of title shall not operate to convey to Customer any right to make,
or have made, any Product supplied by ProSoft.

d) Customer is granted no right or license to use any software or other
intellectual property in any manner or for any purpose not expressly
permitted by any license agreement accompanying such software or other
intellectual property.

e) Customer agrees that it shall not, and shall not authorize others to, copy
software provided by ProSoft (except as expressly permitted in any
license agreement accompanying such software); transfer software to a
third party separately from the Product; modify, alter, translate, decode,
decompile, disassemble, reverse-engineer or otherwise attempt to derive
the source code of the software or create derivative works based on the
software; export the software or underlying technology in contravention of
applicable US and international export laws and regulations; or use the
software other than as authorized in connection with use of Product.

f) Additional Restrictions Relating To Software And Other Intellectual
Property

In addition to compliance with the Terms of this Warranty, Customers
purchasing software or other intellectual property shall comply with any
license agreement accompanying such software or other intellectual
property. Failure to do so may void this Warranty with respect to such
software and/or other intellectual property.

9.3.5 Disclaimer of all Other Warranties

The Warranty set forth in What Is Covered By This Warranty (page 163) are in
lieu of all other warranties, express or implied, including but not limited to the
implied warranties of merchantability and fitness for a particular purpose.
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9.3.6 Limitation of Remedies **

In no event will ProSoft or its Dealer be liable for any special, incidental or
consequential damages based on breach of warranty, breach of contract,
negligence, strict tort or any other legal theory. Damages that ProSoft or its
Dealer will not be responsible for included, but are not limited to: Loss of profits;
loss of savings or revenue; loss of use of the product or any associated
equipment; loss of data; cost of capital; cost of any substitute equipment,
facilities, or services; downtime; the claims of third parties including, customers of
the Purchaser; and, injury to property.

** Some areas do not allow time limitations on an implied warranty, or allow the exclusion or
limitation of incidental or consequential damages. In such areas, the above limitations may not
apply. This Warranty gives you specific legal rights, and you may also have other rights which vary
from place to place.

9.3.7 Time Limit for Bringing Suit

Any action for breach of warranty must be commenced within 39 months
following shipment of the Product.

9.3.8 No Other Warranties

Unless modified in writing and signed by both parties, this Warranty is
understood to be the complete and exclusive agreement between the parties,
suspending all oral or written prior agreements and all other communications
between the parties relating to the subject matter of this Warranty, including
statements made by salesperson. No employee of ProSoft or any other party is
authorized to make any warranty in addition to those made in this Warranty. The
Customer is warned, therefore, to check this Warranty carefully to see that it
correctly reflects those terms that are important to the Customer.

9.3.9 Allocation of Risks

This Warranty allocates the risk of product failure between ProSoft and the
Customer. This allocation is recognized by both parties and is reflected in the
price of the goods. The Customer acknowledges that it has read this Warranty,
understands it, and is bound by its Terms.

9.3.10 Controlling Law and Severability

This Warranty shall be governed by and construed in accordance with the laws of
the United States and the domestic laws of the State of California, without
reference to its conflicts of law provisions. If for any reason a court of competent
jurisdiction finds any provisions of this Warranty, or a portion thereof, to be
unenforceable, that provision shall be enforced to the maximum extent
permissible and the remainder of this Warranty shall remain in full force and
effect. Any cause of action with respect to the Product or Services must be
instituted in a court of competent jurisdiction in the State of California.
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Float Inputs * 56
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Functional Specifications ¢ 80, 82
Functionality * 105
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General Concepts * 84

General Specifications * 79, 81
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Main Menu ¢+ 68
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Module Error Codes * 114
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74
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No Other Warranties ¢ 166
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P

PC and PC Software * 10
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Printing a Configuration File « 53
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Product Specifications « 7, 79

ProSoft Configuration Builder « 49

ProSoft Technology® Product Documentation ¢ 4
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PTQ-DNPSNET « 81

PTQ-DNPSNET Configuration « 131

PTQ-DNPSNET Note « 130

PTQ-DNPSNET-Q « 79

PTQ-DNPSNET-Q Application Design * 96

Q

Quantum / Unity Hardware « 10

R

Reading Status Data from the Module * 65
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Reference « 7, 79
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