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Please Read This Notice

Successful application of this module requires a reasonable working knowledge of the Schneider Electric
Quantum hardware, the PTQ-DNP Module and the application in which the combination is to be used. For
this reason, it is important that those responsible for implementation satisfy themselves that the combination
will meet the needs of the application without exposing personnel or equipment to unsafe or inappropriate
working conditions.

This manual is provided to assist the user. Every attempt has been made to ensure that the information
provided is accurate and a true reflection of the product's installation requirements. In order to ensure a
complete understanding of the operation of the product, the user should read all applicable Schneider
Electric documentation on the operation of the Schneider Electric hardware.

Under no conditions will ProSoft Technology be responsible or liable for indirect or consequential damages
resulting from the use or application of the product.

Reproduction of the contents of this manual, in whole or in part, without written permission from ProSoft
Technology is prohibited.

Information in this manual is subject to change without notice and does not represent a commitment on the
part of ProSoft Technology Improvements and/or changes in this manual or the product may be made at any
time. These changes will be made periodically to correct technical inaccuracies or typographical errors.

PTQ Installation and Operating Instructions

The statement "power, input and output (I/O) wiring must be in accordance with Class I,
Division 2 wiring methods Article 501-10(b) of the National Electrical Code, NFPA 70 for
installations in the U.S., or as specified in section 18-1J2 of the Canadian Electrical
Code for installations within Canada and in accordance with the authority having
jurisdiction”.

The following or equivalent warnings shall be included:

A Warning - Explosion Hazard - Substitution of components may Impair Suitability for
Class |, Division 2;

B Warning - Explosion Hazard - When in Hazardous Locations, Turn off Power before
replacing Wiring Modules, and

C Warning - Explosion Hazard - Do not Disconnect Equipment unless Power has been
switched Off or the Area is known to be Nonhazardous.

D Caution: The Cell used in this Device may Present a Fire or Chemical Burn Hazard if
Mistreated. Do not Disassemble, Heat above 100°C (212°F) or Incinerate.

Important Notice:

CAUTION: THE CELL USED IN THIS DEVICE MAY PRESENT A FIRE
OR CHEMICAL BURN HAZARD IF MISTREATED. DO NOT
DISASSEMBLE, HEAT ABOVE 100°C (212°F) OR INCINERATE.

Maximum battery load = 200 pA.

Maximum battery charge voltage = 3.4 VDC.
Maximum battery charge current = 500 pA.
Maximum battery discharge current = 30 pA.




Your Feedback Please

We always want you to feel that you made the right decision to use our products. If you have suggestions,
comments, compliments or complaints about the product, documentation or support, please write or call us.

ProSoft Technology

1675 Chester Avenue, Fourth Floor
Bakersfield, CA 93301
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Guide to the PTQ-DNP Application Reference
Guide

Function Section to Read Details
Introduction - This Section introduces the customer to the
(Must Do) module. Included are: package contents,

Start Here (page 9) | system requirements, hardware installation,
and basic configuration.

Verify Communication, | —» Verifying This section describes how to verify
Diagnostic and Communication communications with the network. Diagnostic
Troubleshooting (page 110) and Troubleshooting procedures.

Diagnostics and
Troubleshooting

(page 111)
Reference - Reference (page These sections contain general references
Product Specifications 123) associated wit_h this prodL_Jct, Specifications,
Functional and the Functional Overview.
Functional Overview )
Overview (page
Glossary 125)
Product
Specifications
(page 123)
Support, Service, and - Support, Service This section contains Support, Service and
Warranty and Warranty Warranty information.
Index (page 163) Index of chapters.
ProSoft Technology, Inc. Page 7 of 173
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11

Start Here

In This Chapter

0,

% Hardware and Software Requirements .............cccccceevciiiiieeieesieciieeeeen 9

This guide is intended to guide you through the ProTalk module setup process,
from removing the module from the box to exchanging data with the processor. In
doing this, you will learn how to:

= Set up the processor environment for the PTQ module

= View how the PTQ module exchanges data with the processor

» Edit and download configuration files from your PC to the PTQ module
= Monitor the operation of the PTQ module

Hardware and Software Requirements

1.1.1 ProTalk Module Carton Contents

ProTalk Module Null Modem Serial Cable

ProSoft Technology, Inc. Page 9 of 173
June 30, 2008
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Profalk

Solutions
Disc

1454-9F DB-9 Female to 9 Pos Screw Terminal

adapter (Serial protocol modules only) ProSoft Solutions CD

Note: The DB-9 Female to 5 Pos Screw Terminal adapter is not required on Ethernet modules and
is therefore not included in the carton with these types of modules.

1.1.2 Quantum / Unity Hardware

This guide assumes that you are familiar with the installation and setup of the
Quantum / Unity hardware. The following should be installed, configured and
powered up before proceeding:

* Quantum or Unity Processor

* Quantum rack

*  Quantum power supply

= Quantum Modbus Plus Network Option Module (NOM Module) (optional)
* Quantum to PC programming hardware

= NOM Ethernet or Serial connection to PC

1.1.3 PC and PC Software

»  Windows-based PC with at least one COM port
* Quantum programming software installed on machine

or
= Concept™ PLC Programming Software version 2.6

or
ProWORX PLC Programming Software
or

UnityPro XL PLC Programming Software

» HyperTerminal (used in this guide) This is a communication program that is
included with Microsoft Windows. You can normally find it in Start /
Programs / accessories / Communications.

Note: ProTalk modules are compatible with common Quantum / Unity programming applications,
including Concept and UnityPro XL. For all other programming applications, please contact
technical support.

Page 10 of 173 ProSoft Technology, Inc.
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2 Configuring the Processor with Concept

In This Chapter

% Information for Concept Version 2.6 Users

« Create a New Project

< Set up Data Memory in Project

< Add the PTQ Module to the Project

< Download the Project to the Processor

« Verify Successful Download..............

The following steps are designed to ensure that the processor is able to transfer
data successfully with the PTQ module. As part of this procedure, you will use
Concept configuration software from Schneider Electric to create a project, add
the PTQ module to the project, set up data memory for the project, and then

download the project to the processor.

Important Note: Concept software does not report whether the PTQ module is present in the rack,
and therefore is not able to report the health status of the module when the module is online with
the Quantum processor. Please take this into account when monitoring the status of the PTQ

module.

ProSoft Technology, Inc.
June 30, 2008
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2.1 Information for Concept Version 2.6 Users

This guide uses Concept PLC Programming Software version 2.6 to configure
the Quantum PLC. The ProTalk installation CD includes MDC module
configuration files that help document the PTQ installation. Although not required,
these files should be installed before proceeding to the next section.

2.1.1 Installing MDC Configuration Files

1 From a PC with Concept 2.6 installed, choose Start / Programs / Concept /
ModConnect Tool.

This action opens the Concept Module Installation dialog box.

il Concept Module Installation o =] |
File Modules Help
Inztalled Modules in Concept Databaze:
0
MDC-PTA-101S IECEOS7-5-101 Slave
MOC-PTA-103M |IECE087-5-103 Master
MDC-PTA-1045 |IECEOS7-5-104 Server
MDC-PTR-DFCM Rockwell &utomation DF1 Half Duplex Master
MDC-PTQ-DFNT Rockwell Automation Ethermet/IP Module
MODC-PTA-DMNP DMP 3.0 Mazer/Slave Module
MOC-PTO-DNPSHET DHP 3.0 Ethemet Server
MOC-PTA-HART HART Madule
MDC-PTA-LMG Landiz and Gur Protocol
— Module Detail
Provider ProLins Communication Gateways
Wersiof: 1.00.00
Copyright: Copyright 2002-20C3

2 Choose File / Open Installation File.

This action opens the Open Installation File dialog box:

fif] Concept Module i ]
fi Concept Moduls 3

File Modules  Hel

Installed Modules in Concept Databaze:

- fon Fi 2x
Folders: oK
. mdc chenncept
: Cancel
EBE E Sample.mdc =] = o - ﬁl
MO C-PT = CONCEPT Metwork. .. |
MDC-PT 3 Ca_help
[ CC2cat
— Module £3 Dat
Pravide _I 1 Dib LI
Wersion:
Copyrigh List files of tppe: Dirives:
IModuIe Desc.[*mdc) j I Hc j
|

3 If you are using a Quantum processor, you will need the MDC files. In the

Open Installation File dialog box, navigate to the MDC Files directory on the
ProTalk CD.

4 Choose the MDC file and help file for your version of Concept:
o Concept 2.6 users: select PTQ_2_60.mdc and PTQMDC.hlp
o Concept 2.5 users: select PTQ_2_50.mdc and PTQMDC.hlp.

Select the files that go with the Concept version you are using, and then click
OK. This action opens the add New Modules dialog box.

Page 12 of 173 ProSoft Technology, Inc.
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jifl Concept Module Installation

File Modules Help

Inztalled
i Add New Modules

P
DN

MNET
— Module

Priovide

Wergior

Copyric

- Available Modules in aptg 2 60.mde

Add Al I

;lglﬂ.

x|

Click the add all button. A series of message boxes may appear during this

process. Click Yes or OK for each message that appears.

your changes.

2.2 Create a New Project

When the process is complete, open the File menu and choose Exit to save

This phase of the setup procedure must be performed on a computer that has
the Concept configuration software installed.

1

From your computer, choose Start / Programs / Concept V2.6 XL.EN/

Concept. This action opens the Concept window.

2
PLC Configuration dialog box.

E Concept [C:4 CONCEPT', TESTPR Y\ untitled]

File Configure Project Online  Options  Window  Help

Open the File menu, and then choose New Project. This action opens the

8 [=[ ]

DPLE Configuration

o = e = e e

| 8 |TalBs]aa] =2 | =

—PLC

| S

PLC Selection
Caonfig Extensions
ASCI

Unzsupported controller
UMENDOWN

Tupe:
IEC

-

Available Logic Area: 65535

—PLC temary Partitior

Cails: 00ooo
Dizcrete Inputs: 100007
Input Registers: 300007
Haolding R egiste 400001

oonaot
100001
300001
400001

rLoadable:
Mumnber inzstalled:

—Special
Batteny Coil:
Timer Fegister:

Tirne of [ay: A00007F

—Segment Schedule—————

Segments: 1]

rLConfig Extension:
Data Protection:
Feer Cop:

Haot Standby:

ki

Dizabled
Dizabled
Dizabled

Dpen Dialog

rASCI
Mumber of Messages:

Meszage Area Size:

Blyirabime o Dmrbee

|PLC Configuration Overviewy, double click in swindow to edit sections

MOT COMMECTED

ProSoft Technology, Inc.
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3 In the list of options on the left side of this dialog box, double-click the PLC
Selection folder. This action opens the PLC Selection dialog box.

L [;cselection

E; Concept [C:4CONCEPT,\TESTPR I, untitled
File Configure Project  Online  Opkions Wi

PLC Family:

186 IEC:Mone 984:Eq/AMIO/CHS
CPU/Executive: —IEC—————————
Rurtirne:

140 CPU 113 025 534 Oy =
: tion Type

tio EC |IEC Heap Size [KE]:
Config Extensions |g i
ASCI o 140 CPU 213 04 J

0| = pE|e| T #0] ]2 =g

PLC

Coils: Memary Size: Global Data (KE]:

[
Dizer 5K e ID_ j j
Input
Holdi
el |
—Spec
EBiattery Coil: = Segments:

Timer Fegister. -
Time of Day: - 400007

rLConfig E xtension: S Cl

D ata Protection: Dizabled Mumber of Meszages:
Peer Cop: Dizabled
Hat Standby: Disabled

ki

Meszage Area Size:

T

DOpen Dialog

[ | MOT CONMECTED [ |

4 In the CPU/Executive pane, use the scroll bar to locate and select the PLC to

configure.
PLC Selection x|
PLLC Family:
IQuantum 'l
586 |EC:32Bit/2500K/CHS 384 Eq/IMIO/CHS
CPU/E ecutive: —IEC
140 CPU 213 04 Rurtirme:
140 CPU 213 045 m
140 CPL 213 D41 nane
140 CPU 424 Ox
Hg EEH igi 1U;>< IEC Heap Size [KB):
[300 « | | j
Memary Size: Global Data [KB):
Ere— + Jan &
0K I Cancel | Help |
Page 14 of 173 ProSoft Technology, Inc.
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5 Click OK. This action opens the PLC Configuration dialog box, populated with
the correct values for the PLC you selected.

E Concept [C:COMCEPT TESTPR '\ untitled]
File Configure Project Online Options  ‘Window Help

=10l

El PLC Configuration

D= pBer|teda] ol wa| @) Bz 2| 8] L3)@M] - |TalBs] 0] ] B] S

~loj x|

ection

mary Partition
Loadables
Specials
151 Config Extensions
140 bap
Segmeant Schedular

—FLC
Type: 140 CPU 534 14
IEC Enabled

Availlable Logic Area:  F5535 :I

300

—PLLC Memory Partitior

Cails: 0000
Discrete Inputs: 100001
Input R egisters: 300001
Holding Registe 400001

r~Loadable:

todbus Port Settings
2 ASCI

—Special —Segment Scheduler—————

Battery Coil = Segments: 32
Timer Register: -
Time of Day: - 400007

—Config Extenzion: —ASCI

D ata Protection: Dizabled Mumber of Messages:
Peer Cop: Disabled
Hat Standby: Disabled

K

Message Area Size:

Bk F Dok

Dpen Dialog

|PLC Configuration Cwverviewy double click in window to edit sections |

MOT COMMECTED [

6 Make a note of the holding registers for the module. You will need this
information when you modify your application as outlined in the ProTalk
application Reference Guides. The Holding Registers are displayed in the
PLC Memory Partition pane of the PLC Configuration dialog box.

FLC temary Partitio
Cails: 000001 001536
Digcrete Inputs: 1000071 100512
Input Registers: 300001 300512
Holding Registe 4000071 401872

ProSoft Technology, Inc. Page 15 of 173

June 30, 2008



PTQ-DNP ¢ Quantum Platform Configuring the Processor with Concept
Distributed Network Protocol Interface Module

2.3 Addthe PTQ Module to the Project
The next step is to add one or more of the PTQ modules to the Project. To add
modules:

1 Inthe list of options on the left side of the PLC Configuration dialog box,
double-click 1/0 Map. This action opens the 1/0 Map dialog box.

3 x|
Expansion Size: |144 4| i Insert | Delete |
Go To: [Local/Remote (Head Slot7) =) Cut | Copy | Paste I Click Here
Drop | Type | Holdup (<100 ms) | Inbits | Outbits | Status
1 | Quantum 1/0 3| i 0
| <'ect this row when inserting at end of list -

Head Setup... | [ ok | cance | Hep |

2 Click the Edit button to open the Local Quantum Drop dialog box. This dialog
box is where you identify rack and slot locations.

Local Quantum Drop x|

—Drop Module

Modules: 0 ASCI Fort #: Inone j Bits Ir: 1] Farams |

Bits I 0 Bits Out: 0
Bitz Out: 1}
Status Table:

Frey | [dExt | Clear | [elete | [Cut I Capy | Easte |

|| Rack-Siat Module Detected InEnd | OutRef | OutEnd -]
|

InRef

TAHA:

ok | cacal | Hep | I~ Fol

Page 16 of 173 ProSoft Technology, Inc.
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3 Click the Module button next to the rack/slot position where the ProTalk
module will be installed. This action opens the I/O Module Selection dialog

box.
Local Quantum Drop ﬂ
~Diap Module
Modules: ] ASCI Port #: Incre 'l Bits Inc 0 Paams |
Bits Inc 0 Bits Ouk 0
Bits Oust: 0
Status Table:
1
Frey 1/0 Module S
|| Rack-Slo Modules:
14 T40%CP-300-00 Baltery backup 4
2/ 141-MMS-42501 (1)
Analog Out 141-MMS-535-02 (1) M
|| 13 |Andlog Mixed 5101 Master
i Discrete In IECE097-5-101 Slave
| 15| |DbcreteOut IECA87-5-103 Master
Dist: Miced IECROS7-5-104 Server
|14 i Select your ProTalk Q
|17 P S0 Mestarsove module here
18 DHP 3.0 Etheinet Server
19| HART Module
1410
1-1
112
113
CT

UKImell

Hebl

Leave <all> highlighied

4 In the Modules pane, use the scroll bar to locate and select the ProTalk
module, and then click OK. This action copies the description of the ProTalk
module next to the assigned rack and slot number of the Local Quantum
Drop dialog box.

Local Quantum Drop

—Drop
Modules:
Bits In:

Bitz Out:
Statuz T able:

1 ASE] Fort #:

Inone vl

Module
Bits Ir: 1]
Bitz Out: 1]

Farams |

Frey

st |

Clear |

Delete [Cut | Lopy |

Rack-5lat

Module

1-1

12

P10

-8

110

111

112

113

144

]

[ oc |

Detected

In Ref

I

Cancel |

I End Out Ref Out End

I
I

Help |

X

ProSoft Technology, Inc.
June 30, 2008
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Configuring the Processor with Concept

5 Repeat steps 3 through 5 for each ProTalk module you plan to install. When
you have finished installing your ProTalk modules, click OK to save your
settings. Click Yes to confirm your settings.

Tip: Select a module, and then click the Help on Module button for help pages.

i sl
MG Do OpRes Hey

Rploms] [0 | Pm | Do | x| »

&
Prolalk O

Th BTk G (08 Srvms Pl Covinrcaluns Mook (T DO T] fuppeints P mpienestaton of e (0 10 ¥ iabe)
ikt Probcd ] deres Effer=l, ahcreig St procos v B casfy Cosrafaels silh bidl dyslesd bW Fe protoed The
e muppoets DHF Sabod Level 2 femuren and some Levs 3 e

The i i DA T sl T dmrey s mom i e {enl ) imafrnn iy i sy SOADS wysies wgperieg
Tt TP ool B e e i T Camofi e GRS T P T 1 B iy Dt i DA ot wed B
Carfum procapor The des e 006 B CLAnb Crogs B IS STYTOR 0rasE 50 e scinng on e DRE ek

[inbabasrs e uber de e ard Sned i e o 12 hokd P ol rogurnd By e gt

Tha FTOORFSHIT mods i & possiid nbercy for O ety Diavesiopad Lrier kosrios fron
SCMOMAME IR, T AU RCCTAAS DRI DK P 1AMy Tl AL (xr 10 26 e CLL LG IS CLATELI
[revenm

(sl i Pusbun

T ———

tenin s desspeders

DHP Sttt D Tl .|

2.4  Set up Data Memory in Project

1 Inthe list of options on the left side of the PLC Configuration dialog box,
double-click Specials.

E Concept [C:COMCEPT TESTPR '\ untitled]

File Configure Project ©Online Options  ‘Window Help

o] P = Tl Y N N S R e e ke

I:| PLC Configuration

Surmmary: s

PLC Salaction 'Il'él,lge. 140 CPU 534 14
PLC Memory Partition St
Loadables

Sh

121 Configg Extensions

Available Logic &rea: 65535
|IEC Heap Size 300

~PLC Memory Partiion——————— Loadables—————
Caoils: 000001 DO1536 Mumnber installed: 1]

1/0 Map
Segment Scheduler

Digcrete Inputs: 100001 100512
Input Registers: 300001 300512

! Holding Registe400001 401872
tModbus Port Settings

2 ASCH

—Special
Battery Cail:
Timer Register: -
Time of Day: - 400007

—Segment Scheduler———————

Segments: 32

rConfig Extension
Diata Protection: Dizabled
Peer Cop: Dizabled
Hot Standby: Dizabled

< |

@. Open Dialog

—ASCH
Mumber of Messages:

Message Area Size:

[ P SR

|PLC Configuration Overviewy, doukle click in windov to edit sections

MNOT COMMECTED
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2 This action opens the Specials dialog box.

Selecting the Time of Day

I awimnirn
[ Battery Coil O I 1536
[ Timer Fiegister 4 I 18v2

™ Time Of Day

A I - 400007 1865

[ Allow Duplicate Coils (LL334 only)

First Coil Address: 0= I

—
—

Cancel |

‘wiatchdog Timeout [ms10]:

Online Editing Timeslice [ms]:

ok | Hep |

X

1 Select (check) the Time of Day box, and then enter the value 00001 as
shown in the following example. This value sets the first time of day register

to 400001.

x|
Il agimum
I Battery Coil m[ 1536
[ Timer Fegister 4 l— 1872
[V Time OF Day 4x (00001 - 400008 1865

[ &llows Duplicate Coils (LL334 anly)

First Coil Address: 0= I

—
—

‘whatchdog Timeout [me*10):

Online Editing Timeslice [ms]:

[ox 1]

Canhcel | Help |

2 Click OK to save your settings and close the Specials dialog box.

ProSoft Technology, Inc.
June 30, 2008
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Saving your project

1 Inthe PLC Configuration dialog box, choose File / Save project as.

E Concept [C:\CONCEPT. TESTPR Y untitled]

'ﬁ Configure  Project  Online  Options  Window  Help

Mew project x| =

open 08| 2e[ 822 08 - |

Close project
Save project
Save project as. ..

Ctrl+-3

Optimize project. ..

B CHvIn . 140 CPLU 534 14 Availz
Enabled IECH
Mew section. ..
Spen seckion,.. emomny Partion————— [Loada
Delete seckion,.. 000001 00536 MHumin
Section propertiss. . E [mputs: 100007 100512
Section Memory eqisters: 300001 300512
Registe400001 401872
Import. ..
Export... -
Prink... Cail: = Segme
Printer setup... eqister: =
Day: 400001 400008
Wiew Logfile
E rhension: —ASCI-
240 Alt+F4 otection: Disabled Murnbe
1 CHACOMCEPT\TESTPR ANEWDRNT p. Disabled Messa
r ndby: Disabled ok

@. Open Dialog

|Save current project using a different databasze name

2 This action opens the Save Project as dialog box.

Save Project As ﬂll

File: marme: Folders: _DK
Im chconceptitestpr

Cancel |
MEWDFMT.PRJ - = et -

NEWPROJ.FPR =l CUNCERT
NEWTEST.PRJ @TESTPHJ Metwork. .. |
testpr. pri G db

£ MEWDFNT BAK
= £ MEwWDFNT.DIA =

Save file as type: Drives:
IEoncept Prajects [Fpril j I = j

3 Name the project, and then click OK to save the project to a file.
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2.5 Download the Project to the Processor

The next step is to download (copy) the project file to the Quantum Processor.

1 Use the null modem cable to connect your PC's serial port to the Quantum
processor, as shown in the following illustration.

N
| '-."'_‘

Note: You can use a Modbus Plus Network Option Module (NOM Module) module in place of the
serial port if necessary.

2 Open the PLC menu, and then choose Connect.
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3 In the PLC Configuration dialog box, open the Online menu, and then choose
Connect. This action opens the Connect to PLC dialog box.

Connect to PLC El
Protocol type:
— Protocol zettings: Modbus
Modbus Plus Mode :
TCR(IP FLC Mode: @ Device: 960081
* RTU
IEC Simulator (32-b am ||:|j|M1 vI Fort Settings...
J = ASCI |
rhccess Level————  List of nedes on Modbus Flus network:
™ Monitor only _I
{” Change Data
{” Change Program
{*' Change Configuration LI

Hiost adapter:

k. I Cancel Hezzat < Previous [ et Help |

4 Leave the default settings as shown and click OK.
Note: Click OK to dismiss any message boxes that appear during the connection process.

5 In the PLC Configuration window, open the Online menu, and then choose
Download. This action opens the Download Controller dialog box.

Download Controller x|

¥ | Configuration
[State BaR will be cleared]

" |EC program sections

[z [ pload infarmation)]
[T 984 ladder logic
[T A5CI meszages
[ State RaM

™ Initial walues orly

All

[ Extended memary

Select parts to download, then prezs <Download:

Davnload Cloze Help
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6 Click all, and then click Download. If a message box appears indicating that
the controller is running, click Yes to shut down the controller. The Download
Controller dialog box displays the status of the download as shown in the
following illustration.

Download Controller x|

¥ | Configuration

" |EC program sections
[Miz [ pload infarmation]
[T 984 ladder logic
[T A5CI meszages
¥ State Rk
™ Initial walues orly
¥ Extended memany

Al

Downloading extended memory files. ..
Registers [Bx]: 3360 of 98303

[Nowrlaad Cancel Help

7 When the download is complete, you will be prompted to restart the
controller. Click Yes to restart the controller.
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2.6  Verify Successful Download

The final step is to verify that the configuration changes you made were received
successfully by the module, and to make some adjustments to your settings.

1 Inthe PLC Configuration window, open the Online menu, and then choose
Online Control Panel. This action opens the Online Control Panel dialog box.

Online Control Panel x|

Controller Executive 1D s 883, Version 0120, [EC 02E0,
— Time of Day clock

Stop contraller. .
: clock naot zet

[Elear zontroller...

— Conztant sweep settingz

Invoke congtant sweep... reqgizter for target scan time -
target scan time (me] 00 -
Irvvoke single sweep... free-rurming scan time (sl
Set clock... . .
— Single sweep zettings
[rvoke optimized zolve single sweep time base [ms) 1]
gNEEp trigger cont 1
Flazh pragram...

Set PLC password...

Cloze Help |

2 Click the Set Clock button to open the Set Controller's Time of Day Clock
dialog box.

Online Control Pane

Stop cot Day of week

Manth [1-12]
Dray [1-31)

ear

Invoke ging Hour (0-23]

Set ch Minute [I0-59) ID
Second [0-59 i}
Inwoke optin ! ] I 1]
1
Flash pri White Panel -» PLC: 7/15/2003 16:06:08 |
Set FLC by Ok I Cancel | Help |
Cloze | Help |

3 Click the Write Panel button. This action updates the date and time fields in
this dialog box. Click OK to close this dialog box and return to the previous

window.
4 Click Close to close the Online Control Panel dialog box.
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5 In the PLC Configuration window, open the Online menu, and then choose
Reference Data Editor. This action opens the Reference Data Editor dialog
box. On this dialog box, you will add preset values to data registers that will
later be monitored in the ProTalk module.

6 Place the cursor over the first address field, as shown in the following

illustration.
ERDE Template {untitled) - Animation ON =131
VYariable Name Data Type | Address Yalue Set Value | =]
[T -
2
3]
L4 7
L9
5
7
8
"9 |
N E—
I
12 —
Kl LIJ

7 In the PLC Configuration window, open the Templates menu, and then
choose Insert addresses. This action opens the Insert addresses dialog box.

8 On the Insert addresses dialog box, enter the values shown in the following
illustration, and then click OK.

Insert Addresses x|
Firzt Reference To Insert; I 400007
Last Reference Ta lnsert: 400070

Humber of References to Inzert;

Le| =]

Dizplay Format: I Dec

] I Cancel | Help |
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9 Notice that the template populates the address range, as shown in the
following illustration. Place your cursor as shown in the first blank address
field below the addresses you just entered.

Place cursor here

ERDE Template {untitled) - Animation OFF E 3 I =] 3
Variable Name | Data Type | Address Value | Set Value | =

2 | 400002 —
3| T 400003 [
a1 | 400004 [
75 | 400005 [
6 | 400006 [
7| 400007 [

8 400008 [
"9 | [ 400009 [
10 [
T < |
| = |

13 =
T — [

10 Repeat steps 6 through 9, using the values in the following illustration:

Insert Addresses x|
First Beference Ta lnzert:; I A00020
Lazt Reference Tao lnsert: 400029

Murnber of References to [nsert;

L] =]

Dizplay Format: I Dec

ak. Cancel | Help |
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11 In the PLC Configuration window, open the Online menu, and then choose
animate. This action opens the RDE Template dialog box, with animated
values in the Value field.

RDE Template (untitled) - Animation ON 1ol
Variable Name Data Type I Address I Value | Set Value | ;I
_3 400003 7 [_I

4 400004 17 I
5 | 400005 3 [
6 | 400006 15 [

7 400007 2 I
8 400008 49 [

9 400009 1] I
10 400010 0 [
Biy —— —

12 400020 24576 I
13 400021 5 [

14 400022 7 [,
3 o

12 Verify that values shown are cycling, starting from address 400065 on up.

13 In the PLC Configuration window, open the Templates menu, and then
choose Save Template as. Name the template ptqclock, and then click OK to
save the template.

14 In the PLC Configuration window, open the Online menu, and then choose
Disconnect. At the disconnect message, click Yes to confirm your choice.

At this point, you have successfully

» Created and downloaded a Quantum project to the PLC
» Preset values in data registers that will later be monitored in the ProTalk
module.

You are now ready to complete the installation and setup of the ProTalk module.
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3 Configuring the Processor with ProWORX

When you use ProWORX 32 software to configure the processor, use the
example SaF file provided on the ProTalk Solutions CD-ROM.

Important Note: Proworx software does not report whether the PTQ module is present in the rack,
and therefore is not able to report the health status of the module when the module is online with
the Quantum processor. Please take this into account when monitoring the status of the PTQ
module.

1 Run the Schneider_alliances.exe application that is installed with the
Proworx 32 software:

&, Authorization
|38 CodeGen

ﬁ Execloader

g3 ProwoRx 32

0{: Schneider Alliances

2 Click on Import...

¥ Schneider Alliances

: W
e (Z51020 13101 ¢ Mi L
= $cLhﬂh ahﬂfﬁa 850
1/0 senies Module
800 Series b | ﬂ
Add Delete... | Import.... | Export... |
M ame Yalue =
Card ID

Card Description
M edium Description

Laong Description

Poweer [+5]
Power [+4.3]
Power [-5)

In Bytes

Out Bytes
Module Type
Doz Only

Fiack View Bitmap

Drrop View Bitmap
Haz Multiple
Catalog Mumber
Terminal Strip j
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3 Select the .SaF File that is located at the CD-ROM shipped with the PTQ
module.

Select Import File

Lookir: [ (5 S4F Files - e ®mekE-

by Recent
Documents

3

Desktop

2
My Documents

My Computer

Hy Metwork File name: JProtaIkQ_ﬂ_D.SAF j DOpen |
Places
Files of lype: chhneider Alliance File [*.zaf) _:] Cancel
|

4  After you click on Open you should see the PTQ modules imported (select
I/O series as Quantum):

£ Schneider Alliances

. == QT & i g
§° Schneider Alliarnces.

10 senies Module
| Quantum Senes :_J PTO-AFC

Add I Delete... I Import.... I Export... |
M arme Yalue =]
Card ID 0424H
Card Description PTO-AFC
M edium Description Flow Computer Module
Long Description Gaz/Liguid Flow Computer Communication ..
Fower 800
Murmber of Parameters Used 0
D efault Murnber of Parameters ]
I Bytes 0
Out Bytes 0
Module Type 0-Dizcrete
Doc Only 1-Te
MCS Simple 1 0-Ordinary
MCS Simple 2 0000-0000
D efault Parameter D ata
Rack Yiew Bitmap FTOAFC.bmp
Dirap Yiew Bitmap PTOAFC brap :J

Edit Cancel Heb |
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Now you can close the Schneider alliances application and run the Proworx 32
software. At the Traffic Cop section, select the PTQ module to be inserted at the
slot:

& ProWORX 32 - [SAFTESTTEST] Offline - [Traffic Cop [SAFTESTTEST]]

| £ Eie Ede view window Heb REE
DEEGRO o |3 0@ 8% DN .[[@aulin [=e 4005/ 8%k '
e - : i ap EE RN R e N

- x| -
|t Traffic Cop Drop Rack 1 T Rack 2 T ck 3 T Rack 4 T
,a] Direct To Online | llead 00 (Local)
i My Computer Drop 0 (QuantumSerie| | L1 L 2 1 3 T 4 T 5[ 6 [ 7 [ 8] 8 [ 0] 112 18] 14 15[ 16
-] Net_dema [ Rack 01
=L SAFTESTTEST <Offlin 0 crsi1aa
&[] Configuration 0 cru-534
ﬁ Traffic Cop 0 PTEAMS
Communications 0 -
-3 Logic 0 -
# Data Editors 0 -
Configuration Estensior 0 -
B ASCI Messages 0 -
[#] PLC Status 0 -
Analyze Device 0 -
Knowledge Base 0 -
0 -
0 -
U =
U =
[l Rack 02
ead 02 [Distibuted)
Available : 7400 mA
odule FTEA015 j Do Seies Quantum Series -
Descriotion |EC-60870-5-101 Slave Module Hald Up Time 3
£ ? Power Rating 800 md, Rack 1
" T - | Rack 2
~IProjects B tities Status Reqister [3x]
Eloocuments | Epent | < | = ! Jinput Pairts 0000 /1024 =l
S [FAFTESTIEST |-~ Edi Summay® Tiaffic Cap = kil =
Head Diop Rlack Slot ﬂ ProWORX 32 Tracking Help
o= o= s A Welcome to the Tracking Help! Here you will find relevant infarmatian that
Shat Comirarts - directly pertains io the current instruction or 10 madule being accessed. v
T >
|| L1 | LI‘J I Tracking Help I Message Central
[Logged in user: Hi [FROGRAM [SAFTESTTEST - «Quantum 534 @ TCPIP-192 168 0133 Offiine
—_—
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4  Configuring the Processor with UnityPro XL

In This Chapter

% Create a New Project ............ccceceeennnneenn.
« Add the PTQ Module to the Project.........
< Build the Project ..........cccccooiiiis

< Connect Your PC to the Processor .........

< Download the Project to the Processor

The following steps are designed to ensure that the processor (Quantum or
Unity) is able to transfer data successfully with the PTQ module. As part of this
procedure, you will use UnityPro XL to create a project, add the PTQ module to
the project, set up data memory for the project, and then download the project to

the processor.

4.1 Create a New Project

The first step is to open UnityPro XL and create a new project.

1 Inthe New Project dialog box, choose the CPU type. In the following
illustration, the CPU is 140 CPU 651 60. Choose the processor type that
matches your own hardware configuration, if it differs from the example. Click

OK to continue.

FLC Version | Diescription | | oK I
""" Premium 02.00 [ Premium pe— |
02.00 | Quantum
02.00 | 486 CPU, 40{Kb Program, MB, MB+ Help |

486 CPU, 800Kb Program, MB, MB+

140 CPLI 65150

140 CPU 671 60

F266 CPU HC[-SIanb}'. 1Mb Program + FCMCIA, ...
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2 The next step is to add a power supply to the project. In the Project Browser,
expand the Configuration folder, and then double-click the 1:LocalBus icon.
This action opens a graphical window showing the arrangement of devices in
your Quantum rack.

@ Unity Pro XL: PTQ_DNP* H=
Eile Edit View Services Tools Build PLC Debug Window Help

- R I e E & e e R GO =]

[T E|& -
T smonnslview

{5y Station Bus: I 1 140 CPU 651 60 02.00 = |

B +{33, Configuration =
B 58 4:LosslBus |—

-] Deri

Data Types

- Derived FB Types
[~y Variables & FB instances
. @  Elementary Variables

Derived Varisbles
10 Derived Variables
Elementary FE Instances
Derived FE Instances

Timer Events

-] WOEwents

imation Tables

oo ]] Operator Screens
@ - [§l, Documentation

[ AT> T Rebuild Al Project £_imoonizigon h_User swors b Sesvcnimegiace §
Ready [FME R mode oFFLINE | | Jusg:svs | MoTeunT iy [

3 Select the rack position for the power supply, and then click the right mouse
button to open a shortcut menu. On the shortcut menu, choose New Device..

il Local Bus M= E3
Buz | 1 [140cPU 851 80 0200 =l ‘

|»

4 | M4
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4 Expand the Supply folder, and then select your power supply from the list.
Click OK to continue.

Ok I

Address: I 16
Cancel |

Part Mumber Description I;l Help |

Bl Courting

B Discrete

- Expatt

B Mation

= Supply

AL Slanddlone P35 115,230V 34

AC Standalne PS 115/230V 8A
AC Redundant PS5 115/230V 8A
AC Redundant PS5 1204230V
DC Standaone PS 24V 3A

- 140 CPS 114 X0
"""" 140CP5124 00
"""" 140CP5 12420
"""" 140CPS 21100

"""" 140 CPS 214 00 DC Summahle PS 24V 104
"""" 140 CPS 224 00 DC Redundant PS 24V 8A
"""" 140 CPS 414 00 DC Summable PS 48V 8A

"""" 140 CPS 424 00 DC Redundant PS 48V 8A

DC Standaone PS 125V 3A
DC Redundant PS 125V 8A

------- 140CPS 51100
------- 140 CPS 524 00

-

5 Repeat these steps to add any additional devices to your Quantum Rack.

4.2 Add the PTQ Module to the Project

The next step is to add the PTQ module.

1 Expand the Communication tree, and select GEN NOM. This module type
provides extended communication capabilities for the Quantum system, and
allows communication between the PLC and the PTQ module without
requiring additional programming.

Fie Edit Yew Services Iools Buld PLC Debug Window Help

BEds |5 ejo~|zjralds|one saemsne vy me w0
Project Browser

D station T [t om 3 |

EIV !’g“un B —

us
~[Z] Derived Data Types
-] Derived FB Types
[~y Variables & FB instances
i @ Elementary Varlables
Derived Varisbles

10 Derived Variables
Elementary FE Instances
Derived FE Instances

Communication

mation Tables

-] Operator Screens
& [fl Documentation

= Communication

140 CRP 93X 00

RIO HEAD 5308

140 EIA 921 00

AS- 1 CHANNEL

140 NOE 311 00

QUANTUM SY/MAX ETHERNET MODULE

140 NOE 351 00

QUANTUM SY/MAX ETHERNET MODULE ...

140 NOE 771 00

ETHERNET TCF IP, BASIC WEB SERVER ..

T40NCE 771 D1

ETHERNET TCF IP, BASIC WEB SERVER ..

140 NOE 77110

ETHERNET TCP IP, CONFIGURABLE WEB .

[A[ AT TR Rebuild Al Project £

A Useremors By

Reploce |

- 140 NDE 77111

ETHERNET TCF IP, CONFIGURABLE WEB .

Ready

S GEN NOM

[HMI Ry mode [oFF

= PTQ POP MV1

- 140 NOM 2ZXX 00 MN1 MB+
- 140 NWM 100 00 FACTORYCAST HMI WEB SERVER MODULE
140 XBE 100 00

- Counting

OK. |
Cancel |
Help I

Address: 1.4
Part Number Description [l
= Local Quartum Drop Local Quantum Drop
Analog
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2 Next, enter the module personality value. The correct value for ProTalk

modules is 1060 decimal (0424 hex).

Q Unity Pro XL : =No name>=*
File Edit View Services Tools Buld FLC Debug Window Help

BN =]

T2

{3y Station b
=.-£5 Configuration i

Structural view 0

MOM type generic module

B=ES

H emHB A& BEO

1:Locsl Bus ™ Dvandew

. 1)

| " Canfig | /) 40 objects |

o G 1 Losal Quantum ©
= -3y Derived Data Types Parameter Mame
<o) CONTROL_IN
o) CONTROL_OUT
~o[]]  DMET_fctive_Table
o] DMET_AutoVerify Fail ~
~{)  DNET_COMTROL
-] DMNET_Com_Fail_Table
() DNET_EXP_MSG
() DMNET_Ewplicithisg
[ DNET_ldle_Table
() DMET_Inputimage
() DNET_Outputimage
& ExP_MSG_IN F
& ExP_MSG_OUT
+ [[] Derived FB Types
= -5y Variables & FB instances
@ Elementary Varizbles
@ Derived Varizbles
B 10Derived Yariables
4k Elementary FE Instances
4 Derived FB Instances
# -] Communication -

WValue

< | & 1. |

Lelx

Linking...
Process succeeded : 0 Error[s], 0 Yarning(s]

[\ Rebuild All Project £ Impot/espoit_J Userenois

Search/Fieplace J

Value between: 1 - 65535 HMI R made OFFLINE

LISB:

7 [9)
]

Before you can save the project in UnityProXL, you must validate the

modifications. Open the Edit menu, and then choose Validate. If no errors are

reported, you can save the project.
Save the project.
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4.3 Build the Project

Whenever you update the configuration of your PTQ module or the processor,
you must import the changed configuration from the module, and then build
(compile) the project before downloading it to the processor.

Note: The following steps show you how to build the project in Unity Pro XL. This is not intended to
provide detailed information on using Unity Pro XL, or debugging your programs. Refer to the
documentation for your processor and for Unity Pro XL for specialized information.

To build (compile) the project:

1 Review the elements of the project in the Project Browser.

2 When you are satisfied that you are ready to download the project, open the
Build menu, and then choose Rebuild all Project. This action builds
(compiles) the project into a form that the processor can use to execute the
instructions in the project file. This task may take several minutes, depending
on the complexity of the project and the resources available on your PC.

3 As the project is built, Unity Pro XL reports its process in a Progress dialog
box, with details appearing in a pane at the bottom of the window. The
following illustration shows the build process under way.

Unity Pro XL : <No name>* - [Quantum Drop for local] M [=] E3

- =1l x|
el N A N - T & m BaB (M2 | VT | oe||msm||re
s B |G~
-E! = Local Quantum Drop

—“! sssss - - T -
= ), Cosdiguration o E—r I
S g, ieed e Paismater Mame | e |
0, l:Losd Qruaniem Dvep Starting address staius table o
sl v wovee oseno | Erwing addbess stahs table |o
= i, Dwiived Dita Types : O — T
0, AcvoLCFEAD Do hokd L time 100ms 3
i Pt L],
1, ACYCLCWRTE e
_,1, ACYCUCVRITEN
L, ALsAM —
i . _-JJ sEEEEEEER

[Hardware catalog =
= Local Quanhum Diop

Anabog
+ - Commurication
# - Counbrg
- Discrele
= Ewpeil
+ - Motion

3 Rack.

4 Suppy

TR T, 6, oo ous (G || oMM 5o [0 LocalBus 551 Quantum D

Hanatyzing...
Hliimpl <DFB> : [PTO_PDPMYI_DFB]} : 0 error(s]. O warning(s]
[MAIN <SR 1 [MAST]) I errar{s). 0 warning(s]

| [ALATETE T Retuita an prgect £ J_User s GeactiRapiace J

Ready v mode loFFLmE | | MOCEUS01:L | not st [ | i

After the build process is completed successfully, the next step is to download
the compiled project to the processor.
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4.4 Connect Your PC to the Processor

The next step is to connect to the processor so that you can download the project
file. The processor uses this project file to communicate over the backplane to

modules identified in the project file.

Note: If you have never connected from the PC to your processor before, you must verify that the
necessary port drivers are installed and available to UnityPro XL.

To verify address and driver settings in UnityPro XL:

1 Open the PLC menu, and choose Standard Mode. This action turns off the
PLC Simulator, and allows you to communicate directly with the Quantum or

Unity hardware.

PLC Debug Window Help
Connect
Set Address...

il civoe |

@ Simulation Mode

Cirl+

Upd tValues with CurrentValues,

Project Backup...

Memory Consumption. ..

2 Open the PLC menu, and choose Set address... This action opens the Set
address dialog box. Open the Media dropdown list and choose the

connection type to use (TCPIP or USB).

Set Address HE
~v" PLC —  Simulatar -
Bandwidth... |
Addresz Address
Test Connection |
[127.0.01 [1z700i
Media Media
[TCFP =l |[eee =l
Cancel |
LCommunication Parameters | LCommunication Parameters |
Help |
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3 If the Media dropdown list does not contain the connection method you wish
to use, click the Communication Parameters button in the PLC area of the
dialog box. This action opens the PLC Communication Parameters dialog
box.

PLC Communication Parameters

Fiequest failure recovery

Humber of ties: IE _Ij
Tirnenut [ms] ISDDD

I"| Speedat 116 KEds E} Diriver Settings

0K I Cancel | Help I

4  Click the Driver Settings button to open the SCHNEIDER Drivers
management Properties dialog box.

MODBUS SERIAL Diver |  MODBUSTest |  XWAYTest |
DRIVERS Manager | PLC USE Driver
SETUI
Drrivers Manager W21 [E14 ‘-v
Drivers—————————— System info———————————
2 installed drivers windaws NT V6.1 [Build 2600]

Extended info : Service Pack 2

“Winsock | W2.2
Ingtall # update
DLLgsWAY : WE, 1,235
Uniristall this driver | Methcoess : W1, 0.8, 14

OK |

5 Click the Install/update button to specify the location of the Setup.exe file
containing the drivers to use. You will need your UnityPro XL installation
disks for this step.

Driver installation/update
Inzert the driver installation digk in the selected oK
device then click OK. _

Cancel |

Inztall the: driver from :

Achzetup.ene Browsze...
| _Browse_ |

6 Click the Browse button to locate the Setup.exe file to execute, and then
execute the setup program. After the installation, restart your PC if you are
prompted to do so. Refer to your Schneider Electric documentation for more
information on installing drivers for UnityPro XL.

4.4.1 Connecting to the Processor with TCPIP

The next step is to download (copy) the project file to the processor. The
following steps demonstrate how to use an Ethernet cable connected from the
Processor to your PC through an Ethernet hub or switch. Other connection
methods may also be available, depending on the hardware configuration of your
processor, and the communication drivers installed in UnityPro XL.
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4.5

If you have not already done so, connect your PC and the processor to an

Ethernet hub.
Open the PLC menu, and then choose Set address.

Important: Notice that the Set address dialog box is divided into two areas. Enter the address
and media type in the PLC area of the dialog box, not the Simulator area.

Enter the IP address in the address field. In the Media dropdown list, choose

TCPIP.
Click the Test Connection button to verify that your settings are correct.

Set Address
¥ PLC Simulator :
| |— | B andwitdth. ..
Test Connection |
|192.188.2.2‘I . —
\y Successfully connected to khe currently selected target,
Media
TR x|
Cancel |
LCommunication Parameters | ‘ LCommunication Parameters |
Help |

The next step is to download the Project to the Processor.

Download the Project to the Processor

1 Open the PLC menu and then choose Connect. This action opens a

connection between the Unity Pro XL software and the processor, using the
address and media type settings you configured in the previous step.

On the PLC menu, choose Transfer Project to PLC. This action opens the
Transfer Project to PLC dialog box. If you would like the PLC to go to "Run”
mode immediately after the transfer is complete, select (check) the PLC Run
after Transfer check box.

Transfer Project to PLC
PC Project Orverwritten PLC Project

Mame: |Stati0n Mame: |Station

Wersion: IU- 01 Wersion: IU-U-'I
Last Build: ISeptember 25, 2006 3:37:26 PM Last Build: ISeptember 25, 2006 3:37:26 PM

| Transfer I Cancel |

3 Click the Transfer button to download the project to the processor. As the

project is transferred, Unity Pro XL reports its process in a Progress dialog
box, with details appearing in a pane at the bottom of the window.

When the transfer is complete, place the processor in Run mode.
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5 Setting Up the ProTalk Module

In This Chapter

0,

*

Install the ProTalk Module in the Quantum Rack

.................................. 41
« Connect the PC to the ProTalk Configuration/Debug Port .................... 43
¢ Cable CONNECLIONS .......ciiiiiiiiiiee e s 44
< Collision Avoidance (DNP modules only) .........ccoeeeiiiiiiiiiiiieeeeeiee. 48

After you complete the following procedures, the ProTalk module will actively be
transferring data bi-directionally with the processor.

5.1 Install the ProTalk Module in the Quantum Rack

5.1.1 Verify Jumper Settings

ProTalk modules are configured for RS-232 serial communications by default. To
use RS-422 or RS-485, you must change the jumpers.

The jumpers are located on the back of the module as shown in the following
illustration:

Juperns Satyp [ #— Do not move this jumper
---Ee--p I: . le—=m! unless instructed to do so by
App Port 1| 272 FroSoft Technical Support
o |
App Pori2 | o o
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5.1.2 Inserting the 1454-9F connector

Insert the 1454-9F connector as shown. Wiring locations are shown in the table:

3

Pl rann

[ J «— ConfigiDebug Port

”JJ +——— Ethemet Port

L=

K & gh
14540F ___|I1299 | 1 oo

E-'g

installed on
Port 1
o
as— Port 2

5.1.3 Install the ProTalk Module in the Quantum Rack

1 Place the Module in the Quantum Rack. The ProTalk module must be placed
in the same rack as the processor.

2 Tilt the module at a 45° angle and align the pegs at the top of the module with
slots on the backplane.

T ——

I =
— ] ToeeT e
| 'I'I"'I'-rr\TH: P =
I T e . SEmma
/ I i 'I|'I|'I|I I II.'I|'|I |er.ﬂfrl- C] :’ 0

LU e

{ ¢

. = 7
<5 = | ! { { )
-\"'\-\.\_H_ I| Ill I| ':‘n
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3 Push the module into place until it seats firmly in the backplane.

CaUTION: The PTQ module is hot-swappable, meaning that you can install and remove it while
the rack is powered up. You should not assume that this is the case for all types of modules unless
the user manual for the product explicitly states that the module is hot-swappable. Failure to
observe this precaution could result in damage to the module and any equipment connected to it.

5.2 Connect the PC to the ProTalk Configuration/Debug Port

Make sure you have exited the Quantum programming software before
performing these steps. This action will avoid serial port conflict.

1 Using the supplied Null Modem cable, connect your PC or Laptop to the
Configuration/Debug port on the ProTalk module as shown

TR TI

y
-

J

2 Click the Windows Start button, then choose Programs / accessories /
Communications / HyperTerminal.
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3 In the HyperTerminal window, enter a connection name, for example Test,
and then click OK. This action opens the Connect To dialog box.

< % ProSoft Module

Enter details for the phone rumber that you want to dial:

LCountry/region:
Area code:

Phone number:

Comnect using v

[ Ok H Cancel ]

4 In the Connect Using field, ensure that the com port matches the port on your
PC to which you connected the Null Modem cable, and then click OK. This
action opens the COMXx Properties dialog box.

Port Settings

Bits per zecond: | 57600 -
Data bits: |8 w
Parity: | Mone -

Stap bits: |1 w

Elow control: | EETETT I

Bestore Defaults

I Ok [ Cancel ][ Apply ]

5 Verify that the settings match those shown in the example above, and then
click OK. If your port settings are configured correctly, you will return to the
HyperTerminal window.

6 In the HyperTerminal window, press [?]. This action opens the module's
Configuration/Debug menu.

53 Cable Connections

The application ports on the PTQ-DNP module support RS-232, RS-422, and
RS-485 interfaces. Please inspect the module to ensure that the jumpers are set
correctly to correspond with the type of interface you are using.
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Note: When using RS-232 with radio modem applications, some radios or modems require
hardware handshaking (control and monitoring of modem signal lines). Enable this in the
configuration of the module by setting the UseCTS parameter to 1.

5.3.1 RS-232 Configuration/Debug Port

This port is physically a DB-9 connection. This port permits a PC based terminal
emulation program to view configuration and status data in the module and to
control the module. The cable for communications on this port is shown in the
following diagram:

RS-232 Config/Debug Port Cable

DB-9 Male Config/Debug Port
RxD 2 T=xD
™D | 3 RxD
COM| 5 CcOM

The Ethernet port on this module (if present) is inactive.

5.3.2 RS-232

When the RS-232 interface is selected, the use of hardware handshaking
(control and monitoring of modem signal lines) is user definable. If no hardware
handshaking will be used, the cable to connect to the port is as shown below:

RS-232 Application Port Cable
{No Handshaking)

DB-9 Male RS-232 Device
RxD | 2 TxD
TxD | 3 RxD
coMm| 5 COM
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RS-232: Modem Connection

This type of connection is required between the module and a modem or other

communication device.

RS-232 Application Port Cable
(Modem Connection)

DB-9 Male

TxD

RxD

RTS

CTs

Signal
Common

DTR

RS-232 Device
TxD

RxD

RTS

CTS

Signal

Common

DTR

The "Use CTS Line" parameter for the port configuration should be set to "Y' for

most modem applications.

RS-232: Null Modem Connection (Hardware Handshaking)

This type of connection is used when the device connected to the module
requires hardware handshaking (control and monitoring of modem signal lines).

RS-232 Application Port Cable

(Hardware Handshaking)

DB-9 Male RS-232 Device
TxD 3 RxD
RxD 2 TxD
RTS 7 CTS
CTS 8 RTS
Signal 5 Signal
Common Common
DTR 4 DSR

——— DCD
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RS-232: Null Modem Connection (No Hardware Handshaking)

This type of connection can be used to connect the module to a computer or field

device communication port.

RS-232 Application Port Cable

(No Handshaking)

DB-9 Male RS-232 Device
TxD 3 RxD
RxD 2 TxD
RTS 7 RTS-CTS jumper must

be installed if CTS line
cTS 8 monitoring enabled.
Signal 5 Signal
Common Common
DTR 4

Note: If the port is configured with the "Use CTS Line" set to 'Y", then a jumper is required between
the RTS and the CTS line on the module connection.

5.3.3 RS-485

The RS-485 interface requires a single two or three wire cable. The Common
connection is optional and dependent on the RS-485 network. The cable required
for this interface is shown below:

RS-485 Application Port Cable

DB-9 Male RS-485 Device
TxD+/RxD+ | 1 TxD+/RxD+
TxD-/RxD- | 8 TxD-/RxD-
Signal 5 Signal
Common Common

Note: Terminating resistors are generally not required on the RS-485 network, unless you are
experiencing communication problems that can be attributed to signal echoes or reflections. In this
case, install a 120 ohm terminating resistor on the RS-485 line.
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5.3.4 RS-422

DB-9 Male
TxD+ 1
TxD- 8
Signal 5
Commaon
RxD+ 2
RxD- 6

RS-485 and RS-422 Tip

RS-422 Application Port Cable

RS-422 Device

RxD+

RxD-

Signal
Common

TxD+

TxD-

If communication in the RS-422/RS-485 mode does not work at first, despite all
attempts, try switching termination polarities. Some manufacturers interpret +/-

and A/B polarities differently.

5.4  Collision Avoidance (DNP modules only)

The RTS line is controlled by the RTS on and off parameters set for the port. If
the CTS line is used (usually only required for half-duplex modems and not
defined for use in the DNPS specification), the RTS and CTS lines must either be
connected together or connected to the modem. The following illustration shows
the cable required when connecting the port to a modem.

RxD

TxD

COM

RTS

DCD

RS-232 Application Port Cable
(Collision Avoidance Modem)

DB-9 Male

2

RS-232 Device

RxD

3

TxD

COM

RTS

DCD
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If collision avoidance is used in a point-to-point connection on the RS-232
interface, the following cable should be used.

RS-232 Application Port Cable
(Collision Avoidance Direct)

DB-9 Male RS-232 Device
RxD | 2 TxD
TxD | 3 RxD
CoM| 5 COM
RTS | 7 DCD
DCD | 1 RTS
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6 Configuring the Module

In This Chapter

% Obtain the Sample Configuration Files.............cc.ccceeviiierieiiiciiieeeee 51
« Edit the Configuration File ............coooiiiiiiiiiii e 51
+ Uploading and Downloading the Configuration File..............cccccccceee.. 104
< Verification and Troubleshooting ..............ooiiiiiiiiii e 110

6.1

Obtain the Sample Configuration Files

The ProSoft Solutions CD is organized in folders by module name. In the folder
for the module you are using, you will find sample configuration files and other

information.

1 Use Windows Explorer to locate the sample configuration files for your PTQ

module on the PTQ CD.

2 When you have located the correct configuration files, use the Copy and
Paste commands to move the files to a location on your PC's hard drive. We

recommend C:\temp.

3 Files copied from a CD-ROM are read-only. The next step is to make the files
writable. Navigate to the directory where you copied the files, then select the
files and click the right mouse button to open a shortcut menu. On the
shortcut menu, select Properties, and clear (uncheck) the Read Only check

box.

4 The next step is to open the configuration files in a text editor such as
Notepad, which comes with Windows. To start Notepad, click the Start
button, and then choose Programs / accessories / Notepad.

5 When Notepad starts, open the File menu, and then choose Open. Navigate
to the folder where you copied the configuration file on your PC and select
the file. Click Open. The configuration file will open in Notepad, ready for

editing.

Note: We do not recommend opening the configuration file in a word processor such as Microsoft
Word, because the file may be saved in a format that cannot be read by the module.

6.2 Edit the Configuration File

Note: It is important that you plan your configuration before modifying the configuration files. The
remainder of this step provides the information you must make the appropriate modifications to the

configuration files.
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Important: This module supports a maximum configuration file size of 128 kilobytes (131072
bytes). If the configuration file is larger than this size, the module will not accept the download. You
can reduce the size of the configuration file by opening the file in a text editor and removing
comment lines (lines preceded with the # character).

The DNP.CFG file has four main sections:

= [Module]
= [Backplane Data Exchange]
= [DNP Slave]

o [DNP Slave Database]
[DNP Slave Binary Inputs]
[DNP Slave Analog Inputs]
[DNP Slave Float Inputs]
[DNP Slave Double Inputs]
[Secondary Port]

= [DNP Master]

o [IED Database]
o [DNP Master Slave List]
o [DNP Master Commands]

O O 0O oo

Important notes to consider when editing the sample configuration file:

=  Comments within the file are preceded by the pound (#) sign. Any text on a
line that occurs after the # character will be ignored.

= Do not use tabs or other non-printing characters instead of spaces to
separate parameters (spacebar).

= Parameter names must begin in the first column of a line, and may not be
preceded with a space (spacebar) or other non-printing character.

6.2.1 [Module]

This section provides the module with a unique name, identifies the method of
failure for the communications for the module if the PLC is not in run, and
describes how to initialize the module upon startup.

The following example shows a sample [Module] section:

[Module]
Module Name: PTQ-DNP Module

Modify each of the parameters based on the needs of your application.

Module Name
0 to 80 characters

This parameter assigns a name to the module that can be viewed using the
configuration/debug port. Use this parameter to identify the module and the
configuration file.
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6.2.2 [Backplane Data Exchange]

The [Backplane Data Exchange] section of the configuration file transfers to
transfer information to and from the module. One command from the list will
execute during each I/O service interval at the end of the PLC ladder logic
evaluation.

Note that the PTQ module is not able to schedule the execution of the data
exchange. The programmer normally performs scheduling in the PLC
environment, however scheduling is not included in the PTQ module in order to
allow the commands to run as fast as possible to maintain the synchronization of
the two databases. For example, example if your configuration contains 10
"Backplane Data Exchange" commands, it will require 10 PLC scans to process
the entire list.

The following is an example of a typical [Backplane Data Exchange] section:
[Backplane Data Exchange]

# Data Start PT Point Point Word

# Type  Address Type Address Count

START
101 0 4 101 10 #Move DNP BI data to module
102 0 4 111 10 #Move DNP BO data to quantum
103 0 4 121 20 #Move DNP Cntr data to module
104 0 4 201 10 #Move DNP Al data to module
105 0 4 301 10 #Move DNP AO data to quantum
106 0 4 401 20 #Move DNP FI data to module
108 0 4 501 8 #Move DNP FO data to quantum
201 0 4 601 10 #Move IED Bl data to quantum
202 0 4 611 10 #Move IED BO data to module
203 0 4 621 20 #Move IED Cntr data to quantum
204 0 4 650 50 #Move I1ED Al data to quantum
205 0 4 700 8 #Move IED AO data to module

3 0 4 801 64 #command control data area
END

This section may contain up to 100 individual commands used in any
combination to transfer data to/from the processor. The following topics provide
information on the use of the commands as well as a simple example.

Setting up the Commands

The commands take five parameters:

= Data Type: (See Data Type table)
= Start PT Address: The destination for the data retrieved from the processor.
»= Point Type: The type of register within the processor.

o Quantum addresses:(0:x =0, 10:x =1 30:x = 3 or 40:x = 4)

o Unity addresses (0=%M, 1=%l, 3=%IW, and 4=%MW)

= Point Address: The source of the data within the processor or the module.

=  Word Count: The number of words to copy. The length of this copy may be
any length of 1 to 130 inclusive. If your application requires the movement of
additional data, you may enter additional commands.
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Example 0:x or 10:x Register Transfer

The transfer of Coils and Input bits require some forethought as the command
transfers words and not bits. This means that if you want to transfer bits 000005
to 000007 from the processor to word 21 in the module you would have to
transfer the word within the processor containing bits 000001 to 000016 to a
word within the module's memory.

Note: When you are planning the application, carefully consider the transfer of bits so as to
optimize the usage of available bits, and to preserve the integrity of your information.

Data Types Table

Data Type Code Description

Data Moves From processor to Module

101 Move DNP Binary Input Data to Module

103 Move DNP Counter Data to Module

104 Move DNP Analog Input Data to Module

106 Move DNP Floating Point Input Data to Module
202 Move IED Binary Output Data to Module

205 Move IED Analog Output Data to Module

Data Moves from Module to processor

102 Move DNP Binary Output Data to processor
105 Move DNP Analog Output Data to processor
108 Move DNP Floating Point Output Data to processor
201 Move IED Binary Input Data to processor

203 Move IED Counter Data to processor

204 Move IED Analog Input Data to processor

You may be asked to provide access to 10 words (160 bits) of Binary Input
information for other devices on the network. This information resides in the PLC
at addresses 400101 to 400110 (Quantum) or %MW101 to %MW110 (Unity),
and must be available from the module's Binary Input database inside the
module. This would require the use of a single command to move the data.

The highlighted command in the following section of code shows an example of
how to accomplish this:

# This section is used by the ProTalk module to define the data transferred
# between the module and processor.
#
# Data Type --> 101=DNP BI, 102=DNP BO, 103=DNP Cntr, 104=DNP Al,
# 105=DNP AO, 106=DNP FI, 107=RESERVED,
# 108=DNP FO, 109= RESERVED,
# 201=I1ED BI, 202=IED BO, 203=1ED Cntr, 204=1ED Al,
# 205=I1ED A0,
# 2=Read from Status Database 3=Command Control
#
# Start Point Address --> Index of first point in data type
#
# Point Type --> 0=0x, 1=1x, 3=3x, and 4=4x (Quantum data type)
# 0=%M, 1=%1, 3=%IW, and 4=%MW (Unity data type)
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#

# Point Address --> point address (1 based)(Ox and 1x must be at start of word
(i.e., 1, 17, 33, ...))

# Word Count --> number of words to transfer (1 to 130)

[Backplane Data Exchange]

# Data Start PT Point Point Word
# Type  Address Type Address Count
START
101 0 4 101 10
#Move DNP Bl data to module
END
Field Value Meaning
Data Type 101 The type of operation to perform
Transfer Binary Input information to the module
Start PTQ Address 0 The destination address within the Binary Input database within
the PTQ
Point Type 4 The range of registers to read from the processor

4=4x (Quantum data type)
4=%MW (Unity data type)

Point Address 101 The starting address of the data within the processor
This would be Point Type + offset
Example:
400000 + 101 = 400101 (Quantum)
%MWO + 101 = %MW101 (Unity)

Word Count 10 The number of registers to transfer

Please note that with the exception of the Function 3 commands all [Backplane
Data Exchange] functions work in a similar fashion. The only real difference
between the commands is the type of data and the direction of transfer. When
you understand the basic principle of the transfer command, it becomes relatively
easy to add new commands. The following table shows the various types of data
and the associated direction of transfer.

Data Block Capacities

The following table shows the maximum database capacity for each supported
data type. The block codes identify the data type. Each command can move a
maximum of 130 words. If additional data is required, you must enter additional
commands in the [Backplane Data Exchange] section of the configuration file.

Data Type Block Code Max Pnts/Blk Max # of Points
Digital Input 101 2080 8000

Digital Output 102 2080 2000

Counters 103 65 250

Analog Input 104 130 500

Analog Output 105 130 500

IED Digital Input 201 2080 8000

IED Digital Output 202 2080 2000

IED Counters 203 65 250
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Data Type Block Code Max Pnts/Blk Max # of Points
IED Analog Input 204 130 500
IED Analog Output 205 130 500
DNP Float Input 106 65 250
DNP Float Output 108 65 250

Note: Refer to the specifications for more information on the maximum number of points supported
by the module.

Defining Special Data Transfer Functions

Your application may perform what might be considered a special function such
as setting/retrieving the time and date or issuing an event to the module. This
section will discuss the requirements for the command and offer an example of
how it could be used.

Assuming that you have chosen registers 400801 to 400864 (Quantum) or
%MW801 to %MW864 (Unity) as the target for your Command Function 3, you
could enter the following command into the Backplane Data Exchange section of
your configuration file.

[Backplane Data Exchange]

# Data Start PT Point Point Word
# Type  Address Type Address Count
START
3 0 4 801 64 #command control data area
END

The fourth command states:

Field Value Meaning
Data Type 3 The type of operation to perform
3 = Read/Write special function to the processor
Start PT Address 0 This is ALWAYS 0 and will not overwrite your database.

S

Point Type The range of registers to read from the processor
4=4x (Quantum data type)

4=%MW (Unity data type)

Point Address 801 The starting address of the data within the processor
This would be Point Type + processor Address
Example: 40000 + 801 = 40801 (%MW801)

Word Count 64 This is ALWAYS 64 words in length.

Note: This command requires two PLC scans to complete. When you issue a Function 3 we will
examine the "Processor Address" registers, process the information, clear the registers and post
the status if applicable.
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The following table shows additional functionality that may be implemented using

the Function 3 services.

Special Control Block Codes

Code Function/Description

9901 CROB Control Block for Digital Outputs

9902 Command Control Block (Add command to Command List Queue)
9903 Pass events to processor

9958 PLC Binary Input Event data

9959 PLC Analog Input Event Data

9970 Set processor time using module's DNP time

9971 Set module's time using processor time

9998 Warm Boot Request from processor (Block contains no data)
9999 Cold Boot Request from processor (Block contains no data)

Special Control Block Codes Example

For example, if the following backplane command lists are configured:

[Backplane Data Exchange]
# Data Start PT
# Type  Address

START
101
102
103
104
105
106
108
201
202
203
204
205

3

END

[eNeoNeoNoNoNoNoNoNoNoNoNoNo)

AABRADMDMDIMIAIAIAMDADDD

Point
Type

Point Word

Address Count
101 10 #Move DNP BI data to module
201 10 #Move DNP BO data to quantum
301 40 #Move DNP Cntr data to module
341 50 #Move DNP Al data to module
401 28 #Move DNP AQO data to quantum
501 10 #Move DNP FI data to module
511 8 #Move DNP FO data to quantum
601 10 #Move IED Bl data to quantum
611 3 #Move IED BO data to module
614 20 #Move I1ED Cntr data to quantum
650 50 #Move 1ED Al data to quantum
700 8 #Move IED AO data to module
801 64 #command control data area

This means that Binary Input data will occupy 10 words (160 points) as follows:

Quantum Unity PTQ-DNP

Address Address

400101 %MW101 - Binary Input Word 0 (contains 16 BI points)
400102 %MW102 N Binary Input Word 1 (contains 16 BI points)
400103 %MW103 - Binary Input Word 2 (contains 16 Bl points)
400104 %MW104 — Binary Input Word 3 (contains 16 BI points)
400105 %MW105 N Binary Input Word 4 (contains 16 Bl points)
400106 %MW106 - Binary Input Word 5 (contains 16 BI points)
400107 %MW107 - Binary Input Word 6 (contains 16 Bl points)
400108 %MW108 N Binary Input Word 7 (contains 16 Bl points)
400109 %MW109 - Binary Input Word 8 (contains 16 BI points)
400110 %MW110 - Binary Input Word 9 (contains 16 Bl points)
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For example, if these Quantum addresses have the following values:

Address I Value
400101
400102
400103
400104
400105
400106
400107
400108
400109
400110

bl = -~ R B - R I S L L R

The debug port would show the current values in the PTQ-DNP database for the
Binary Input points (click on U-Show DNP Databases — 1-Binary Inputs):

P=Previous Page

+=8kip 5 Pages

N=Next Page

D=Word Decimal Display

H=Word Hexadecimal Display

L=Double YWord Decimal Display

H=Double Yord Hexadecimal Display

F=Float Display

E=Double Float Display (only for double databases)
A=ASCII Display

1=DNP Binary Inputs 2=DNP Binary Outputs
3=DNP Counters 4=DNP Analog Inputs
5=DNP Analog Outputs 6=DNP Frozen Counters
7=DNP Float Inputs 8=DNP Double Inputs
9=DNP Float Outputs 0=DNP Double Outputs
B=IED Binary Inputs C=IED Binary Outputs
G=IED Counters I=IED Analog Inputs
J=IED Analog Outputs

M=Main Menu

DNP BINARY INPUT DATABASE DISPLAY @ TO 159 (DECIMAL)
1 2 3 A 2 6 7 8 9 10

Defining Error/Status Functions - Function 2

Your application may require certain status and error data to copy from the
module to the processor. In order to use this feature, a command function 2 has
to be configured to copy the data from the module's status database to the

processor.
The PTQ-DNP status database is defined as follows:
Address Range Description
0to 137 Module Status
138 to 499 Spare
510 to 899 Slave Status
900 to 999 Spare
1000 to 1299 Command error list
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For example, to copy the first 50 command error codes from the module to the
processor at holding register address 400501, the following command function 2
would be used:

203 0 4 621 20 #Move IED Cntr data to quantum
204 0 4 650 50 #Move IED Al data to quantum
205 0] 4 700 8 #Move IED AO data to module

2 1000 4 501 50 #command control data area
END

Each parameter for this example is discussed below:

Field Value Meaning

Data Type 2 The type of operation to perform
2 = Read Error/Status Data from the PTQ-DNP

Start PT Address 1000 This is the starting address in the module's internal status
database

Point Type 4 The range of registers to read from the processor

4 = (holding registers)

Point Address 501 The starting address where the data will be copied to the
processor database.

Example:
40000 + 501 = 40501 (Quantum)
%MWO + 501 = %MW501 (Unity)

Word Count 50 This is the number of words (16-bit) to be transferred from
the module to the processor. In this example 50 words will
be transferred.

Implementing Ladder to Support Special Functions.

The previous discussions about Command Function 2 and Command Function 3
have not required that you implement any form of logic within the PLC, however if
you are required to use the Command Function 3, you must implement some
form of control logic. The following section uses structured text language to
illustrate how a typical function might be implemented.

Example: Rebooting the module (All modules)
(*
MyTrigger is an alias for register 401000 (%MW1000)

MyFunction3 is an alias for register 400500 (%MW500)
MyDatal-MyData63 are aliases for 400501-400563 (%MW501 - %MW563)

The premise for this logic is:

IF MyTrigger = SOMEVALUE THEN
Fill the buffer;
set MyFunction3 to the appropriate value;
Clear MyTrigger with a O;

END_IF;

*)

IF MyTrigger = 9999 THEN
MyFunction3 := MyTrigger;
MyTrigger := 0O;

END_IF;

ProSoft Technology, Inc. Page 59 of 173
June 30, 2008



PTQ-DNP ¢ Quantum Platform Configuring the Module
Distributed Network Protocol Interface Module

Example: Setting / Retrieving the time of day (DNP and IEC protocol modules
only)
(*

Block ID 9971 - Set Modules Time using the PLC"s Time

Assumption:

The MyYear, MyMonth etc. values for time and date represent aliases for your

time source.

MyTrigger is an alias for register 401000 (%MW1000).

*)

IF MyTrigger = 9971 THEN;
MyDatal := MyYear;
MyData2 := MyMonth;
MyData3 := MyDay;
MyData4 := MyHour;
MyData5 := MyMinute;
MyData6 := MySeconds;

MyData7 := MyMillisec;

MyFunction3 := 9971;

MyTrigger := O;
END_IF;

(*

Block ID 9970 - Set PLC"s time using the modules time

Assumption:

The MyYear, MyMonth etc. values for time and date are representative of your
aliases for your time source.

MyTrigger is an alias for register 400010 (%MW10).

*)

IF MyTrigger = 9970 THEN;
MyFunction3 := MyTrigger;
IF MyFunction3 = 0 AND MyDatal = 9970 THEN;
MyYear := MyDataZ2;
MyMonth := MyData3;
MyDay := MyData4;
MyHour := MyData5;
MyMinute := MyData6;
MySeconds := MyData7;
MyTrigger := O;
END_IF;
END_IF;

The previous examples all utilize structured text for the process control logic but
follow the same basic program flow.

1 Copy the data related to the block function into registers 400801 to 400864
(Quantum) or %MW801 to %MW864 (Unity) as required.

2 As your last step, copy the BLOCK ID number of the special function into
register 400801 (%MW801).

3 Clear your permissive condition.
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Block Definition

The PTQ-DNP module uses new blocks to transfer the online/offline status of
monitored points from the processor to the module. These blocks are transferred
using the normal backplane transfer facility provided on the module using a type
code of 3 (control block). The following table describes the block numbers

utilized:

Block Number(s) Data Types Word Count
9000 to 9008 Binary Input 500 (8000 points)
9010 Analog Input 32

9030 Floating-Point Input 16

9040 Double Input 8

Each bit in the words present in the blocks represent the online/offline state of a
specific point. For example, to set the first analog input point to the online state,
set bit 0 in word 3 of block 9010 to 1. To set the same point to offline, clear the
same bit (value of 0). Each word contains the status values for 16 points. The
module is set up to handle all the words possible for each data type even if the
points are not utilized in the user application.

The binary input online/offline status data requires several blocks because of the
large number of points that can be defined. The following table contains a listing
of the points considered in each block:

Block Number Points Word Count
9000 0 to 959 60
9001 960 to 1919 60
9002 1920 to 2879 60
9003 2880 to 3839 60
9004 3840 to 4799 60
9005 4800 to 5759 60
9006 5760 to 6719 60
9007 6720 to 7679 60
9008 7680 to 7999 20

Block Transfer Structure

The structure of the new control blocks to transfer the online/offline status is
discussed in this section. The following structure informs the module that a new
block of data is available to be read:

Block Offset Description

0 Block ID to consider (that is, 9000)
1 Ignored for the read operation

2 Reserved for future use (not used)
3to 62 Words of online/offline status data
63 Reserved for future use (not used)

After the module has completed processing the block, it will set the first word in
the block to zero and will set the second word to the block identification code
received. All other data in the block will remain unchanged.
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In order to simplify transfer of the online/offline data from the processor to the
module, a separate data area should be defined in the processor for each block.
This way the processor logic only needs to alter the data in the memory area to
change the online/offline state, and then, insert the block number in word zero of
the block in order to have the data transferred.

Block Transfer Configuration

In order to transfer the online/offline status data from the processor to the
module, block transfer commands must be set up in the [Backplane Data
Exchange] section of the configuration file. An example section is shown:

[Backplane Data Exchange]

# Data Start PT Point Point Word
# Type  Address Type Address Count
START
101 0 4 101 10 #Move DNP Bl data to module
102 0 4 111 10 #Move DNP BO data to quantum
103 0 4 121 20 #Move DNP Cntr data to module
104 0 4 201 10 #Move DNP Al data to module
105 0 4 301 10 #Move DNP AO data to quantum
106 0 4 401 20 #Move DNP FI data to module
108 0 4 501 8 #Move DNP FO data to quantum
201 0 4 601 10 #Move IED Bl data to quantum
202 0 4 611 10 #Move IED BO data to module
203 0 4 621 20 #Move IED Cntr data to quantum
204 0 4 650 50 #Move 1ED Al data to quantum
205 0 4 700 8 #Move IED AO data to module
3 0 4 801 64 #command control data area
3 0 4 901 64 #BIl online/offline
3 0 4 1001 64 #Al online/offline
3 0 4 1101 64 #FI1 online/offline
3 0 4 1201 64 #D1 online/offline
END

In this example, the binary input status data (only block 9000 is used in this
example) is transferred from the processor memory area 40901 (Quantum) or
%MW901 (Unity) to the module. The analog input status data is transferred from
41001 (Quantum) or %MW1001 (Unity). Note that because the command control
code of 3 is utilized for the transfer operation, the point type must always be 4
and the word count must be 64.

Set Up Command Function 2 (Read Status Error / Status)

This section provides information on how to request the module to transfer
error/status data to the processor.

The error/status data is stored in the status database which is defined as follows:

Address Range Description
0to 137 Module Status
138 to 499 Spare
510 to 899 Slave Status
900 to 999 Spare
1000 to 1299 Command error list
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Module Status

For more information about the Module Status region refer to the PTQ-DNP
Error Status Table section.

Slave Status

The Slave Status data shows the current status for each one of the configured
slaves. The data is structured into groups of 8 words for each slave described as

follows:
0 1 2 3 4 5 6 7
Index Slave Addr Bad CRC Buff Ovrflw Tran. Seq# Conf Retry Conf Fail No App Rsp
Where:
Index This value corresponds to the index in the device array for the slave.
Slave Addr This value corresponds to the DNP slave address for the device.

This value represents the number of bad CRC values received from the slave
Bad CRC device.

This value represents the number of buffer overflow messages received from the
Buff Ovrflw slave device.

This value represents the number of incorrect transport layer sequence number
Tran Seq# errors.
Conf Retry This value represents the number of data link layer confirm request retries.
Conf Faill This value represents the number of data link layer confirm request failures.
No App Rsp This value represents the number of application layer no responses to requests.

Command Error List

Each word in this region represents an error code for each configured command.
(starting for command 0 at address 1000). For information about the command
error codes refer to the PTQ-DNP Error Status Table section.

In order to transfer data from the PTQ-DNP Status Database to the processor
you must configure a backplane command function 2.

This command takes the following parameters:

» Data Type: 2 (Read Status Data from the PTQ-DNP)

= Start PT Address: This value is the starting address in the module's Status
Database

= Point Type: The type of register within the processor (use a value of 4 for
function 2)

= Point Address: The destination address within the processor. The address is
expressed without the use of the register range, for example 400001 would
be entered as 1. (400001 to 40000 =1)

For example, to copy the first 50 command error codes from the module to the
processor at holding register address 400501, the following command function 2
would be used:

203 0 4 614 20 #Move IED Cntr data to quantum
204 0 4 650 50 #Move IED Al data to quantum
205 0 4 700 8 #Move IED AO data to module
2 1000 4 501 50 #command control data area
END
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Set Up Command Function 3 (Special Functions)

This section provides information on how to request the module to perform
special non-typical functions that may be required by an application.

Command Function 3 (three) if required should be the first item entered in the
[BACKPLANE DATA EXCHANGE] section of your configuration file.

This may be used to implement the following functionality:

» Force a reboot of the PTQ module (Special Function 9998 or 9999)
= Set/ Retrieve Time and Date
= Register events with the protocol

This command takes the following parameters:

= Data Type: 3 (Write data to the processor)

= Start PT Address: This value is ALWAYS 0. Note: This will NOT overwrite
your application database in the PTQ but merely serves as an additional flag
to notify the module of the unique nature of the command.

* Point Type: The type of register within the processor

0=0x, 1=1x, 3=3x, and 4=4x (Quantum data type)
0=%M, 1=%I, 3=%IW, and 4=%MW (Unity data type

* Point Address: The source register within the processor. The address is
expressed without the use of the register range, for example 400001 would
be entered as 1. (400001 - 400000 = 1 or 40001 - 40000 = 1)

=  Word Count: This value is ALWAYS 64. Make sure that 64 words of memory
are available within the processor.

Example 30:x or 40:x Reqister Transfer

The following example shows a typical command used to retrieve a special
function command from the processor. In this example, registers 400500 to
400563 (Quantum) or %MW500 to %MW563 (Unity) from the processor will be
used to provide the information required by the module.

# Data Start PT Point Point Word
# Type  Address Type Address Count
START

3 0 4 500 64
END

Special Functions

Block 1D 9901 - CROB Control Block for Digital Outputs

This block issues one or more command control requests to slave(s) attached to
the DNP Master port for Object 12 data. When the module receives a block 9901
identification code, it will place the included commands into the command queue.

Word Offset in Data Field(s) Description

Block

0 Block ID This field contains the block identification code of 9901 for the
block.

1 Command Count This field defines the number of CROB blocks to generate.

The valid range for the field is 1 to 6.

Page 64 of 173 ProSoft Technology, Inc.
June 30, 2008



Configuring the Module

PTQ-DNP ¢ Quantum Platform
Distributed Network Protocol Interface Module

Word Offset in Data Field(s) Description

Block

2to0 11 Command #1 Data for the command relay block (CROB) to be generated.
12 to 21 Command #2 Data for the command relay block (CROB) to be generated.
22 to 31 Command #3 Data for the command relay block (CROB) to be generated.
32 to 41 Command #4 Data for the command relay block (CROB) to be generated.
42 to 51 Command #5 Data for the command relay block (CROB) to be generated.
52 to 61 Command #6 Data for the command relay block (CROB) to be generated.

The following fields are used for each 10-word record in the command list:

Word Offset Definitions Description

0 Port/Flags This field is currently ignored as all 9901 blocks are sent
immediately out the master port.

1 Slave Address This is the IED node address for the slave to consider on the
network.

Object Object type always 12

Variation Variation always 1

Function Function codes 3, 5 and 6 supported. Function code 4 is
automatically sent after a successful function 3.

5 Address in Slave Point in IED to consider with the CROB.

Control Code This is a standard DNP protocol control code byte (see
description below).

7 Pulse Count This parameter specifies the number of pulses to generate for
pulse output control. This parameter has a range of 0 to 255
as the value is a byte parameter in the CROB. If a value of
zero is entered, the operation will not execute.

8 Pulse On Time This parameter specifies the on-time interval for pulse control.

9 Pulse Off Time This parameter specifies the off-time interval for pulse control.

The control code in the command Is a bit coded byte value with the following

definition:

Bits Definitions Description

Oto3 Code These bits determine the control operation to be performed by
the command: 0=No operation, 1=Pulse on, 2=Pulse off,
3=Latch on and 4=Latch off. All other values are undefined in
the DNP protocol.

4 Queue 0=Normal (execute once), 1=Requeue (place at end of queue
after operation).

5 Clear This parameter clears the queue. If the value is set to zero,
the queue is not affected. If the value is set to 1, the queue
will be cleared.

6to7 Trip/Close These two bits select the trip or close relay. For close relay

control, set the bits to 01. For trip relay control, set the bits to
10. A value of 00 for the bits is used for single point control of
normal digital output points.
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Block Format from Module:

Word Offset in Data Field(s) Description

Block

0 Complete This word will contain a value of zero when the module has
completed the operation.

1 Block ID This field contains the block identification code of 9901 for the
block.

Block ID 9902 - Command Control Block (Add command to Command List Queug)

This block code is used by the PLC to send a list of commands to be placed in
the command queue. Command placed in the queue with this method need not
have their enable bit set.

Word Offsetin Data Field(s) Description

Block

0 Block ID This field contains the value of 9902 identifying the enable
command to the module.

1 Command count This field contains the number of commands to enable in
the command list. Valid values for this field are 1 to 60.

2 to 61 Command Numbers to These 60 words of data contain the command numbers in

enable the command list to enable. The commands in the list will

be placed in the command queue for immediate processing
by the module. The first command in the list has an index
of 0.

There is no response to this block by the module. The module will place the
selected commands into the command queue. If the command references a IED
unit that is not in the slave list, the command will not be placed in the command
queue. Normal processing of the command list will continue after the commands
specified in the block are processed.

Block Format from Module:

Word Offsetin Data Field(s) Description
Block
0 Complete This word will contain a value of zero when the module has

completed the operation.

1 Block ID This field contains the value of 9902 identifying the enable
command to the module.

Block ID 9903 - Event Pass-Through Block

The event pass-through functionality allows the module to pass events to the
processor after these are received from the DNP slave devices.

Note: The event pass-through functionality is only available for PTQ-DNP version 2.27 or later and
PTQ-DNPQ version 2.30 or later.
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To verify the firmware revision of your module, at the main menu refer to the
REVISION value located at the bottom of the menu (for the example below the
revision version is 2.30). If necessary please contact the ProSoft Technology
tech support team for information on how to upgrade your module.

“& PTQ-DNP - HyperTerminal
File Edit Wew Call Transfer Help

wuxnxxx [INP DEBUG PORT HELP =xmswxxx
KEY FUNCTION i KEY FUNCTION

0-9,A-F Sets debug level ¥ Class/Deadband Assignments
L Display error list U  Show DHP Databases

P Display setup & pointers < Receive Configuration

0 Operating parameters > Send Configuration

R Reboot module

S Display Comm Stats H Backplane Transfer Commands
W Clear error list N  Display Blk ¥-fer Stats

¥ List COM States ¥ Master Port Commands

T Master Port Slave Setup / Master Port Slave Errs

G Version Information 7 Display this screen

PRODUCT = DNPQ  REVISION = 2.38 0P SYS REV = 1265 PROD RUN # = 0481

Connected 5:11:14 Aok detect 57600 5-M-1 T

The event pass-through functionality must be initially enabled by the user
through the following configuration parameter:

Event Messages to PLC: Y #Pass event messages to processor

The next step is to configure a backplane data exchange for block 9903 (event
pass-through block). Here you will configure the Quantum memory location
where the block will be copied to after the module receives an event. Follows a
valid example for this application:

[Backplane Data Exchange]

# Cmd DB Point Point  Word

# Type Address Type Address Count

START

9903 3000 4 3001 121
END

Where:
Cmd Type: always use 9903 for event pass-through

DB Address: this is the database address in the module associated to this block.
Because the block will be handled in processor logic (not in the module) this
value will not generally be used. Just make sure that this range is located in a
database area that is not being used for any other purpose (121 words total)

Point Type: always select 4 (holding register) for event pass-through

Point Address: this is the starting Quantum memory address where the event
pass-through block will be copied to (according to the selected point type). For
this procedure we will be considering a value of 43001.
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Word Count: always use a value of 121 for the event pass-through block.
Therefore for this example all registers between 43001 and 43121 will be
reserved for the event pass-through block. Make sure that no other processor
applications are overwriting to this area.

The following diagram shows the basic idea of the event pass-through
functionality. So after the module receives the event from the remote device it will
build block 9903 that will be copied to the processor at the configured memory
address:

Gluantum PTQ-DMP

42001

"

Eventwith
e it
timestamp
Slaves

Event Pass-Through Block Format

The block that is copied from the module to the processor has the following
format. Each block can contain up to 10 events. The number of events per block
will typically depend on the rate between how fast the module receives the
events and how fast these can be passed to the processor (typically depends on
the processor scan rate).

Block Format for Read

Word Offset Data Field(s) Description

in Block

0 Event Count This field contains the number of events present in the block.
Values of 1 to 20 are valid.

1to 12 Event 1 Event message

13to 24 Event 2 Event message

25 to 36 Event 3 Event message

37 to 48 Event 4 Event message

49 to 60 Event 5 Event message

61to 72 Event 6 Event message

7310 84 Event 7 Event message

85 to 96 Event 8 Event message

97 to 108 Event 9 Event message

109 to 120 Event 10 Event message

The format of each 12 word data region in the block is as follows:

Word Offset Definitions Description

0 Device Index Logical slave device index in module

1 IED Point Logical point address in IED database

2 DNP Point Logical point address in DNP database

3 Slave Address Remote slave address that generated event
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Word Offset Definitions Description

4 Point Number Point address in remote device

5 Object DNP object number for point

6 Variation DNP variation for event

7t09 Timestamp 48-bit DNP time: Unix style timestamp in ms
10 to 11 Value Event value

The processor logic should recognize the event count value greater than zero
and read all events in the block. After that this value should be reset to zero to
prepare the logic for the next incoming block. Refer to the following topic that
shows a sample function block for the event pass-thru functionality.

How to Set up and Use the Sample Function Block for Concept
EVENTFB Function Block Overview

The purpose of the EVENTFB sample function block is to transfer the events into
a buffer that consists of an array of elements that stores all data in a convenient
format for the user application. The block 9903 passes data into a compacted
format thus occupying the minimum amount of registers. The EVENTFB sample
function block already extracts each event value into a separate register.

Follows below the structure of each element of the buffer (extracted from the
data type definition file):

TYPE EVENTDNP:

STRUCT
Devicelndex: INT; (* Logical slave device index in module *)
IEDPoint: INT; (* Logical point address in IED database *)
DNPPoint: INT; (* Logical point address in DNP database *)

SlaveAddress: INT; (* Remote slave address that generated event *)
PointNumber: INT; (* Point address in remote device *)
Object: INT; (* DNP object number for point *)
Variation: INT; (* DNP variation for event *)
TimeStamp: ARRAY[O..2] OF INT; (* 48-bit DNP time *)
Value: ARRAY[O..1] OF INT; (* value for event *)
END_STRUCT;
END_TYPE

The data structure that stores the incoming events consists on a circular buffer
that can store up to 60 events. So the buffer consists on an array of 60
"EVENTDNP" elements presented previously. The element index can vary from 0
to 59. If the last event updated was located at index 59 then the next event will
be copied to index 0.
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Follows an instance example of the EVENTFB function block:

11 MAINPTQ

FBI_A_1(1)

EVENTFB

BIk9903 [—o|B ko203 -
ResetCl [ ResetEP

BkI903 [—=RIk2003
ResctEP [=ResetCr
Swents [——=Ewvents
BlkCount |——==BIkCount
LstFaint |—=LstPaint

The EVENTFB function block contains the following PINs:

PIN PIN Type Data Type

Description

Blk9903 input/output ~ WORD121

Stores the memory area updated by block 9903.
The start address must point to the same start
address defined for block 9903 backplane data
exchange (Point Address parameter).

ResetEP  input/output  INT

Move a value of one to reset the event pointer.
This will cause the next event to be written to
index 0 at the circular buffer. The register will be
automatically reset to zero after the request was
processed. This register should be only used for
very specific applications (because the circular
buffer automatically changes the element pointer
from 59 to 0 after the maximum index was
reached)

Events output EVENTSTRUCT

Circular buffer that stores all received events in a
convenient format for the user application. It can
store up to 60 events (index varies from 0 to 59).
After event 59 is updated the next event to be

received will be automatically updated at index 0.

BlkCount  output INT

Incremented after a block is received (and after
the events in that block have been read into the
circular buffer). The maximum value for this
counter is 10000 (then it is automatically reset to
0)

LstPoint output INT

Pointer to the last event index read from the
module. For example, if last event was updated at
index 5 then this value will have the same value.

Before You Begin

This setup procedure requires the following pre-requisites:

1 Make sure that your computer has the Concept Programming Unit installed.

2 The PTQ-DNP or PTQ-DNPQ firmware revision must support the event pass-
thru functionality. This feature is available for version 2.27 (PTQ-DNP) or
version 2.30 (PTQ-DNPQ) or later. Refer to the "REVISION" value at the

debug main menu.
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3 Using Windows Explorer create a folder for your Concept project with a
"DFB" subfolder. This procedure will consider as an example the folder
C:\PROJECT\DFB, where:

C:\PROJECT- will store the main Concept project (.PRJ)
C:\PROJECT\DFB - will store the data type definition file (PTQ-DNP.DTY)
and the function block that will be presented later at this document.

4 Refer to the CD-ROM or to the web site for the
PTQDNPConcept_Block9903.zip file and extract the two files below:

EVENTFB.asc (function block)
PTQ-DNP.DTY (data type definition)
Use Windows Explorer to move these files to C\PROJECT\DFB as follows:

CEX
File Edit Miew Favorites Tools  Help 3,'
o \ D) il
0 Back 2 ? 7 Search Faolders El
Address |[2) C\PROJECTIDF v B
| MName Size  Type
File and Folder Tasks & |i4\EVENTFBL.asc  11KE  ASCFile
o : )
__3 Make & new Folder uF‘TQ DNP.DTY 1KE DTYFile
&N Publish this Folder to v|< ¥

Convert the EVENTFB Function Block
1 Select Concept v2.6 XL EN - Concept Converter as follows:

fﬂ Concept Y26 XL EM CQ 800 I Help
> CQ Atrium Help
3 g Authorization
v B cclaunch
> CQ Compact Help
3 @ Concepk

+.- Concept Converker
» Concept DFE
» CQ Concept Help
» @ Concepk Security
» Ethernet Configuration
b | 23 EXECLoader
3 CQ EXECLoader Help
> CQ Hot Standby Help
v Infosr
3 m ModCaonnect Toaol
3 Modsoft Converter
» CQ Momenturn Help
» CQ Quankum Help
3 7‘_.. ReadMe
» il simulator 16-Bik
b 2, Simulator 32-Bit
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2 When the Concept Converter windows is displayed select File-Import

- Concept Converter

Export... »

Exit

[File: --» Database

3 Select the EVENTFB.asc file located at C:\PROJECT\DFB as follows:

File open E n
File: name: Folders:
IEVENTFB.asc chprojecthdtb

Cancel
- = e 4'
(= PROJECT Metwork...
E=. DFE ;l
List files of type: Drives:
IProiect.-"DFB [*.asc] LI I Hc j

4 When the importing procedure is completed you will observe the following
confirmation screen:

= - Concept Converter !E E

Filz  Help

EVENTFB.ASC --> project x|

Project: EVENTFE EWEMTFE_O1
Aclion:  success

Emors: 0 Warings: 0
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5 Close the Concept Converter tool. Now you can refer to C:\PROJECT\DFB to
check that the function block (.DFB) was exported and is ready to be used.

CEX
File Edit YWiew Favorites Tools Help i ,'
e Back - J lﬁ /:\J Search i Folders v

Address |25 C\PROIECT|DFE b

Go

A Narme Size  Type
File and Folder Tasks & |14] E¥ENTFEL asc 10KE  ASC File
9 Make anew folder [#]prg-ome DT 1KE DTYFile
o | =) evenTrE.DFE 1KE DFEFile
D publish Ehis felder to EVENTFE.PL 6KB P1Fie
2 share this falder EYENTFE.P2 20KB P2 File
EYENTFE.P3 34KB  P3File
EYENTFE.P4 4KE P4 File
Other Places ¥ EYENTFE.G1 14KB Q1 File
—' = eventre Q2 10KE Q2 Fils
Details [ | >

Setup the Concept Project

1 Run the Concept software as follows

M Concept 2L EN %) 80010 Help
3 CQ Atrium Help
3 g Authorization
v B8 cClaunch
3 CQ Compact Help
4 5 Concept
3 ﬁ Concept Conwverter
» Concept DFE
3 ‘Q Concept Help
3 @ Concepk Security
Ethernet Configuration
EXECLoader
EXECLoader Help
Hot Standby Help
Infosk.

ModConnect: Tool
Modsoft Converter
Momenturm Help
Quantum Help
ReadMe

Simulatar 16-Eit
Simulator 32-Bit

EEl D oD [FHF ) oD od Ry
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2 Create a new project and save it at the C:\PROJECT folder. For this example
we will consider the project name as PTQPROJ.

Save Project As nn
File name: Folders: oK.
e

Cancel
ENEE = _Corel |
= PROJECT Network...
|=:| DFE g
Save file as ype: Drives:
Concept Projects [* pril j | == j

3 At PLC Memory Partition make sure that the processor memory range is
configured large enough for the PTQ-DNP backplane usage.

PLC Memory Partition n

b awimurn State Memony:
State Memony Used:
State Memory Usage:
Discretes
LCoils [Dumss]:

Dizcrete Inputs [1=xxs]:

Registers

Input registers [Suems]:

Holding registers [4xsss):

o]

Cancel |

E5024
11ms
16 %

1536
512

5000
5000

Help |

4 Select File-Close Project and then File-Open... to select the PTQPROJ file
again. This step allows the Concept application to recognize the new data

types defined at the PTQ-DNP.DTY file.

Open File n n
File name: Folders:
PTQPROJ.PRI c:hproject

Cancel
= et 4
= PROJECT Network...
|=:| DFE g
List files of lwpe: Drives:
Concept Projects [* pril j | == j
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5 Select Project Browser. Right-click at Project: PTQPROJ and select New
Section

E Project Bro... !EE :

m

Memory prediction
Search

Mew group

Mew section

Minimize open windows

Close all windows

Set maximLm window size
Show detaied view

Animate enable states

6 Select FBD. The procedure will refer to this section as MAINPTQ. Select OK

Editar type Section Kind
+ FED & Cyclic
" 5FC " Timer Event
LD 10 Event
51
L
" 984 LL Section narne:
B MAINPTH]
0K | Cancel | Help |

E Project Bro... !Eu
Project : PTQPROJ

hAINPT G
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7 Double-Click at the section to display the FBD section:

& Co Pt [CPROMCTE TOPROS
Do [ Yo bpects Promct Ogiee Opons fiindow (e
Dleheioisle| =12 sis|clelolaie [F yoldiTs sl
ST - ol
O Pacwct | PTGEROY

ey TR

8 Select Objects-FFB Selection...

M FFBs from Library IEC x|

FFB soried.. | Lbrap. | oFe |

LCloze | Help on Type | Help |

9 Click at the DFB button and select the EVENTFB function block as follows.
Then close the window.

B FFBs from Library IEC x|
Group EFB Typ= DFE Type
Agithmetic | |AND_EOOL -
Bistable AND_B¥TE LIGHTS
Comparizon AND_WwORD
Converter NOT_BOOL
Crnnter MOT_R“TF
Edge detection MOT_wORD
OR_EBOOL
Numetical | |orRZevE |
FFE sorted... | Library... |

LCloze | Help on Tvpe | Help |
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Now you should see the EVENTFB function block at the FBD section:

BI_I_1017

EVENTFE

. BIkQD0Z - BILID03 | .
--------------- ResetEP - ResetEP (= . « -« . o 0 0 v
- - Events |— -
BlkCount |i—
L=tPoint |

10 This step will create variables to be associated to the function block PINs. We
will start with the BIk9903 PIN. The variable for this PIN must point to the
same start address where block 9903 will be copied to. For this example we
are considering the following configuration for block 9903:

[Backplane Data Exchange]

# Cmd DB Point Point  Word
# Type Address Type Address Count
START
9903 3000 4 3001 121 #only used if Pass-Through Events = Y
END

This implies that the variable associated to PIN BIk9903 must also start at the
same register address (43001 for this example).

Note: this is the only variable to be associated to a PIN that requires the specification of a
Quantum memory address.

Double-click at the BIk9903 input/output PIN and create a name for the
variable to be associated. This example will use the same name as the PIN.

Connect FFB: FBL_1_1 ( EVENTFB ) x|

Input: BIk3903 [WORD130) ~

connect with
f* Yariable i i Direct address

Mame

([EPEERE] Loakyp...

ok | Cancel

Wariable declaration...

Hep |
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Click at the Variable declaration... button:

Variable Editor

~ Tupe Search/Paste |
i Wariables ¢ Constants Search.-"FiepIacel
Exp W ariable Mame Data Type Address Irit alue Use;l
1 o1 [Bk3303 WORD30 Set..
2 H -
4 »
0K | Cancel | Help |

Select the memory address that you have previously configured for Block

9903 (Backplane Exchange - Point Address) . For this example we will
consider a value of 43001:

Variable Editor

~ Tupe Search/Paste |
& Waniables ¢ Constants Sealch.-"F!epIac:el
Exp W ariable Mame Data Type Address Irit alue Use;l
1 1 Blk3303 WORD130 ~ 43001 Set... 1]
2 H hd
3 H -
4 3
0K I Cancel Help
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Select OK and you should see the new variable associated to the BIk9903
PIN:

FBI A 1613
EVENTFB

- BIoQ03 [=—s—|BIE902 - BIEO0Z || ——{=Bkao03
............... | {|ResetEF - ResetEP | - - - - . . . . . . .
Events |—
BlkCount |i—
LstPoint [—

11 Repeat the last item for the other PINS (it is not necessary to associate any
memory address to the other variables).

Ll

FBI_1_1(1)
EVENTFB

Blka203 [=——|BIE2302 - BIE90Z |—=Bko03

ResetCP [ ResetEP  FesctER [ RezetCr

. Events |—=Events
BIkCount [——{==BIkCount
LstPoint |——==L=tPoint

Download the Concept Project

1 Select Online-Download to download the Concept Project. Make sure that the
IEC program sections checkbox is selected:

Download Controller H

Iv Configuration

g
[Mo Upload information)
-
r Al
[ State RaM
™

I Extended memary

Select parts to download, then press <Download:

Download Cloze Help
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2 When the download is completed you should see the following window.
Select Yes.

Download Controller n

Using the EVENTFB Function Block

2 Download complete, Start controller?
2

Warning: IF Constant Sweep is required, use the Online Control Panel to set Constant Sweep before starting the controller.

1 In order to show how the function block can be used we will create the
following Template. This template shows the BlkCount, LstPoint, ResetEP
variables and also the first two event elements (Events.Event[0] and
Events.Event[1]):

Variable Name

| Data Type | Address |

Bl RDE Template (untitled) - Animation ON !E x

Value

ResetEP
BlkCount
LstPoint

Events.Event[0].Devicelndex
Events.Event[0].IEDPoint
Events.Event[0].DNPPoint
Events.Event[0].SlaveAddress
Events.Event[0].PointNumber
Events.Event[0].Object
Events.Event[0].Variation
Events.Event[0].TimeStamp[0]

Events.Event[0].TimeStamp|[1]

20
21
T2 |
2]

24

25
26
27

28

29
30

<

Events.Event[0].TimeStamp[2]
Events.Event[0].¥alue[0]
Events.Event[0].Value[1]

Events.Event[1].Devicelndex
Events.Event[1].IEDPoint
Events.Event[1].DNPPoint
Events.Event[1].SlaveAddress
Events.Event[1].PointNumber
Events.Event[1].0bject
Events.Event[1].Variation
Events.Event[1].TimeStamp[0]
Events.Event[1].TimeStamp|[1]
Events.Event[1].TimeStamp[2]
Events.Event[1].Value[0]
Events.Event[1].Value[1]

INT
INT
INT

INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT

INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT

=

[—2N—RN—RN—RN— RN —R— RN — R — R — N — R —]

oooooocooocoo o

| Set Value | Format | =/
Dec 2
Dec |~
Dec |~
Dec 2
Dec |~
Dec |~
Dec |~ ]
Dec 2
Dec |~
Dec |~
0 Dec |~ ]
0 Dec 2
0 Dec |~
Dec |~
Dec |~ ]
Dec |~
Dec |~
Dec |~ ]
Dec 2
Dec |~
Dec |~
Dec |~ ]
Dec 2
Dec |~
Dec |~
Dec |~ ]
0 Dec v |-
o

2 In this example, the remote device has sent two events with timestamp to the
module (in different blocks 9903). The following shows an example of how
the variables associated to the EVENTFB function block would be updated.

BlkCount: shows a value of 2 because the processor has received two blocks
9903
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LstPoint: shows a value of 1 because the last element that was updated has
an index of 1 (Events.Event[1]).
Events.Event[0]: shows the first event received from the module

Events.Event[1]: shows the second event received from the module

E RDE Template (untitled) - Animation ON !E x

Variable Name | Data Type | Address | Value | SetValue | Format |=

1 -
" 2 |ResetEP INT 0 Dec |~ |
" 3 |BIkCount INT 2 Dec |~ |
" 4 |LstPoint INT 1 Dec I~ |
"5 | I~ |
TEvents.Event[l]].Devicelndex INT 1 Dec |~
" 7 |Events.Event[0].IEDPoint INT 0 Dec | - |
"8 |Events.Event[0].DNPPoint INT -1 Dec |~ |
TEvents.Event[l]].SIaveAddress INT 32 Dec 2
WEvents.Event[l]].PointNumher INT 0 Dec |~
" 11 |Events.Event[0].Object INT 2 Dec | - |
?Events.Event[l]].Variation INT 2 Dec |
"13 |Events.Event[0]. TimeStamp[0] INT E403 0 Hex |- |
14 |Events.Event[0].TimeStamp[1] INT 8247 0 Hex [~ ]|
" 15 |Events.Event[0].TimeStamp[2] INT 49 0 Hex |~ |
16 |Events.Event[0].Value[0] INT 1 Dec | - |
"17 |Events.Event[0].Value[1] INT 0 Dec | = |
18 | - |
WEvents.EventH].Devicelndex INT 1 Dec |~
" 20 |Events.Event[1].IEDPoint INT 0 Dec | - |
21 |Events.Event[1].DNPPoint INT -1 Dec | = |
7Events.EventH].SIaveAddress INT 32 Dec |-
WEvents.EventH].F'ointNumher INT 0 Dec |~
" 24 |Events.Event[1].0bject INT 2 Dec | - |
EEvents.EventH].Variation INT 2 Dec 2
" 26 |Events.Event[1].TimeStamp[0] INT EA99 0 Hex |- |
" 27 |Events.Event[1].TimeStamp][1] INT 82A7 0 Hex |- |
" 28 |Events.Event[1].TimeStamp[2] INT 49 0 Hex | = |
WEvents.EventH].Value[l]] INT 0 Dec 2

" 30 |Events.Event[1].Value[1] INT 0 0 Dec |« |~

| [

Block ID 9958 - Binary Input Event

If the module retrieves a BLOCK ID of 9958 from the PLC when it issues the
Command Function 3, it will place the binary input event data contained within
the block into the event buffer and alter the data values for the points in the DNP
binary input database.

Using the example data buffer of 400500 to 563 (Quantum) or %MW500 to
%MW563 (Unity), the contents of the block would look as follows:

Word Offset Quantum  Unity Data Description

In Block Address Address

0 400500 %MW500 Block ID This field contains the value of 9958
identifying the event block to the
module

1 400501 %MW501 Event Count  This filed contains the number of

events in the block. Valid values for
this field are 1 to 12
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Word Offset Quantum  Unity Data Description

In Block Address Address

2 400502 %MW502 Sequence This field holds the sequence counter

Counter for each 9958 block transfer. This
synchronizes and confirms receipt of
the block by the module.

3 400503 %MW503 DNP Binary  This is the data point in the DNP

Input Data binary input database represented by
Point the event.
4 400504 %MW504 Month/Day/S  Formatted: bits 0 to 4 = Day, bits 8 to
tate 11 = Month, bit 15 = digital state for
point. All other bits are ignored.

5 400505 %MW505 Hour/Minute  Formatted: bits 0 to 5 = minutes, bits
8 to 12 = hour, All other bits are
ignored.

6 400506 %MW506 Sec/Millisec Formatted: bits 0 to 9 = milliseconds,

ond bits 10 to 15 = seconds

7 400507 %MW507 Year This is the four digit year for the event

81to 12 400508to  %MW508 to Same Five word data structure

400512 %MW512 repeated for Event #2

13to 17 Same Five word data structure
repeated for Event #3

58 to 62 400558 to0 %MW558 to Same Five word data structure

400562 %MW562 repeated for Event #12

Up to 12 events can be passed from the PLC to the module in each block. To
insure that the block reached the module and was processed, the module will
return a response in the following format:

Word Offset Quantum  Unity Data Description

in Block Address Address

0 400500 %MW500 0 If it completed successfully

1 400501 %MW501 Block Id 9958

2 400502 %MW502 Event Count  This field contains the number of
events processed by the module.

3 400503 %MW503 Sequence This field contains the sequence

Counter counter of the last successful block id

9958 received. (This should match
the sequence number in word 2
above if the command was
successful)

In your table, word zero will contain a value of zero, word one will contain the
BLOCK ID code, and word two will contain the event count.

Block ID 9959 - Analog Input Event

If the module retrieves a BLOCK ID of 9959 from the PLC when it issues the
Command Function 3, it will place the analog input event data in the block into

the event buffer and alter the data values for the points in the DNP analog input
database. Using the example data buffer of 400500 to 563 (Quantum) or
%MW500 to %MW563 (Unity), the contents of the block would look as follows:
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Word Offset Quantum  Unity Data Description

in Block Address Address

0 400500 %MW500 Block ID This field contains the value of
9959 identifying the event block to
the module

1 400501 %MW501 Event Count This filed contains the number of
events in the block. Valid values
for this field are 1 to 12

2 400502 %MW502 Sequence This field holds the sequence

Counter counter for each 9959 block
transfer. This synchronizes and
confirms receipt of the block by
the module.

3 400503 %MW503 DNP Analog This is the data point in the DNP

Input Data Analog Input database

Point represented by the event.

400504 %MW504 Date Value The is the value of the date

5 400505 %MW505 Month/Day Formatted: bits O to 4 = day, bits 8
to 11 = Month. All other bits are
ignored.

6 400506 %MW506 Hour/Minute Formatted: bits 0 to 5 = minutes,
bits 8 to 12 = hour, All other bits
are ignored.

7 400507 %MW507 Sec/ Formatted: bits 0 to 9 =

Millisecond milliseconds, bits 10 to 15 =
seconds

8 400508 %MW508 Year This is the four digit year for the
event

9t0 13 400509t0  %MW509 to Same Five word data structure

400513 %MW513 repeated for Event #2

14t0 18 Same Five word data structure
repeated for Event #3

59 to 63 400558 to0 %MW558 to Same Five word data structure

400562 %MW562 repeated for Event #12

Up to 12 events can be passed from the processor to the module in each block.
To insure that the block reached the module and was processed, the module will
return a response in the following format:

Word Offset Quantum  Unity Data Description

in Block Address Address

0 400500 %MW500 0 If completed successfully

1 400501 %MW501 Block Id 9959

2 400502 %MW502 Event Count This field contains the number of
events processed by the module.

3 400503 %MW503 Sequence This field contains the sequence

Counter counter of the last successful

block 9959 received. (This should
match the sequence number in
word 2 above if the command was
successful)
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In your table, word zero will contain a value of zero, word one will contain the
BLOCK ID code, word two will contain the event count and word 3 the sequence
number that matching the one sent.

Block ID 9970 - Set Processor's Time using the Module

If the module retrieves a BLOCK ID of 9970 from the processor when it issues
the Command Function 3, it will return the time and date as known by the module
into the buffer in the PLC. This data can then be used to set the Time/Date within
the processor. Using the example data buffer of 400500 to 563 (Quantum) or
%MW500 to %MW563 (Unity), the contents of the block would look as follows:

Word Offset Quantu Unity Data Description
in Block m Address
Address
0 400500 %MWS500  Block ID (9970)  This field contains the value of 9970
identifying the block id type to the
module.

The module responds to the request with a read block 9970 with the following

format:

Word Offset Quantu Unity Data Field(s) Description

in Block m Address

Address
0 400500 %MW500 O If completed successfully
400501 %MW501 Block ID 9970.

2 400502 %MW502  Year This field contains the four-digit
value to be used with the new time
value.

3 400503 %MW503 Month This field contains the month value

for the new time. Valid entry for this
field is in the range of 1 to 12.

4 400504 %MW504  Day This field contains the day value for
the new time. Valid entry for this
field is in the range of 1 to 31.

5 400505 %MW505  Hour This field contains the hour value for
the new time. Valid entry for this
field is in the range of 0 to 23.

6 400506 %MW506  Minute This field contains the minute value
for the new time. Valid entry for this
field is in the range of 0 to 59.

7 400507 %MW507  Seconds This field contains the second value
for the new time. Valid entry for this
field is in the range of 0 to 59.

8 400508 %MW508  Milliseconds This field contains the millisecond
value for the new time. Valid entry
for this field is in the range of 0 to
999.

9 400509 %MW509  Remote Time This field informs the PLC if the data
Synchronization and time passed has been
synchronized with a remote DNP
master device on the module's slave
port.

Page 84 of 173 ProSoft Technology, Inc.
June 30, 2008



Configuring the Module PTQ-DNP ¢ Quantum Platform
Distributed Network Protocol Interface Module

Block ID 9971 - Set Module's Time Using Processor's Time

If the module retrieves a BLOCK ID of 9971 from the processor when it issues
the Command Function 3, it will set the time and date in the module to that
known by the module. Using the example data buffer of 400500 to 563
(Quantum) or %MW3500 to %MW563 (Unity), the contents of the block would look

as follows:

Word Offset Quantum  Unity Data Description

in Block Address Address Field(s)

0 400500 %MW500 Block ID 9971.

1 400501 %MW501 Year This field contains the four-digit value
to be used with the new time value.

2 400502 %MW502 Month This field contains the month value for

the new time. Valid entry for this field
is in the range of 1 to 12.

3 400503 %MW503 Day This field contains the day value for
the new time. Valid entry for this field
is in the range of 1 to 31.

4 400504 %MW504 Hour This field contains the hour value for
the new time. Valid entry for this field
is in the range of 0 to 23.

5 400505 %MW505 Minute This field contains the minute value for
the new time. Valid entry for this field
is in the range of 0 to 59.

6 400506 %MW506 Seconds This field contains the second value for
the new time. Valid entry for this field
is in the range of 0 to 59.

7 400507 %MW507 Milliseconds  This field contains the millisecond

value for the new time. Valid entry for
this field is in the range of 0 to 999.

The module will respond to a valid 9971 Block ID by returning the following data

in the buffer:

Word Offset Quantum  Unity Data Description

in Block Address Address Field(s)

0 400500 %MW500 0 If completed successfully
1 400501 %MW501 Block ID 9971

Block ID 9998 or 9999 - Reboot Module

If the processor sends a block number 9998 or 9999, the module will reset the
contents of the data block to zero and perform a complete reboot operation.

Word Offset Quantum  Unity Data Field(s) Description
in Block Address Address
0 400500 %MWS500 9998 or 9999 Block ID to reboot module
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6.2.3 [DNP Slave]

This section provides information required to configure a slave application with
the module. Most entries contained within this section are self explanatory with
the possible exception of the Use IP List directive. This directive instructs the
modaule to verify the address of the received message and ignore the message if
it is not on our list of acceptable clients. Another item of concern is the maximum
size of the total database, although it is possible to configure a database of
considerable size, this would not work, as the maximum Class 0 request may not
exceed 2048 bytes in size.

The following example shows a sample [DNP Slave] section:

# This section is used to define the configuration for the Module.

# port. This port will receive requests from a remote DNP master unit.

#

[DNP Slave]

Internal Slave 1D : 6 #0-65534 slave identification code for this unit

# DNP slave communication port configuration

Baud Rate : 19200 #Baud rate for port 110-115200
RTS On -0 #0-32000 mSec before message
RTS Off -0 #0-32000 mSec after message

Min Response Delay 0 #0-32000 mSec before response sent from slave

# DNP slave modem configuration

Modem : No #Use a dial-up modem on this port (Yes or No)
Connect Timeout 20000 #0-65535 milliseconds before connect timeout

First Character Delay 1000  #0-65535 milliseconds before 1st char after connect
Redial Delay Time 100 #0-65535 1/10 seconds min before redial attempt
Redial Random Delay 150 #0-65535 1/10 seconds random before redial attempt
Idle Timeout 200 #0-65535 1/10 seconds inactive timeout

Phone Number ATDT18001234567

# Collision Avoidance parameters

Collision Avoidance : No #Use Collision Avoidance (Yes or No)

CD Idle Time - 10 #0-32000 mSec min idle time before transmit

CD Random Time - 15 #0-32000 mSec random idle time before transmit
CD Time Before Receive : 5 #0-65535 milliseconds before receive

#Default Class Settings
Bl Class

Al Class

Float Class

Double Class

#Default class for binary input events
#Default class for analog input events
#Default class for float input events
#(Not Used)

OWwWN P

# DNP specific parameters

Al Deadband : 10 #0-32767 analog deadband value for events

Float Deadband : 10.0 #Single float deadband

Double Deadband - 0 #(Not Used)

Select/Operate Arm Time: 2000 #1-65535 milliseconds arm timeout for select/op outputs
Write Time Interval : 60 #0-1440 minutes for time sync from master

Data Link Confirm Mode
Data Link Confirm Tout
Data Link Max Retry

App Layer Confirm Tout

Never #DL confirm mode (N=Never,bS=Sometimes,A=Always)
1000 #1-65535 milliseconds DL confirm timeout

2 #0-255 maximum DL confirm retry count

2000 #1-65535 milliseconds App Layer confirm timeout
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Unsolicited Response : No #Generate Unsolicited responses (Yes or No)
Class 1 Unsol Resp Min : 2 #1-255 min number of events before send

Class 2 Unsol Resp Min : 3 #1-255 min number of events before send

Class 3 Unsol Resp Min : 4 #1-255 min number of events before send

Unsol Resp Delay : 10000 #0-65535 milliseconds before events sent

UResp Master Address : 2 #DNP address of master to send UResp data
UResp Retry Count -0 #0-255 Number of retries before switching ports
Al Events with time : No #timestamp Al Event data default (Yes or No)
Time Sync Before Events: No #timesync module before events gen (Yes or No)
Initialize DNP Database: No #Initialize the DNP Slave output database areas
(Y/N)

Modify each parameter based on the needs of your application:

Internal Slave ID

Internal Slave ID : 6 #0-65534 slave identification code for this unit

This is the DNP address for the module. All messages with this address received
from the master will be processed by the module. This example shows the slave
identification code of 6.

Baud Rate
Baud Rate : 19200 #Baud rate for port 110-115200

Primary DNP Port Baud Rate: 300, 600, 1200, 2400, 4800, 9600, 19200, 384
(38400) , 576 (57600), 115 (115200). The module has been tested for baud rates
up to 19200.

RTS On
RTS On -0 #0-65535 milliseconds before message

This value represents the number of 1 ms increments to be inserted between
asserting the RTS modem line and the actual transmission of the data.

RTS Off
RTS Off -0 #0-65535 milliseconds after message

This value represents the number of 1 ms increments to be inserted after the last
character of data is transmitted before the RTS modem line is dropped.

Minimum Response Delay

Min Response Delay : 0 #0-65535 milliseconds before response sent from slave

Minimum time between receiving a request and transmitting a response. Allows
master time to disable transmitter on an RS-485 network.
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Modem
Modem : No #Use a dial-up modem on this port (Yes or No)

This parameter defines if a dial-up modem is used on the secondary DNP slave
port. A modem cannot be used if the port is configured as a master.

Connect Timeout

Connect Timeout : 20000 #0-65535 milliseconds before connect timeout

Defines the number of milliseconds to wait for the CD signal to be set high. The
CD signal indicates a connection is made using a dial-up modem.

First Character Delay

First Character Delay: 1000 #0-65535 milliseconds before 1lst char after connect

Defines the number of milliseconds to wait before sending the first message after
the connection is first made. This delay only applies to the first packet sent to the
modem.

Redial Delay Time
Redial Delay Time : 100 #0-65535 1/10 seconds min before redial attempt

Defines the minimum number of milliseconds to wait before a redial attempt is
made by the slave.

Redial Random Delay
Redial Random Delay: 150 #0-65535 1/10 seconds random before redial attempt

Defines a random millisecond time range to be added to the redial delay time
before the modem is accessed.

Idle Timeout
Idle Timeout : 200 #0-65535 1/10 seconds inactive timeout

Defines the number of milliseconds the modem is inactive before it will
disconnect.

Phone Number
Phone Number : ATDT18001234567

This field contain a null-terminated, ASCII character string used by the dial-up
modem. The string must contain all characters required by the modem. An
example string is ATDT18001234567. Maximum length is 34 bytes including the
terminating 0.

Collision Avoidance

Collision Avoidance : No #Use Collision Avoidance (Yes or No)
This parameter defines if collision avoidance will be utilized on the primary DNP
slave port.
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CD Idle Time
CD Idle Time - 10 #0-32000 mSec min idle time before transmit

Defines the minimum number of milliseconds to wait before transmitting a
message after the CD signal is recognized as low.

CD Random Time
CD Random Time - 15 #0-32000 mSec random idle time before transmit

Defines the range of random time to be added to the CD Idle Time before a
message will be transmitted from the slave.

CD Time Before Receive

CD Time Before Receive : 5 #0-65535 milliseconds before receive

Defines the number of milliseconds to wait before receiving characters after the
CD signal is recognized as high.

Bl Class
O=disable, else 1 to 3

This parameter specifies the default class to be utilized for all the binary input
points in the DNP database that are not defined in the override list section.

Al Class
O=disable, else 1 to 3

This parameter specifies the default class to be utilized for all the analog input
points in the DNP database that are not defined in the override list section.

Float Class
O=disable, else 1 to 3

This parameter specifies the default class to be utilized for all the floating-point
input points in the DNP database that are not defined in the override list section.

Al Deadband
Al Deadband S #0-32767 analog deadband value for events

This parameter specifies the default deadband value assigned to all points not
defined in the override list for the analog input point type in the DNP database.

Float Deadband
Float Deadband : 1000.0 #Single float deadband

This parameter specifies the default deadband value assigned to all points not
defined in the override list for the floating-point input point type in the DNP
database.
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Double Deadband
Double Deadband : 4000.0 #Double float deadband (Not Used)

This parameter specifies the default deadband value assigned to all points not
defined in the override list for the double floating-point input point type in the DNP
database.

Select/Operate Arm Time
Select/Operate Arm Time: 2000 #1-65535 milliseconds arm timeout for select/op outputs

Time period after select command received in which operate command will be
performed. After the select command is received, the operate command will only
be honored if it arrives within this period of time.

Write Time Interval

Write Time Interval : 60 #0-1440 minutes for time sync from master

Time interval to set the need time IIN bit (O=never), which will cause the master
to write the time. For example, if this parameter is configured for 60 minutes, it
would mean 60 minutes after the last write date and time request. The module
would set the "Need Time" bit again.

Data Link Confirm Mode

Data Link Confirm Mode: Never #DL confirm mode (N=Never, S=Sometimes, A=Always)

IED can request acknowledgement from master station when sending data. The
codes are as follows: 0=Never, 1=Sometimes, 2=Always.

Data Link Confirm Tout
Data Link Confirm Tout : 1000 #1-65535 milliseconds DL confirm timeout

Time period to wait for Master Data Link confirmation of last frame sent. This
time is in milliseconds. This parameter is only used if the frame is sent with
confirmation requested.

Data Link Max Retry
Data Link Max Retry t 2 #0-255 maximum DL confirm retry count
Maximum number of retries at the Data Link level to obtain a confirmation. If this

value is set to 0, retries are disabled at the data link level of the protocol. This
parameter is only used if the frame is sent with confirmation requested.

App Layer Confirm Tout
App Layer Confirm Tout : 2000 #1-65535 milliseconds App Layer confirm timeout

Event data contained in the last response may be sent again if not confirmed
within the millisecond time period set. If application layer confirms are used with
data link confirms, ensure that the application layer confirm timeout is set long
enough.
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Unsolicited Response

Unsolicited Response : No #Generate Unsolicited responses (Yes or No)

Set if the slave unit will send unsolicited response messages. If set to No, the
slave will not send unsolicited responses. If set to Yes, the slave will send
unsolicited responses. The module will send the event when one of the following
conditions are satisfied:

1 Minimum number of events is reached
2 Delay time is reached

Class 1 Unsol Resp Min

Class 1 Unsol Resp Min : 10 #1-255 min number of events before send

Minimum number of events in Class 1 required before an unsolicited response
will be generated.

Class 2 Unsol Resp Min

Class 2 Unsol Resp Min : 10 #1-255 min number of events before send

Minimum number of events in Class 2 required before an unsolicited response
will be generated.

Class 3 Unsol Resp Min

Class 3 Unsol Resp Min : 10 #1-255 min number of events before send

Minimum number of events in Class 3 required before an unsolicited response
will be generated.

Unsol Resp Delay

Unsol Resp Delay : 2000 #0-65535 milliseconds before events sent

Maximum number of 1 millisecond intervals to wait after an event occurs before
sending an unsolicited response message. If set to 0, only use minimum number
of events.

UResp Master Address
UResp Master Address o1 #DNP address of master to send UResp data

DNP destination address where unsolicited response messages are sent.

UResp Retry Count

UResp Retry Count -0 #0-255 Number of retries before switching ports

Determines the number of unsolicited message retries sent on primary DNP port
before changing to secondary port. If the value is 0, port switching will be
disabled.
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Al Events with Time

Al Events with time : No #timestamp Al Event data default (Yes or No)

This parameter sets if the analog input events generated by the module will
include the date and time of the event. If the parameter is set to No, the default is
set to no time data. If the parameter is set to Yes, the default object will include
the time of the event.

Time Sync Before Events

Time Sync Before Events: No #timesync module before events gen (Yes or No)

This parameter determines if events are to be generated by the module before
the time synchronization from the master unit. If the parameter is set to Yes, no
events will be generated until the module's time has been synchronized. If the
parameter is set to No, events will always be generated.

Initialize DNP Database
Initialize DNP Database: No #Initialize the DNP Slave output database areas (Y/N)

This parameter determines if the module will request data from the processor to
initialize the DNP database output data areas. During the first scan, the module
will read all output points from the processor to initialize its internal database.

6.2.4 [DNP Slave Database]

The following shows an example [DNP Slave Database] section:
[DNP Slave Database]

Binary Inputs : 160 #0-8000 point count to hold Bl data

PLC Binary Inputs : 160 #0-8000 Bl point count from PLC

Analog Inputs - 10 #0-500 points of analog input data

PLC Analog Inputs - 10 #0-500 analog input points from PLC

Float Inputs - 10 #0-250 points of floating-point format data
PLC Float Inputs - 10 #0-250 points of floating-point format data
Double Inputs : 0 #(Not Used)

PLC Double Inputs : 0 #(Not Used)

Counters - 10 #0-250 points of counter data

PLC Counters : 10 #0-250 counter points from PLC

Binary Outputs : 160 #0-2000 point count to hold BO data

PLC Binary Outputs : 160 #0-2000 BO point count from PLC

Analog Outputs - 10 #0-500 points of analog output data

PLC Analog Outputs - 10 #0-500 analog output points from PLC

Float Outputs - 10 #0-250 points of floating-point format data
PLC Float Outputs - 10 #0-250 points of floating-point format data
Double Outputs : 0 #(Not Used)

PLC Double Outputs : 0 #(Not Used)

Edit each parameter as required for your application. The following topics
describe each parameter.
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Binary Inputs
Binary Inputs : 160 #0-8000 point count to hold Bl data

Number of digital input points to configure in the DNP slave device. Each point
will be stored as a single bit in the module memory.

PLC Binary Inputs
PLC Binary Inputs : 160 #0-8000 Bl point count from PLC

Number of digital input points configured above that are to be obtained from the
processor. All other binary input points must come from the attached IED units.

Analog Inputs
Analog Inputs : 50 #0-500 points of analog input data

Number of analog input points to configure in the DNP slave device. Each point
will occupy a one word area in the module memory.

PLC Analog Inputs
PLC Analog Inputs - 50 #0-500 analog input points from PLC

Number of analog input points configured above that are to be obtained from the
processor. All other analog input points must come from the attached IED units.

Float Inputs
Float Inputs : 5 #0 to 250 points of floating-point format data

Number of floating-point input points to configure in the DNP slave device. Each
point will occupy a two-word area in the module memory.

PLC Float Inputs
PLC Float Inputs : 5 #0-250 points of floating-point format data

Number of floating-point input points configured above that are to be obtained
from the PLC.

Counters
Counters : 20 #0-250 points of counter data

Number of counter points to configure in the DNP slave device. Each point will
occupy a two word area in the module memory. This number corresponds to the
number of frozen counters. The application maps the counters to the frozen
counters directly.
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PLC Counters
PLC Counters - 20 #0-250 counter points from PLC

Number of counter points configured above that are to be obtained from the
processor. All other counter points must come from the attached IED units.

Binary Outputs
Binary Outputs : 160 #0-2000 point count to hold BO data

Number of digital output points to configure in the DNP slave device. Each point
will be stored as a single bit in the module memory.

PLC Binary Outputs
PLC Binary Outputs : 160 #0-2000 BO point count from PLC

Number of digital output points configured above that are to be sent to the
processor. All other binary output points will be sent to the attached IED units.

Analog Outputs

Analog Outputs - 28 #0-500 points of analog output data

Number of analog output points to configure in the DNP slave device. Each point
will occupy a one word area in the module memory.

PLC Analog Outputs
PLC Analog Outputs - 28 #0-500 analog output points from PLC

Number of analog output points configured above that are to be sent to the
processor. All other analog output points will be sent to the attached IED units.

Float Outputs
Float Outputs : 4 #0-250 points of floating-point format data

Number of floating-point output points to configure in the DNP slave device. Each
point will occupy a two- word area in the module memory.

PLC Float Outputs

PLC Float Outputs : 4 #0-250 points of floating-point format data
Number of floating-point output points configured above that are to be sent to the
processor.
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6.2.5 [DNP Slave Binary Inputs]

This section of the configuration file overrides the Class 2 binary database points.
Enter the list of points between the start and end labels:

[DNP Slave Binary Inputs]

# This area is to override the class (2) binary input database points.
#

# Point# Class

Start

1
2
3
0

H*
WNPEFEO

#Events will never be generated for this point

This section takes the following parameters:

Parameter Parameter Name Parameter Description

Number
1 Point # This is the information object address of the point.
2 Class Class 1 - Highest priority

Class 2 - Middle priority
Class 3 - Lowest priority
0 - Disable.

6.2.6 [DNP Slave Analog Inputs]

This section of the configuration file overrides the Class 3 and deadband for the
integer analog input database. The point number is the offset from the start of the
analog input database.

[DNP Slave Analog Inputs]

# This area is to override the class (3) and deadband for the integer analog
# Input database. The point # is the offset from the start of the analog

# Input database.

#

# Point# Class Deadband

Start

# 6 1 2000 #points 0-5=class 1, deadband = 1000

# 7 1 2000

# 8 2 1000

End

This section takes the following parameters:

Parameter Parameter Name Parameter Description

Number
1 Point # This is the information object address of the point.
2 Class Class 1 - Highest priority
Class 2 - Middle priority
Class 3 - Lowest priority
0 - Disable
3 Deadband A range of values within which the module will avoid
generating events.
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6.2.7 [DNP Slave Float Inputs]

This area overrides the Class 3 and deadband for the single float database. The
point number is not the address in the analog database, but rather the offset from
the start of the single floating-point database.

[DNP Slave Float Inputs]

# This area is to override the class (3) and deadband for the single float
# database. The point # is not the address in the analog database, but is
# the offset from the start of the single floating-point database.

#

# Point# Class Deadband

Start
0 1 100.
1 2 12.34
3 0 13.45 #Events will never be generated for this point
4 2 3000.0 #points 5 to 1ll=class 1, deadband = 1000.00
End

This section takes the following parameters:

Parameter Parameter Name Parameter Description

Number
1 Point # This is the information object address of the point.
2 Class Class 1 - Highest priority
Class 2 - Middle priority
Class 3 - Lowest priority
0 - Disable.
3 Deadband A range of values within which the module will avoid

generating events.

6.2.8 [Secondary Port]

The following is an example of the [Secondary Port] section:
[Secondary Port]

Type oM #" "=Disabled, M=Master, S=Slave

Baud Rate : 19200 #Baud rate for port 110-115200

RTS On - 10 #0-65535 milliseconds before message

RTS Off -0 #0-65535 milliseconds after message

Min Response Delay -0 #0-65535 milliseconds before response sent from slave

# Collision Avoidance parameters

Collision Avoidance : No #Use Collision Avoidance (N=No, Y=Yes)

CD Idle Time - 10 #0-32000 mSec min idle time before transmit
CD Random Time - 20 #0-32000 mSec random idle time before transmit
CD Time Before Receive : 6 #0-65535 milliseconds before receive

Configure each parameter to work with your application.
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Type
Type oM #" "=Disabled, M=Master, S=Slave

This parameter defines the functionality of the secondary port on the module.
M = emulate a DNP master port

S = back-up DNP slave port to the primary port.

Any other value will disable the port.

Baud Rate
Baud Rate : 19200 #Baud rate for port 110-115200

Secondary DNP Port Baud Rate: 300, 600, 1200, 2400, 4800, 9600, 19200, 384
(38400) , 576 (57600), 115 (115200).

RTS On
RTS On - 10 #0-65535 milliseconds before message

This value represents the number of 1 ms increments to be inserted between
asserting the RTS modem line and the actual transmission of the data.

RTS Off
RTS Off -0 #0-65535 milliseconds after message

This value represents the number of 1 ms increments to be inserted after the last
character of data is transmitted before the RTS modem line is dropped.

Min Response Delay

Min Response Delay : 0 #0-65535 milliseconds before response sent from slave

Minimum time between receiving a request and transmitting a response. Allows
master time to disable transmitter on an RS-485 network.

Collision Avoidance

Collision Avoidance : No #Use Collision Avoidance (N=No, Y=Yes)
This parameter defines if collision avoidance will be utilized on the primary DNP
slave port.
CD Idle Time

CD lIdle Time : 10 #0-32000 mSec min idle time before transmit

Defines the minimum number of milliseconds to wait before transmitting a
message after the CD signal is recognized as low.

CD Random Time
CD Random Time : 20 #0-32000 mSec random idle time before transmit

Defines the range of random time to be added to the CD Idle Time before a
message will be transmitted from the slave.
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CD Time Before Receive

CD Time Before Receive : 6 #0-65535 milliseconds before receive

Defines the number of milliseconds to wait before receiving characters after the
CD signal is recognized as high.

6.2.9 [DNP Master]

The following shows an example of the [DNP Master] section:
[DNP Master]

Internal 1D o1 #0-65534 identification code for this unit
Initialize 1ED Database: Yes #Initialize the IED input database areas (Y/N)
Event Messages to PLC : Yes #Pass received events to processor (Y/N)

Configure each parameter to suit the needs of your application:

Internal 1D
Internal 1D o1 #0-65534 identification code for this unit

This is the DNP address for the module. All messages with this address from the
master will be processed by the module.

Initialize IED Database
Initialize 1ED Database: Yes #Initialize the IED input database areas (Y/N)

This parameter determines if the module will request data from the processor to
initialize the IED database input data areas. If this option is utilized, ladder logic
is required to send the requested block from the processor to the module.

Event Messages to PLC

Event Messages to PLC : Yes #Pass received events to processor (Y/N)

Enables the pass-through functionality that allows the module to pass
received timestamp events from the remote slave device to the processor. It
requires the configuration of block 9903 in the backplane command section.
Refer to the Block 9903 section of this User Manual for further information.

6.2.10 [IED Database]

The following shows an example of an [IED Database] section:
[IED Database]

Binary Inputs : 160 #0-2048 point count to hold Bl data

Analog Inputs : 50 #0-256 points of analog input data

Counters : 10 #0-64 points of counter data

Binary Outputs : 48  #0-2048 point count to hold BO data

Analog Outputs : 8 #0-128 points of analog output data
Binary Inputs

Binary Inputs : 160 #0-2048 point count to hold Bl data

Number of binary input points contained in the IED database to transfer to the
processor and obtained from the attached IED units.
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Analog Inputs
Analog Inputs : 50 #0-256 points of analog input data

Number of analog input points contained in the IED database to transfer to the
processor and obtained from the attached IED units.

Counters
Counters : 10 #0-64 points of counter data

Number of counter points contained in the IED database to transfer to the
processor and obtained from the attached IED units.

Binary Outputs
Binary Outputs : 48  #0-2048 point count to hold BO data

Number of binary output points contained in the IED database which are
transferred from the processor and used by the attached IED units.

Analog Outputs

Analog Outputs : 8 #0-128 points of analog output data

Number of analog output points contained in the IED database, which are
transferred from the processor and used by the attached IED units.

6.2.11 [DNP Master Slave List]

The [DNP Master Slave List] section stores information about each slave being
used by the master port. There must be an entry in this table for each node to be
used in the command list. Two of the parameters in this list are coded values and
are described in the following two sections.

[DNP Master Slave List]

# This section is used to store information about each slave to be

# used by the master port. There must be an entry in this table for each
# node to be used in the command list. Two of the parameters in this list
# are coded values:

#  Conf Mode ==> 0O=Never, 1=Sometimes and 2=Always (select 0).

# Flags is bit coded as follows:

# Bit 0 (decimal 1) ==> Enable the slave

# Bit 1 (decimal 2) ==> Use Unsolicited messaging with this slave

# Bit 2 (decimal 4) ==> Use delay measurement with this slave

# Bit 3 (decimal 8) ==> Auto time synchronization enabled

#

START
# Node DL Conf Conf Conf App Rsp
# Address Mode Timeout Retry Timeout Flags
32 0 1000 0 7000 9
END
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6.2.12 [DNP Master Commands]

The [DNP Master Commands] section contains the list of commands to process
on the master port. Node addresses present in the command list must have an
entry in the [DNP Slave List]. Commands with nodes not present in the list will
not be executed. The module supports up to 100 commands.

The following shows an example of a [DNP Master Commands] section:

[DNP Master Commands]

# This section contains the list of commands to process on the master port.
# Node addresses present in the command list must have an entry in the

# [DNP Slave List]. Commands with nodes not present in the list will not be
# executed.

#

START

# 1 2 3 4 5 6 7 8 9 10

#Flags/ Node Data Data Cmd Device Point DNP DB IED DB Poll

#Enable Address Object Variation Func Address Count Address Address Interval
6 32 60 5 1 0 60 -1 -1 2
6 32 1 1 1 0 60 -1 0 5
6 32 30 1 1 0 50 -1 0 6

END
This section takes the following parameters:

Parameter Parameter Name Parameter Description
Number

1 Flags/Enable See following topics for descriptions
2 Node Address

3 Data Object

4 Data Variation

5 Cmd Func

6 Device Address

7 Point Count

8 DNP DB Address

9 IED DB Address

10 Poll Interval

The definition of each parameter required for each command is provided in the
following table.

Bits in the Port/Flags parameter are dependent on the data type. The following
table defines the Port/Flags bits for binary input, analog input and counter data

points.

Port/Flags Bits

Description Decimal Equivalent

Oto1 Communication port (O=Internal, 1=Port 1, 2=Port 2, Oto3
3=Port 3)
Enable/Disable Command (1=Enable, 0=Disable) 4
RBE Flag 8
(0=Events from IED, 1=Events by module)

4t07 Not Used
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For these data types the qualifier used in the data request is dependent on the
Point Count and Address in Slave fields in the command as follows:

= |f Point Count < 0, then use Qualifier 06h (All points, packed & -Point Count =
# of points to consider)

= |f Address in Slave = 0 & Point Count > 0, then use Qualifier 00h or 01h
(points 0 to Point Count -1)

= [f Address in Slave > 0 & Point Count > 0, then use Qualifier 00h or 01h
(Address in Slave to Address in Slave + Point Count -1)

The following table defines the Port/Flags bits for binary output and analog output

points.
Port/Flags Bits Description Decimal Equivalent
Oto1 Communication port (O=Internal, 1=Port 1, 2=Port 2, 0Oto3
3=Port 3)
2 Enable/Disable Command (1=Enable, 0=Disable) 4
3 Poll Type (0=Poll, 1=Exception) 8
4 Data Source (0=DNP Database, 1=IED Database) 16
5t07 Not Used

For these data types the qualifier used in the data request is dependent on the
Point Count and Address in Slave fields in the command as follows:

= |f Address in Slave = 0 & Point Count > 0, then use Qualifier 17h or 28h
(Point Count specified starting at point 0)

= [f Address in Slave > 0 & Point Count > 0, then use Qualifier 17h or28h
(points from Address in Slave to Address in Slave + Point Count -1)

= |f Point Count < 0, then ignore because this is illegal for outputs.

Node Address

This parameter specifies the IED unit address on the DNP network to consider
with the command. The parameter has a range of 0 to 65535. The value of
65535 is reserved for broadcast messages. Verify that the slave configuration
information is set up in the module for each slave defined in the command list.

Data Object

This parameter specifies the DNP object type in the command. Valid objects for
the module are 1, 2, 12, 20, 21, 30, 32, 41, 50, 60 and 80. A value of O is
permitted in this field for a set of special commands.

Data Variation

This parameter is specific to the object type selected.

Cmd Function

This parameter specifies the DNP function for the command list object. The
object type determines the value of the functions permitted. For example, the
only function permitted for binary input data points is the read function (Function
Code 1). For counter and output objects, more functions are available.
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Device Address

This value must be greater-than or equal to zero. If it is set to a value less-than
zero, the command will be ignored. This parameter specifies the starting point
address to consider in the IED unit.

Point Count

This parameter defines the number of points in the IED unit. Refer to the
discussion above for the interpretation of this parameter's values for the different
object types.

DNP DB Address

This parameter defines the starting location in the DNP database to be used with
the command. If the parameter has a value of -1, the DNP database is not used
with the point.

IED DB Address

This parameter defines the starting location in the IED database to be used with
the command. If the parameter has a value of -1, the IED database is not used
with the point.

Poll Interval

This parameter specifies the minimum frequency at which the module should
execute the command. The value is entered in units of seconds. For example, to
execute a command every 10 seconds, enter a value of 10 in the field. A value of
0 for the parameter implies that the command should be executed every scan of
the list.

Binary Input Command Examples

Port/ Slave Object Var Func Addr Pt DNP IED Poll

Flg Cnt DB DB Int
Word 0 1 2 3 4 5 6 7 8 9
Value 6 15 1 0 1 0 -32 200 -1 2
Command for Port 2, Enabled, RBE flag not
IED #15 DNP Bl's et
IED Unit 15 is to be polled.
Address Address | Opject type is 1 (Binary Input).
0 200 | Variation of 0 (default variation).

Function 1 is for a read.
Slave address ignored (Qual 6, all points).
Poinl counl ol -32 indicales unly lirsl 32 poinls
31 731 | are to be used.
DNP DB address of 200 is where first data
point will be placed.
. . IED DB is not used (-1).
NOTE: Data directly accessible by remote DNP Poll command every 2-seconds.

master. Data not accessible by PLC.

Events generated by IED unit not by module.
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Port/ . Pnt DNP IED Poll
Slave  Object Var Func Addr
Flg J Cnt DB DB Int
Word 0 1 2 3 4 5 6 7 8 9
Value 6 15 1 0 1 0 -32 -1 0 2
Command for Port 2, Enabled.
IED IED Unit 15 is to be polled.
" Object type is 1 (Binary Input).
IED #15 Br's Variation of 0 (default variation).
Address Address | Function 1 is for a read.
0] 0 | Slave address ignored (Qual 6, all points).
) Point count of -32 indicates only first 32 points
are to be used.
DNP DB is not used (-1).
31 31 | IED DB address of 0 is where first data point is
placed.
Poll command every 2-seconds.
NOTE: Data not accessible by remote DNP
master. Data accessible by PLC.
No DNP data so RBE flag ignored.
Port/ ) Fun Pnt DNP IED
Slave Object Var Addr Poll Int
Fig ! c Cnt DB DB
Word 0 1 2 3 6 7 8 9
Value 14 15 0 0 -32 200 0 2
DNP BI's Command for Port 2, Enabled, RBE Flag Set.
IED #15 Address | IED Unit 15 is to be polled.
Address 200 | Objecttypeis 1 (Binary Input).
Variation of 0 (default variation).
o ,_4—""'_'—.-'_/_#_'_’ Function 1 is for a read.
Slave address ignored (Qual 6, all points).
231 Point count of -32 indicates only first 32 points
are to be used.
&) DNP DB address of 200 is where first data point
IED Bl's is placed.
Address | IED DB address of 0 is where first data point is
0 | placed.
NOTE: Data accessible by remote Poll command every 2-seconds.
DNP master and PLC. Events for
points generated by module. All IED 31
generated events are ignored.
Binary Output Command Examples
Port/ . Pnt DNP IED
Slave Object Var Func  Addr Poll Int
Flg ! Cnt DB DB
Word 0 1 2 3 4 5 6 7 8 9
Value 14 15 12 1 5 10 2 200 0 0
Command for Port 2, Enabled, only operate on
, point change & use DNP Database.
IED #15 DNP BO's IED Unit 15 is to be polled.
Address Address | Object type is 12 (Binary Output Control).
10 200 | Variation of 1 (Control Relay Output Block).
Function 5 is for direct operate.
- Slave address of 10 is starting point in IED.
1 201 | Two points are to be transferred.

DNP DB address of 200 is first source point.
IED DB is not used.
Command not a polled command.
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Port/

Pnt DNP IED

Slave Object Var Func  Addr Poll Int
Flg ! Cnt DB DB
Word 0 1 2 3 4 5 6 7 8 9
Value 30 15 12 1 5 10 1 0 25 0
Command for Port 2, Enabled, only operate on
. point change & use IED Database.
Addrea 210 IED BO's IED Unit 15 is to be polled.
s Address Object type is 12 (Binary Qutput Control).
Variation of 1 (Control Relay Output Block).
Function 5 is for direct operate.
10 _— 25 | Slave address of 10 is starting point in IED.
One point is transferred.
DNP DB is not used.
IED DB address of 25 is first source point.
Command not a polled command.
Port/ . Fun Add Pnt IED
Slave Object Var DNP DB Poll Int
Flg J r Cnt DB
Word 0 1 2 3 4 5 6 7 8 9
Value 6 15 12 1 5 100 10 200 0 120
Command for Port 2, Enabled, poll command &
IED #15 DNP BO's use DNP Database.
Addres IED Unit 15 is to be polled.
s Address | Object type is 12 (Binary Output Control).

100)

109

6.3

200

209

Variation of 1 (Control Relay Output Block).
Function 5 is for direct operate.

Slave address of 100 is starting point in IED.
Ten points are to be transferred.

DNP DB address of 200 is first source point.
IED DB is not used.

Poll command every 120-seconds.

Uploading and Downloading the Configuration File

ProSoft modules are shipped with a pre-loaded configuration file. In order to edit
this file, you must transfer the file from the module to your PC. After editing, you
must transfer the file back to the module.

This section describes these procedures.

Important: The illustrations of configuration/debug menus in this section are intended as a general
guide, and may not exactly match the configuration/debug menus in your own module. For specific
information about the configuration/debug menus in your module, refer to The Configuration/Debug

Menu (page 111).

6.3.1 Required Hardware

You can connect directly from your computer's serial port to the serial port on the
module to view configuration information, perform maintenance, and send
(upload) or receive (download) configuration files.
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ProSoft Technology recommends the following minimum hardware to connect
your computer to the module:

= 80486 based processor (Pentium preferred)

* 1 megabyte of memory

» Atleast one UART hardware-based serial communications port available.
USB-based virtual UART systems (USB to serial port adapters) often do not
function reliably, especially during binary file transfers, such as when
uploading/downloading configuration files or module firmware upgrades.

* A null modem serial cable.

6.3.2 Required Software

In order to send and receive data over the serial port (COM port) on your
computer to the module, you must use a communication program (terminal
emulator).

A simple communication program called HyperTerminal is pre-installed with
recent versions of Microsoft Windows operating systems. If you are connecting
from a machine running DOS, you must obtain and install a compatible
communication program. The following table lists communication programs that
have been tested by ProSoft Technology.

DOS ProComm, as well as several other terminal emulation programs
Windows 3.1 Terminal
Windows 95/98 HyperTerminal

Windows NT/2000/XP HyperTerminal

The module uses the Ymodem file transfer protocol to send (upload) and receive
(download) configuration files from your module. If you use a communication
program that is not on the list above, please be sure that it supports Ymodem file
transfers.

6.3.3 Transferring the Configuration File to Your PC

1 Connect your PC to the Configuration/Debug port of the module using a
terminal program such as HyperTerminal. Press [?] to display the main

menu.
EBe E tew i Dt den
D o3 05 F
MODULE WENU
T=Display Henu
B=Data Analyzer
B=Block Transfer $tatistics
C=Module Configuration
D=Database Wiew
R-Receive Hodule Configuration
$-Sand Module Conf 1auration
V=Verzion Information
W-Harm Boot Module
Ezc=Exit Progran
caractmdo oz fut oo 7em e
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Configuring the Module

2 Press [S] (Send Module Configuration). The message "Press Y key to
confirm configuration send!" is displayed at the bottom of the screen.

e EM vew 04 Dol ted

D & 5 OE F

HODULE HENU
T=Display Ilenn
B-Data Analyz.
B=Block Tra\sfer Statistics
C=Module Configuration
D-Database Wiew
A-Receive Module Configuration
S=~Send e Conf iquration
V=Yerzion Information
W-Harm Boot Module

Esc=Exit Program

Press 'Y key to confirm configuration send?

Cormactadnnay Fukn datect ST B3 e

3 Press[Y]. The screen now indicates that the module is ready to send.

B-Block Trnnsfer Statistics
lI Madule Configuration
D-Database View
l? fleceive Module Configuration
S=Send Module Configuration
\l' \l'erslon Information
Horm Boot Module

Esc=Exit Progrom
Press ¥" key to confirm configuration send?
Sending configuration file:
TRANSFERRING CDNFIGURHTIDN FILES FROW ProSoft MODULE TO PC;

The Wnodem protocol is wsed to send the file from the wodule.
Select the EEGEIUE menu option and destination directory,
Building configuration file image from module. . Ready to Send’

comactadn oz Fukn datect ST L am

4 From the Transfer menu in HyperTerminal, select Receive File. This action
opens the Receive File dialog box.

a
B filack Trnn'sler Statistics
C-Hodule Configuration
D=Database View
B-Receive Module Configuration
8=8end Module Configuration
V \ferslon Infarmation

Horm Boot Module

Esc=Exit Progrom
Press "¥" key to confirm configuration send?
Sending configuration file:
TRANSFERRING CONFIGURATION FILES FROM ProSoft MODULE TO PL;
The Ynoden protocol is used to send the file from the wodule.
Select the RECEIVE meru option and destination directorw,

Building configuration file image from module. . Reody to Send?

comactadnanay Fukn datect ST L an
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5 Use the Browse button to choose a folder on your computer to save the file.

Flace received file in the following folder:

|C:\M\-"I |[ Browsze... ]

Use receiving protocol:
|Ym0dem - |

Receive H LCloze H Cancel ]

= Note: ProSoft Technology suggests that you upload the configuration file pre-loaded on your
module. However, configuration files are also available on the ProSoft CD as well as the
ProSoft Technology web site at http://www.prosoft-technology.com.

Select Ymodem as the receiving protocol.
Click the Receive button. This action opens the Ymodem File Receive dialog
box, showing the progress of your file transfer.

~N o

CHLEDTS
$=Send Module § Fakesr = s chesching TR Fleios B
Jog Reves 0 Tosemer 0 Fles |1

Esc=Exit Progr,
Press ¥ key o

Sending configurd

TRANSFERRING CONR
The ¥noden proto
Select the RECET d desfination directory,

Building configuration file image from module.... Ready to Send!

comactadnanay Fukn datect ST L am

When the configuration file has been transferred to your PC, the dialog box
will indicate that the transfer is complete.

Be b few G4 Do b
D & 5 OE F

Press "Y" key to confirm configuration send!

Sending configuration file:

TRANSFERRING CONFIGURATION FILES FROM PreSoft MOOULE TO PC:
The Ymoden protocel is used to send the file from the module.

Select the RECEIVE menu option and destination directory.

Building configuration file inage from medule. ... Ready to Send?
CONFIGURNTION FILE TRONSFERRED TO PC

Press "¥" key to confirm configuration send!

Sending configuration file:

TRANSFERRING CONFIGURATION FILES FROM ProSaft NODULE TO PLC-
The Ynodem Erotocol 15 used to zend the file from the module
Select the RECEIVE menu option and destiration directory

uilding configuration file image from wodule Ready to Sand!

B
CONFLGORRTION FILE TRANSFERRED 10 P

Comactedn o007 fukn datnet ST L um

The configuration file is now on your PC at the location you specified.

8 You can now open and edit the file in a text editor such as Notepad. When
you have finished editing the file, save it and close Notepad.
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6.3.4 Transferring the Configuration File to the Module

Perform the following steps to transfer a configuration file from your PC to the
module.

1 Connect your PC to the Configuration/Debug port of the module using a
terminal program such as HyperTerminal. Press [?] to display the main
menu.

HODULE HENU
T=Display Henu
B-Data Analyzer
B=Block Trmsfer Statistics
C=Hodule Configuration
D-Database Wiew
R-Receive Hodule Configuration
S=-Send Module Confisuration
V=Yerszion Information
W-Harm Boot Module

Esc=Exit Program

Cormactadnnay Fukn datect ST B3 am

2 Press [R] (Receive Module Configuration). The message "Press Y key to
confirm configuration receive!" is displayed at the bottom of the screen.

e EW yew CF Dol ted

D o3 DB F

MODULE HENU
T=Display Ilenu
B=Data Analyz.
B=Block Trmsfer Statistics
C=Module Configuration
I=Database Wiew
B-Receive Hodule Configuration
= Module Conf iquration
V=Verzion Information
H-Harm Boot Module

Ezc=Exit Progran

Press Y" key to confirm configuration receive?

comactadn oz Fukn datect ST L am

3 Press[Y]. The screen now indicates that the PC is ready to send.

B R Yew (3 Dowlo t0
OF =3 B8 F

HODULE HENU
T=Display Henu
B-Data Analyzer
B=Block Trmsfer Statistics
C=Hodule Configuration
D-Database Wiew
R-Receive Module Configuration
S=-Send Module Confisuration
V=Yerszion Information
W-Harm Boot Module

Esc=Exit Program
Press 'Y’ kev to confirm configuration receive!
Receiving configuration fila:
TRAMSFERATMG CONFIGURATION FROM PC TO ProSoft NODULE -
Using the Ymodew file transfer protocol. Select the SEND
wenu option and tronsfer the configuration file
:

Cormactadnnay Fukn datect ST B3 am
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4  From the Transfer menu in HyperTerminal, select Send File.

B Block Trmsfer Statistics
C=Module Configuration
I=Database Wiew

B-Receive Hodule Configuration
= Module Conf iquration
V=Verzion Information

H-Harm Boot Module

Ezc=Exit Progran
Press 'Y kev to confirm configuration receive!
Receiving configuration file:
TRANSFERRTMG COND:IGLIRHTI[]N ﬂRL‘IN PL TO PraSaft HODULE
Using the Ywodem file transfer protocel, Select the SEND
menw option and transfer the configuration file

:

comactadn oz Fukn datect ST L am

The Send File dialog appears.

M Send File

Folder: C:A\Documents and Settings\mrodrigues

Filename:

PFrotocal:

[ LCloze ][ Cancel ]

5 Use the Browse button to locate the configuration file your computer.

Note: This procedure assumes that you are uploading a newly edited configuration file from your
PC to the module. However, configuration files are also available on the ProSoft CD as well as the
ProSoft Technology web site at http://www.prosoft-technology.com.

6 Select Ymodem as the protocol.
7 Click the Send button. This action opens the Ymodem File Send dialog box.

Ymodem file send

Sending: | C:AMYINFILE CFG

Packet: Error checking: File size:
R etries: I:I Total retries: l:l Files:

Last ermror: | |

File: EERRN R AR RRRRNRRR RN BK. of BK.
Elapzed: 00:00:01 Remaining: l:IThroughput:I:I

[ Cancel |[ cpa/bps ]
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When the file transfer is complete, the module's configuration/debug screen
indicates that the module has reloaded program values, and displays
information about the module.

Be ER Yew OO Transter Heb

D o F OE F

Receiving configuration file:

TRANSFERRING CONFIGURATION FROM PG TO ProSoft MODULE:
Using the Ymodem file transfer protocol, Select the SEND
menu option and transfer the configuration file.

[EEY
FILE TRANSFERRED FROM PC UNIT

Reloading Program Values. ...
Read Conficuration.. ..

8 Your module now contains the new configuration.

6.4  Verification and Troubleshooting

You can now verify that the module is configured properly by viewing parameters
that you specified in the configuration file. This is done using the module's Main
Menu. If you are not already at the Main menu, press [Shift][/].

Use the database menu to verify that data appears in registers that you've
mapped. Refer to Diagnostics and Troubleshooting (page 111) for information on
accessing information on the operation of the module.
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7 Diagnostics and Troubleshooting

In This Chapter

% The Configuration/Debug Menu ............c..cccoeiuiiieiieiiiiiieee e 111
< Required HardWare ..............euuueieiiiiiiiiiiiiiiiiieiiieieinieeeeeenenenennnennnnanne 112
< Required SOftWare.........c.cooiiiiiiiiiiiec e 112
« Using the Configuration/Debug Port...........ccccoiiiiiiiiii e 113
s LED Status INdiCators..........ccoviiiiiiiieeeiic e 121

The module provides information on diagnostics and troubleshooting in the
following forms:

» Status data values are transferred from the module to the processor.

= Data contained in the module can be viewed through the
Configuration/Debug port attached to a terminal emulator.

» LED status indicators on the front of the module provide information on the
module's status.

7.1  The Configuration/Debug Menu

The Configuration and Debug menu for this module is arranged as a tree
structure, with the Main Menu at the top of the tree, and one or more sub-menus
for each menu command. The first menu you see when you connect to the
module is the Main menu.

Because this is a text-based menu system, you enter commands by typing the
command letter from your computer keyboard in the terminal application (for
example, HyperTerminal). The module does not respond to mouse movements
or clicks. The command executes as soon as you press the command letter —
you do not need to press [Enter]. When you type a command letter, a new
screen will be displayed in your terminal application.

7.1.1 Navigation

All of the sub-menus for this module contain commands to redisplay the menu or
return to the previous menu. You can always return from a sub-menu to the next
higher menu by pressing [M] on your keyboard.
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The organization of the menu structure is represented in simplified form in the

following illustration:

Child Menu A Child Menu B Child Menu C
Child SubMenu 1 | Child Sub-Menu 1_| Child Sub-Menu 1 |

Child Sub-Menu 2 | Child Sub-Menu 2 |
Child Sub-Menu 3 |

The remainder of this section shows you the menus available for this module,
and briefly discusses the commands available to you.

7.1.2 Keystrokes

The keyboard commands on these menus are almost always non-case sensitive.
You can enter most commands in lower case or capital letters.

The menus use a few special characters ([?], [-], [*], [@]) that must be entered
exactly as shown. Some of these characters will require you to use the [Shift],
[Ctrl] or [Alt] keys to enter them correctly. For example, on US English
keyboards, enter the [?] command as [Shift][/].

Also, take care to distinguish capital letter [I] from lower case letter [I] (L) and
number [1]; likewise for capital letter [O] and number [0]. Although these
characters look nearly the same on the screen, they perform different actions on
the module.

7.2 Required Hardware

You can connect directly from your computer's serial port to the serial port on the
module to view configuration information, perform maintenance, and send
(upload) or receive (download) configuration files.

ProSoft Technology recommends the following minimum hardware to connect
your computer to the module:

= 80486 based processor (Pentium preferred)

* 1 megabyte of memory

= Atleast one UART hardware-based serial communications port available.
USB-based virtual UART systems (USB to serial port adapters) often do not
function reliably, especially during binary file transfers, such as when
uploading/downloading configuration files or module firmware upgrades.

= A null modem serial cable.

7.3 Required Software

In order to send and receive data over the serial port (COM port) on your
computer to the module, you must use a communication program (terminal
emulator).
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A simple communication program called HyperTerminal is pre-installed with
recent versions of Microsoft Windows operating systems. If you are connecting
from a machine running DOS, you must obtain and install a compatible
communication program. The following table lists communication programs that
have been tested by ProSoft Technology.

DOS ProComm, as well as several other terminal emulation programs
Windows 3.1 Terminal
Windows 95/98 HyperTerminal

Windows NT/2000/XP HyperTerminal

The module uses the Ymodem file transfer protocol to send (upload) and receive
(download) configuration files from your module. If you use a communication
program that is not on the list above, please be sure that it supports Ymodem file
transfers.

7.4  Using the Configuration/Debug Port

To connect to the module's Configuration/Debug port:

1 Connect your computer to the module's port using a null modem cabile.
2 Start the communication program on your computer and configure the
communication parameters with the following settings:

Baud Rate 57,600
Parity None
Data Bits 8

Stop Bits 1
Software Handshaking None

3 Open the connection. When you are connected, press the [?] key on your
keyboard. If the system is set up properly, you will see a menu with the
module name followed by a list of letters and the commands associated with
them.

If there is no response from the module, follow these steps:

1 Verify that the null modem cable is connected properly between your

computer's serial port and the module. A regular serial cable will not work.

Verify that another program is not controlling the COM port.

Verify that your communication software is using the correct settings for baud

rate, parity and handshaking.

4  On computers with more than one serial port, verify that your communication
program is connected to the same port that is connected to the module.

2
3

If you are still not able to establish a connection, you can contact ProSoft
Technology Technical Support for further assistance.
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7.4.1 Main Menu

When you first connect to the module from your computer, your terminal screen
will be blank. To activate the main menu, press the [?] key on your computer's
keyboard. If the module is connected properly, the following menu will appear on
your terminal screen:

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

_|\-"= “ersion Infrmation E:ﬁ Dizplays “ersion Information screen

| M = Main Menu I]
—i? = Display Menu E:H Redizplays (refreshes)thiz menu I]
—+ B = Block Transfer Statistics w Displays Block Transfer Statistics screen I]
—+ C = Module Configuration W Displays Module Configuration Screen I]
—| O = Databaze ‘dew E:H Opens Database henu 45::“0: anaze henu
—| I =DHP Menu w Opens ONP henu F} See DNP Menu section |
—‘ P = Backplane Command List FD‘ Dizplays Backplane Data Bichange List screen I]
—} R = Receive Configuration File E::} Prompts to upload configuration file D
-| % = Send Configuration File E:ﬁ Prompts to download configuration file I]
|
\

—i Esc = Exit Program

Viewing Module Configuration

Press [C] to view the Module Configuration screen.

Use this command to display the current configuration and statistics for the
module.

Viewing Block Transfer Statistics

Press [B] from the Main Menu to view the Block Transfer Statistics screen.

Use this command to display the configuration and statistics of the backplane
data transfer operations between the module and the processor. The information
on this screen can help determine if there are communication problems between
the processor and the module.

Tip: To determine the number of blocks transferred each second, mark the numbers displayed at a
specific time. Then some seconds later activate the command again. Subtract the previous
numbers from the current numbers and divide by the quantity of seconds passed between the two
readings.
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Opening the Database Menu

Press [D] to open the Database View menu. Use this menu command to view the
current contents of the module's database.

Opening the DNP Menu

Press [I] from the Main Menu to open the DNP Menu. This menu allows you to
view all data associated with the DNP Server driver. For more information about
the commands on this menu, refer to DNP Menu.

Viewing the Backplane Command List

Press [P] from the Main Menu to view the Backplane Data Exchange List. Use
this command to display the configuration and statistics of the backplane data
transfer operations.

IBHCKPLHNE DATA EXCHANGE LIST -- COMMANDS @ TO 9

TYPE DBREG DBTYPE ADDRESS COUNT LASTERR
0 0 0 0 0xo000

0 0 0 0 0 0Hoo00
0 0 0 0 0  0HoooOo
0 0 0 0 0  0HOODO
0 0 0 0 0  0Hoo0O
0 0 5] 0 0 0xO000
0 0 5] 0 0 0xoO00
0 0 5] 0 0X0000
0 0 0 0 0 0xo000
0 ] 0 0 0 0Hoo0O

Tip: Repeat this command at one-second intervals to determine the number of blocks transferred
each second.

Receiving the Configuration File

Press [R] to download (receive) the current configuration file from the module.
For more information on receiving and sending configuration files, please see
Uploading and Downloading the Configuration File (page 104).

Sending the Configuration File

Press [S] to upload (send) an updated configuration file to the module. For more
information on receiving and sending configuration files, please see Uploading
and Downloading the Configuration File (page 104).

Viewing Version Information

Press [V] to view Version information for the module.

Use this command to view the current version of the software for the module, as
well as other important values. You may be asked to provide this information
when calling for technical support on the product.
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Values at the bottom of the display are important in determining module
operation. The Program Scan Counter value is incremented each time a
module's program cycle is complete.

Tip: Repeat this command at one-second intervals to determine the frequency of program
execution.

Warm Booting the Module

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

Press [W] from the Main Menu to warm boot (restart) the module. This command
will cause the program to exit and reload, refreshing configuration parameters
that must be set on program initialization. Only use this command if you must
force the module to re-boot.

Exiting the Program

Caution: Some of the commands available to you from this menu are designed for advanced
debugging and system testing only, and can cause the module to stop communicating with the
processor or with other devices, resulting in potential data loss or other failures. Only use these
commands if you are specifically directed to do so by ProSoft Technology Technical Support staff.
Some of these command keys are not listed on the menu, but are active nevertheless. Please be
careful when pressing keys so that you do not accidentally execute an unwanted command.

Press [Esc] to restart the module and force all drivers to be loaded. The module
will use the configuration stored in the module's Flash ROM to configure the
module.
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7.4.2 Database View Menu

Press [D] from the Main Menu to open the Database View menu. Use this menu
command to view the current contents of the module's database. Press [?] to
view a list of commands available on this menu.

| M = Main Menu I]
L{I]:Da‘talnse Henu u
—{ 7 = Dizplay Menu E‘fl} Redizplayz [refreshe s this rmenu D
_‘ 0 -3 = Pages 0 o 3000 Eﬂl} Seledts page 0, 1000, 2000 or 3000 U
—‘ 5 = Show Legain E‘FH Redizplays last zelected page of data H
—‘—= Back 5 Pages E‘fl} Goes back five pages of data D
—‘ P = Previous Page E‘fl} Goes back one page of data ’]
_‘ += Skip SPages Efl} Goes forard five pages of data D
—‘N= Mext Page E‘fl} Goes fonmand one page of data D
—‘ [ = Decimal Dizplay E‘fl} Dizplays data in decimal format D
—‘ H = Hexadecimal Display E‘fl} Dizplays data in hexfornat D
_‘ F= Float Display Eﬂl} Displays data in floating point forrat H
—‘ 1 = LS Display Efl} Displays data intext format U
—‘ I = hilain Weny Eﬂl} Goes up one lewel to main menuy D

Viewing Reqgister Pages

To view sets of register pages, use the keys described below:

Command Description

[0] Display registers 0 to 99

[1] Display registers 1000 to 1099
[2] Display registers 2000 to 2099

And so on. The total number of register pages available to view depends on your
module's configuration.

Displaying the Current Page of Regqisters Again

DATABASE DISPLAY @ TO 99 (DECIMAL>
188 181 182
11 1% 13 14 1

[y

-
COEOEEE®

ORI

SEEEEEE®
EEEEE®E
EEEEEE®E
DEEEEDE S
EEEEEEENN
DEEEEEEEE]
QEEEEEE@E
DEEEEEEEEW

This screen displays the current page of 100 registers in the database.

ProSoft Technology, Inc. Page 117 of 173
June 30, 2008



PTQ-DNP ¢ Quantum Platform Diagnostics and Troubleshooting
Distributed Network Protocol Interface Module

Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip back to the previous 500
registers of data.

Viewing the Previous 100 Registers of Data

Press [P] from the Database View menu to display the previous 100 registers of
data.

Skipping 500 Reqisters of Data

Hold down [Shift] and press [=] to skip forward to the next 500 registers of data.

Viewing the Next 100 Reqgisters of Data

Press [N] from the Database View menu to select and display the next 100
registers of data.

Viewing Data in Decimal Format

Press [D] to display the data on the current page in decimal format.

Viewing Data in Hexadecimal Format

Press [H] to display the data on the current page in hexadecimal format.

Viewing Data in Floating Point Format

Press [F] from the Database View menu. Use this command to display the data
on the current page in floating point format. The program assumes that the
values are aligned on even register boundaries. If floating-point values are not
aligned as such, they are not displayed properly.

Viewing Data in ASCII (Text) Format

Press [A] to display the data on the current page in ASCII format. This is useful
for regions of the database that contain ASCII data.

Returning to the Main Menu

Press [M] to return to the Main Menu.
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7.4.3 DNP Menu

Press [I] from the Main Menu to open the DNP Menu. This menu allows you to
view all data associated with the DNP Server driver.

| M = Main Menu I]

L||= ONP Meru |]

—"?= Dizplay Menu Fﬁ Redisplays (refreshesithiz menu I]
_‘ B = ONP Set Up & Pointers w‘ﬂﬁplays msemorya ocation and database setup ]
—} C = Server Configuration E:N Displaws ONP $lawe Configuration I]
_| |= List of Valid Hosts E:D‘ Displays list of valid IF addresses for hosts l]
_‘1 = ONF Communication Status E:|I> Ti=p s Gommimication statls data for the OHP ]

driver

-}2 = TCP Socket Status E::>| Displays TCR Socket Status D
-}3 = UDF Socket Stanis E::>| Displays UDP Socket Status D

—| O = ONP Database “iew E:DI Opens DMP Databaze Wiew Menu a8 2labE=apEw

Menu section
_‘Z= Previous Menu w Goez up one lawvel to main menu D

Viewing Memory Allocation and Database Setup Parameters

Press [B] from the DNP Menu to view memory allocation and database setup

parameters.
wxnmnasnmsx NP SET UP & POINTERS sesessescsscscns
BIPtr = B51C:8884 COUNT = 2
AlPty = B51C:8888 COUNT = 58 DEADBAND = 1888
CPtr = B51C:886C COUNT = 29
BOPtr = BL1C:ABEA COUNT = 2
AOPtr = BL1C:ARE4 COUNT = 40
FCPtr» = B51C:A134 COUNT = 29
BIEventPtr = B51C:0242 COUNT = 188 (WITH TIME)X{TIME SYNC)
AlEventPtr = B51G:@68E COUNT = 188 (WITH TIMEX>{TIME SYNGC>
BlLastPtr = B51C:@1A8 AlLastPtr = B51C:B1AC EndEventPtr = B51G:@C6A

Viewing Server Configuration Information
Press [C] from the DNP Menu.

DNP SLAUE CONFIGURATION wssssacsacns
DNP SLAUE ADDRESS = 2

MIN TRANS DELAY = A DL CONFRIM MODE = @ DL _CONFIEM TOUT = 1888
MAX DL RETRIES = 2 SEL-OF TIME DUR = 2808 APP CONFEM TOUT = 2888
WRITE TIME INIR = 3688888

UNSOL RESP MODE = A UNSOL CLASS #1 = 1R UNSOL CLASS #2 = 18
UNSOL CLASS #3 = 18 UNSOL RESP DELAY= 5888 UNSOL RESP ADDR = 5
ERR-STAT POINTER= 8P88 ERR/STAT FREQ = 388 USE IP LIST =1

Use this option to determine if the module is set up as desired. If any parameter
is not setup correctly, change the configuration file and upload the altered file to
the module.
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Diagnostics and Troubleshooting

Viewing a List of Valid Hosts

Press [1] to view the list of IP addresses from which the module will accept
connections This list is only used if the module configuration parameter, Use IP

List, is set to a value other than 0.

Viewing DNP Communication Status
Press [1] from the DNP Menu.

IP ADDRESS VALUE {VALUE)

""" DNP STATISTICS swmwsw
PROGRAM CYCLE COUNT 2 27151
SHNNIIH‘IRHT‘IHN STATISTICS:

TIME: 0BC2AB20035

P ERRORS
DNP PHYSICAL LAYER: SYNC = @

Check ObjectList

DHP APPLICATION LAYER:
) : BAD FUN
in appendix

OVERFLOW = 8
DNP MESSHGE STATS:
TOTAL FRAMES RECEIVED = ]
TCP/TIP FRAMES RECEIVED = ]
UDPATP FRAMES RECEIVED [
EVENT STATISTICS: (UNSOL EMRBLED: CLASS 1: NO
BINARY THPUT: TOTAL COUNT = @ EVENT COUNT = @
ANALDG IHPUT: TOTAL COUNT = @ EVENT COUNT = @
DNP THTERNAL INDICATION BITS:
| RESTART 1} TIME i}

Message stats
should match

OVERRUN = 0 LENGTH =
Should be all DNP DATA LINK LAYER: BAD CRC
DNP_TRANSPORT LAVER:
Zeros USER DATA OVER FLOW = 0 SEQUENCE = 0 ADDRESS = @

C =0 OBJECT UNKHOWN = 0 OUT OF RANGE - 0 | <—
HASTER MULTI-FRAE = 0 Check database

FRANES TRANSHITTED = ]
MES TRANSHITTED n
CLASS 2: NO CLASS 3: NO)

HAKIHUR = 200
HAKIHUN = 200

Use this command to view the communication status data for the DNP driver.

Viewing TCP Socket Status
Press [2] from the DNP Menu.

TCP SOCKET STATUS
Rx Count - 0

Frame

Packet Length

This screen shows the following parameters:

= Rx Count: Number of messages received on TCP socket
= Tx Count: Number of messages transmitted on TCP socket

= Tx State: 0 = Not Transmitting, 1 = Transmitting

= TCP State: Value used for TCP/IP socket state machine

= Busy Flag: 0 = Not Busy, 1 = TCP has control of DNP Server, 2 = UDP has
control of DNP Server, 3 = Unsolicited message being sent

= App Frame: 0 = No application data from frame, 1 = Application data

available

= Tx Frame: 0 = Data link level frame ready to send, 1 = Data link level

message not ready to send
= Packet Length: Length of message left to process
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Viewing UDP Socket Status
Press [3] from the DNP Menu.

UDP SOCKET STATUS

Frame

Packet Length :

This screen shows the following parameters:

Rx Count: Number of messages received on UDP socket

Tx Count: Number of messages transmitted on UDP socket

Tx State: 0 = Not Transmitting, 1 = Transmitting

TCP State: Value used for UDP/IP socket state machine

Busy Flag: 0 = Not Busy, 1 = TCP has control of DNP Server, 2 = UDP has

control of DNP Server, 3 = Unsolicited message being sent

= App Frame: 0 = No application data from frame, 1 = Application data
available

= Tx Frame: 0 = Data link level frame ready to send, 1 = Data link level
message not ready to send

» Packet Length: Length of message left to process

Opening the DNP Database View Menu

Press [D] to open the DNP Database View menu. Use this command to display
the database associated with each data type.

7.5 LED Status Indicators

The LEDs indicate the module's operating status as follows:

ProSoft Color Status Indication
Module
PRT1 Green On Data is being transferred between the module and a
remote terminal using the Configuration/Debug port.
Off No data is being transferred on the Configuration/Debug
port.
PRT2 Green On Data is being transferred
Off No data
PRT3 Green On Data is being transferred
Off No data
ERR1 Red Off The PTQ-DNP is working normally.
On The PTQ-DNP module program has recognized an
application error.
ERR2 N/A Not used in application
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ProSoft Color Status Indication

Module

ERR3 Red On Configuration Error

Active Green On The LED is on when the module recognizes a processor

and is able to communicate if the [Backplane Data
Movement] section specifies data transfer commands.

Off The LED is off when the module is unable to speak with the
processor. The processor either absent or not running.
BAT Red Off The battery voltage is OK and functioning.
On The battery voltage is low or the battery is not present. The

battery LED will illuminate briefly upon the first installation
of the module or if the unit has been un-powered for an
extended period of time. This behavior is normal, however
should the LED come on in a working installation please
contact ProSoft Technology.

If your module is not operating, and the status LEDs are not illustrated in the
table above, please call ProSoft Technology for technical assistance.
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8.1 Product Specifications

The DNP 3.0 Master/Slave Communication Module is a single slot, backplane
compatible DNP 3.0 interface solution for the Schneider Electric Quantum or
Unity platform. This module provides highly configurable support of both DNP 3.0
Master and Slave implementations.

8.1.1 Features and Benefits

The module supports DNP Subset Level 2 features and some of the Level 3
features allowing the many SCADA and field devices supporting the DNP
protocol to be integrated into the Quantum or Unity platform. The module acts as
an input/output module between the DNP network and the Modicon backplane.
The data transfer from the Quantum or Unity processor is asynchronous from the
actions on the DNP network. Databases are user defined and stored in the
module to hold the data required by the protocol.

8.1.2 General Specifications

= Single Slot - Quantum backplane compatible

= The module is recognized as an Options module and has access to PLC
memory for data transfer

Configuration data is stored in non-volatile memory in the ProTalk module
Up to six modules can be placed in a rack

Local rack - The module must be placed in the same rack as processor.
Compatible with common Quantum / Unity programming tools.

Quantum data types supported: 0x, 1x, 3x, 4x

High speed data transfer across backplane provides quick data update times.
Sample function blocks available.
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8.1.3 Hardware Specifications

Specification Value

Backplane Current Load 800MA @5V

Operating Temperature 0 to 60°C (32 to 140°F)

Storage Temperature -40 to 85°C (-40 to 185°F)

Relative Humidity 5% to 95% (non-condensing)

Vibration Sine vibration 4-100 Hz in each of the 3 orthogonal axes
Shock 30G, 11 mSec. in each of the 3 orthogonal axes

LED Indicators Module Status

Backplane Transfer Status
Serial Port Activity LED
Serial Activity and Error LED Status

Configuration Serial Port (Debug) DB-9M PC Compatible
RS-232 only
No hardware handshaking
Application Serial Ports (PRT1, DB-9M PC Compatible
PRT2)

RS-232/422/485 jumper selectable
RS-422/485 screw termination included
RS-232 handshaking configurable
500V Optical isolation from backplane
Certifications cULus, ATEX, CE

8.1.4 Functional Specifications

The module has two DNP protocol ports that can be configured to operate in a
Master/Slave or Slave/Slave redundant port configuration. User defined internal
register space is accessible to the protocol driver and to the Quantum processor
memory.

Redundant Slave Port Operation

When configured in the Slave/Slave port configuration, the module's slave ports
operate in a primary and secondary fashion. In this mode, a single host polls the
module via redundant physical layer connections.

DNP 3.0 Slave Protocol Specifications

The DNP Slave port accepts DNP commands to control and monitor data stored
in the module's DNP Slave databases. If a DNP Master port is configured, a
portion of the slave databases can be derived from or can control IED devices
connected to the DNP master port.

= Report-by-Exception data is logged to the module's database

= Supports unsolicited messaging

= Each DNP point type is user configurable by point

= Class assignments are completely user-definable on a Type and point basis
(BI, Al, FI, DI point types)
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= Supports clock synchronization from a master or from the processor

= Support for four octet-strings are supported (object type 110) in the slave
driver to return version and other module information

= Up to 400 events are stored for Floats, Binary In, Analog In and Double
Inputs

= Configurable event buffer transmission threshold based on count and/or time
since last event transmission

= Collision avoidance for redundant port switching

= Special modem AT command string and timing support for dialing out on
redundant port

DNP 3.0 Master Protocol Specifications

The DNP 3.0 Master port can be configured as a virtual DNP Master device that
actively issues user-defined DNP commands to nodes on the network.

= Supports 300 user defined commands

= Master port logically supports up to 40 slave devices

» Individual command configuration includes conditional or continuous polling,
Poll Delay Time

» Slave status and Command status available for transfer to the processor

» Event data received from the slave devices updates the module database
(Date and Time stamping is not stored or used by module)

= Special command handling for Digital Output CROB under processor control
for pulse output control

= Supports Report-by-Exception and Unsolicited Responses on a Time Interval
basis or on a user determined Event Count basis. Analog and Binary input
points are supported

DNP 3.0 ports (PRTL & PRT2)

» User-definable module memory usage

= Full radio, modem and multi-drop support

» Support for the storage and transfer of all DNP data types across the
backplane

8.2 Functional Overview

This documentation describes the PTQ-DNP module configuration and setup as
it applies to application design. Before attempting to implement this module with
a DNP network, verify that the whole design of the system is complete. This
includes definition of all the data types and point counts required for each type,
all communication parameters required for the network including media type and
the use of advanced features such as unsolicited messaging. These must be
defined for all master and slave devices on the network. Additionally, the DNP
Device Profiles and DNP Subset Definition documents for each device must be
reviewed to make sure all the devices will interact on the network as expected.
Failure to fully understand these important documents for all devices on the
network will usually lead to many problems when implementing the design.
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It is important to fully understand the DNP specification as outlined in the Basic
Four Documents. These are available to users of the DNP users group. It is
recommended that all users of the module have access to these important
documents as they define the DNP data types, functions and variations. It will be
very difficult to implement the module without an understanding of the protocol
and the rules that are defined in the specification. Additionally, potential users
should review the DNP Subset and Conformance Test documents and the
document that discusses DNP protocol support on Ethernet using the UDP and
TCP protocols. These documents provide auxiliary information on the protocol.
All of these documents are available to members of the DNP User Group at
http://www.dnp.org (http://www.dnp.org). Please check this site for other
important information regarding the DNP protocol.

8.2.1 Design

In order to implement a solution using the module, the processor must be set up
using predefined user data structures. This program will interact with the module
by sending and receiving data and issuing special control commands.

An internal database in the processor contains the data to be used by the module
and the configuration information is stored in the text file, DNP.CFG, stored on
the module's non-volatile memory. Before you generate the program or layout the
data files, you must first design your system. Time spent doing system design at
the outset of the project will greatly enhance the success and ease of
development of the project.

Designing the system

System design defines the data requirements of the system, communication
parameters, and module functionality. The application developer should refer to
the person responsible for the DNP master and slave device configurations to
verify that the functionality and data types required for the whole system are
consistent. Review the DNP Device Profile and DNP Subset documentation for a
definition of the level of DNP support offered by the module.

The following topics describe each element of system design.

Data Requirements

This phase of design defines what data elements are to be interfaced in the
processor with the DNP master. The module provides the following data types:
digital input, digital output, counter, analog input and analog output. All
communications between the DNP master and the PLC is through these data
types. Therefore, all data to be used by the system must be contained and
configured in one of these data types.
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The following illustration shows the databases maintained by the module for the

DNP data.

PTQ-DNP Module Databases

Data Area Code
DNP DATA BINARY INPUTS PLC DATA 101
IED DATA
BINARY OUTPUTS PLC DATA 102
IED DATA
COUNTER DATA PLC DATA 103
IED DATA
ANALOG INPUTS PLC DATA 104
IED DATA
ANALOG OUTPUTS PLC DATA 105
IED DATA
FLOAT INPUTS PLC DATA 106
Reserved Reserved 107
FLOAT OUTPUTS PLC DATA 108
Reserved Reserved 109
FROZEN COUNTER DATA
BINARY INPUT EVENTS
ANALOG INPUT EVENTS
FLOAT INPUT EVENTS
LAST VALUE BINARY INPUTS
DATA ANALOG INPUTS
FLOAT INPUTS
DNP BINARY OUTPUTS
DNP ANALOG OUTPUTS
IED BINARY OUTPUTS
IED ANALOG OUTPUTS
IED DATA BINARY INPUTS 201
BINARY OUTPUTS 202
COUNTER DATA 203
ANALOG INPUTS 204
ANALOG OUTPUTS 205
RBE FLAGS BINARY INPUT

ANALOG INPUT

Command Database

List of Commands with the following parameters for each node in list:

= Port/Flags

= Slave Address

=  Object
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Variation
Function
Address in Slave
Point Count

DNP DB Address
IED DB Address
Poll Interval
Polling Time

Last Error Code
Next Pointer

Commands are issued based on the following criteria:

=  Commands Issued Each Scan

o Enabled

o PollInterval =0

o BO & AO have Exception bit =0
=  Commands Issued at Poll Time

o Enabled
o Poll Interval > 0
o BO & AO have Exception bit =0

= Commands Issued on Data Change (BO & AO)

o Enabled
o BO & AO have Exception bit = 1

= Commands Issued by PLC

The module maintains the databases using data acquired from the PLC and DNP
master attached network port.

The following illustration shows the interaction of the binary and analog input
points with the databases.

Binary and Analog Input Databases

FLC

Files DHE D8 Lasi Value
0 ——— Always
e —__"“-——__,____1 Updated &
PLE PLC |events
Data Cata
Max Points

All data for these data types is derived from the processor and is passed to the
module over the backplane. The module will constantly monitor for changes in
this data and generate event messages when point values change. For binary
input points, events will be generated on any state change. For analog input
points, events will be generated for points that have a current value outside of the
user-set deadband based on the last value used for an event.
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The following illustration shows the interaction of the counter points with the

databases.
Counter Databases
PLC Frozen
Files DNP DB DNP DB
0
Data /_,,_,—\
PLC > PLC PLC
Data Data Data
Max Points

This data is constantly sourced from the processor and placed in the module's
internal database. This information is available to the remote master for
monitoring. When the module receives a freeze command from the master unit, it
will copy the current counter values into the frozen counter database area. The
remote master can then monitor this information. If the module receives a
counter freeze with reset command, the current counter values will be passed to
the frozen counter database and only the module's values will be set to 0.

Note: This data is not sent to the controller, and the zero data be overwritten by the counter data
contained in the controller. Therefore, the freeze with reset should not be used with this module.
The results will not be as expected. There is no way to guarantee that counts will not be lost during
the reset step in the module and controller. As a result, this feature was not implemented in the
module.

The following illustration shows the interaction of the binary and analog output
points with the databases.

Binary and Analog Output Databases

PLC
Files DNP DB
0
PLC [l PLC
Data Data
Max Points

Output data is sourced from the controlling master station and passed to the
processor over backplane from the module. These data are used in the ladder
logic to control operations and 1/O in the processor.

Data Transfer Interface

The following figure displays the direction of movement of the DNP database
data between the module and the processor.
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Backplane Commands

DMP MEMORY

WRITE BLOCK FROM
PROCESSOR

WRITE BLOCK FROM
PROCESSOR

=———COUNTER DATA

READ BLOCK FROM
MODULE

READ BLOCK FROM
MODULE

READ BLGCK FROM
MODULE

READ BLOCK FROM
MODULE

DNP Digital Input Data

e———DIGITAL INPUT DATA
e ———ANALOG INPUT DATA

= BINARY OUTFUT DATA

e—————— AMALOG OUTPUT DATA

. FROZEN COUNTER
LAST VALUE AND
EVEMNT DATA

This data type stores the binary value of 1 or 0. The size of this data area is
determined from the configuration parameter Binary Inputs (number of words,
each containing 16 binary input points). These data are transferred to the module
from the PLC using the read operation. Therefore, these data are read-only for
the module and the DNP master unit communicating with the module. When the
module receives a new block of this data from the PLC, it compares the new
values to those currently in the database. If there is a change in any of the data,

the module will generate an event message for the points that change.
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The remote DNP master unit can read the current status data and the event data
from the module. Event messages generated by the module can be retrieved
using a poll for Class 2 data, as all digital input events are considered a Class 2
data type. If unsolicited message generation is enabled in the application, the
events will automatically be sent by the module to the DNP master unit when the
minimum event count for Class 2 data is reached or when the timeout for
unsolicited messages is exceeded. A data flow diagram for the digital input data
is shown in the following figure.

Binary Input Data Flow Diagram

DEVICE

NP Master ONP Mastor Femots DNP)
P 0 Protocal Master

Master Poll For Class 2 Data OMP Siave Response to Pollor | Commun
Opnons Lingolited cations Link

Buid Response

After Each Lipdate of Data Area

Laddar Logic/Module Program
Operation (Contrucusly Updatng)

Lasdder Logic

ProSoft Technology, Inc. Page 131 of 173
June 30, 2008



PTQ-DNP ¢ Quantum Platform Reference
Distributed Network Protocol Interface Module

DNP Digital Output Data

This data type stores digital control and command state data received from the
DNP master unit with a value of 1 or 0. The size of this data area is determined
from the configuration parameter Binary Outputs (defines number of words, each
containing 16 binary output points). These data are transferred from the module
to the PLC using the write operation. Therefore, these data are read-only for the
PLC, as the PLC cannot directly alter these values in module. It is the
responsibility of the DNP master unit to maintain this data. For example, if the
DNP master sets a digital point on, it will remain on until the master resets the
point. A data flow diagram for the digital output data is shown in the following
figure.

Binary Output Data Flow Diagram

DEVICE

clocod Maser

'''''''

Change vaks n .
Butd Response s . Buikl Response Slave
Datadase

DNP Counter Data

This data type stores accumulated count data. These data are stored in the
module in a double word value and have a data range of 0 to 4,294,967,296. The
size of this data area is determined from the configuration parameter Counters.
The PLC transfers data of this type to the module using the read operation. The
module maintains two values for each counter point: a current running value and
a frozen value. The DNP master must send the freeze command to the module in
order to transfer the current running values to the frozen area.

Note: The freeze-reset command is not supported in the data transfer operation. There is no way
to guarantee counts will not be lost using the freeze-reset operation, therefore, this feature is not
implemented.
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A data flow diagram for the counter data is shown in the following figure.

Counter Data Flow Diagram

DEVICE

DNP Master DHP Masier Remote CHP|
Brotocol Brotocal Master

Master Pall for ONP Slava Respanse Counter DQN'_:::;;: Communi-
Counters Message Freeze Message catians Link

DNP Slave DRP Slave
Profocol Protocol

Buid OMP Siave

Bubd Response Aespanse Modula

Counter Data Counter Datal
Area Ares
Copry Court

(Continuousty 4
Updatng) /

Ladder Logic

PLC Dala
File for
Counter Datay

DNP Analog Input Data

This data type stores analog data with a data range of 0 to 65535 or -32768 to
32767. The size of this data area is determined from the configuration parameter
Analog Inputs. These data are transferred to the module from the processor
using the read operation. Therefore, these data are read-only for the module and
the DNP master unit. When the module receives a new block of this data from
the processor, it compares the new values to those currently in the database. If
there is a change in any of the data, the module will generate an event message
for the points that change. The dead-band parameter configured for the module
determines the variance required for the event message.
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The DNP master unit can read the current value data and the event data from the
module. Event messages generated by the module can be retrieved using a poll
for Class 3 data, as all analog input events are considered a Class 3 data type. If
unsolicited message generation is enabled in the application, the events will
automatically be sent by the module to the DNP master unit when the minimum
event count for Class 3 data is reached or when the timeout for unsolicited
messages is exceeded. A data flow diagram for the analog input data is shown in
the following figure.

Analog Input Data Flow Diagram

DEVICE

ONF Master ONF Master Femate G|
Protacal Protoca Fdaster

Master Poll For Class 3 Data ON® Slave Response fo Pal or | Cammuni-

Master Pl for Analeg Inputs DHP Slave Respanse Message Optionat) Ursoliciiad zaiong Link

CHP Slave DMP Slave
Frotacal Frotaca

DNP Slave

Bulld Response i
Mndule

Compute Anaiog Input
Change Events Data
Everiis Afesa

Analog Inpat
Data Area

Afer Each Lipdate of Data drea

addar LagicMadule Program
Operation (Contrucusly Uipdating)

Transter /

Area
Lardder Lesgic

PLC Data
File far

he fo
Analog Input
Data

DNP Analog Output Data

This data type stores analog values sent from the DNP master unit to the module
and processor with a data range of 0 to 65535 or -32768 to 32767. The size of
this data area is determined from the configuration parameter Analog Outputs.
These data are transferred from the module to the processor using the write
operation. Therefore, these data are read-only for the processor, as the
processor cannot directly alter these values in the module. It is the responsibility
of the DNP master unit to maintain this data. For example, if the DNP master
sends a value of 3405 to the module for a specific point, the value will be stored
in the module until changed by the master. A data flow diagram for the analog
output data is shown in the following figure.
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Analog Output Data Flow Diagram
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8.2.2 Functionality

This phase of design defines the features of the DNP Level 2 Subset supported
by the module and to be utilized in the specific application. For example, will the
unit use unsolicited messaging? Coordination with the DNP master developer is
required to verify that the host will support the functionality you select. The
features that must be defined in this design step are as follows:

= Will analog events be returned with or without a time value?
= Will events be logged before time synchronization has occurred?
= Will the module start with database values initialized by the processor?

For a complete description of the module configuration, refer to Configuring the
Module (page 51).

8.2.3 Data Transfer at Startup

The module can be configured to have the internal databases initialized with data
contained in the processor. Data to be initialized are as follows: Binary and
Analog Output data. This feature can be used to bring the module to a known
state (last state set in controller) when the module is first initialized. For example,
in order to have the module startup using the last set of binary output values and
setpoint values (analog outputs), enable this feature. Refer to the "Initialize DNP
Database" parameter in the configuration file to enable this feature.
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8.2.4 Module Operation

After the system has been designed and the system is set up, the module will be
ready to operate. When the module is first initialized, it will read the configuration
file After the file is processed, the module will use the data to set up the data
structures of the application. If any errors are encountered during the initialization
process, the default value for the parameter will be assigned and used.

The module will next check if the output initialization feature is utilized. The
option permits the processor to set these read-only data at startup. There is no
static memory available on the module to remember the last values for these
data types. In order to prevent a "shock" to the system at boot time, this option
can be used to set the module's database to the last transferred set of data.

If the module is configured for unsolicited messaging, the module will
immediately send an unsolicited response after the remote master connects to
the module, informing the master of a module restart. The module will not log
events or process any data read operations from the master until the master
clears the restart IIN data bit. The master must also synchronize the time with the
module before events will be generated if the module is so configured. The
master also enables the unsolicited message facility in the module by sending
the Enable Unsolicited Messaging command to the module.

If the module is not configured for unsolicited messaging, the DNP master must
clear the restart IIN bit before the module will start logging events. The master
must also synchronize the time with the module before events will be generated if
the module is so configured.

The user can verify the 1IN Bits by choosing the "S" key (Display Comm Status)
from the Main menu.

“& PTODNP - HyperTerminal
File Edit Wwew <all Transfer Help

=4 A DE &

=xx [INP STATISTICS ==x 05/27/1980 06:42:55.451

COMMUNICATION STATISTICS: SLAVE = 32 CURRENT SLAVE PORT = COM2:
DNP PHYSTICAL LAYER : SYNC = 0 OVERRUN = 8 LENGTH = 8
DNP DATA LINK LAYER: BAD CRC =
DNP TRANSPORT LAYER: DATA OVERFLOY = @ SEQ = 0 ADDRESS = 0

DNP APPL LAYER: BAD FUNC = @ OBJECT UNKN = @ OUT OF RANGE = 8

OVERFLOW = 8 MASTER MULTI-FRAME = 0
DNP HMESSAGE STATS: TOT FRAMES REC = 0
FRAMES REC FOR THIS UNIT = 0 FRAMES TRANS = 0
EVENT STATISTICS: (UNSOL ENABLED: CLASS 1: NO CLASS 2: NO CLASS 3: NO)

BINARY INPUT:
ENHLUG INPUT: .
INTERNAL IN ION BITS:
{ RESTART }| TIME |
0X0000

TOTAL COUNT = @
TOTAL COUNT = @
DOUBLE EVENTS: 6:

EVENT COUNT
EVENT COUNT

0 MAKIMUM =
0 MAKTHUM

400
400

WORD :
MEMORY ALLOCATION COUNTERS: CUEFIG FRTME
HMEMORY ALLOCATIONM ERROR CNT: CgNFIG FEHHE

PORT PORT ERROR  FRAME BAD
INDEX  HANDLE SYNC LENGTH CRC
6 COM3: 0 0 0

LINK REC/TRENS
LINK REC/TRANS
0 0

APPL . REC/TR?NS
APPL. REC/TRANS
0 ]

Connected 0:44:39 AMST 57600 5-h-1 MM
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After the module receives the clear restart and time sync commands, the same
sub-menu shows that the IIN Bits are now cleared:

“& PTODNP - HyperTerminal
File Edit Wiew all Transfer Help

==x [INP STATISTICS === 05/27/1980 06:42:55.451

COMMUNICATION STATISTICS: SLAVE = 32 CURRENT SLAYE PORT = COM2:
DNP PHYSICAL LAYER : SYNC = 0 OVERRUN = 8 LENGTH = 8
DNP DATA LINK LAYER: BAD CRC = 0
DNP TRANSPORT LAYER: DATA OVERFLOW = © SEQ = 0 ADDRESS = 0
DNP APPL LAYER: BAD FUNC = @ OBJECT UNKN = 8 OUT OF RANGE = @
OVERFLOW = B MASTER MULTI-FRAME = 0

DNP HMESSAGE STATS: TOT FRAMES REC = 0
FRAMES REC FOR THIS UNIT = 0 FRAMES TRANS = 0

EVENT STATISTICS: (UNSOL ENABLED: CLASS 1: NO CLASS 2: NO CLASS 3: NO)
BINARY INPUT:  TOTAL COUNT = @ EVENT COUNT = 8 MOKTHUM = 460
ANALOG TNPUT:  TOTAL COUNT = @ EVENT COUNT = 8 MAKIMUM = 460

F : @ DOUBLE EVENTS: @:
INTERNAL IN ION BITS:

WORD : BX0000
HMEMORY ALLOCATION COUMTERS: CUEFIG FRTHE LINK REC/TRENS APPL . REC/TR?NS

MEMORY ALLOCATION ERROR CNT: CgNFIG FEFIHE LINK EEC/TEFINS APPL . EEC/TEHNS

PORT PORT ERROR  FRAME BAD
INDEX  HANDLE SYNC LENGTH CRC
6 COM3: 0 ] ]

Connected 0:44:39 AMST 57600 5-h-1 MM

Additionally, Port 1 is used for debug and troubleshooting. This is the debug port
for the module and transfers module information to an attached terminal. Refer to
the Diagnostics and Troubleshooting section for a complete discussion on the
use of this important feature.

8.3 PTQ-DNP Error Status Table
The program maintains an error/status table that is transferred to the processor
in each read block. You can use the error/status data to determine the "health" of
the module.
Word Offset Variable Name Description
0 Current DNP Slave Port This value represents the current value of the error
status code for the port. This value will only be valid if the port
is configured as a slave. The possible values are
described in the application documentation.
1 DNP Slave Port last This value represents the last error code transmitted to
transmitted error code the master by this slave port.
2 DNP Slave Port total numberThis value represents the total number of message
of message frames received frames that have matched this slaves address on this
by slave port. This count includes message frames which the
slave may or may not be able to parse and respond.
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Word Offset Variable Name

Description

3 DNP Slave Port total numberThis value represents the number of good (non-error)
of response message responses that the slave has sent to the master on this
frames sent from slave port. The presumption is that if the slave is responding,

the message was good. Note: This is a frame count.

4 DNP Slave Port total numberThis value represents the total number of message
of message frames seen by frames received by the slave, regardless of the slave
slave address.

5 DNP Slave synchronization This value counts the number of times a sync error
error count (Physical Layer occurs. The error occurs when extra bytes are received
Error) before the start bytes (0x05 and 0x64) are received.

6 DNP Slave overrun error This value counts the number of times the overrun
count (Physical Layer Error) error occurs. This error occurs when the mainline Data

Link Layer routine cannot read the data received on the
communication port before it is overwritten.

7 DNP Slave length error This value counts the number of times an invalid length
count (Physical Layer Error) byte is received. If the length of the message does not

match the length value in the message, this error
occurs.

8 DNP Slave bad CRC error This value counts the number of times a bad CRC
(Data Link Layer Error) value is received in a message.

9 DNP Slave user data This value counts the number of times the application
overflow error (Transport layer receives a message fragment buffer which is too
Layer Error) small.

10 DNP Slave sequence error This value counts the number of times the sequence
(Transport Layer Error) numbers of multi-frame request fragments do not

increment correctly.

11 DNP Slave address error  This value counts the number of times the source
(Transport Layer Error) addresses contained in a multi-frame request

fragments do not match.

12 DNP Slave Binary Input This value contains the total number of binary input
Event count events which have occurred.

13 DNP Slave Binary Input This value represents the number of binary input
Event count in buffer events which are waiting to be sent to the master.

14 DNP Slave Analog Input This value contains the total number of analog input
Event count events which have occurred.

15 DNP Slave Analog Input This value represents the number of analog input
Event count in buffer events which are waiting to be sent to the master.

16 DNP Slave bad function This value counts the number of times a bad function
code error (Application Layercode for a selected object/variation is received by the
Error) slave device.

17 DNP Slave object unknown This value counts the number of times a request for an
error (Application Layer unsupported object is received by the slave device.
Error)

18 DNP Slave out of range This value counts the number of times a parameter in
error (Application Layer the qualifier, range or data field is not valid or out of
Error) range.

19 DNP Slave message This value counts the number of times an application

overflow error (Application
Layer Error)

response message from the slave is too long to
transmit.
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Word Offset Variable Name Description
20 DNP Slave multi-frame This value counts the number of times the slave
message from DNP Master receives a multi-frame message from the master. The
error (Application Layer application does not support multi-frame master
Error) messages.
21 Total blocks transferred Total BTR/BTW or side-connect interface transfers
attempted by the module.
22 Successful blocks This value represents the total number of transfer
transferred operations between the PLC and module that are
successful.
23 Total errors in block transfer Total number of transfers that resulted in an error
condition.
24 Reserved Reserved
25 Reserved Reserved
26 Reserved Reserved
27 Reserved Reserved
28 Block transfer error flag This flag indicates that data is not being successfully
transferred between the PLC and the module. This flag
corresponds to the Device Trouble IIN bit.
29 Configuration Type This is a coded field that defines the configuration of
the module. The codes are as follows: 0=Single Slave
Configuration, 1=Dual Slave Configuration,
2=Slave/Master Configuration
30 to 31 Product Name (ASCII) These two words contain the product name of the
module in ASCII format.
32to0 33 Revision (ASCII) These two words contain the product revision level of
the firmware in ASCII format.
34 to 35 Operating System Revision These two words contain the module's internal
(ASCII) operating system revision level in ASCII format.
36 to 37 Production Run Number These two words contain the production 'batch' number
(ASCII) for the particular chip in the module in ASCII format.
38 DNP Master Port Slave This is the total number of slaves configured for the
Count DNP Master port. This may not represent the number
of active slaves as it includes slaves that are not
enabled.
39 DNP Master Port Command This is the total number of commands configured for
Count the DNP Master port. This may not represent the
number of active commands as it includes commands
that are disabled.
40 DNP Master Port Device This value represents the number of memory allocation
Memory Block Count blocks for slave devices. This number should be one
greater than the number of slave devices. The extra
device is held for the broadcast device.
41 DNP Master Port Frame This value represents the number of physical layer
Block Count frame memory allocation blocks used by the program.
42 DNP Master Port Data Link This value represents the number of receive data link
Receive Block Count layer memory blocks allocated.
43 DNP Master Port Data Link This value represents the number of transmit data link
Transmit Block Count layer memory blocks allocated.
44 DNP Master Port Application This value represents the number of application layer
Layer Receive Block Count receive memory blocks allocated.
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Word Offset Variable Name Description

45

DNP Master Port Application This value represents the number of application layer
Layer Receive Block Count transmit memory blocks allocated.

46 DNP Master Port Device This value represents the number of memory allocation
Memory Allocation Error errors for device blocks.
Count
47 DNP Master Port Physical = This value represents the number of memory allocation
Layer Memory Allocation errors for physical layer frame blocks.
Error Count
48 DNP Master Port Data Link This value represents the number of memory allocation
Layer Receive Memory errors for data link layer receive blocks.
Allocation Error Count
49 DNP Master Port Data Link This value represents the number of memory allocation
Layer Transmit Memory errors for data link layer transmit blocks.
Allocation Error Count
50 DNP Master Port Application This value represents the number of memory allocation
Layer Receive Memory errors for application layer receive blocks.
Allocation Error Count
51 DNP Master Port Application This value represents the number of memory allocation
Layer Transmit Memory errors for application layer transmit blocks.
Allocation Error Count
52 DNP Master SynchronizationThis value counts the number of times a sync error
Error Count (Physical Layer occurs. The error occurs when extra bytes are received
Error) before the start bytes (0x05 and 0x64) are received.
53 DNP Master Length Error  This value counts the number of times an invalid length
Count (Physical Layer Error) byte is received. If the length of the message does not
match the length value in the message, this error
occurs.
54 DNP Master Bad CRC Error This value counts the number of times a bad CRC
Count (Physical Layer Error) value is received in a message.
55 Scan Counter LSB Program scan counter
56 Scan Counter MSB
57 Free Memory LSB Free memory in module
58 Free Memory MSB
59 DNP Slave Port Transmit ~ Value of the DNP Slave state machine for transmit.
State
60 DNP Float Event Count Total number of events generated for analog floating-
point input data points.
61 Reserved Reserved

8.3.1 Slave Port Communication Errors

Error Code Name Description

0 OK The module is operating correctly and there are no
errors.

10 DNP synchronization error  Extra bytes are received before the start bytes (0x05 and

(Physical Layer Error) 0x64).

11 DNP overrun error (Physical Mainline Data Link Layer routine could not read data
Layer Error) received on DNP port before it was overwritten.
12 DNP length error (Physical Length of message does not match length value in

Layer Error) message.
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Error Code Name

Description

13

DNP bad CRC error (Data

Link Layer Error)

Computed CRC value for message does not match that
received in message.

14

DNP user data overflow

Application layer received a message fragment buffer

error (Transport Layer Error) which is too small.

15

DNP sequence error

(Transport Layer Error)

Sequence numbers of multi-frame request fragments do
not increment correctly.

16

DNP address error

(Transport Layer Error)

Source addresses contained in multi-frame request
fragments do not match.

17

DNP bad function code error Function code received from DNP master is not

(Application Layer Error)

supported for selected object/variation.

18

DNP object unknown error  Slave does not have the specified objects or there are no

(Application Layer Error)

objects assigned to the requested class.

19

DNP out of range error

(Application Layer Error)

Qualifier, range or data fields are not valid or out of range
for the selected object/variation.

20

DNP message overflow errorApplication response buffer overflow condition. The

(Application Layer Error)

response message from the slave is too long to transmit.

21

DNP master multi-frame

Received a multi-frame message from the DNP master.

message error (Application This application does not support multi-frame messages

Layer Error)

from the master.

8.3.2 System Configuration Errors

Error Code Name

Description

100

Too many binary input
points

Too many binary input points are configured for the module.
Maximum value is 15360.

101

Too many binary output Too many binary output points are configured for the module.

points

Maximum value is 15360.

102

Too many counter
points

Too many counter points are configured for the module.
Maximum value is 480.

103

Too many analog input
points

Too many analog input points are configured for the module.
Maximum value is 960.

104

Too many analog input
points

Too many analog output points are configured for the module.
Maximum value is 960.

105

Too many binary input
events

Too many binary input events are configured for the module.
Maximum value is 400.

106

Too many analog input
events

Too many analog input events are configured for the module.
Maximum value is 400.

107

Invalid analog input
deadband

Deadband value for analog input events is out of range. Value
must be in the range of 0 to 32767.

108

Not enough memory

There is not enough memory in the module to configure the
module as specified.

109

Invalid block transfer
delay for blocks
error/status blocks

Block transfer delay value specified is too low.

110

File count invalid

The file count must be in the range of 0 to 6.

111

Invalid file record size

The file record size must be in the range of 1 to 120.

112

Invalid block
identification code for
file

The file block transfer code must be in the range of 100 to
120.
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8.3.3 DNP Port Configuration Errors

Error Code Name Description

212

Invalid DNP address The DNP address specified in the configuration is not valid (0
to 65534).

213 Invalid DNP port baud The baud rate code specified in the configuration is not valid.
rate

219 Invalid DNP data link The data link confirmation mode code is not valid in the
layer confirm mode configuration.

220 Invalid DNP data link The data link time-out period specified in the configuration is 0.
confirm time-out It must be an integer in the range of 1 to 65535.

222 Invalid DNP The select/operate arm timer is set to 0. It must be an integer
select/operate arm in the range of 1 to 65535.
time duration

223 Invalid DNP applicationThe application layer confirm time-out value is set to 0. It must
layer confirm time-out be an integer in the range of 1 to 65535.

224 Invalid DNP write time The write time interval is not in the data range in the
interval configuration. The value must be in the range of 0 to 1440.

225 Invalid DNP unsolicited The unsolicited response mode code is not valid in the
response mode configuration.

226 Invalid DNP unsolicited The unsolicited response minimum quantity for Class 1 is not
response minimum valid in the configuration. Value must be an integer in the range
quantity for Class 1 of 1 to 255.

227 Invalid DNP unsolicited The unsolicited response minimum quantity for Class 2 is not
response minimum valid in the configuration. Value must be an integer in the range
quantity for Class 2 of 1 to 255.

228 Invalid DNP unsolicited The unsolicited response minimum quantity for Class 3 is not
response minimum valid in the configuration. Value must be an integer in the range
quantity for Class 3 of 1 to 255.

230 Invalid DNP unsolicited The unsolicited response destination address is not valid in the

response destination configuration. Value must be in the range of 1 to 65534.
address

8.3.4 Command Error Codes

General Command Errors

Error Code Name Description

1

Device not defined The IED slave address referenced in the command is not
defined in the module. Check to make sure there is an entry in
the slave table for each slave device referenced in the
command list.

2 Invalid command This command is not valid. Check to make sure the slave
address parameter is greater than or equal to zero and that
the point count is not set to zero.

3 Object not supported  The data object in the command is not supported by the
module. Refer to the DNP subset for the Master Port.

4 Command function not The function specified in the command is not supported for

supported the object type selected. Refer to the DNP subset for the
Master Port.
10 Invalid binary input poll This binary input object command is not valid.
command
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Error Code Name Description

11 Invalid binary input This binary input event object poll command is not valid.
event poll command

20 Invalid binary output This binary output command function is not valid.
command function

30 Invalid counter poll The counter object poll command contains an invalid function
command function code.

31 Invalid counter poll This counter object poll command is not valid.
command

40 Invalid frozen counter  This frozen counter object poll command is not valid.
poll command

50 Invalid analog input poll This analog input poll command is not valid.
command

51 Invalid analog input This analog input event poll command is not valid.
event poll command

60 Invalid analog output ~ This analog output poll command contains an invalid function
poll command function code.

61 Invalid analog output ~ This analog output poll command is not valid.
poll command

70 Invalid time/date poll ~ This time/date object poll command is not valid.
command

80 Invalid event poll This event poll command is not valid.
command

Application Layer Errors

Error CodeName Description

1000

Device index invalid The device index in the request or response message is not
found in the slave list.

1001 Duplicate request in The newly submitted message to the application layer already

application layer queue exists in the queue. The message is ignored.

1002 COM port device The communication port for the message has been

removed from system uninstalled on the system. This error should never occur as
the communication ports are only uninstalled when the
module's program is terminated.

1003 Sequence number error The application sequence number in the response message
does not match that based on the last request message. This
indicates application layer messages are received out of
order.

1004 Response to select The select response message received from the slave module

before operate does not is not that expected from the last select request. This
match indicates a synchronization problem between the master and
slave devices.

1005 Response does not The response message from the slave device does not

contain date/time object contain a date/time object. The master expects this object for
the response message.

1006 Time-out condition on  The slave device did not respond to the last request message

response from the master within the time-out set for the IED device. The
application layer time-out value is specified for each IED unit
in the slave configuration table in the module. This table is
established each time the module performs the restart
operation.
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Error CodeName Description

1007 Function code in The function code returned in the response message is not
application layer valid for the application layer or not supported by the module.
message not supported

1008 Read operation not The application layer response message contains an object
supported for that does not support the read function.
object/variation

1009 Operate function not ~ The application layer response message contains an object
supported for the that does not support the operate function.
object/variation

1010 Write operation not The application layer response message contains an object
supported for the that does not support the write function.
object/variation

8.4 PTQ-DNP Module Internal Indication Bits (IIN Bits) for DNP Server

The internal indication bits are stored in a word that follows the function code in
all response messages. These bits report status and error information to the
master DNP device. The following is a description of the word:

First Byte:

Bit Description
All stations message received. Set when a request is received with the destination

0 address set to 0xffff. Cleared after next response. Used to let master station know
broadcast received.

1 Class 1 data available. Set when class 1 data is ready to be sent from the slave to
the master. Master should request class 1 data when this bit is set.

2 Class 2 data available. Set when class 2 data is ready to be sent from the slave to
the master. Master should request class 2 data when this bit is set.

3 Class 3 data available. Set when class 3 data is ready to be sent from the slave to
the master. Master should request class 3 data when this bit is set.

4 Time synchronization required from master. The master should write the date and
time when this bit is set. After receiving the write command the bit will be cleared.

5 Slave digital outputs are in local control. This bit is not used in this application.
Device trouble. When this bit is set, the data reported by the module may not be

6 that currently present in the PLC because the block transfer operation is not
successful.

7 Device restart. This bit is set when the slave either warm or cold boots. It is cleared

after a master writes a 0 to the bit.

Second Byte:

Bit Description
Bad function code. The function code contained in the master request is not

0 T : L
supported for the specified object/variation.

1 Requested object(s) unknown. Object requested by master is not supported by the
application.

2 Parameters in the qualifier, range or data fields are not valid or out of range for the
slave.

3 Event buffer(s) or other application buffers have overflowed. This bit is also set if

the slave receives a multi-frame message from the master.
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Second Byte:

Bit Description

Request understood but requested operation is already executing. The slave will

4 never set this bit.

Bad configuration. The slave configuration is invalid and should be re-configured. If
5 the configuration is invalid, the slave will set the invalid parameters to default
values and continue to run. Check error log using debug port.

Reserved, always 0.

Reserved, always 0.

8.5 DNP Subset Definition

Module Slave Port

Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
1 0 Binary Input - All 1 06 1 Slave will return variation 1 data
Variations
1 Binary Input 1 06 129, 00, 01 1 Slave will return this variation
130
2 Binary Input with Status 129, 00,01 8 Slave will return Unknown
130 Object to this request
2 0 Binary Input Change - 1 06, 07, 56  Slave will return variation 2 data
All Variations 08
1 Binary Input Change 1 06,07, 129, 17, 28 8 Slave will return this variation
Without Time 08 130
2 Binary Input Change 1 06,07, 129, 17, 28 56  Slave will return this variation
With Time 08 130
3 Binary Input Change 1 06,07, 129, 17,28 24  Slave will parse this message
With Relative Time 08 130 and return no data
10 0 Binary Output - All 1 06 8 Slave will return variation 2 data
Variations
1 Binary Output 1 Slave will return Unknown
Object to this request
2 Binary Output Status 1 06 129, 00, 01 8 Slave will return this variation
130
12 0 Control Block - All 88  Slave will use variation 1 control
Variations
1 Control Relay Output 3,45, 17,28 129 Echoof 88  Slave will respond correctly to
Block 6 request this variation
2 Pattern Control Block 88  Slave will return Unknown
Object to this request
3 Pattern Mask 16 Slave will return Unknown
Object to this request
20 0 Binary Counter - All 1,7,8, 06 32 Slave will return variation 5 data
Variations 9,10
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Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
1 32-Bit Binary Counter 129, 00, 01 40  Slave will return Unknown
130 Object to this request
2 16-Bit Binary Counter 129, 00,01 24  Slave will return Unknown
130 Object to this request
3 32-Bit Delta Counter 129, 00, 01 40  Slave will return Unknown
130 Object to this request
4 16-Bit Delta Counter 129, 00,01 24 Slave will return Unknown
130 Object to this request
5 32-Bit Binary Counter 1,7,8, 06 129, 00, 01 32 Slave will return this variation
Without Flag 9,10 130
6 16-Bit Binary Counter 1,7,8 06 129, 00, 01 16 Slave will return this variation
Without Flag 9,10 130 (counter upper 16-bits removed)
7 32-Bit Delta Counter 129, 00, 01 32 Slave will return Unknown
Without Flag 130 Object to this request
8 16-Bit Delta Counter 129, 00, 01 16  Slave will return Unknown
Without Flag 130 Object to this request
21 0 Frozen Counter - All 1 06 32 Slave will return variation 9 data
Variations
1 32-Bit Frozen Counter 129, 00, 01 40  Slave will return Unknown
130 Object to this request
2 16-Bit Frozen Counter 129, 00,01 24 Slave will return Unknown
130 Object to this request
3 32-Bit Frozen Delta 40  Slave will return Unknown
Counter Object to this request
4 16-Bit Frozen Delta 24 Slave will return Unknown
Counter Object to this request
5 32-Bit Frozen Counter 88  Slave will return Unknown
With Time Of Freeze Object to this request
6 16-Bit Frozen Counter 72 Slave will return Unknown
With Time Of Freeze Object to this request
7 32-Bit Frozen Delta 88  Slave will return Unknown
Counter With Time Of Object to this request
Freeze
8 16-Bit Frozen Delta 72 Slave will return Unknown
Counter With Time Of Object to this request
Freeze
9 32-Bit Frozen Counter 1 06 129, 00, 01 32 Slave will return this variation
Without Flag 130
10  16-Bit Frozen Counter 1 06 129, 00, 01 16  Slave will return this variation
Without Flag 130 (counter upper 16-bits removed)
11 32-Bit Frozen Delta 32 Slave will return Unknown
Counter Without Flag Object to this request
12 16-Bit Frozen Delta 16 Slave will return Unknown
Counter Without Flag Object to this request
2 0 Counter Change Event- 1 06, 07, Slave will parse this request and
All Variations 08 return no data
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Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)

32-Bit Counter Change 129, 17,28 40  Slave will return Unknown
Event Without Time 130 Object to this request
16-Bit Counter Change 129, 17,28 24 Slave will return Unknown
Event Without Time 130 Object to this request
32-Bit Delta Counter 40  Slave will return Unknown
Change Event Without Object to this request
Time
16-Bit Delta Counter 24 Slave will return Unknown
Change Event Without Object to this request
Time
32-Bit Counter Change 88  Slave will return Unknown
Event With Time Object to this request
16-Bit Counter Change 72 Slave will return Unknown
Event With Time Object to this request
32-Bit Delta Counter 88  Slave will return Unknown
Change Event With Object to this request
Time
16-Bit Delta Counter 72 Slave will return Unknown
Change Event With Object to this request
Time

23 Frozen Counter Event - Slave will return Unknown
All Variations Object to this request
32-Bit Frozen Counter 40  Slave will return Unknown
Event Without Time Object to this request
16-Bit Frozen Counter 24 Slave will return Unknown
Event Without Time Object to this request
32-Bit Frozen Delta 40  Slave will return Unknown
Counter Event Without Object to this request
Time
16-Bit Frozen Delta 24 Slave will return Unknown
Counter Event Without Object to this request
Time
32-Bit Frozen Counter 88  Slave will return Unknown
Event With Time Object to this request
16-Bit Frozen Counter 72 Slave will return Unknown
Event With Time Object to this request
32-Bit Frozen Delta 88  Slave will return Unknown
Counter Event With Object to this request
Time
16-Bit Frozen Delta 72 Slave will return Unknown
Counter Event With Object to this request
Time

30 Analog Input - All 1 06 16 Slave will respond with variation
Variations 4 data
32-Bit Analog Input 1 06 129, 00,01 40  Slave will return this variation

130 (Note: Data will only be 16-bit)
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Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
2 16-Bit Analog Input 1 06 129, 00,01 24  Slave will return this variation
130
3 32-Bit Analog Input 1 06 129, 00, 01 32 Slave will return this variation
Without Flag 130 (Note: Data will only be 16-bit)
4 16-Bit Analog Input 1 06 129, 00, 01 16  Slave will return this variation
Without Flag 130
5 Short Floating Point 1 06 129, 00, 01 40  Slave will return this variation
Analog Input 130
6 Long Floating Point 1 06 129, 00, 01 72 Slave will return this variation
Analog Input 130
31 0 Frozen Analog Input - All Slave will return Unknown
Variations Object to this request
1 32-Bit Frozen Analog 40  Slave will return Unknown
Input Object to this request
2 16-Bit Frozen Analog 24 Slave will return Unknown
Input Object to this request
3 32-Bit Frozen Analog 88  Slave will return Unknown
Input With Time To Object to this request
Freeze
4 16-Bit Frozen Analog 72 Slave will return Unknown
Input With Time To Object to this request
Freeze
5 32-Bit Frozen Analog 32 Slave will return Unknown
Input Without Flag Object to this request
6 16-Bit Frozen Analog 16 Slave will return Unknown
Input Without Flag Object to this request
7 Short Floating Point 40  Slave will return Unknown
Frozen Analog Input Object to this request
8 Long Floating Point 72 Slave will return Unknown
Frozen Analog Input Object to this request
32 0 Analog Change Event- 1 06, 07, 24 Slave will return variation 2 data
All Variations 08
1 32-Bit Analog Change 1 06,07, 129, 17, 28 40  Slave will return this variation
Event Without Time 08 130 (Note: Data only 16-bit)
2 16-Bit Analog Change 1 06,07, 129, 17,28 24  Slave will return this variation
Event Without Time 08 130
3 32-Bit Analog Change 1 06,07, 129, 17,28 88  Slave will return this variation
Event With Time 08 130 (Note: Data only 16-hit)
4 16-Bit Analog Change 1 06, 07, 129, 17,28 72 Slave will return this variation
Event With Time 08 130
5 Short Floating Point 1 06,07, 129, 17, 28 40  Slave will return this variation
Analog Change Event 08 130
6 Long Floating Point 1 06,07, 129, 17, 28 72 Slave will return this variation
Analog Change Event 08 130
7 Short Floating Point 1 06,07, 129, 17,28 88  Slave will return this variation
Analog Change Event 08 130
With Time
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Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
8 Long Floating Point 1 06,07, 129, 17,28 120  Slave will return this variation
Analog Change Event 08 130
With Time
33 0 Frozen Analog Event - Slave will return Unknown
All Variations Object to this request
1 32-Bit Frozen Analog 40  Slave will return Unknown
Event Without Time Object to this request
2 16-Bit Frozen Analog 24 Slave will return Unknown
Event Without Time Object to this request
3 32-Bit Frozen Analog 88  Slave will return Unknown
Event With Time Object to this request
4 16-Bit Frozen Analog 72 Slave will return Unknown
Event With Time Object to this request
5 Short Floating Point 40  Slave will return Unknown
Frozen Analog Event Object to this request
6 Long Floating Point 72 Slave will return Unknown
Frozen Analog Event Object to this request
7 Short Floating Point 88  Slave will return Unknown
Frozen Analog Event Object to this request
With Time
8 Long Floating Point 120  Slave will return Unknown
Frozen Analog Event Object to this request
With Time
40 0 Analog Output Status - 1 06 24 Slave will return variation 2 data
All Variations
1 32-Bit Analog Output 1 06 129,130 00,01 40  Slave will return this variation
Status but data only 16-bit accuracy
2 16-Bit Analog Output 1 06 129, 00,01 24  Slave will return this variation
Status 130
3 Short Floating Point 1 06 129, 00,01 40  Slave will return this variation
Analog Output Status 130
4 Long Floating Point 1 06 129, 00, 01 72 Slave will return this variation
Analog Output Status 130
41 0 Analog Output Block - 24 Slave will respond to this
All Variations request using variation 2 data
1 32-Bit Analog Output 3,4,5, 17,28 129,130 00,01 40  Slave will respond to this
Block 6 request but data only 16-bit
2 16-Bit Analog Output 3,45 17,28 129 Echoof 24  Slave will respond to this
Block 6 Request request
3 Short Floating Point 3,45, 17,28 129 Echoof 40  Slave will respond to this
Analog Output Block 6 Request request
4 Long Floating Point 3,4,5 17,28 129 Echoof 72  Slave will respond to this
Analog Output Block 6 Request request
50 0 Time and Date - All 2 07, With 48  Slave will use variation 1
Variations Quant=
1
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Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
1 Time and Date 2 07, With 48  Slave will respond to this
Quant= variation
1
2 Time and Date With 80  Slave will return Unknown
Interval Object to this request
51 0 Time and Date CTO - All Slave will return Unknown
Variations Object to this request
1 Time and Date CTO 129, 07, With 48  Slave will return Unknown
130 Quant=1 Object to this request
2 Unsynchronized Time 129, 07, With 48  Slave will return Unknown
and Date CTO 130 Quant=1 Object to this request
52 0 Time Delay - All
Variations
1 Time Delay Coarse 129 07, With 16 Slave will never return this
Quant=1 variation
2 Time Delay Fine 129 07, With 16 Slave will return this variation to
Quant=1 functions 0D, OE, and 17
60 0 Not Defined Not Defined in DNP
1 Class 0 Data 1 06 Slave will respond to this
variation with all static data
2 Class 1 Data 1 06, 07, Slave will respond to this
08 variation (No class 1 data
defined in application)
3 Class 2 Data 1 06, 07, Slave will respond to this
08 variation with all class 2 data
(binary input events)
4 Class 3 Data 1 06, 07, Slave will respond to this
08 variation with all class 3 data
(analog input events)
70 0 Not Defined Not Defined in DNP
File Identifier Slave will return Unknown
Object to this request
80 0 Not Defined Not Defined in DNP
1 Internal Indications 2 00, 24 Slave will respond to this
Index=7 variation
81 0 Not Defined Not Defined in DNP
1 Storage Object
82 0 Not Defined Not Defined in DNP
1 Device Profile
83 0 Not Defined Not Defined in DNP
1 Private Registration
Object
2 Private Registration
Objection Descriptor
90 0 Not Defined Not Defined in DNP
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Object Request Response
Obj Var Description Func Qual Func Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
1 Application Identifier
10 0
0
1 Short Floating Point 48
2 Long Floating Point 80
3 Extended Floating Point 88
10 0
1
1 Small Packed Binary- 16
Coded Decimal
2 Medium Packed Binary- 32
Coded Decimal
3 Large Packed Binary- 64
Coded Decimal
11 0 Not Defined Not Defined as the variation
0 determines the string length
1to Octet String 1 00,01, 129, 00,01, 8*  The module will return this
100 06,07, 130 07,08, Var variation for the points defined in
08, 17, 17, 28 # the module. The variation
28 determines the returned string
length.
No Object 13 Slave supports the Cold Restart
Function and will return Obj 52,
Var 2, Qual 7,Cnt 1
14 Slave supports the Warm
Restart Function and will return
Obj 52, Var 2, Qual 7, Cnt 1
20 Slave supports the Enable
Unsolicited Function
21 Slave supports the Disable
Unsolicited Function
23 Slave supports the Delay

Measurement & Time
Synchronization Function and
will return Obj 52, Var 2, Qual 7,
Cntl

Note: Objects that we support that are not required within the Level Il specification are grayed out.
Refer to the associated notes to determine our response to the message.
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Reference

8.5.1 Module Master Port

Object Request Response
Obj Var Description Func  Qual Func  Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
1 0 Binary Input: All 1 06 1 Master will generate this
Variations variation
1 Binary Input 1 06 129, 00,01 1 Master will generate and
130 process this variation
2 Binary Input with Status 1 06 129, 00, 01 8 Master will generate and
130 process this variation
2 0 BinarylnputChange: 1 06, 07, 56 Master will generate this
All Variations 08 variation
1 Binary Input Change 1 06, 07, 129, 17,28 8 Master will generate and
Without Time 08 130 process this variation
2 Binary Input Change 1 06, 07, 129, 17,28 56 Master will generate and
With Time 08 130 process this variation
3 Binary Input Change 1 06, 07, 129, 17,28 24 Master will generate and
With Relative Time 08 130 process this variation
10 0  Binary Output: All 1 06 8 Master does not use this object
Variations type and will not generate a
1 Binary Output 1 message or process this type
2 Binary Output Status 129, 00,01 8
130
12 0 Control Block: All 88
Variations
1 Control Relay Output 3,4,5, 17,28 129 Echo of 88 Master will generate this
Block 6 request variation and parse the
response
2 Pattern Control Block 88
3 Pattern Mask 16
20 0 Binary Counter: Al 1,7,8, 06 32 Master will generate this
Variations 9,10 variation
1 32-Bit Binary Counter 129, 00,01 40 Master will process this
130 variation
2 16-Bit Binary Counter 129, 00, 01 24 Master will process this
130 variation
3 32-Bit Delta Counter 129, 00, 01 40 Master will process this
130 variation
4 16-Bit Delta Counter 129, 00, 01 24 Master will process this
130 variation
5  32-BitBinary Counter  1,7,8, 06 129, 00,01 32 Master will generate and
Without Flag 9,10 130 process this variation
6 16-Bit Binary Counter ~ 1,7,8, 06 129, 00,01 16 Master will generate and
Without Flag 9,10 130 process this variation
7 32-Bit Delta Counter 129, 00, 01 32 Master will process this
Without Flag 130 variation
8 16-Bit Delta Counter 129, 00, 01 16 Master will process this
Without Flag 130 variation
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Object Request Response
Obj Var Description Func  Qual Func  Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
21 0 Frozen Counter: All 1 06 32 Master will generate this
Variations variation
1 32-Bit Frozen Counter 129, 00,01 40 Master will process this
130 variation
2 16-Bit Frozen Counter 129, 00, 01 24 Master will process this
130 variation
3 32-Bit Frozen Delta 40
Counter
4 16-Bit Frozen Delta 24
Counter
5 32-Bit Frozen Counter 88
With Time Of Freeze
6 16-Bit Frozen Counter 72
With Time Of Freeze
7 32-Bit Frozen Delta 88
Counter With Time Of
Freeze
8 16-Bit Frozen Delta 72
Counter With Time Of
Freeze
9 32-Bit Frozen Counter 1 06 129, 00,01 32 Master will generate and
Without Flag 130 process this variation
10  16-Bit Frozen Counter 1 06 129, 00, 01 16 Master will generate and
Without Flag 130 process this variation
11  32-Bit Frozen Delta 32
Counter Without Flag
12 16-Bit Frozen Delta 16
Counter Without Flag
22 0  Counter Change Event: 1 06, 07, Master will not generate a
All Variations 08 request for this variation
1 32-Bit Counter Change 129, 17,28 40 Master will process this
Event Without Time 130 variation
2 16-Bit Counter Change 129, 17,28 24 Master will process this
Event Without Time 130 variation
3 32-Bit Delta Counter 40
Change Event Without
Time
4 16-Bit Delta Counter 24
Change Event Without
Time
5  32-Bit Counter Change 88
Event With Time
6  16-Bit Counter Change 72
Event With Time
7 32-Bit Delta Counter 88
Change Event With
Time
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Reference

Object Request Response
Obj Var Description Func  Qual Func  Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
16-Bit Delta Counter 72
Change Event With
Time
23 Frozen Counter Event:
All Variations
32-Bit Frozen Counter 40
Event Without Time
16-Bit Frozen Counter 24
Event Without Time
32-Bit Frozen Delta 40
Counter Event Without
Time
16-Bit Frozen Delta 24
Counter Event Without
Time
32-Bit Frozen Counter 88
Event With Time
16-Bit Frozen Counter 72
Event With Time
32-Bit Frozen Delta 88
Counter Event With
Time
16-Bit Frozen Delta 72
Counter Event With
Time
30 Analog Input: All 1 06 16 Master will generate this
Variations variation
32-Bit Analog Input 1 06 129, 00,01 40 Master will generate and
130 process this variation
16-Bit Analog Input 1 06 129, 00,01 24 Master will generate and
130 process this variation
32-Bit Analog Input 1 06 129, 00,01 32 Master will generate and
Without Flag 130 process this variation
16-Bit Analog Input 1 06 129, 00,01 16 Master will generate and
Without Flag 130 process this variation
31 Frozen Analog Input: All
Variations
32-Bit Frozen Analog 40
Input
16-Bit Frozen Analog 24
Input
32-Bit Frozen Analog 88
Input With Time To
Freeze
16-Bit Frozen Analog 72
Input With Time To
Freeze
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Object Request Response
Obj Var Description Func  Qual Func  Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
5  32-Bit Frozen Analog 32
Input Without Flag
6  16-Bit Frozen Analog 16
Input Without Flag
32 0 Analog Change Event: 1 06, 07, 24 Master will generate this
All Variations 08 variation
1 32-Bit Analog Change 1 06, 07, 129, 17,28 40 Master will generate and
Event Without Time 08 130 process this variation
2 16-Bit Analog Change 1 06, 07, 129, 17,28 24 Master will generate and
Event Without Time 08 130 process this variation
3 32-Bit Analog Change 1 06,07, 129, 17,28 88 Master will generate and
Event With Time 08 130 process this variation
4 16-Bit Analog Change 1 06,07, 129, 17,28 72 Master will generate and
Event With Time 08 130 process this variation
33 0  Frozen Analog Event:
All Variations
1 32-Bit Frozen Analog 40
Event Without Time
2 16-Bit Frozen Analog 24
Event Without Time
3 32-Bit Frozen Analog 88
Event With Time
4 16-Bit Frozen Analog 72
Event With Time
40 0  Analog Output Status: 1 06 24 Master does not use this object
All Variations type and will not generate a
1 32-Bit Analog Output 40 message or process this type
Status
2 16-Bit Analog Output 129, 00, 01 24
Status 130
41 0  Analog Output Block: 24
All Variations
1 32-Bit Analog Output 40
Block
2 16-Bit Analog Output  3,4,5, 17,28 129 Echoof 24 Master will generate this
Block 6 Request variation and parse the
response
50 0  Time and Date: All 48
Variations
1 Time and Date 2 07, With 48 Master will generate this
Quant=1 variation
2 Time and Date With 80
Interval
51 0  Time and Date CTO: All
Variations
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Reference

Object Request Response
Obj Var Description Func  Qual Func  Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
1 Time and Date CTO 129, 07, With 48 Master will process this
130 Quant=1 variation
2 Unsynchronized Time 129, 07, With 48 Master will process this
and Date CTO 130 Quant=1 variation
52 0  Time Delay: All
Variations
1 Time Delay Coarse 129 07, With 16 Master will not process this
Quant=1 variation
2 Time Delay Fine 129 07, With 16 Master will not process this
Quant=1 variation
60 0  Not Defined Not Defined in DNP
1  Class 0 Data 1 06 Master will generate this
variation
2 Class 1 Data 1 06, 07, Master will generate this
08 variation
3 Class 2 Data 1 06, 07, Master will generate this
08 variation
4 Class 3 Data 1 06, 07, Master will generate this
08 variation
70 0  Not Defined
1 File Identifier
80 0  NotDefined
1 Internal Indications 2 00, 24 The Master will generate this
Index=7 variation
81 0  Not Defined
1  Storage Object
82 0  NotDefined
1 Device Profile
83 0  Not Defined Not Defined in DNP
1 Private Registration
Object
2 Private Registration
Objection Descriptor
90 0  Not Defined Not Defined in DNP
1 Application Identifier
10 0
0
1 Short Floating Point 48
2 Long Floating Point 80
3 Extended Floating Point 88
10 0
1
1 Small Packed Binary- 16

Coded Decimal

Page 156 of 173

ProSoft Technology, Inc.
June 30, 2008



Reference PTQ-DNP ¢ Quantum Platform
Distributed Network Protocol Interface Module

Object Request Response
Obj Var Description Func  Qual Func  Qual Data Notes
Codes Codes Codes Codes Size
(hex) (hex) (bits)
2 Medium Packed Binary- 32
Coded Decimal
3 Large Packed Binary- 64
Coded Decimal
No Object 13 Master supports the Cold
Restart Function
14 Master supports the Warm
Restart Function
20 Master supports the Enable
Unsolicited Function
21 Master supports the Disable

Unsolicited Function

8.6 Event Size Computation

The minimum event buffer size required to avoid overflow can be computed as
follows:

((number of static points)*(rate per second scan of change function)) /(rate
per second of master event data poll)

For example: 51 binary input points are scanned 2 times each second and polled
by the master station about every 5 seconds. The minimum number of binary
input events is:

(51 * 2)/.02 = 510 events

This computation assumes the unlikely event that all data points will change in
consecutive calls to the scan of change function. If an event buffer overflow
condition occurs, the internal indication bit, BUFFER OVERFLOW, will be set. If
the system you are working with is fairly stable, the following equation can be
used to compute the event buffer size:

(number of points that change per change function * rate per second of scan of
change function)* (number of seconds between master event data poll)

For example: 1000 binary input points are scanned 2 times each second and
polled by the master station about every 5 seconds. Only about 5 points change
state every scan of the change function call.

(6 *2) *5 = 50 events required

The number of events that can be defined in the system is limited to 200 for bits
or analogs. The event buffer will overflow in systems which are very dynamic
unless one of the following conditions exist:

» The master frequently polls the slave device for events to keep the buffer
empty.
OR

» The slave is configured to send unsolicited messages to the master station.

This method requires full-duplex operation of the network because the slave
may be sending a message during a request from the master station.
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In order to disable the report by exception feature in the module, set the number
of events to 0 for both the binary and analog input events in the configuration.
This will cause the DNP slave port driver to never return any data on object 2 and
32 and class 2 and 3 master station requests.

8.7 DNP Collision Avoidance

8.7.1 When Required

Collision avoidance is required under to following network configurations:

1 A multi-point network is used (that is, master unit is communicating with
several slave units on same physical link). This excludes a dial-up modem
network where the master only communicates with one slave at atime in a
point-to-point physical link. Will only operate on two-wire, half-duplex
communication networks.

2 Unsolicited messaging is used where asynchronous, spontaneous messages
may be generated by any node on the network.

3 Any network where the physical layer does not implement a collision
avoidance scheme and permits several nodes to communicate at one time
(that is, some radio networks).

8.7.2 Rules

= RTS controls DCD line on all other units.

* No stations transmit while DCD line is high except the one that has the RTS
line high.

= After DCD line drops low, slaves wait variable time before attempting to
transmit.

= Master has smallest delay (can be set to 0)

= Slaves have higher delays (fixed delay (that is, slave#*20 milliseconds) +
random delay (20 to 50 milliseconds))

= Only supported in 2-wire half-duplex mode. Not supported in 4-wire half-
duplex mode.

= This option is set in the configuration of the module with the port type.

8.7.3 Cable
This is the cable required for direct connection of the module to a remote unit:
DB-9 DB-25
DCD RTS 7 4
RX X 3 2
TX RX 2 3
GND GND 5 7
RTS DCD 1 8
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8.7.4 Timing Chart

Several timing parameters are required for each unit in order to implement the
collision avoidance feature. The parameters are as follows:

Parameter Description
Fixed DCD Idle Delay Time This parameter specifies the minimum number of milliseconds
Before Transmit to delay before transmitting a message after recognizing that

the DCD line is low.

Random DCD Idle Delay Time  This parameter determines the random time to be added to the

Before Transmit above fixed delay value above before attempting to transmit a
message. The value specified for the parameter determines the
range of random values (milliseconds) to be used. For example,
if a value of 20 is specified, the random delay time will be from 0
to 20 each time the value is requested.

DCD Time Before Receive This parameter specifies the number of milliseconds to delay
after recognizing that DCD has been asserted before accepting
data. The RTS on time of the sending unit must be set greater
that the time specified here or else the first part of the data
message will be ignored.

RTS On Time This parameter specifies the number of milliseconds to delay
after asserting the RTS modem control line before sending the
data.

RTS Off Time This parameter specifies the number of milliseconds to delay

after the data has been transmitted before dropping the RTS
modem control line.

The timing parameters defined above must be set correctly for successful use of
the collision avoidance feature. A timing diagram displaying the data and modem
control lines used with the collision avoidance scheme is shown below. This

example displays the state of the signal lines in transmitting a message from Unit

1 to Unit 2.
RTS on RTS o

UNIT 1:
RTS
CCh
TX Dak | _
FX Dst=

UNIT 2:
RTS
CCh [
TX Dat
R¥ D=t [ 0
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8.8

Frequently Asked Questions

8.8.1 How fast do the "Backplane Data Exchange" commands run?

The "Backplane Data Exchange" commands will execute one at a time during the
I/O service interval of the PLC. What this means is that if you had a list of 10
commands at the end of every PLC scan one command would execute. This
would mean that it would take 10 PLC scans to execute the 10 commands
contained within the "Backplane Data Exchange" section of the configuration file.

8.8.2 What is the maximum number of words | can transfer with a
"Backplane Data Exchange"” command?

For command types 1 & 2 you may move up to 130 words with each command.
Function 3 is somewhat different in that it provides only 64 words of data
movement BUT since it is intended to solve very specialized operations its size
must be restricted.

8.8.3 Do I need to use "Backplane Data Exchange" function 3?

The only time you should need it is if you are using the DNP, DNP or one of the
IEC protocols. If you are using one of these protocols then you can find sample
structured text examples included in the manual for these protocols. In all other
instances you should not need to use this function.

8.8.4 How much data can | transfer between the PLC and the
Module.

You can enter up to 100 commands in the [BACKPLANE DATA EXCHANGE]
section of the configuration file. The limit for any single execution of a Function 1
or 2 is 130 words but you may enter multiple commands to transfer more data.

8.8.5 How do | configure the module?

The ProTalk requires a simple text based configuration file to make it operational.
For a really quick tutorial on the modules communications with the PLC you
should review the [QUICK START GUIDE] or for more in depth information the
chapter on "Backplane Data Exchange" should answer most questions.

8.8.6 What software application is required for my Ladder Logic?

The design of the module should be software independent and for many
installations minimal or possibly no ladder will be required. The section on
"Backplane Data Exchange" offers to samples to help in the few instances where
ladder is required.
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8.8.7 Is a .MDC available for configuration of the Module?

Yes. The CDROM that ships with the module should have a version for both
Concept 2.5 and 2.6 in the ProTalk directory.

8.8.8 Does the module work in a remote rack?

The module is designed to be located in the chassis with the PLC and will not
operate in a remote chassis. If your application requires remote placement of the
communication device you should investigate the other members of the ProSoft
family such as the 4202-MNET-DFCM. (if you require DF1 connectivity for
instance although many others are available) This module for example would
allow you to communicate with DF1 devices and allow you to map the contents of
its memory using Modbus TCP/IP.

8.8.9 Can |l use the module in a hot backup system?

Support for Hot Backup is not currently implemented in the module. We are
currently investigating the addition of this functionality but until this development
can be finalized, it may be possible to use one of the 4000 series of ProSoft
communication products. Please call our technical support technicians when
considering this application.

8.8.10 DNP Specific Questions

What does "Initialize Output Data" in the configuration file mean?

The default of this user parameter is NO. When the module reboots it will reset
all of its internal registers to a zero value. In some applications this will cause a
problem as the master wishes to see what he/she believes he/she put in that
register during the last access. If this is true you should set this parameter to
YES, which will cause the module to convert the writes (command function 2) in
the [BACKPLANE DATA EXCHANGE] section to reads for one scan and one
scan only. This will reload the registers in the module with the information
contained within the PLC.

Where do the individual data types actually exist in the modules memory?

The placement of the individual data types is in a pre-defined order, which is the
same as they are placed in the configuration file for easy reference. They will be
placed in memory sequentially as follows:

Binary Inputs
Analog Inputs
Counter Data
Binary Outputs
Analog Outputs
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When you describe the database in the DNP configuration file you should create
sufficient data size for your application plus any anticipated growth. If for instance
you describe 10 Binary Inputs today and later increase the size to 20 you will
have effectively changed the location of your Analog Inputs, Counter Data,
Binary Outputs and Analog Outputs by 10 locations.

If you choose not to do this then you should enter command(s) for each data
transfer. In this instance you could change the data AND change the
[BACKPLANE DATA EXCHANGE] commands to maintain your mapping in the
PLC.
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9 Support, Service & Warranty

In This Chapter

% Return Material Authorization (RMA) Policies and Conditions............. 163
% LIMITED WARRANTY ...otiieitit ettt steeestee e stee e snee e sneeesneeessaeennnee e 165
< How to Contact Us: Technical SUPPOrt..........cccocviveeiieiiiiiiiieeee e 169

ProSoft Technology, Inc. (ProSoft) is committed to providing the most efficient
and effective support possible. Before calling, please gather the following
information to assist in expediting this process:

1 Product Version Number
2 System architecture
3 Network details

If the issue is hardware related, we will also need information regarding:

1 Module configuration and contents of file

o Module Operation
o Configuration/Debug status information
o LED patterns

2 Information about the processor and user data files as viewed through and
LED patterns on the processor.
3 Details about the serial devices interfaced, if any.

9.1 Return Material Authorization (RMA) Policies and Conditions

The following RMA Policies and Conditions (collectively, "RMA Policies") apply to
any returned Product. These RMA Policies are subject to change by ProSoft
without notice. For warranty information, see "Limited Warranty". In the event of
any inconsistency between the RMA Policies and the Warranty, the Warranty
shall govern.

9.1.1 Procedures for Return of Units Under Warranty:

A Technical Support Engineer must approve the return of Product under
ProSoft's Warranty:

a) A replacement module will be shipped and invoiced. A purchase order will
be required.

b) Credit for a product under warranty will be issued upon receipt of
authorized product by ProSoft at designated location referenced on the
Return Material Authorization.
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o If a defect is found and is determined to be customer generated, or if the
defect is otherwise not covered by ProSoft's Warranty, there will be no credit
given. Customer will be contacted and can request module be returned at
their expense.

9.1.2 Procedures for Return of Units Out of Warranty:

a) Customer sends unit in for evaluation

b) If no defect is found, Customer will be charged the equivalent of $100
USD, plus freight charges, duties and taxes as applicable. A new
purchase order will be required.

c) If unitis repaired, charge to Customer will be 30% of current list price
(USD) plus freight charges, duties and taxes as applicable. A new
purchase order will be required or authorization to use the purchase order
submitted for evaluation fee.

The following is a list of non-repairable units:

3150 - All

3750

3600 - All

3700

3170 - All

3250

1560 - Can be repaired, only if defect is the power supply
1550 - Can be repaired, only if defect is the power supply
3350

3300

1500 - All

O O 0O 0O 0O 0O O0OO0OO0OOoOOo

9.1.3 All Product Returns:

a) In order to return a Product for repair, exchange or otherwise, the
Customer must obtain a Returned Material Authorization (RMA) number
from ProSoft and comply with ProSoft shipping instructions.

b) In the event that the Customer experiences a problem with the Product for
any reason, Customer should contact ProSoft Technical Support at one of
the telephone numbers listed above (page 169). A Technical Support
Engineer will request that you perform several tests in an attempt to
isolate the problem. If after completing these tests, the Product is found to
be the source of the problem, we will issue an RMA.

c) All returned Products must be shipped freight prepaid, in the original
shipping container or equivalent, to the location specified by ProSoft, and
be accompanied by proof of purchase and receipt date. The RMA number
is to be prominently marked on the outside of the shipping box. Customer
agrees to insure the Product or assume the risk of loss or damage in
transit. Products shipped to ProSoft using a shipment method other than
that specified by ProSoft or shipped without an RMA number will be
returned to the Customer, freight collect. Contact ProSoft Technical
Support for further information.
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d) A 10% restocking fee applies to all warranty credit returns whereby a
Customer has an application change, ordered too many, does not need,
etc.

9.1.4 Purchasing Warranty Extension:

a) ProSoft's standard warranty period is three (3) years from the date of
shipment as detailed in "Limited Warranty (page 165)". The Warranty
Period may be extended at the time of equipment purchase for an
additional charge, as follows:

o Additional 1 year = 10% of list price
e Additional 2 years = 20% of list price
e Additional 3 years = 30% of list price

9.2 LIMITED WARRANTY

This Limited Warranty ("Warranty") governs all sales of hardware, software and
other products (collectively, "Product") manufactured and/or offered for sale by
ProSoft, and all related services provided by ProSoft, including maintenance,
repair, warranty exchange, and service programs (collectively, "Services"). By
purchasing or using the Product or Services, the individual or entity purchasing or
using the Product or Services ("Customer") agrees to all of the terms and
provisions (collectively, the "Terms") of this Limited Warranty. All sales of
software or other intellectual property are, in addition, subject to any license
agreement accompanying such software or other intellectual property.

9.2.1 What Is Covered By This Warranty

a) Warranty On New Products: ProSoft warrants, to the original purchaser,
that the Product that is the subject of the sale will (1) conform to and
perform in accordance with published specifications prepared, approved
and issued by ProSoft, and (2) will be free from defects in material or
workmanship; provided these warranties only cover Product that is sold as
new. This Warranty expires three years from the date of shipment (the
"Warranty Period"). If the Customer discovers within the Warranty Period
a failure of the Product to conform to specifications, or a defect in material
or workmanship of the Product, the Customer must promptly notify
ProSoft by fax, email or telephone. In no event may that notification be
received by ProSoft later than 39 months. Within a reasonable time after
notification, ProSoft will correct any failure of the Product to conform to
specifications or any defect in material or workmanship of the Product,
with either new or used replacement parts. Such repair, including both
parts and labor, will be performed at ProSoft's expense. All warranty
service will be performed at service centers designated by ProSoft.
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b) Warranty On Services: Materials and labor performed by ProSoft to repair
a verified malfunction or defect are warranteed in the terms specified
above for new Product, provided said warranty will be for the period
remaining on the original new equipment warranty or, if the original
warranty is no longer in effect, for a period of 90 days from the date of
repair.

9.2.2 What Is Not Covered By This Warranty

a) ProSoft makes no representation or warranty, expressed or implied, that
the operation of software purchased from ProSoft will be uninterrupted or
error free or that the functions contained in the software will meet or
satisfy the purchaser's intended use or requirements; the Customer
assumes complete responsibility for decisions made or actions taken
based on information obtained using ProSoft software.

b) This Warranty does not cover the failure of the Product to perform
specified functions, or any other non-conformance, defects, losses or
damages caused by or attributable to any of the following: (i) shipping; (ii)
improper installation or other failure of Customer to adhere to ProSoft's
specifications or instructions; (iii) unauthorized repair or maintenance; (iv)
attachments, equipment, options, parts, software, or user-created
programming (including, but not limited to, programs developed with any
IEC 61131-3, "C" or any variant of "C" programming languages) not
furnished by ProSoft; (v) use of the Product for purposes other than those
for which it was designed; (vi) any other abuse, misapplication, neglect or
misuse by the Customer; (vii) accident, improper testing or causes
external to the Product such as, but not limited to, exposure to extremes
of temperature or humidity, power failure or power surges; or (Vviii)
disasters such as fire, flood, earthquake, wind and lightning.

c) The information in this Agreement is subject to change without notice.
ProSoft shall not be liable for technical or editorial errors or omissions
made herein; nor for incidental or consequential damages resulting from
the furnishing, performance or use of this material. The user guide
included with your original product purchase from ProSoft contains
information protected by copyright. No part of the guide may be duplicated
or reproduced in any form without prior written consent from ProSoft.

9.2.3 Disclaimer Regarding High Risk Activities

Product manufactured or supplied by ProSoft is not fault tolerant and is not
designed, manufactured or intended for use in hazardous environments requiring
fail-safe performance including and without limitation: the operation of nuclear
facilities, aircraft navigation of communication systems, air traffic control, direct
life support machines or weapons systems in which the failure of the product
could lead directly or indirectly to death, personal injury or severe physical or
environmental damage (collectively, "high risk activities"). ProSoft specifically
disclaims any express or implied warranty of fitness for high risk activities.
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9.2.4 Limitation of Remedies **

In no event will ProSoft or its Dealer be liable for any special, incidental or
consequential damages based on breach of warranty, breach of contract,
negligence, strict tort or any other legal theory. Damages that ProSoft or its
Dealer will not be responsible for included, but are not limited to: Loss of profits;
loss of savings or revenue; loss of use of the product or any associated
equipment; loss of data; cost of capital; cost of any substitute equipment,
facilities, or services; downtime; the claims of third parties including, customers of
the Purchaser; and, injury to property.

** Some areas do not allow time limitations on an implied warranty, or allow the exclusion or
limitation of incidental or consequential damages. In such areas, the above limitations may not
apply. This Warranty gives you specific legal rights, and you may also have other rights which vary
from place to place.

9.2.5 Time Limit for Bringing Suit

Any action for breach of warranty must be commenced within 39 months
following shipment of the Product.

9.2.6 Intellectual Property Indemnity

Buyer shall indemnify and hold harmless ProSoft and its employees from and
against all liabilities, losses, claims, costs and expenses (including attorney's
fees and expenses) related to any claim, investigation, litigation or proceeding
(whether or not ProSoft is a party) which arises or is alleged to arise from Buyer's
acts or omissions under these Terms or in any way with respect to the Products.
Without limiting the foregoing, Buyer (at its own expense) shall indemnify and
hold harmless ProSoft and defend or settle any action brought against such
Companies to the extent based on a claim that any Product made to Buyer
specifications infringed intellectual property rights of another party. ProSoft
makes no warranty that the product is or will be delivered free of any person's
claiming of patent, trademark, or similar infringement. The Buyer assumes all
risks (including the risk of suit) that the product or any use of the product will
infringe existing or subsequently issued patents, trademarks, or copyrights.

a) Any documentation included with Product purchased from ProSoft is
protected by copyright and may not be duplicated or reproduced in any
form without prior written consent from ProSoft.

b) ProSoft's technical specifications and documentation that are included
with the Product are subject to editing and modification without notice.

c) Transfer of title shall not operate to convey to Customer any right to make,
or have made, any Product supplied by ProSoft.

d) Customer is granted no right or license to use any software or other
intellectual property in any manner or for any purpose not expressly
permitted by any license agreement accompanying such software or other
intellectual property.
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e) Customer agrees that it shall not, and shall not authorize others to, copy
software provided by ProSoft (except as expressly permitted in any
license agreement accompanying such software); transfer software to a
third party separately from the Product; modify, alter, translate, decode,
decompile, disassemble, reverse-engineer or otherwise attempt to derive
the source code of the software or create derivative works based on the
software; export the software or underlying technology in contravention of
applicable US and international export laws and regulations; or use the
software other than as authorized in connection with use of Product.

f) Additional Restrictions Relating To Software And Other Intellectual
Property

In addition to compliance with the Terms of this Warranty, Customers
purchasing software or other intellectual property shall comply with any
license agreement accompanying such software or other intellectual
property. Failure to do so may void this Warranty with respect to such
software and/or other intellectual property.

9.2.7 Disclaimer of all Other Warranties

The Warranty set forth in What Is Covered By This Warranty (page 165) are in
lieu of all other warranties, express or implied, including but not limited to the
implied warranties of merchantability and fitness for a particular purpose.

9.2.8 No Other Warranties

Unless modified in writing and signed by both parties, this Warranty is
understood to be the complete and exclusive agreement between the parties,
suspending all oral or written prior agreements and all other communications
between the parties relating to the subject matter of this Warranty, including
statements made by salesperson. No employee of ProSoft or any other party is
authorized to make any warranty in addition to those made in this Warranty. The
Customer is warned, therefore, to check this Warranty carefully to see that it
correctly reflects those terms that are important to the Customer.

9.2.9 Allocation of Risks

This Warranty allocates the risk of product failure between ProSoft and the
Customer. This allocation is recognized by both parties and is reflected in the
price of the goods. The Customer acknowledges that it has read this Warranty,
understands it, and is bound by its Terms.

Page 168 of 173 ProSoft Technology, Inc.
June 30, 2008



Support, Service & Warranty PTQ-DNP ¢ Quantum Platform

Distributed Network Protocol Interface Module

9.3

9.2.10 Controlling Law and Severability

This Warranty shall be governed by and construed in accordance with the laws of
the United States and the domestic laws of the State of California, without
reference to its conflicts of law provisions. If for any reason a court of competent
jurisdiction finds any provisions of this Warranty, or a portion thereof, to be
unenforceable, that provision shall be enforced to the maximum extent
permissible and the remainder of this Warranty shall remain in full force and
effect. Any cause of action with respect to the Product or Services must be
instituted in a court of competent jurisdiction in the State of California.

How to Contact Us: Technical Support

Internet Web Site: http://www.prosoft-technology.com/support
(http://www.prosoft-technology.com/support)

E-mail address: support@prosoft-technology.com
(mailto:support@prosoft-technology.com)

Asia Pacific

+603.7724.2080, support.asia@prosoft-technology.com
(mailto:support.asia@prosoft-technology.com)

Languages spoken include: Chinese, English

Europe (location in Toulouse, France)

+33 (0) 5.34.36.87.20, support. EMEA@prosoft-technology.com
(mailto:support.emea@prosoft-technology.com)

Languages spoken include: French, English

North America/Latin America (excluding Brasil) (location in California)

+1.661.716.5100, support@prosoft-technology.com (mailto:support@prosoft-
technology.com)

Languages spoken include: English, Spanish

For technical support calls within the United States, an after-hours answering
system allows pager access to one of our qualified technical and/or application
support engineers at any time to answer your questions.

Brasil (location in Sao Paulo)

+55-11-5084-5178 , eduardo@prosoft-technology.com (mailto:eduardo@prosoft-
technology.com)

Languages spoken include: Portuguese, English
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