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1. PREFACE

1.1. INTRODUCTION TO THE MODBUS ROUTER

This manual describes the installation, operation, and diagnostics of the Aparian Modbus
Router Series B (MBR/B). The Modbus Router provides intelligent data routing between
EtherNet/IP and Modbus (serial Modbus-RTU232, Modbus-RTU485, and Ethernet Modbus-
TCP). The Modbus Router allows the user to integrate Modbus devices into a Rockwell
Automation Logix platform (ControlLogix or CompactLogix) or PLC (SLC or MicroLogix) with
minimal effort.

!

@ ..

EtherNet/IP
Aparian Aparian Aparian
Modbus Modbus Modbus
Router Router Router

(RS485) (RS232) Modbue- TGP

% 55

Modbus Device

a1

Modbus Device

5 5l

Modbus Device

Figure 1.1 — Typical Setup.

3
The module can be configured in one of six router modes:

Scheduled Tag

The MBR/B operates as a Modbus Client and transfers data between a Modbus device and a
number of Logix tags, using a preconfigured scheduled. No Logix or remote device
configuration is required. The MBR/B can execute up to 100 Modbus message instructions
(e.g., Modbus Holding Register Read) and exchange the Modbus data with Logix tags in up to
three Logix Controllers. Each Modbus Message instruction is executed at one of four
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configured rates. The Modbus data is exchanged using only one of the available ports
(Ethernet TCP, RTU232, or RTU485).

Reactive Tag

The MBR/B operates as a Modbus Server and transfers data between Modbus Clients and a
number of Logix tags, using a preconfigured tag map. No Logix or remote device configuration
is required. The MBR/B can map up to 100 Modbus message instructions (e.g., Modbus
Holding Register Read) and exchange the Modbus data with Logix tags in up to three Logix
Controllers. The Modbus data is exchanged using only one of the available ports (Ethernet
TCP, RTU232, or RTU485).

Unscheduled

The MBR/B operates as a Modbus Client and sends Modbus messages to Modbus devices
when receiving a Logix Message Instruction. This provides the user with complete control
(from Logix) of which Modbus instructions must be sent and at which frequency. The Modbus
data is exchanged using only one of the available ports (Ethernet TCP, RTU232, or RTU485).

Enhanced
The user can decide if the MBR/B is operating as a Modbus Client or Server as well as if the

MBR/B is operating as an EtherNet/IP Target or EtherNet/IP Originator.

In Enhanced Mode the MBR/B can be configured in any one of the four combinations:

Modbus EtherNet/IP
Client Target
Client Originator
Server Target
Server Originator

Table 1.1 — Enhanced Mode Operating Combinations.

Modbus Mode
Modbus Server
The data from the configured EtherNet/IP devices (using either Class 1 Assemblies,
Explicit messaging or Logix Direct-to-Tag reads/writes) will be written to, or read
from, the module’s internal Modbus Registers using the Internal Map. These
registers can be accessed by a remote Modbus Client using either Modbus TCP,
Modbus RTU232, Modbus RTU485, or any simultaneous combination of these.

Modbus Client
The data from the configured EtherNet/IP devices (using either Class 1 Assemblies,
Explicit messaging or Logix Direct-to-Tag reads/writes) will be written to, or read
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from, the module’s internal Modbus Registers using the Internal Map. The Modbus
Auxiliary Map can then be used to configure the Modbus data exchange between
multiple remote Modbus Server devices and the module’s internal Modbus
registers. The Modbus communication can be via Modbus TCP, Modbus RTU232,
Modbus RTU485, or any simultaneous combination of these.

EtherNet/IP Mode
EtherNet/IP Target

As an EtherNet/IP target, the module can exchange the Class 1 data with
devices on the Modbus network:

EtherNet/IP Class 1 connection

Here a remote EtherNet/IP device (e.g. a Logix controller) establishes
between 1 and 5 Class 1 connections to the module. Modbus data can
be mapped into four separate input and output class 1 cyclic
connections to the Logix controller (allowing up to 2KB input and 2KB
output to be exchanged at the requested packet interval — RPI).

EtherNet/IP Originator

As an EtherNet/IP originator, the module can use one of two methods to read
and write data to and from the Modbus network:

Bridge

EtherNet/IP Explicit Messaging

This allows the MBR/B to exchange data with up to 10 EtherNet/IP
devices. The module can use either Class 3 or Unconnected Messaging
(UCMM) to Get and Set data in the remote EtherNet/IP devices.

Direct-To-Tag

This allows the MBR/B to exchange data with a Logix controller without
the need to write any application code (e.g. ladder) in Studio 5000. The
Modbus data is directly read from, or written to, Logix tags.

EtherNet/IP Class 1 connection

Modbus data can be mapped to a maximum of 10 EtherNet/IP devices
using input and output class 1 cyclic connections. This will allow the
MBR/B to “own” the EtherNet/IP target device and exchange Modbus
data using the EtherNet/IP device’s input and output assemblies.

The MBR/B can operate as a transparent link for Modbus between different media (TCP,
RTU232, and RTU485). This allows a Modbus client on Modbus TCP to communicate with
Modbus devices on RS232 or RS485 and vice versa.

Document No. D106-018
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Concentrator

In Concentrator Mode, the MBR/B will collect data from multiple Modbus devices and provide
the consolidated data to one or more Modbus Clients. The MBR/B will be a Modbus Server
on one port, and Modbus Clients on the other ports. This will allow a Modbus SCADA to
efficiently read the data from multiple Modbus devices, because the data from the various
Modbus devices have been concentrated into the MBR/B.

The Modbus Router is configured using the Aparian Slate application. This program can be
downloaded from www.aparian.com free of charge.

The module provides a range of statistics, a Modbus packet analyzer, and an Internal Modbus
Register viewer to help fault find any problems.

The Modbus Router supports Modbus on three ports which can be configured from the Slate
environment: Modbus-RTU232 (Serial), Modbus-RTU485 (Serial), and Modbus-TCP
(Ethernet).

The Modbus Router uses isolated RS232 and isolated RS485 for Modbus serial communication
providing better noise immunity. The RS232 and RS485 ports use a terminal block for
convenient installation.

The MBR/B supports security services allowing the user to configure various levels of module
security.

The module has two Ethernet ports and supports Device-Level-Ring (DLR) architectures.

A built-in webserver provides detailed diagnostics of system configuration and operation,
including the display of Modbus operation and communication statistics, without the need for
any additional software.

1.2. FEATURES

e MBR/B can operate as a Modbus Client or Modbus Server.

e Modbus Client mode can communicate with up to 100 Modbus Servers.
e Supports Modbus passthrough messaging.

e Modbus Server mode supports full Modbus data range.

e Modbus Server mode supports emulating multiple Modbus nodes.

e Configurable Modbus TCP Port numbers.

e Supports EtherNet/IP Target and Originator modes:
o EtherNet/IP Target (Class 1 connection)
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o EtherNet/IP Originator (Class 1 connection with up to 10 EtherNet/IP devices and
Explicit Messaging, including Direct-To-Tag Logix tag access, with up to 10
EtherNet/IP devices).

e Supports CIP USB interface for Logix controllers.

e EtherNet/IP Class 1 target connections support 2kbyte input and 2kbyte output data
to Logix input and output assemblies.

e Supports Modbus media conversion allowing for a transparent link from one media to
another (e.g., Modbus TCP to Modbus RTU232).
e Slate provides a Modbus packet capture utility for better diagnosis.

e Dual Ethernet ports which support Linear, Device-Level-Ring (DLR) or Split Dual-IP
Modes.

e Network Time Protocol (NTP) supported for external time synchronization.

e Small form factor — DIN rail mounted.

The security services provide the following features:
e Configurable level of security
e Encrypted EtherNet/IP communication
e Fixed User Roles and Custom Users
e Configurable Password rules
e Login Expiry
e Failed Login Cool-off and Account Disable options
e Configurable Global Services and Custom Ports
e Optional IP Address Access Control List
e Optional MAC Access Control List
e Restrictions on Reset commands
e Restrictions on Device Flash options

e Security Audit trail in Event Log
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1.3. ARCHITECTURE

The figures below provide an example of the typical network setup for connecting Modbus
networks to either EtherNet/IP or PCCC networks.

]

ControlLogix®

EtherNet/IP

Aparian
Modbus
Router

Modbus-RTU
(RS485)

Modbus-RTU
(RS232)

Modbus-TCP

% 5 ]

Modbus Device

5 %

Modbus Device

Figure 1.2 - Enhanced mode as a Modbus Client and EtherNet/IP Target.
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SCADA Modbus SCADA Modbus SCADA Modbus
Client RTU-485 Client RTU-232 Client TCP
Client Client Client
Modbus-TCP
Aparian
Modbus-RTU Modbus
(RS232)
Modbus-RTU
(R5485)
EtherNet/IP
CompactLogixﬂ'

Figure 1.3 - Enhanced mode as a Modbus Server and EtherNet/IP Target.

SCADA Modbus SCADA Modbus SCADA Modbus
Client RTU-485 Client RTU-232 Client Tce
Client Client Client
Modbus-TCP

Aparian
Modbus
Modbus-RTU Router
(RS232)
Modbus-RTU
(RS485)
EtherNet/IP
[ o [ B _rereeae el own e
= T 7
PowerFlex® D
Drive

Flex-I0® (1794)

Figure 1.4 - Enhanced mode as a Modbus Server and EtherNet/IP Originator.

Document No. D106-018
Revision 1.12

Page 14 of 205



Preface

SCADA Modbus
Client TCP

Client

Modbus-TCP
Aparian
Modbus Router
Bridge Mode
Modbus-RTU Modbus-RTU
(RS232) (RS485)

RTU = RTU —

PEEEEE %5

Modbus Device

Figure 1.5 — Bridge Mode - from Modbus TCP to Modbus RTU232/RTU485.

SCADA Modbus
Client TCcP

Client

Modbus-TCP
Aparian
Modbus Router
Concentrator Mode
Modbus-RTU Modbus-RTU
(RS232) (RS485)

RTU — RTU = RTU

Modbus Device

Figure 1.6 — Concentrator Mode — Modbus TCP SCADA interfacing with Modbus RTU
devices.
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s
1.2

ControlLogix CompactLogix

EtherNet/IP

Modbus Modbus
Router Router
Modbus-TCP
Modbus-RTU
(RS232/R8485)
ks ESsls
RTU — RTU —

Electrical Protection Units Modbus RTU Modbus RTU

Figure 1.7 - Example of a typical network setup in scheduled/unscheduled mode.

Systems that rely on a central Logix Controller communicating to a number of remote Modbus
devices, (e.g. Electrical Protection Units or Remote Terminal Units), may find the Modbus
Router useful when operating in Scheduled Tag Mode as shown in the figure above. The
module, acting as a Modbus client, will exchange data between the Modbus device and Logix
platform at a configured interval without any need for additional coding or mapping.

The Modbus Router can also communicate with a Logix controller using the USB port on the
front of the controller. This will allow the user to setup redundant Logix Controllers each with
its own Modbus Router directly connected to the Logix Controller over USB. Only the Modbus
Router connected to the Primary controller will be “active” with a configured Modbus TCP/IP
address. When the primary and standby Logix Controllers swap the Modbus Routers will
follow the primary controller and that specific Modbus Router will become active.
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= |

CompactLogix
EtherNet/IP

Outstation

Modbus-TCP

Modbus-RTU |

SCADA - Modbus
Polling Master

Control Room

=8 |

CompactLogix

EtherNet/IP

Outstation

Figure 1.8 - Example of a typical network setup in reactive mode

By converting and redirecting serial Modbus messages from legacy devices to EtherNet/IP,
the module provides an interface for data exchange to Allen-Bradley ControlLogix and
Compactlogix platforms. This enables user to replace legacy devices and systems with

minimal effort and downtime.

The Modbus Router allows a Logix platform to seamlessly integrate into a Modbus network
with Reactive Tag Mode. The module will route Modbus messages directly to Logix tags with
no need for additional ladder code.

ControlLogix

®

usB

Modbus
Router

Modbus-RTU
(RS232/RS485)

Electrical Protection Units

Figure 1.9 - Example of a typical network setup using the Logix Controller USB port.
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Control Room

SCADA - Modbus
Polling Master

Modbus TCP

Modbus
Router

ControlLogix ControlLogix

Redundancy Fiber Pair

Figure 1.10 - Redundant Logix Controller communicating with Modbus Router over USB.

-

RSLogix 5000 / Studio 5000

EtherNet/IP

ControlLogix

Figure 1.11 — Connect to Logix with Studio 5000 over USB.
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1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource Link

Slate Installation http://www.aparian.com/software/slate

Modbus Router User Manual
Modbus Router Datasheet https://www.aparian.com/products/modbusrouterb
Example Code & UDTs

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/installation/guide/
cde205 220 420 hig/Connectors.html

Ethernet wiring standard

CIP Routing The CIP Networks Library, Volume 1, Appendix C:Data Management

Modbus http://www.modbus.org

Table 1.2 - Additional Information.

1.5. SUPPORT

Technical support is provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.

For additional support the user can use either of the following:

Resource Link
Contact Us web link www.aparian.com/contact-us
Support email support@aparian.com

Table 1.3 — Support Details.
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Installation

2. INSTALLATION

2.1.  MODULE LAYOUT

The module has two ports at the bottom of the enclosure as shown in the figure below. The
ports are used for Ethernet, RS232 or RS485 serial, and power. The power port uses a three-
way connector which is used for the DC power supply positive and negative (or ground)
voltage as well as the earth connection.

The Ethernet cable must be wired according to industry standards which can be found in the
additional information section of this document.

Ethernet A

Ethernet B

5 RS232 Power

Figure 2.1 — Modbus Router side and front view.

The module provides six diagnostic LEDs as shown in the front view figure above. These LEDs
are used to provide information regarding the module system operation, the Ethernet
interface, and the auxiliary communication interface (RS232 or RS485).
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Switches

o
o

o N

Figure 2.2 — Modbus Router top view.

The module provides four DIP switches at the top of the enclosure as shown in the top view
figure above.

DIP Switch Description

DIP Switch 1 Used to force the module into “Safe Mode”. When in “Safe Mode” the module will not
load the application firmware and will wait for new firmware to be downloaded. This
should only be used in the rare occasion when a firmware update was interrupted at
a critical stage.

DIP Switch 2 This will force the module into DHCP mode which is useful when the user has forgotten
the IP address of the module.

DIP Switch 3 This DIP Switch is used to lock the configuration from being overwritten by Slate. When
set, Slate will not be able to download to the module.

DIP Switch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP address to
192.168.1.100 and network mask 255.255.255.0. The user can then switch the DIP
switch off and assign the module a static IP address if needed.

Table 2.1 - DIP Switch Settings.

2.2.  MODULE MOUNTING

c NOTE: This module is an open-type device and is meant to be installed in an
enclosure suitable for the environment such that the equipment is only accessible
with the use of a tool.
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The module provides a DIN rail clip to mount onto a 35mm DIN rail.

158

752, ]

1+0.04
15i

=

R08

R08

—-—J-.— 1+0.04
Sezione A / Section A
Sezione A/ Section A

27+0.2

| 2,2 min. fino o/ To 2,5 max

24x0

Figure 2.3 - DIN rail specification.

The DIN rail clip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flat screwdriver to pull the clip downward. This will enable the user to mount
the module onto the DIN rail. Once the module is mounted onto the DIN rail the clip must be
pushed upwards to lock the module onto the DIN rail.

Ethernet A

Ethernet B

Figure 2.4 - DIN rail mounting.
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2.3. POWER

A three-way power connector is used to connect Power+, Power— (GND), and earth. The
module requires an input voltage of 10 — 32Vdc. Refer to the technical specifications section
in this document.

Earth 1)
Power . _@
+ 1)

Figure 2.5 - Power connector.

2.4. RS232/RS485 PORT

The nine-way connector is used to connect the RS232 and RS485 conductors for serial
communication. The shield terminal can be used for shielded cable in high noise
environments.

- RS485A () a1 Q) = RS485A(-) e 1Q)
g RS485 B (+) e[ () C£ RS485 B (+) e} ()
0% RS485 GND e [} () % RS485 EN el ()
Shield  emm—l () Shield el ()

= RS232 GND e[ () - RS232 GND e[| (D)
%, RS232RTS el @) 0 RS232RTS a1 )
03 RS232CTS a1 o3 RS232CTS 1)
N RS232 TX 1 (D) N RS232 TX el )
RS232 RX 1) RS232 RX 10

The RS485 port provides the standard A(-), B(+) conductors.

Hardware Revision “C”

Pre-Hardware Revision “

Q

Figure 2.6 - RS232/RS485 connector.

For long RS485 networks, it is recommended to also connect the RS485 Ground reference.
This is available as a dedicated RS485-GND pin on Hardware Revision “C” and later.
For Pre-Hardware Revision “C” the RS485 Ground wire must be connected to the R$232-GND
pin, and the RS485 Ground Bridge option enabled in the configuration.

NOTE: The Hardware Revision is indicated on the product label by a single
character to the right of the F/W REV.

®
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The RS485 (EN) transmit drive enable is provided to allow the module to be used with
repeaters and radios that may require a transmit enable line. This pin is not available in
Hardware Revision “C” and later.

Note that the EN pin is referenced to RS232-GND and requires the RS485 Ground Bridge
option to be enabled in the configuration.

The RS232 port provides the standard communication pins (RX, TX, and GND) as well as
hardware handshaking lines for legacy systems (RTS — Request to Send, CTS — Clear to Send).

Both RS232 and RS485 share a common cable shield connection which should be connected
to the shield of the outgoing cable (RS232 and/or RS485).

NOTE: The shield of the RS232/RS485 port is internally connected to the power
connector earth. Thus, when using a shield, it is important to connect the Earth
terminal on the power connector to a clean earth. Failing to do this can lower
the signal quality of the R$232/RS485 communication.

NOTE: When using a shielded cable, it is important that only one end of the
shield is connected to earth to avoid current loops. It is recommended to
connect the shield to the Modbus Router module, and not to the other
Modbus device.

2.5.  RS485 TERMINATION

All RS485 networks need to be terminated at the extremities (start and end point) of the
communication conductor. The termination for the RS485 network can be enabled/disabled
via the module configuration. Enabling the termination will connect an internal 150 Ohm
resistor across the positive (+) and negative (-) conductors of the RS485 network.

2.6. ETHERNET PORTS

The Ethernet connectors should be wired according to industry standards. Refer to the
additional information section in this document for further details.

The module has an embedded switch connecting the two Ethernet ports. The switch
functionality is disabled when the Split (Dual-IP) mode is enabled.
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2.7. USB PORT

The module supports USB2.0 on its USB port and will operate as a USB Host device. The user
will require a USB Type-A connector on the Modbus Router side and generally a USB Type-B
connector on the device side (i.e. Logix Controller).

Figure 2.7 — USB 2.0 Type-A to USB Type-B cable.
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3. SETUP
3.1.  INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian
Slate device configuration environment. This software can be downloaded from
http://www.aparian.com/software/slate.

Aparian-Slate

File Device Tools Window Help

el S AR E LS

Figure 3.1 - Aparian Slate Environment.

3.2.  NETWORK PARAMETERS

The module will have DHCP (Dynamic Host Configuration Protocol) enabled as factory default.
Thus, a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, etc.). There are a number of DHCP utilities available,
however it is recommended that the DHCP server in Slate be used.

Within the Slate environment, the DHCP server can be found under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
ffq @ M| M| R Target Browser

4% DHCP Server

] Event Viewer
Deviceflash

Packet Capture Viewers

GSD File Management

CAN EDS File Management
Build DeviceMet EDS Catalog

Application Settings

Figure 3.2 - Selecting DHCP Server.
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Once opened, the DHCP server will listen on all available network adapters for DHCP requests
and display their corresponding MAC addresses.

M 0P Sener = [ )
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:29:53:FC Aparian 4 2 Assian Discover

Figure 3.3 - DHCP Server.

NOTE: If the DHCP requests are not displayed in the DHCP Server it may be due
to the local PC’s firewall. During installation the necessary firewall rules are
automatically created for the Windows firewall. Another possibility is that

another DHCP Server is operational on the network, and it has assigned the IP
address.

To assign an [P address, click on the corresponding “Assign” button. The IP Address
Assignment window will open.

===
MAC Address Vend B = El a8 e A Rt Identity
00-60-35:29-53FC Apar Assign IP Address for MAC : 00:60:35:29:53:FC — O X ler

IP Address Recent

[12 e 1 1M | [mw2ie11m0

192.168.1.172

192.168.1.175

Enable Static (Disable DHCP) 192.168.1.159

192.168.1.174

192.168.1.173

Ok Cancel

Figure 3.4 - Assigning IP Address.

The required IP address can then be either entered, or a recently used IP address can be
selected by clicking on an item in the Recent List.
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If the “Enable Static” checkbox is checked, then the IP address will be set to static after the IP
assighment, thereby disabling future DHCP requests.

Once the IP address window has been accepted, the DHCP server will automatically assign the
IP address to the module and then read the Identity Object Product name from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

DHCP Server SN A =
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:29:53:FC Aparian 26 2 192.168.1.174 | Assian Set Static Modbus Router/B

Figure 3.5 - Successful IP address assignment.

It is possible to force the module back into DHCP mode by powering up the device with DIP
switch 2 set to the On position.

A new IP address can then be assigned by repeating the previous steps.

NOTE: It is important to return DIP switch 2 back to Off position, to avoid the
V4 f \ module returning to a DHCP mode after the power is cycled again.

If the module’s DIP switch 2 is in the On position during the address assignment, the user will
be warned by the following message.

DHCP Server P4
A
/I\:\ Cannot set IP address to static. Check module's hardware DIP-switch settings.
&

Figure 3.6 - Force DHCP warning.
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In addition to the setting the IP address, a number of other network parameters can be set
during the DHCP process. These settings can be viewed and edited in Slate’s Application
Settings, in the DHCP Server tab.

Once the DHCP process has been completed, the network settings can be set using the
Ethernet Port Configuration via the Target Browser.

The Target Browser can be accessed under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
+|:I‘E| |p

Target Browser
DHCP Server

Event Viewer

¥

DeviceFlash

¢ oow S

Packet Capture Viewers 3
G5D File Management

CAMN EDS File Management
Build DeviceMNet EDS Catalog

# Application Settings

Figure 3.7 - Selecting the Target Browser.

The Target Browser automatically scans the Ethernet network for EtherNet/IP devices.

Target Browser E\@

...? G) Done

192.168.1.174 : Modbus Router/B &

192.168.1.211: DNP3 Router

192.168.1.172 : PLX51-PBM
192.168.1.175: PLX51-PBS
192.168.1.225 : Modbus Router
192.168.1.230 : PLX51-DLP-232
192.168.1.171 : PLX51-DLP-232
192.168.1.170 : DF1 Messenger
192.168.1.236 : Time Sync

192.168.1.229 : DF1 Router

192168.1.210 : DNP3 Router

192.168.1.156 : PLX51-HART-4l

o Yo i J s s 0 o o s s |

192168.1.231: DNP3 Router W

Figure 3.8 - Target Browser.
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Right-clicking on a device, reveals the context menu, including the Port Configuration option.

Target Browser

+II
YO
--------- ﬂ 192.168.1.174 : Modbus Boutar/R
Select
--------- ﬂ 192.168.1.211 : DNP3 Rg
Scan
--------- ﬁ 192.168.1.172: PLX51-P Add Child Node
--------- ﬁ 1921681175 - PLX51-P Properties
Port Configuration
--------- ﬂ 192.168.1.225 : Modbus Reset Module N
--------- B 1921681230 PLX51DLP 3

Figure 3.9 - Selecting Port Configuration.

All the relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.

Ethernet Port Configuration - O *

Port Configuration  |nterface Statistics Media Statistics

MNetwork Configuration Type
O Dynamic Method ~ DHCP
@ Static Auto Auto

Static Configuration

MAC Address | 00:60:35:2953FC |

Domain Name

IP Address [ 192 188 . 1 14| e
SubnetMask | 255 255 _ 255 0o |
Default Gateway | 0 D 0 0 | Half Duplex Full Duplex
Primary NS | 0 0o 0 0 | General
SecondaryNS [~ o 0 |

| |

| |

Haost Name TCP Inactivity Timeout 120 (s)

o Cance

Figure 3.10 - Port Configuration.

Alternatively, these parameters can be modified using Rockwell Automation’s RSLinx
software.
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3.3. CREATING A NEW PROJECT

Before the user can configure the module, a new Slate project must be created. Under the
File menu, select New.

Aparian-Slate - <New Project>*

File | Device Tools Window Help
@ Open .

E Close

B Save
Save As
Recent 3

Exit

Figure 3.11 - Creating a new project.

A Slate project will be created, showing the Project Explorer tree view. To save the project
use the Save option under the File menu.

A new device can now be added by selecting Add under the Device menu.

Aparian-Slate - <New Project>*

File | Device | Tools Window Help
ndF A PR e

R oo

...... ﬁul Export
Cut
Copy
Paste
Delete

Figure 3.12 - Adding a new device.

In the Add New Device window select the Modbus Router, and click the Ok button.
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Add New Device X
Select Device Type
Image Device Name Description 2
i:) IP Point Hart Out HART Single Channel Output Communication Module
ﬂ J1939 Router SAE J1939 to Logix Communication Module
ﬂ Modbus Router Modbus to Logix Communication Module
n Modbus Router/B Modbus Router - Series B
ﬂ Modbus Router 485 Modbus 485 to Logix Communication Module
D PMIO Scanner 1756 Honeywell PMIO Scanner
ﬂ Process Cache Process Cache Module
W
corol

Figure 3.13 — Selecting a new Modbus Router.

The device will appear in the Project Explorer tree as shown below, and its configuration
window opened. The device configuration window can be reopened by either double clicking
the module in the Project Explorer tree or right clicking the module and selecting
Configuration.

ModbusRaouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNey/IP Map Internal Map  Advanced
Identity
Instance Name ‘MOUbUSROUlEf Ethernet Switch Switch (Linear/DLR) ~
Description ‘ |
Port Tand 2
IP Address A [(1e2 . e . 1 . 16 | [ [ o 0 0 [
IP Address B [0 0 0 o | [ [ 255 255 255 0]
[0 0 0 0]
Operational Mode EtherNet/IP
Router Mode Enhanced v EtherNet/IP Retry Limit [0-5]
Controller Mode ~ Logix- EtherNetP EtherNet/IP TimeOut ms
Modbus Mode Server ~ Target Connections 5 2
EtherNet/IP Mode EtherNeY/IP Target ~
Apply Cancel Help
Figure 3.14 — Modbus Router configuration.
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Refer to the additional information section in this document for Slate’s installation and
operation documentation.

3.4. GENERAL PARAMETERS

The MBR/B parameters will be configured by Slate. When downloading this configuration into
the module it will be saved in non-volatile memory that persists when the module is powered
down.

é NOTE: When a firmware upgrade is performed the module will clear all the
module configuration stored in non-volatile storage.

The general configuration is shown in the figure below. The Modbus general configuration
window is opened by either double clicking on the module in the tree or right-clicking the
module and selecting Configuration.

ModbusRaouter - Configuration E@
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNey/IP Map Internal Map  Advanced
Identity
Instance Name ‘MOUbUSROUlEf Ethernet Switch Switch (Linear/DLR) ~
Description ‘ |
Port 1 and 2
IP Address A [[192 18 . 1 me ][ [ o 0 0 0o |
IP Address B \ 0 0| [ 255 255 255 0]
[0 0 0 o]
Operational Mode EtherNet/IP
Router Mode Enhanced % EtherNet/IP Retry Limit [0-5]
Controller Mode Logix - EtherNet/IP EtherNet/IP TimeOut ms
Modbus Mode Server ~ Target Connections 5 w
Etherhet/IP Mode EtherNet/IP Target ~
Apply Cancel Help

Figure 3.15 - General Configuration

The general configuration consists of the following parameters:

Parameter Description
Instance Name This parameter is a user defined name to identify between various Modbus Routers.
Description This parameter is used to provide a more detailed description of the application for
the module.
Ethernet Switch The operational mode of the embedded Ethernet switch.
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Switch (Linear/DLR)
This is the default mode where the embedded switch is enabled.

The two Ethernet ports are identical in functionality and (foreign) traffic received on
one port is transmitted out the other.

Both ports use the IP address configured using DHCP or set the Target browser.

Split (Dual-IP)
In this mode the embedded switch is disabled.

Traffic received on one port, is not transmitted to the other.

Port 1:
The IP address is the one configured using DHCP or via the Target browser.
EtherNet/IP requests and connections will be processed.
Modbus TCP requests will be processed.
Port 2:
The IP address is the one contained within the configuration below (Port 2).
EtherNet/IP requests and connections will not be processed.
Modbus TCP requests will be processed.
NOTE: The Split (Dual-IP) functionality requires module firmware
revision 2.001.012 or greater.
Port 1 When not operating in Logix USB Redundant mode, this is the IP address of the local
IP Address A Modbus Router. When in Logix USB Redundant mode this will be the IP address of
Modbus Router A in the redundant setup.
Port 1 When not operating in Logix USB Redundant mode, this is not applicable. When in
IP Address B Logix USB Redundant mode this will be the IP address of Modbus Router B in the
redundant setup.
Port 2 THIS IS RELEVANT ONLY IN SPLIT (DUAL-IP) ETHERNET SWITCH MODE
IP Address The IP address used on Port 2.
Port 2 THIS IS RELEVANT ONLY IN SPLIT (DUAL-IP) ETHERNET SWITCH MODE

Subnet Mask

The Subnet Mask used on Port 2.

Port 2

Gateway

THIS IS RELEVANT ONLY IN SPLIT (DUAL-IP) ETHERNET SWITCH MODE

The Default Gateway address used on Port 2.

NOTE: If the IP address ranges for Port 1 and Port 2 overlap, then
only one Port’s Gateway address can be non-zero.

Router Mode

The mapping mode will determine how the Modbus messages are routed.
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Scheduled Tag mode

In Scheduled Tag mode, the Modbus Router will initiate the exchange between the
remote Modbus device and Logix. Either by reading data from a Modbus device and
writing it into a preconfigured Logix tag or vice versa. Modbus communication in this
mode is initiated by the Modbus Router. The Controller Mode selection will become
available when this mode is selected.

Reactive Tag mode

In Reactive Tag mode the module will automatically route the Modbus message and
function to the appropriate pre-configured Logix tag. Modbus communication in this
mode is initiated by the remote Modbus device. The Controller Mode selection will
become available when this mode is selected.

Unscheduled mode

In Unscheduled mode the Modbus Router routes Logix messages to the remote
Modbus device and returns the result. There is little configuration required in the
Modbus Router as the routing information is configured by Logix for each message
transaction. Modbus communication in this mode is initiated by Logix.

Enhanced mode

In Enhanced mode, the user can decide if the MBR/B is operating as a Modbus Client
or Server as well as if the MBR/B is operating as an EtherNet/IP Target or EtherNet/IP
Originator. The Modbus Mode and EtherNet/IP Mode selection will become available
when this mode is selected.

Bridge mode

In Bridge Mode, the MBR/B can operate as a transparent link for Modbus between
different media (TCP, RTU232, and RTU485). This allows, for example, a Modbus client
on Modbus TCP to communicate with multiple Modbus devices on R$232 or RS485 and
vice versa.

Concentrator mode

In Concentrator Mode, the MBR/B will collect data from multiple Modbus devices and
provide the consolidated data to one or more Modbus Client. The MBR/B will be a
Modbus Server on one port, and a Modbus Client on the other ports. This will allow a
Modbus SCADA to efficiently read the data from multiple Modbus devices, because
the data from the various Modbus devices have been concentrated into the MBR/B.

Controller Mode

THIS IS RELEVANT ONLY IN SCHEDULED AND REACTIVE MODES

This option will allow the user to communicate to either ControlLogix/CompactLogix
or SLC/MicrolLogix. When Logix has been selected the user can use either EtherNet/IP
or USB. The Logix USB option also allows for Logix redundancy. The mapping section
will provide more details regarding how to enter and use the target tag for each of the
controller sets.

Logix — EtherNet/IP

ControlLogix or CompactLogix controllers using EtherNet/IP.

Logix — USB
ControlLogix or CompactLogix controllers using USB.

NOTE: When used for Modbus Mapping communication the Modbus

A Router the USB cable must be plugged directly into the Logix
Controller used. Plugging the USB cable into a routing device (e.g.
EN2TR) will not work for Modbus Mapping.

Logix — USB Redundant

Redundant ControlLogix controllers using USB.
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Router the USB cable must be plugged directly into the Logix
Controller used. Plugging the USB cable into a routing device (e.g.
EN2TR) will not work for Modbus Mapping.

MicroLogix/SLC Ethernet

c NOTE: When used for Modbus Mapping communication the Modbus

MicroLogix or SLC controllers.

Modbus Mode

THIS IS RELEVANT ONLY IN ENHANCED MODE

Modbus Server

The data from the configured EtherNet/IP devices (using either Class 1 Assemblies,
Explicit messaging, or Logix Direct-to-Tag reads/writes) will be written to, or read from,
the module’s internal Modbus Registers using the Internal Map. These registers can be
accessed by a remote Modbus Client using either Modbus TCP, Modbus RTU232,
Modbus RTU485, or any simultaneous combination of these.

Modbus Client

The data from the configured EtherNet/IP devices (using either Class 1 Assemblies,
Explicit messaging, or Logix Direct-to-Tag reads/writes) will be written to, or read from,
the module’s internal Modbus Registers using the Internal Map. The Modbus Auxiliary
Map can then be used to configure the Modbus data exchange between multiple
remote Modbus Server devices and the module’s internal Modbus registers. The
Modbus communication can be via Modbus TCP, Modbus RTU232, Modbus RTU485,
or any simultaneous combination of these.

EtherNet/IP Mode

THIS IS RELEVANT ONLY IN ENHANCED MODE

EtherNet/IP Target
As an EtherNet/IP target, the module can exchange the Class 1 data with devices on
the Modbus network:

e EtherNet/IP Class 1 connection

Here a remote EtherNet/IP device (e.g. a Logix controller) establishes
between 1 and 5 Class 1 connections to the module. Modbus data can be
mapped into four separate input and output class 1 cyclic connections to the
Logix controller (allowing up to 2KB input and 2KB output to be exchanged at
the requested packet interval — RPI).

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use one of two methods to read and
write data to and from the Modbus network:

e EtherNet/IP Explicit Messaging

This allows the MBR/B to exchange data with up to 10 EtherNet/IP
devices. The module can use either Class 3 or Unconnected Messaging
(UCMM) to Get and Set data in the remote EtherNet/IP devices.

e Direct-To-Tag

This allows the MBR/B to exchange data with a Logix controller without the
need to write any application code (e.g. ladder) in Studio 5000. The Modbus
data is directly read from, or written to, Logix tags.

EtherNet/IP Class 1 connection
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Modbus data can be mapped to a maximum of 10 EtherNet/IP devices using input and
output class 1 cyclic connections. This will allow the MBR/B to “own” the EtherNet/IP
target device and exchange Modbus data using the EtherNet/IP device’s input and
output assemblies.

ENIP Retry Limit

The amount of EtherNet/IP retries the module will make once no response was
received from the Logix Controller.

ENIP TimeOut

The time in milliseconds after which a retry is sent. Once the first retry is sent the next
retry will be sent after the same amount of time. This will repeat until the ENIP Retry
Limit is reached.

Target Connections

The number of EtherNet/IP Connections to be used in the exchange with Logix (1 to 5).
The first connection is used for status information while connection 2 to 5 is used for
Modbus data exchange (when operating in Enhanced mode).

A NOTE: This value must match that configured in the Logix 10 tree

Table 3.1 - General configuration parameters

3.5.  MODBUS PARAMETERS

The Modbus configuration is shown in the figure below. The Modbus configuration window
is opened by either double clicking on the module in the tree or right clicking the module and
selecting Configuration. Once in the configuration window select the second tab at the top

Modbus.
ModbusRouter - Configuration EI@
US Pors  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map IntemalMap Advanced
Modbus Parameters
Base Address Modbus (Base 0) w Modbus-RTU
Node Address ] mutti-Server 0 0 0
Update Rate (ms)
Timeout 500 [100-5000] (ms)
Retry Limit
Reply Wait T [0 ] o9
eply Wait Time [ ] (ms) Tcp
Inactivity Timeout 2000 (ms)
TCP Port 502 (0 implies default port 502)
Ok Apply Cancel Help

Figure 3.16 — Modbus Configuration

The Modbus configuration consists of the following parameters:
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Parameter Description

Modbus Parameters

The Modbus Router can be configured to operate in one of two Base Address
modes: Modbus (Base 0) or PLC (Base 1).

Base Address

For example, when operating in Base 0 mode the first holding register address
will be 40000 whilst in Base 1 mode the first holding register address will be
40001. Depending on the system being interfaced to the user will need to select
the correct option. Failing to do this will result in the data being misaligned by
one register.

Node Address The Modbus node address of the Modbus Router.

Multi-Server When this option is selected the user can select multiple nodes for the mapping
items in the Reactive Tag Map or when the module is a Modbus Server in
Enhanced mode. This will allow the Modbus Router to emulate multiple Modbus
Node Addresses.

Update Rate The period (in milliseconds) between Client requests (in the Modbus Auxiliary
Map) to the target Modbus devices.

Only valid for Modbus Client when operating in Enhanced mode.

Timeout The time (in milliseconds) the module will wait for a valid Modbus response.
Only valid for Modbus Client when operating in Enhanced mode or Reactive
Mode.

Retry Limit The number of successive Modbus request retries before the request is deemed

to have failed.

Only valid for Modbus Client when operating in Enhanced mode.

Reply Wait Time The reply message wait is the minimum delay before the Modbus reply is
transmitted to the Modbus device.

Inactivity Timeout The amount of time during which no Modbus requests have been received before
the MBR/B indicates that the connection to the Modbus Client is no longer active.

Only valid for Modbus Server when operating in Enhanced mode.

TCP Port The TCP port to be used for the Modbus-TCP communication. By default, the
module will use the standard TCP port 502.

Modbus Legacy — Only Relevant for Scheduled, Reactive and Unscheduled Modes

Protocol The Modbus Router can interface to the Modbus device(s) on either serial
(Modbus-RTU) or Ethernet (Modbus-TCP).

Redundant IP Address When using Controller Mode Logix — USB Redundant, the user can configure an
additional IP Address used only for Modbus TCP which will be “shared” by the
partner Modbus Router. See the Logix Redundancy section for more information.

Modbus Concentrator — Only Relevant for Concentrator Mode

Server Port The Modbus port which will be communicating with the Modbus Client.

Only valid for Concentrator Mode.

Table 3.2 — Modbus configuration parameters.
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3.6. PORTS PARAMETERS

The Ports configuration is shown in the figure below. The Ports configuration window is
opened by either double clicking on the module in the tree or right clicking the module and
selecting Configuration. Once in the configuration window select the second tab at the top

Ports.

MaodbusRouter - Configuration

RS-232
19200

Mone

Physical

["] Enable RS-485 Terminator

SN ol =5

Enhanced

RS232 Port

BAUD Rate 19200 | (kbit/s)

Parity None ~

RS485 Port

BAUD Rate 19200 ~ | (kbit's)

Parity None ~

RS-485 Ground Bridge

Ok Apply Cancel Help

Figure 3.17 — Ports Configuration.

The Ports configuration consists of the following parameters:

Parameter

Description

Legacy — Only Relevant for Scheduled, Reactive and Unscheduled Modes

Serial Port The user can select either RS-232 or RS-485 for Modbus RTU.

BAUD Rate The BAUD rate will configure at what speed the data is send across the RS232
or RS485 serial network. The module provides the following speeds:
1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200

Parity The parity parameter will configure the parity of the module’s RS232 or RS485

serial port. The module allows for Even, Odd, or None parity setting.

Enhanced - Only Relevant for Enhanced, Bridge, and Concentrator Modes

RS232 Port — Baud Rate

The BAUD rate will configure at what speed the data is sent across the R$232
serial network. The module provides the following speeds:

1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200

RS232 Port — Parity

The parity parameter will configure the parity of the module’s RS232 serial port.
The module allows for Even, Odd, or None parity setting.
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RS485 Port — Baud Rate The BAUD rate will configure at what speed the data is sent across the R$485
serial network. The module provides the following speeds:

1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200

RS485 Port — Parity The parity parameter will configure the parity of the module’s RS485 serial port.
The module allows for Even, Odd, or None parity setting.

Physical

Enable RS-485 Terminator | Enables the on-board 125Q RS485 terminating resistor.

RS-485 Ground Bridge Connects the isolated RS485 ground to the external Ground terminal.
NOTE: When enabled, the isolated R5232 and RS485 grounds are connected.

Table 3.3 — Ports configuration parameters
@ NOTE: The Modbus Router supports 8 data bits and 1 stop bit.

3.7. SCHEDULED TAG MODE

The Scheduled Tag routing mode transfers data between Modbus devices and Logix
controllers. Unlike the Reactive tag mode, the Modbus Router (when in the Scheduled Tag
mode) initiates the messaging.

In this mode the Modbus Router transfers data between a Logix controller and Modbus
devices without any configuration or programming required in either the Modbus device or
the Logix controller. The data will be exchanged at a fixed interval which is configured in Slate.

MeodbusRouter - Configuration EI@
General Modbus Ports Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherMet/IP Devices EtherNet/IP Map Intemal Map  Advanced
Logix Controller / PLC Mapping (max. of 3 items_) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)

, North 192.168.1.8,1,0 1000

. B 2000

c 5000

D 10000

Logix / PLC Tag Mapping (max. of 100 items.)

. Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag Browse

~ ~ ~ ~

Ok Apply Cancel Help

Figure 3.18 - Scheduled Tag configuration
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The Schedule Tag mode is configured in three steps. First the user must create a Target Name
(CIP path to the destination Logix controller) which will be used to link the Modbus function

and register range to the destination Logix tag.

ﬁ NOTE: When using USB to connect to the Logix Controller, the CIP path is not
required for operation as the Modbus Router will be plugged directly into the

Logix Controller.

3.7.1. LOGIX CONTROLLER TYPE
3.7.1.1. ETHERNET/IP

The Logix controller paths can either be entered manually or the user can browse to them by
clicking the Browse button. The Target Browser will open and automatically scan for all

available EtherNet/IP devices.

If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on the

module and selecting the Scan option.

192.168.1.8 : 1756-EN2TR/B

192.168.1.30 : 1766-L32B

Select

Ij | Scan
--------- ﬁ 192 168.1.41 : EMEP&RE40) Add Child Node

192.168.1.42 . BMEP5840 Properties
Port Configuration
Reset Module »

192.168.1.101 : 190 Scanny

192.168.1.102 : i90 Scanne

Figure 3.19 - Scanning node in the Target Browser.

¥0O

Target Browser - O

Done

B :DESKTOP-RJTTETN
127001 :DESKTOP-RJTTETN
192.168.1.6 : 1756-EN2TR/B
192.168.1.7: 1756-EN2TR/C
192.168.1.8: 1756-EN2TR/B

Ed
00 : 1756-L85E/B

01:1756-EN2TR/B

02 :1756-CNBR/E 11.005

Ed
03:1756-L62/B LOGIX5562
192.168.1.30 : 1766-L32BXBA B/14.00

192.168.1.41: BMEPS84040

s e

Ok Cancel

Figure 3.20 - Target Browser selection.
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The required Logix controller can then be chosen by selecting it and clicking the Ok button, or
by double-clicking on the controller module.

A maximum number of 3 controller mapping entries can be added.

The second part of the Scheduled Tag mode setup is to configure the scan intervals. The scan
intervals allow different data items to be transferred at different rates. There are 4 scan
classes, viz. A, B, Cand D. The intervals for each can be adjusted by entering the scan time in
milliseconds. The interval must be between 200 milliseconds and 60 seconds.

The third part of the Scheduled Tag mode setup is to configure the link between a Modbus
function and register range combination to a Logix tag, and the associated action and scan
required.

ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNey/IP Map Internal Map  Advanced
Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)

v North 192.168.1.8,1,0 1] 1000

. B 2000

c 5000

D 10000

Logix / PLC Tag Mapping (max. of 100 items_)

Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag Browse

» Read Discretelnput |~ | A ~| 1 0 8 BooL ||  Norh | Lovelswitches{o]

~ e ~ w

Ok Apply Cancel Help

Figure 3.21 — Scheduled Tag Mapping.

The Modbus Function is used to determine the actual Modbus command to be sent to the
device, as described in the table below:

Selected Function Modbus Data Type | Single / Multiple | Modbus Function

Read Coil Boolean Both 01 - Read Coils

Read Discrete Input Boolean Both 02 - Read Discrete Inputs

Read Holding Register Integer Both 03 - Read Holding Registers

Read Input Register Integer Both 04 - Read Input Registers

Write Coil Boolean Smgle 05 - Wr!te Slnglfe Coil .

Multiple 15 - Write Multiple Coils

Write Register Integer Single 06 - Write Single Register
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Multiple 16 - Write Multiple Registers

Table 3.4 - Modbus Function Mapping

The Scan field specifies at what rate the transaction will be executed. Select a scan class letter
that matches the required interval. Care must be taken to select a realistic scan interval,
taking into account the configured Baud rate and message size.

The IP address and Node is the remote device’s IP address and node number.

NOTE: The IP address is only relevant (and visible) if the Modbus-TCP protocol
is selected. The Node address is relevant for both Modbus protocols.

The range of data to be accessed from the remote device must also be specified. This is
achieved by entering the Register Start and Element Count values.

Modbus read and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integer-based functions to the following Logix data types:

e SINT
e INT

e DINT
e REAL.

All discrete or Boolean based functions need to be mapped to a Logix BOOL array.

NOTE: When mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE: When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32-bit destination Logix tag.

NOTE: When writing to a DINT or REAL datatype the user cannot write a single
Modbus element (16-bit). At least two elements will need to be written to
either of the above 32-bit datatypes (DINT or REAL).

NOTE: When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 32-bit aligned Bool array will be overwritten.

> B b b

One of the Target Names configured in the first step can be selected by means of the target
Name combo box.
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The Target Tag can be either entered manually or selected using the Tag Browser in Slate. The
Tag Browser requires the controller to be available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the
tags inside that controller. If the controller has been recently scanned in this Slate session,
then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
selecting the Refresh button in the Tag Browser’s toolbar.

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.

Logix Tag Browser | X
cBE
Tagname - Data Type ~
El LevelSwitches BOOL[32]
LevelSwitches[0] BOOL
—LevelSwitches[1] BOOL
—LevelSwitches[2] BOOL
[~ LevelSwitches[3] BOOL
—LevelSwitches[4] BOOL
—LevelSwitches[5] BOOL
—LevelSwitches[6] BOOL
[~ LevelSwitches[7] BOOL
— LevelSwitches[8] BOOL
—LevelSwitches[9] BOOL
I~ LevelSwitches[10] BOOL
—LevelSwitches[11] BOOL
—LevelSwitches[12] BOOL
—LevelSwitches[13] BOOL
[~ LevelSwitches[14] BOOL
—LevelSwitches[15] BOOL
—LevelSwitches[16] BOOL
I~ LevelSwitches[17] BOOL
I~ LevelSwitches[18] BOOL v
Cancel
Tag DB Build Complete

Figure 3.22 — Tag Browser tag selection.

3.7.1.2. USB

NOTE: The Modbus Router can communicate with only one Logix Controller.

NOTE: The Modbus Router must be directly connected to the Logix controller
(via USB) with which it will exchange data.

NOTE: The user does not need to enter the Logix Controller path in the
mapping, because the Modbus Router is directly connected to the Logix
Controller (via USB). The Logix Controller Path will only be used for browsing
the tags of the Logix Controller when connected on the same network.

> B B
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NOTE: The user will need to ensure that if a Controller is being scanned for
tags, that the CIP Path used is to the same Logix Controller directly connected
to the Modbus Router (via USB)

The Logix controller path (used for scanning the Logix Controller tags) can either be entered
manually, left blank (it the tags are manually being entered), or the user can browse to them
by clicking the Browse button. The Target Browser will open and automatically scan for all
available EtherNet/IP devices.

If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on the
module and selecting the Scan option.

- 192.168.1.8 : 1756-EN2TR/B

--------- 192.168.1.30 : 1766-L32B

]

Select

Scan
--------- 192.168.1.41 : BMEPS84() Add Child Node

--------- 192.168.1.42 : BMEP5840, Properties
Port Configuration
Reset Module 3

--------- 192.168.1.101 : 130 Scann

--------- I 192.168.1.102 : 190 Scanne

=

Figure 3.23 - Scanning node in the Target Browser.

Target Browser — O X
+¥ G) Daone

DESKTOP-RJTTETN ~
127.00.1: DESKTOP-RJTTETN
192.168.1.6: 1756-EN2TR/B
192.168.1.7: 1756-EN2TR/C
192.168.1.8 : 1756-EN2TR/B

&
00 : 1756-L85E/B

01:1756-EN2TR/B

02 :1756-CNBR/E 11.005
Ed
03 :1756-L62/B LOGIX5562
192.168.1.30: 1766-L32BXBA B/14.00

192.168.1.41: BMEP584040

i R

Ok Cancel

Figure 3.24 - Target Browser selection

The required Logix controller can then be chosen by selecting it and clicking the Ok button, or
by double-clicking on the controller module.

The second part of the Scheduled Tag mode setup is to configure the scan intervals. The scan
intervals allow different data items to be transferred at different rates. There are 4 scan
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classes, viz. A, B, Cand D. The intervals for each can be adjusted by entering the scan time in
milliseconds. The interval must be between 200 milliseconds and 60 seconds.

The third part of the Scheduled Tag mode setup is to configure the link between a Modbus
function and register range combination to a Logix tag, and the associated action and scan
required.

ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNey/IP Map Internal Map  Advanced
Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration
Logix Name Logix Controller Path Browse Scan Interval (ms)
v North 192.168.1.8,1,0 1] 1000
. B 2000
c 5000
D 10000
Logix / PLC Tag Mapping (max. of 100 items_)
Element Element
Modbus Function Scan  Node Start Count Data Type Target Name Target Tag Browse
» Read Discretelnput |~ | A ~| 1 0 8 BooL ||  Nrh | Levelswitches{o]
~ ~ ~ ~
Ok Apply Cancel Help

Figure 3.25 — Scheduled Tag Mapping.

The Modbus Function is used to determine the actual Modbus command to be sent to the
device, as described in the table below:

Selected Function Modbus Data Type | Single / Multiple | Modbus Function

Read Coil Boolean Both 01 - Read Coils

Read Discrete Input Boolean Both 02 - Read Discrete Inputs

Read Holding Register Integer Both 03 - Read Holding Registers

Read Input Register Integer Both 04 - Read Input Registers

Write Coil Boolean Slngle 05 - Wr!te Slnglfe Coil .
Multiple 15 - Write Multiple Coils

Singl 06 - Write Single Regist

Write Register Integer mg_ © r! © mgfe e %er

Multiple 16 - Write Multiple Registers

Table 3.5 - Modbus Function Mapping

The Scan field specifies at what rate the transaction will be executed. Select a scan class letter
that matches the required interval. Care must be taken to select a realistic scan interval,
taking into account the configured Baud rate and message size.
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The IP address and Node is the remote device’s IP address and node number.

NOTE: The IP address is only relevant (and visible) if the Modbus-TCP protocol
is selected. The Node address is relevant for both Modbus protocols.

The range of data to be accessed from the remote device must also be specified. This is
achieved by entering the Register Start and Element Count values.

Modbus read and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integer-based functions to the following Logix data types:

e SINT
e INT

e DINT
e REAL.

All discrete or Boolean based function need to be mapped to a Logix BOOL array.

NOTE: When mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE: When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32-bit destination Logix tag.

NOTE: When writing to a DINT or REAL datatype the user cannot write a single
Modbus element (16-bit). At least two elements will need to be written to
either of the above 32-bit datatypes (DINT or REAL).

NOTE: When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 32-bit aligned Bool array will be overwritten.

> B B P

One of the Target Names configured in the first step can be selected by means of the target
Name combo box.

NOTE: The target CIP Path is only used for browsing to the Logix Controller
from Slate when using USB, because the Modbus Router is already directly
connected to the Logix Controller (via USB).

>

The Target Tag can be either entered manually or selected using the Tag Browser in Slate. The
Tag Browser requires the controller to be available on the network.
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To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the
tags inside that controller. If the controller has been recently scanned in this Slate session,
then a cached version of the tags will be displayed. A rescan of the tags can be triggered by

selecting the Refresh button in the Tag Browser’s toolbar.

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.

Logix Tag Browser
c BHE

Tagname
E_}Leve\Smlches

[~ LevelSwitches[1
—LevelSwitches[2
—LevelSwitches[3
—LevelSwitches[4
I~ LevelSwitches[5]
—LevelSwitches[6]
—LevelSwitches[7]
[~ LevelSwitches[8]
—LevelSwitches[9]
—LevelSwitches[10]
—LevelSwitches[11]
[~ LevelSwitches[12]
1
]

—LevelSwitches[13]
—LevelSwitches[14;
I~ LevelSwitches[15]
—LevelSwitches[16]
—LevelSwitches[17]
—LevelSwitches[18]

~

Data Type
BOOL[32]

LevelSwitches]0 BOOL

BOOL
BEOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BEOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BOOL
BEOOL
BOOL
BOOL

Tag DB Build Complete

s

3.7.2. MicroLoGIX/SLC CONTROLLER TYPE

Figure 3.26 — Tag Browser tag selection.

The MicroLogix/SLC controller paths can either be entered manually or the user can browse
to them by clicking the Browse button. The Target Browser will open and automatically scan

for all available EtherNet/IP devices.
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Target Browser — O X
+¥' C‘) Done

192.168.1.153 . HART 40ut
182.168.1.214 : DNP3 Router
192.168.1.213: DNP3 Router
192.168.1.212 : DNP3 Router
192.168.1.211: DNP3 Router
192.168.1.207 - Modbus Router 485
192.168.1.40 : 2080-LC20-20AWB
192.168.1.128 : PanelView Plus_6 1250
192.168.1.24 : 1788-EN2PAR/B

192.168.1.30 : 1766-L32BXBA B/14.00;

192.168.1.28 : 1756-ENBT/A

ﬁ
O s s ] s § s ] s | s

Ok Cancel

Figure 3.27 - Target Browser selection.

The required MicroLogix/SLC controller can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the controller module. A maximum number of 3 controller
mapping entries can be added.

The second part of the Scheduled Tag mode is to configure the link between a Modbus
function and register range to a MicroLogix/SLC File number. This will allow the Modbus
message initiator to effectively write to, or read from, a MicroLogix/SLC File using traditional
Modbus functions.

MaodbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive TagServices Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map Internal Map  Advanced

Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration
Logix Name: Logix Controller Path Browse Scan Interval (ms})
ML1400 192.168.1.30 1000
’ sLc 192 168131 . ] 8 2000
. C 5000
D 10000

Logix / PLC Tag Mapping (max. of 100 items.)

Element Element
Modbus Function Scan  Node Start | Count Data Type Target Name Target Tag

» |Read Holding Register |~ A 1 0 10 INT ~ [ML1400 ~
N ~ ~ I ML1400 :

Ok Apply Cancel Help

Figure 3.28 — Scheduled Tag Mapping (MicroLogix/SLC Controller Type).

Modbus read and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
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Router allows the mapping of integer-based functions to the following data types when using
the MicrolLogix/SLC controller:

e BOOL
e INT
e REAL

All discrete or Boolean based function need to be mapped to a BOOL array (e.g. B3:0).

>PB b P

NOTE: When mapping a range of registers to a File array, it is important to
ensure that the destination File array is sufficiently large to accommodate all
the data.

NOTE: When mapping a range of registers to a Float File array, the Register
Start must be an even number, else the integer data will not be aligned with
the 32-bit destination Float File.

NOTE: When writing to a REAL datatype the user cannot write a single Modbus
element (16-bit). At least two elements will need to be written a float datatype.

NOTE: When doing a single/multiple coil/discrete write to a MicroLogix/SLC
Bool array datatype the remaining bits of the 32-bit aligned Bool array will be
overwritten.

Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
a Register Start and Element Count.

If the Modbus Element Count is 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a File array to be selected.

Below is an example of the target File selection. The File must be entered manually by typing
in the needed File (e.g. N7:20).
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ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Awiliary Map EtherNet/IP Devices EtherNet/IP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items_) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)
ML1400 192.168.1.30 1000
, sLC 192.168.1.31 [ B 2000
. ¢ 5000
D 10000

Logix / PLC Tag Mapping (max. of 100 items_)

Element Element

Modbus Function Scan  Node Start Count Data Type Target Name Target Tag
Read Holding Register ~ A v 1 0 10 INT ~ ML1400 ~ IN7:20
N » > = >
Ok Apply Cancel Help

Figure 3.29 — File Selection for MicrolLogix/SLC Controller Type.

The message routing executes in the exact same way as the Logix Controller type in section
3.7.1.

3.8. REACTIVE TAG MODE

The Reactive Tag routing mode allows mapping of virtual Modbus registers to Logix tags
across multiple controllers. In this mode the Modbus Router will redirect a Modbus message
to a Logix controller at a preconfigured path.

Thus, the routing of Modbus read and write register requests is managed by the Modbus
Router and converted to direct Logix tag read and write functions.

Document No. D106-018 Page 51 of 205
Revision 1.12




Setup

ModbusRouter - Configuration E@

General Modbus Poris Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeyIP Map Internal Map  Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Contraller Path Browse

- —

Logix /PLC Tag Mapping (max. of 100 items.)

Node

Address Function Element Start Element Count Data Type Target Name Target Tag Browse

[ ~ ~ ~

Ok Apply Cancel Help

Figure 3.30 - Reactive Tag mode configuration.

The Reactive Tag mode is configured in two steps. First the user must create a Target Name
(CIP path to the destination Logix controller) which will be used to link the Modbus function
and register selection to the destination Logix tag.

3.8.1.1. LoGIX CONTROLLER TYPE
3.81.1.1. ETHERNET/IP

The Logix controller paths can either be entered manually or the user can browse to them by
clicking the Browse button. The Target Browser will open and automatically scan for all
available EtherNet/IP devices.

If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on the
module and selecting the Scan option.

- 192.168.1.8 : 1756-EN2TR/B

--------- 192.168.1.30 : 1766-L32B

]

Select

Scan
--------- 192.168.1.41 : BMEPS84() Add Child Node

--------- 192.168.1.42 : BMEP5840, Properties
Port Configuration
Reset Module 3

--------- 192.168.1.101 : 130 Scann

--------- I 192.168.1.102 : 190 Scanne

=

Figure 3.31 - Scanning node in the Target Browser.
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Target Browser - O *
"? C’) Dane
2 :DESKTOP-RJTTETN )

127001 :DESKTOP-RJTTETN
192.168.1.6: 1756-EN2TR/B
192.168.1.7: 1756-EN2TR/C
192.168.1.8: 1756-EN2TR/B

& ﬂ 00 : 1756-L85E/B

ﬁ 01:1756-EN2TR/B

& D 02:1756-CNBR/E 11.005
H 03:1756-L62/B LOGIX5562
192.168.1.30 : 1766-L32BXBA B/14.00

192.168.1.471 : BMEP584040

i | e

Ok Cancel

Figure 3.32 - Target Browser selection.

The required Logix controller can then be chosen by selecting it and clicking the Ok button, or
by double-clicking on the controller module.

A maximum number of 3 controller mapping entries can be added.
The second part of the Reactive Tag mode is to configure the link between a Modbus function

and register range to a Logix tag. This will allow the Modbus message initiator to effectively
write to, or read from, a Logix tag using traditional Modbus functions.

ModbusRouter - Configuration EI

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
North 192.168.1.8,1,0
South

-

Logix /PLC Tag Mapping (max. of 100 items.)
MNode

Addrass Function Element Start Element Count ~ Data Type Target Name Target Tag Browse
3 Read Holding Register |~ 0 10 INT ~ ~
: = = South
Ok Apply Cancel Help
Figure 3.33 — Reactive Tag Mapping (Logix Controller Type)
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Modbus read and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integer-based functions to the following Logix data types when
using a ControlLogix or CompactLogix controller:

e SINT
e INT

e DINT
e REAL

All discrete or Boolean based function need to be mapped to a Logix BOOL array.

> B B P

NOTE: When mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE: When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32-bit destination Logix tag.

NOTE: When writing to a DINT or REAL datatype the user cannot write a single
Modbus element (16-bit). At least two elements will need to be written to
either of the above 32-bit datatypes (DINT or REAL).

NOTE: When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 32-bit aligned Bool array will be overwritten.

Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
a Register Start and Element Count.

If the Modbus Element Count is 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a Logix tag array to be selected.

Below is an example of the target tag selection. The Target Tag can be either entered manually
or selected using the Tag Browser in Slate. The Tag Browser requires the controller to be
available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the
tags inside that controller. If the controller has been recently scanned in this Slate session,
then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
selecting the Refresh button in the Tag Browser’s toolbar.

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.
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Logix Tag Browser
cEE
Tagname - Data Type

[l LogixArray INT[100]
—LogixArray[1] INT
—LogixArray[2] INT
—LogixArray[3] INT
I~ LogixArray[4] INT
I~ LogixArray[5] INT
—LogixArray[6] INT
—LogixArray[7] INT
—LogixArray[8] INT
I~ LogixArray[9] INT
[~ LogixArray[10] INT
—LogixArray[11] INT
—LogixArray[12] INT
—LogixArray[13] INT
I~ LogixArray[14] INT
[~ LogixArray[15] INT
—LogixArray[16] INT
—LogixArray[17] INT
—LogixArray[18] INT

care
Tag DB Build Complete

Figure 3.34 — Tag Browser tag selection.

The figure below is an example of how Modbus messages are routed to the Logix tags using
the Reactive Tag Map mode.

A\

NOTE:
size matches that of the Modbus message requests. Failing to do this can cause

It is the user’s responsibility to ensure that the Logix tag data type and

unexpected results and communication faults.

Logix Controller Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
[ North 192.168.1.101,1.0
South 192.168.1.133,1,0
[
Logix Tag Mapping (max. of 20 items.)
Function Register Start Element Count Data Type Target Name Target Tag Browse
| Read Holding Register _~ | 0 10 INT | North ;[ LogixArray[0]
| Read Input Register x| 0 20 REAL = South ;[ Temperatures[0]
e - =1 =l
Modbus-TCP EtherNet/IP

A

SCADA - Modbus
Polling Master

Figure 3.35 -

Read Holding Register
Start 0 : Count 10

Modbus
Router

“North”
192.168.1.101

“South”
182.168.1.133

Reactive Tag mode configuration in Slate (example route 1).
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Logix Controller Mapping (max. of 3 items.)

| Target Name Logix Controller Path Browse
North 192.168.1.101,1,0
|_ South 192.168.1.133,1,0
2
Logix Tag Mapping (max. of 20 items.)
Function Register Start Element Count Data Type Target Name Target Tag Browse
Read Holding Register = | 0 10 INT | North ~ || LogixArray[0]
|_ Read Input Register 0 20 REAL ;I South ;, Temperatures[0]
- =l =l
Modbus-TCP EtherNet/IP
Read Input Register +
Start 0 : Count 20
®
SCADA - Modbus |‘
Polling Master Modbus \
Router
“North” “South”

192.168.1.101

192.168.1.133

Figure 3.36 - Reactive Tag mode configuration in Slate (example route 2).

3.8.1.1.2.

> bbb

UsB

connected to the Modbus Router (via USB)

The Logix controller path (used for scanning the Logix Controller tags) can either be entered
manually, left blank (it the tags are manually being entered), or the user can browse to them
by clicking the Browse button. The Target Browser will open and automatically scan for all

available EtherNet/IP devices.

NOTE: The Modbus Router can communicate only to a single Logix Controller.

NOTE: The Modbus Router must be directly connected to the Logix controller
(via USB) with which it will exchange data.

NOTE: The user does not need to enter the Logix Controller path in the
mapping, because the Modbus Router is directly connected to the Logix
Controller (via USB). The Logix Controller Path will only be used for browsing
the tags of the Logix Controller when connected on the same network.

NOTE: The user will need to ensure that if a Controller is being scanned for
tags, that the CIP Path entered is to the same Logix Controller directly
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If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on the
module and selecting the Scan option.

[ 192.168.1.8 : 1756-EN2TR/B

--------- D 192.168.1.30 - 1766-L32B> Sl
Scan

--------- D 192168141-BMEP5840( 4 44 Child Node

--------- D 192.168.1.42 : BMEP5840) Properties

Port Configuration
Reset Module »

--------- I 192.168.1.101 : 190 Scann

--------- I 192.168.1.102 - i90 Scanner

Figure 3.37 - Scanning node in the Target Browser.

Target Browser - O X
4.‘-|-r C') Done

[ :DESKTOP-RJTTETN
127007 :DESKTOP-RJTTETN
192.168.1.6: 1756-EN2TR/B
192.168.1.7 : 1756-EN2TR/C
192.168.1.8: 1756-EN2TR/B

& H 00 : 1756-L85E/B

ﬁ 01:1756-EN2TR/B

D 02:1756-CNBR/E 11.005
ﬂ 03:1756-L62/B LOGIX5562
192.168.1.30: 1766-L32BXBA B/14.00

192.168.1.41: BMEP584040

Ok Cancel

Figure 3.38 - Target Browser selection.

The required Logix controller can then be chosen by selecting it and clicking the Ok button, or
by double-clicking on the controller module.

The second part of the Reactive Tag mode is to configure the link between a Modbus function
and register range to a Logix tag. This will allow the Modbus message initiator to effectively
write to, or read from, a Logix tag using traditional Modbus functions.
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ModbusRouter - Configuration EI@

General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNey/IP Devices EtherNeyIP Map Intemal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse
North 192.168.1.8,1,0

. e

Logix /PLC Tag Mapping (max. of 100 items.)
Node

Address Function Element Start Element Count Data Type Target Name Target Tag Browse
, Read Holding Register | ~ 0 10 INT v North - [
v v ~
Ok Apply Cancel Help

Figure 3.39 — Reactive Tag Mapping (Logix Controller Type).

Modbus read and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integer-based functions to the following Logix data types when
using a ControlLogix or CompactLogix controller:

e SINT
e INT

e DINT
e REAL

All discrete or Boolean based function need to be mapped to a Logix BOOL array.

NOTE: When mapping a range of registers to a Logix array, it is important to
ensure that the destination Logix array is sufficiently large to accommodate all
the data.

NOTE: When mapping a range of registers to a Logix DINT or REAL array, the
Register Start must be an even number, else the integer data will not be
aligned with the 32-bit destination Logix tag.

NOTE: When writing to a DINT or REAL datatype the user cannot write a single
Modbus element (16-bit). At least two elements will need to be written to
either of the above 32-bit datatypes (DINT or REAL).

NOTE: When doing a single/multiple coil/discrete write to a Logix Bool array
datatype the remaining bits of the 32-bit aligned Bool array will be overwritten.

> B B b
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Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
a Register Start and Element Count.

If the Modbus Element Count is 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a Logix tag array to be selected.

Below is an example of the target tag selection. The Target Tag can be either entered manually
or selected using the Tag Browser in Slate. The Tag Browser requires the controller to be
available on the network.

To browse to the tag, click on the Browse button. The Tag Browser will open and scan all the
tags inside that controller. If the controller has been recently scanned in this Slate session,
then a cached version of the tags will be displayed. A rescan of the tags can be triggered by
selecting the Refresh button in the Tag Browser’s toolbar.

Only tags of a relevant type will be enabled, guiding the user to select a suitable tag.

Logix Tag Browser O X
cHBE
Tagname - Data Type ~
[~ LogixArray INT[100]
— LogixArray[1] INT
i~ LogixArray[2] INT
— LogixArray[3] INT
— LogixArray[4] INT
I~ LogixArray[5] INT
— LogixArray[6] INT
i~ LogixArray[7] INT
— LogixArray[8] INT
I~ LogixArray[9] INT
— LogixArray[10] INT
— LogixArray[11] INT
—LogixArray[12] INT
I~ LogixArray[13] INT
— LogixArray[14] INT
— LogixArray[15] INT
—LogixArray[16] INT
—LogixArray[17] INT
— LogixArray[18] INT w
cors
Tag DB Build Complete

Figure 3.40 — Tag Browser tag selection.

The figure below is an example of how Modbus messages are routed to the Logix tags using
the Reactive Tag Map mode.

size matches that of the Modbus message requests. Failing to do this can cause
unexpected results and communication faults.

f NOTE: It is the user’s responsibility to ensure that the Logix tag data type and
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Logix Controller / PLC Mapping (max. of 3 items.)

Target Name. 1 Logix Controller Path Browse
» North 1192.168.1.101,1,0 |

Logix /PLC Tag Mapping (max. of 40 items.)

Alj:)de Function Element Start Element Count Data Type Target Name Target Tag Browse
| | 2 |Read Holding Register |- | 0 [ 10 [inT | North ~| 1 |
* \ | \ | ] | I [

Modbus-TCP usB

Read Holding Register
Start 0 : Count 10

FH

SCADA - Modbus
Polling Master

“North”

Figure 3.41 - Reactive Tag mode configuration in Slate (via USB).

3.8.1.2. MicroLoGIx/SLC CONTROLLER TYPE

The MicroLogix/SLC controller paths can either be entered manually or the user can browse
to them by clicking the Browse button. The Target Browser will open and automatically scan
for all available EtherNet/IP devices.

Target Browser — O X
w C‘) Done

192.168.1.153 . HART 40ut "~
182.168.1.214 : DNP3 Router

192.168.1.213: DNP3 Router

192.168.1.212 : DNP3 Router

192.168.1.211: DNP3 Router

192.168.1.207 - Modbus Router 485

192.168.1.40 : 2080-LC20-20AWB

192.168.1.128 : PanelView Plus_6 1250

192.168.1.24 : 1788-EN2PAR/B

192.168.1.30 : 1766-L32BXBA B/14.00;

" O O O | s | s ] s § s ] s | s

192.168.1.28 : 1756-ENBT/A

Ok Cancel

Figure 3.42 - Target Browser selection.
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The required MicroLogix/SLC controller can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the controller module. A maximum number of 3 controller
mapping entries can be added.

The second part of the Reactive Tag mode is to configure the link between a Modbus function
and register range to a MicroLogix/SLC File number. This will allow the Modbus message
initiator to effectively write to, or read from, a MicroLogix/SLC File using traditional Modbus
functions.

ModbusRouter - Configuration \EI@

General Modbus Poris Scheduled Tag Reaclive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNel/IP Devices EtherNeyIP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse
ML 1400 192.168.1.30

v sLe 192.168.1.31 [ ]
.

Logix /PLC Tag Mapping (max. of 100 items_}

Node
Address

3 Read Holding Register 0 10 INT v

£

Function Element Start Element Count Data Type Target Name Target Tag

Ok Apply Cancel Help

Figure 3.43 — Reactive Tag Mapping (MicroLogix/SLC Controller Type).

Modbus read and write functions involve the transfer of either Booleans or integers (16 bit).
A part or combination of integers may represent other types. For this reason, the Modbus
Router allows the mapping of integer-based functions to the following data types when using
the MicrolLogix/SLC controller:

e BOOL
e INT
e REAL

All discrete or Boolean based function need to be mapped to a BOOL array (e.g. B3:0).

NOTE: When mapping a range of registers to a File array, it is important to
ensure that the destination File array is sufficiently large to accommodate all
the data.

NOTE: When mapping a range of registers to a Float File array, the Register
Start must be an even number, else the integer data will not be aligned with

the 32-bit destination Float File.
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element (16-bit). At least two elements will need to be written a float datatype.

NOTE: When doing a single/multiple coil/discrete write to a MicroLogix/SLC
Bool array datatype the remaining bits of the 32-bit aligned Bool array will be
overwritten.

ﬁ NOTE: When writing to a REAL datatype the user cannot write a single Modbus

Next the range of Modbus data to be accessed must be specified. This is achieved by selecting
a Register Start and Element Count.

If the Modbus Element Count is 1, it is possible to map a single integer register to a single
integer tag. All other combinations will require a File array to be selected.

Below is an example of the target File selection. The File must be entered manually by typing
in the needed File (e.g. N7:20).

MeodbusRouter - Configuration \EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNey/IP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse
ML1400 192.168.1.30

, SLC 192.168.1.31 [ ..
.

Logix /PLC Tag Mapping (max. of 100 items.)
Node

Address Function Element Start Element Count Data Type Target Name Target Tag
Read Holding Register 0 10 INT e ML1400 ~ IN7:20
3 ~ ~ ~
Ok Apply Cancel Help

Figure 3.44 — File Selection for MicrolLogix/SLC Controller Type.

The message routing executes in the exact same way as the Logix Controller type in section
3.8.1.1.

3.8.1.3. MULTI-SERVER

The MBR/B supports emulating multiple Modbus Server nodes when operating in Reactive
Mode. When the Multi-Server option is selected in the Modbus tab (as shown below), then
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the user will be able to enter a Modbus Node address for each item in the Reactive Tag
mapped items.

ModbusRouter - Configuration

General Modbus Ports  Scheduled Tag Reactive Tag Services Mult-Server E

Modbus Parameters

Base Address Modbus (Base 0) W
Node Address
Update Rate 500 {ms)

Figure 3.45 — Multi-Server option.

Once the Multi-Server option has been selected, then in the Reactive Tag Map, the Node
Address for each mapped item will become available.

ModbusRouter - Configuration \EI@

General Modbus Ports Scheduled Tag Reaclive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNey/IP Devices EtherNetIP Map Internal Map  Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
North 192.168.1.8,1,0

» South 192.168.1.133,1,0
.

Logix /PLC Tag Mapping (max. of 100 items_)
Node .
Address Function Element Start Element Count Data Type Target Name Target Tag Browse
5 Read Holding Register |~ 0 10 INT ~ North ~ | LogixArray[0]
6 Read Holding Register |~ 0 10 INT e North ~ | LogixArray[10]
Ok Apply ] Cancel Help

Figure 3.46 — Multi-Server Node address selection.

3.9.  UNSCHEDULED MODE

There is no additional configuration required when using the Unscheduled Mode. The
configuration required for the Modbus message is contained within the Message Block data,
configured in Logix. Refer to the operation section for more information.
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3.10.  ENHANCED MODE

In Enhanced Mode the MBR/B can be configured in any of the four combinations:

Modbus EtherNet/IP
Client Target
Client Originator
Server Target
Server Originator

Table 3.6 — Enhanced Mode Operating Combinations.

3.10.1. MobpBUS MODE
3.10.1.1. SERVER

The MBR/B can operate as a Modbus Server for Modbus TCP, RTU232, and RTU485. One or
more remote Modbus Clients can read and write to the full Modbus Register range in the
MBR/B. The MBR/B can operate as a Modbus Server for Modbus TCP, Modbus RTU232, and
Modbus RTU485 simultaneously. The user will need to configure the relevant Modbus
Parameters as described in section 3.5 and section 3.6.

The Modbus Node Number will need to be configured in the Modbus parameters to allow a
Modbus Client to access the MBR/B as a Modbus Server device. The MBR/B can also be
configured for Multi-Server, allowing the module to emulate multiple Modbus node
addresses.

3.10.1.1.1. MULTI-SERVER

The MBR/B supports emulating multiple Modbus Server nodes when operating as a Modbus
Server in Enhanced Mode.

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server E

Modbus Parameters

Base Address Modbus (Base 0) w
Mode Address I:I
Update Rate 500 (ms)

Figure 3.47 — Multi-Server selection.
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Once the Multi-Server option has been selected, the Multi-Server tab will become available.
The Multi-Server tab allows the MBR/B to emulate multiple Modbus Node address and also
remap incoming requests to different internal Modbus Registers. This will allow the MBR/B
to not only emulate the multiple Modbus Node address, but also provide unique data for each
node even when the Modbus Client is reading the same Modbus address.

ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map Internal Map Advanced
Modbus Multi-Server
Node Remap Register Offset
1 2 [l
2 3 1000
3 4 2000
1 5 3000
» ]
Ok Apply Cancel Help

Figure 3.48 — Multi-Server Nodes and Remap.

In the above example, the MBR/B will respond to Modbus requests for node 2, 3, 4, and 5.
When a Modbus request is received for node 2, the module will respond with the data in its
internal Modbus registers at the requested Modbus Registers (e.g., if the request was
received to read Modbus Holding Register 100, then the MBR/B will respond with the data in
Modbus Holding Register 100 in its internal memory).

When a Modbus request is received for an emulated node that has the remap option
configured, then the data being returned will be from the internal Modbus Register, but with
the configured offset in the Register Offset parameter. For example, if a Modbus request is
received for node 4 to read Holding Register 100, then the MBR/B will respond with the data
in Modbus Holding Register 2100 (request offset of 100 + Remap offset of 2000) in its internal
memory.

3.10.1.1.2. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus Server, the data from the Modbus Registers (used
to exchange data with the Modbus Client) can be mapped to the EtherNet/IP interface using
the Internal Map. The Internal Map configuration window is opened by either double clicking
on the module in the tree or right-clicking the module and selecting Configuration and
selecting the Internal Map tab.
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ModbusRouter - Configuration \EI\EI
General Modbus Ports Scheduled Tag Reactive Tag Services Muti-Server Bridge Modbus Auxiliary Map EtherNeylP Devices EtherNeylP Map IntemalMap Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination  Destination Copy
Source Type  Sourcelnstance g\ o0 Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
ok Apply Cancel Help

Figure 3.49 — Modbus Server — Internal Mapping

IDS COPY — MODBUS SOURCE

When copying Modbus Data or Status to the EtherNet/IP interface, the source type needs to
be MB Register or MB Aux.

@ NOTE: The Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.

ModbusRouter - Configuration \EI \EI

General Modbus Ports  Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Awxiliary Map  EtherNetIP Devices  EtherNetIP Map Intemal Map  Advanced

Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance gy Tog Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  CouNt Function Reformat
- = @ -
intemal
EIP Target
EIP Griginator

MB Register
System

Figure 3.50 — IDS Copy - Modbus Register Source Type.

When using the MB Register source, the source instance will be the Modbus register type
required.

ModbusRouter - Configuration E @

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNelIP Devices EtherNelP Map  Intemal Map  Advanced

Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance g Tag Offset Offset  Destination Type Instance Sub-Tag Offset  BitOfiset  CoUNt Function Reformat
b 1 |MBRegister - [cs - 0 - 0 1 BytetoB_ | None ~

~ |CS ~ ~
IS
IR

Figure 3.51 — IDS Copy - Modbus Register Source Instance.
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The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary
Map. For example, if there are two items in the Modbus Auxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNelIP Devices EtherNelP Map  Intemal Map  Advanced

Internal Map

Source Source  Source Bit .o Destination Destination  Destination Destination Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

» 1 |MBAux ~ | Aux ftem 1 | Status. e 0 2 0 2 Byteto B.. | - |None ~

B Aux ftem 1 ~ ~
Aux ltem 2

Source Type  Source Instance Reformat

Figure 3.52 — IDS Copy - Modbus Register Source Instance.

The MB Aux format is as shown below:

Parameter Data Type Description

MB Aux Status INT Bit 0 — Last Transaction Ok

Table 3.7 — Modbus Aux Item Status.

IDS COPY — MODBUS DESTINATION

When copying data from the EtherNet/IP interface to a Modbus Register, the destination type
needs to be MB Register.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNetIP Map Internal Map  Advanced

Internal Map
SoucaTyps  Soucelsience  Souw®  Sowree SoweoBl iy Dpstralon  Destnaton | Destneton Destiaton goy SN Rutomar
1 |MB Register v |HR v 0 EIP Target ~ | Connection T |~ 0 2 Byteto B * None v
» 2 EIP Target ~ | Connection 1 ~ 0 MB Aux ~ 0 1 Byte to B... |~ None v
= £ Targe =
nalm
EI:.IEI
Figure 3.53 — IDS Copy - Modbus Register Destination Type.
The destination instance will be the Modbus register type required.
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ModbusRouter - Configuration E@
General Modbus Ports Scheduled Tag Reaciive Tag Services Muli-Server Bridge Modbus AudliaryMap EtherNet/IP Devices EtherNellP Map IntemalMap Advanced
Internal Map
Source Source  Source Bit Destination ~ Destination  Destination  Destination Copy
Source Type  Source lnstance g oo Offset Offeet ~ Destination Type Instance Sub-Tag Offset  BitOffset  Count Function Reformat
1 [MBRegster v |HR ~ 0 EIP Target |~ |Connection 1 |~ 0 2 [BytetoB.. |~ |None -
» 2 [EPTarget |~ |Comnection1 |~ 0 MB Register _ ~ |CS v 0 1 |BytetoB.. |~ None v
= ~[cs =
s
R

Figure 3.54 — IDS Copy - Modbus Register Destination Instance.

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.10.1.2. CLIENT

The MBR/B can operate as a Modbus Client for Modbus TCP, RTU232, and RTU485. The user
will need to configure the relevant Modbus Parameters as described in section 3.5 and section
3.6.

The user will also need to configure the Modbus Auxiliary Map which is used to execute the
configured Modbus requests. This map will allow the user to configure various read and write
functions to external Modbus Registers, to and from the internal Modbus registers.

3.10.1.2.1. MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Client operating interface.
Up to 100 mapping items (total) can be configured while communicating to up to 100 Modbus
TCP Server devices.

The Modbus Aux Map will be executed in a sequential manner and a mapped item will be
executed at the Update Rate in the Modbus parameters. That is, the Update Rate is the time
between two successive mapped item executions.

The Modbus Auxiliary Map configuration window is opened by either double clicking on the
module in the tree or right-clicking the module and selecting Configuration.
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ModbusRouter - Configuration EI@
General Modbus Ports  Scheduled Tag Reactive Tag Services Mulfi-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNey/IP Map  Internal Map Advanced
Modbus Auxilary
Port Modbus Funciion  Register Type  Local Reg. Count  Remote Reg. 1P Address Node Reformat

1 RS232 ~ Read ~ HR . 1000 10 1000 2 None ~

2 TCP ~ Write ~ HR ~ 2000 5 2000 192.168.1.200 3 None A
' - - - o

Apply Cancel Help

Figure 3.55 — Modbus Auxiliary Map Configuration.

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Port The external port to be used:
TCP — Modbus TCP (Ethernet)
RS232 — Modbus RTU232
RS485 — Modbus RTU485

Modbus Function This is the Modbus function that is sent to the Modbus Server.
Read — Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus Server.
Write — Write a Modbus Register (e.g. HR or CS) to a Modbus Server.

Register Type Modbus Register Type:
CS - Coil Status

IS — Input Status

IR — Input Register

HR — Holding Register

Local Reg. The local (internal) MBR/B Modbus register address.

Count The number of Modbus elements to read or write.

Remote Reg. The remote Server Modbus address register.

IP Address The IP address of the remote Modbus Server.

Node The Modbus Node address of the remote Modbus Server.

Reformat Used to specify how the data is formatted before writing to, or after reading

from, the Modbus Server.

None — No reformatting applied. (AA BB CC DD).
BB AA — 16bit Byte swap

BB AA DD CC — 32bit Byte Pair Swap
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CC DD AA BB — Word Swap
DD CC BB AA — Word and Byte Pair Swap

Table 3.8 — Modbus Auxiliary Map parameters

3.10.1.2.2. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus Client, the data from the Modbus Registers (used
to exchange data with various Modbus Servers) can be mapped to the EtherNet/IP interface
using the Internal Map. The Internal Map configuration window is opened by either double
clicking on the module in the tree or right-clicking the module and selecting Configuration
and selecting the Internal Map tab.

ModbusRouter - Configuration E@
General Modbus Ports Scheduled Tag Reactive TagServices Muli-Server Bridge Madbus Auxiliary Map  EtherNet/IP Devices  EtherNet/IP Map  Intemal Map | Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance Sub-Tag Offset Offeet  Destination Type Instance Sub-Tag Offset Bit Offset Count Function Reformat
Ok Apply Cancel Help

Figure 3.56 — Modbus Clients — Internal Mapping.

IDS COPY — MODBUS SOURCE

When copying Modbus Data or Status to the EtherNet/IP interface, the source type needs to
be MB Register or MB Aux.

@ NOTE: The Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.
ModbusRouter - Configuration \EI@
General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNeylP Devices EtherNetIP Map Intemal Map  Advanced
Internal Map
SoceType  Sowcelsiance  SOUCS  SOUCe SOUCEBN oo ryp,  Opstneton  Destnoton  Destnaton Destnaton oo SO/ pofoma
Internal
EIP Target
EIP Originator

MB Register
MB Aux
System

Figure 3.57 — IDS Copy - Modbus Register Source Type.
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When using the MB Register source, the source instance will be the Modbus register type
required.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auiliary Map EtheiNelP Devices EtherNeylP Map Intemal Map | Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type  Sourcelnstance g a0 Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  “ount Function Reformat
» 1 |MBRegster |v|cS o 0 v 0 1 |ByetoB |~ |None v

w|CS ~ ~
IS
IR

Figure 3.58 — IDS Copy - Modbus Register Source Instance.

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary
Map. For example, if there are two items in the Modbus Auxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auiliary Map EtherNetIP Devices EtherNeylP Map  Intemal Map | Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type  Sourcelnstance g oo Offset  Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Funetion Reformat
» 1 |MBAmx < Jauctem “Jstetis [v] o v 0 2 |BytetoB. |~|None v

¥ Auxiem 1 < -

Figure 3.59 — IDS Copy - Modbus Register Source Instance.

The MB Aux format is as shown below:

Parameter Data Type Description

MB Aux Status INT Bit 0 — Last Transaction Ok

Table 3.9 — Modbus Aux Item Status.

IDS COPY — MODBUS DESTINATION

When copying data from the EtherNet/IP interface to a Modbus Register, the destination type
needs to be MB Register.
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ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Awxiliary Map  EtherNet/IP Devices EtherNeyIP Map Internal Map  Advanced

Intemal Map

Source Tvpe | Soarce Instance Source Source  Source Bit [ .o Destination Destination  Destination Destination .\ Copy
P Sub-Tag Offset Offset P Instance Sub-Tag Offset Bit Offset Functior

1 |MBRegister  ~|HR ~ 0 EIP Target ~|Connection 1|~ 0 2 Byte o B... |~ |None ~
» 2 |EIP Target - |Connection 1|~ 0 MB Aux v 0 1 BytetoB.. “ None v

- Intemnal -
EIP Target
EIP Originator
MB REIS|EI

Figure 3.60 — IDS Copy - Modbus Register Destination Type.

Reformat

The destination instance will be the Modbus register type required.

MaodbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services  Multi-Server Bridge Modbus Awiiliary Map EtherNet/IP Devices EtherNeyIP Map IntemalMap  Advanced

Internal Map

Source Source  Source Bit Destination Destination  Destination Destination Copy

Source Type  Source Instance g o0 Ofiset  Offset  Destination Type Instance Sub-Tag Offset  Bit Offset  COUM Function Reformat
1 MBRegster v |HR v ) EIP Target |~ |Connection 1 | v 0 2 [ByewoB. |v|None |-
» 2 [EPTarget | v |Connection1 |~ ) MB Register |5 v 0 1 |BywetwoB. v |None |-

w ~ |Cs ~
Is
IR

Figure 3.61 — IDS Copy - Modbus Register Destination Instance.

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.10.2. ETHERNET/IP MODE
3.10.2.1. TARGET

A controller (e.g. Logix controller) can own the MBR/B over EtherNet/IP using up to 5 Class 1
EtherNet/IP connections when the EtherNet/IP Mode is set to EtherNet/IP Target. This will
allow the MBR/B to exchange data with the controller using the input and output assembly
of the Class 1 EtherNet/IP connections. Data from Modbus devices can be mapped to the
Logix controller over EtherNet/IP.

The user will need to add the MBR/B to the Logix 10 tree under an EtherNet/IP bridge (e.g.
1756-EN2TR) or Ethernet Logix controller (e.g. 1756-L85E).

For Logix versions 20 and beyond, the modules can be added using the EDS Add-On-Profile
(AOP), which is described in section 3.10.2.1.1.

For older versions (19 and below), the module must be added using a Generic Profile which is
described in section 3.10.2.1.2.
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NOTE: The MBR/B will need to be added to the Logix tree using an EDS AOP
when operating in Enhanced Mode and mapping Modbus data to the Class 1
Input and Output Assemblies.

3.10.2.1.1. STUDIO 5000 CONFIGURATION (VERSION 21+)

ADD MODULE TO ETHERNET/IP I/O CONFIGURATION

The MBR/B can be easily integrated with Allen-Bradley Logix family of controllers. Integration
with the Logix family in Studio5000 makes use of the EDS Add-On-Profile (AOP).

@ NOTE: Logix version 21 and newer supports EDS AOPs.
Before the module can be added to the tree the module’s EDS file must be registered.

Using RSLinx, the EDS file can be uploaded from the device after which the EDS Hardware
Installation tool will be invoked to complete the registration.

&4 RSLinx Classic Lite - RSWho - 1

File View Communications Station DDE/OPC Security Window Help

% 218
= RSWho -1
W Autobrowse 13 |2 58| Browsing - node 132.168.1.114 found
[+ x 192.168.1.104, 1756-EN2TR, 1756-EN2TR/B A A
: X 192.168.1.105, Unrecognized Device, DeviceNet Router
- 192.168.1.106, 1788-EN2FFR, 1788-EN2FFR/B 10.0.0.
K 192.168.1.112, PowerFlex 755, PowerFlex 755 DESKTOP
-S4 192.168.1.113, 1794-AENT FLEX I/O Ethernet Adapter, 1794-AENT/B
' 192.168.1.114, Modbus Router/B, Modbus Router/B k
| 192.168.1.115, Modbus Router/B, Modbus Router/B 10.20.0
: ' 192.168.1.116, Modbus Router/B, Modbus Rqg - arewmp
: ' 192.168.1.117, Modbus Router/B, Modbus Rc Remove
; ' 192.168.1.118, Modbus Router/B, Modbus R Driver Diagnostics
X 192.168.1.125, Unrecognized Device, High Sp Confi Dri
3 192.168.1.126, Unrecognized Device, BMM indel il P
X 192.168.1.130, J1939 Router/B, 11939 Router/E Upload EDS file from device
x 192.168.1.143, Unrecognized Device, J1939 Rc Security...

Device Properties
Module Statistics

Module Configuration

Figure 3.62 — EDS file upload from MBR/B.

Alternatively, the EDS file can be downloaded from the product web page at
www.aparian.com and registered manually using the EDS Hardware Installation Tool shortcut
under the Tools menu in Studio 5000.
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ﬁ Logix Designer - MBRB_Example [1756-L85E 35.11]

File Edit View Search Logic Communications

T he W & X[

1a | 2 <

= RUN g -

= QK I Path: <none=
& M Energy Storage
B s Offline f. Mo Forces
Controller Organizer + I

& °=

< Controller Tags
Controller Fault Ha
Power-Up Handler
4 | Tasks
4 3 MainTask
P L MainProgram
Unscheduled
4 .| Motion Groups

4 @ Controller MBRB_Example

ndler

Tools | Window Help

Options... B
Security [ 2

@a Documentation Languages... &
Import b
Export [ 2

EDS Hardware Installation Tool

Motion [ 4

Monitor Equipment Phases
Plug-ln Manager...

Custom Toals...

B ControlFLASH

Figure 3.63 - EDS Hardware Installation Utility.

After the EDS file has been registered, the module can be added to the Logix |0 tree in Studio
5000. Under a suitable Ethernet bridge module in the tree, select the Ethernet network, right-
click and select the New Module option.

Controller Organizer v 0 X
a9 5
b Controller MBRB_Example
b 1 Tasks
b 7 Motion Groups
b 0 Alarm Manager
b Assets
1 Logical Model
4 1/0 Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E MBRB_Example
4 [ 1] 1756-EN2TR ETHO
4 & Ethernet ﬂ New Module...
@ 1756-L85E M Import Module...
Discover Modules...
Paste Ctri+V
Print »

Figure 3.64 — Adding a module.

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.
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Select Module Type
Catalog Module Discovery Favorites
aparian Clear Filters Show Filters¥
Catalog Number Description Vendor Category
A-CANOR/B CANopen Router/B Aparian Inc. Communications Adapter
A-DNTR/B DeviceMNet Router/B Aparian Inc. Communications Adapter
A-DVS DV Scanner Aparian Inc. Communications Adapter
A-FFL/B FF Link/B Aparian Inc. Communications Adapter
A-905 190 Scanner Aparian Inc. Communications Adapter
AP HART-I IP Point HART In Aparian Inc Communications Adapter
AP HART-O IP Point HART Out Aparian Inc Communications Adapter
A-J1939R/B J1939 Router/B Aparian Inc. Communications Adapter
A-MBR/B Modbus Router/B Aparian Inc. Communications Adapter
A-PAL/B PA Link/B Aparian Inc. Communications Adapter
A-TSM Time Sync Aparian Inc. Communications Adapter
11 of 854 Module Types Found Add to Favorites
[] Close on Create Create Close Help

Figure 3.65 — Selecting the module.

Locate and select the Modbus Router/B module and select the Create option. The module
configuration dialog will open, where the user must specify the Name and IP address as a
minimum to complete the instantiation.

B | New Module X
+ General™ General
i Connection
~Module Info Type: A-MBR/B Modbus Router/B
i~ Internet Protocel
" Port Configuration Vendor: Aparian Inc.
Parent ETHD
Name: MBRBO1 ‘ Ethernet Address
] @ Private Network: 192 168.1. 2
Description:
() Host Name:
Madule Definition
Revision 2001
Electronic Keying Compatible Module
Connections: /O Connection 0 Status
Change
Status: Creating OK Cancel Help

Figure 3.66 — Module instantiation.

The MBR/B supports up to 5 class 1 EtherNet/IP connections. The user will need to ensure
that the number of connections configured in the General tab of the module configuration
matches the selected connection count in Logix.
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B | New Module X
- General* General
- Connection
i Module Info Type: A-MBR/B Modbus Router/B
- Internet Protocol
Port Configuration Vendor: Aparian Inc.
Parent ETHO
MName: MBRBO1 ‘ Ethernet Address
S (@) Private Network:  192.168.1 z
(") Host Name:
Module Definition
Revision: 2001
Electronic Keying: Compatible Module
Connections: I/O Connection 0 Status
Status: Creating 0K Cancel Help
Figure 3.67 — Change number of 10 Connections.
Next the user will need to select the number of connections required.
B | Module Definition X
Revision: 2 ~ =
Electronic Keying: Compatible Module s
Connections:
Name Tag Suffix
: Input: MBRB01:11
o C tion 0 Stat 1
onnection 7 statis Output: MBRB01-01
b
IO Connection 1 Data
IO Connection 2 Data
< IO Connection 3 Data 3
I/Q Connection 4 Data
Figure 3.68 — Selection of 10 Connections.
Now the MBR/B module will be in the Logix 10 tree.
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4 1/O Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E MBRB_Example
4 fJ [1]1 1756-EN2TR ETHO
4 5 Ethernet
fl 1756-EN2TR ETHO
i A-MBR/B MBRBO1

Figure 3.69 — Logix 10 tree.

The Module Defined Data Types will automatically be created during the instantiation
process. These module-defined tags will need to be copied to and from meaningful structures.

3.10.2.1.2. RSLOGIX 5000 CONFIGURATION (PRE-VERSION 21)

ADD MODULE TO I/O CONFIGURATION

The module can operate in both a Logix “owned” and standalone mode. When the module
operates in a Logix “owned” mode the Modbus Router will need to be added to the RSLogix
5000 IO tree. When using Logix versions prior to version 21, then the module will need to be
added as a generic Ethernet module. This is done by right clicking on the Ethernet Bridge in
the RSLogix 5000 and selecting New Module after which the ETHERNET-MODULE is selected
to be added as shown in the figure below.

NOTE: The MBR/B will need to be added to the Logix tree using an EDS AOP
when operating in Enhanced Mode and mapping Modbus data to the Class 1
Input and Output Assemblies.

@ NOTE: See the next section for importing the configuration (L5X).
H select Module x|
=-E5 /0 Configuration Module |Description |
E+E9 1756 Backplane, 1756-A4 ~2097-V33PR3 Kinetix 300, 44, 240V, No Fiter -
fa [0] 1756-L75 DNP3Example -2097-V33PRS Kinetix 300, 8A, 240V, No Fiter
=9 [1] 1756-EN2TR EnetBridge -2097-V33PR6 Kinetix 300, 12A, 240V, No Fiter
- o New Moduk... +2097-V34PR3 Kinetix 300, 24, 480V, No Fiter
— |:> 2097-V34PR5 Kinetix 300, 4A, 480V, No Fiter
2 Paste Ctrl+v 2097-V34PR6 Kinetix 300, 6A, 480V, No Fiter
- - 2364F RGU-EN1 Regen Bus Supply via 1203-EN1 |
Print L4 - Drivelogix5730 Ethernet Po... 10/100 Mbps Ethernet Port on DrivelLogix5730
- ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge
RETHERNET-MODULE Generic Ethernet Module
ETHERNET-PANELVIEW EtherNet/IP Panelview
EtherNet/IP SoftLogix5800 EtherNet/IP
- PowerFlex 4 Class Mufti-E Multi Drive via 22-COMM-E LI
[«] | o]
Find | Add Favarite |
By Category By \endor Favorites |

QK I Cancel | Help |

Figure 3.70 - Add a Generic Ethernet Module in RSLogix 5000.
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The user must enter the IP address of the Modbus Router that will be used. The assembly
instance and size must also be added for the input, output, and configuration in the

connection parameters section. Below are the required connection parameters.

Connection Parameter Assembly Instance Size

Input 111 34 (32-bit)
Output 101 1 (32-bit)
Configuration 102 0 (8-bit)

Table 3.10 - RSLogix class 1 connection parameters for the Modbus Router.

EH Module Properties: EthernetBridge (ETHERNET-MODULE 1.1) il
General |Connection| hodule Im‘ol
Type: ETHERMNET-MODULE Generic Ethernet Module
Yandar: Allen-Bradley
Parent EthernetBridge
e IMERU1 - Connection Farameters
Assembly
Descrigtion: :I Instance: Size:
Input i P 2 @iy
[ /| Output o1 [ = iy
Diata - DINT - —
Comm Format I J Configuration: I1 0z ID ZI (B-bit)
Address { Host Name
@ IPAddrass: | 192 . 168 . 1 . 226 Status Input: | |
(" HaostMame: I Stafus Output: I
ctaie: Offing OK Cancel | Apely | Help |

Figure 3.71 - General module properties in RSLogix 5000.

NOTE: The user will need to enter the exact connection parameters before the
module will establish a class 1 connection with the Logix controller.
Next the user needs to add the connection requested packet interval (RPI). This is the rate at
which the input and output assemblies are exchanged. The recommended value is 500ms.
Refer to the technical specification section in this document for further details on the limits
of the RPI.
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"General Connection Mudulelnfol

Feguested Facket Interval (FFI): I EUD.UE ms  (1.0-3200.0 ms)

[ Inhibit kodule
[~ tajor Fault On Controller If Connection Fails While in Bun Mode

[¥ Use Unicast Connection over EtherMet/IP

Figure 3.72 - Connection module properties in RSLogix 5000.

Once the module has been added to the RSLogix 5000 IO tree the user must assign the User
Defined Types (UDTs) to the input and output assemblies. The user can import the required
UDTs by right-clicking on User-Defined sub-folder in the Data Types folder of the 10 tree and
selecting Import Data Type. The assemblies are then assigned to the UDTs with a ladder copy
instruction (COP) as shown in the figure below.

E---E_I /O Configuration
=-E3 1756 Backplane, 1756-A10

------ ffa [0] 1756-L75 ModbusRouterExample

E---ﬂ [1] 1756-EN2TR EthernetBridge
E-& Ethernet

------ 8 1756-EN2TR EthernetBridge

B ETHERNET-MODULE MBRO1

Figure 3.73 — RSLogix 5000 I/O module tree.

IMPORTING UDTS AND MAPPING ROUTINES

To simplify the mapping of the input image, an RSLogix 5000 Routine Partial Import (L5X) file
is provided. This file can be imported by right-clicking on the required Program and selecting
the Import Routine option.

-1 Controller Testl

ES Tasks
E1-458 MainTask .
. B New Routine...
=2= 1 MainProgr
i | Import Routine...
& MainR¢
o Cut Ctrl+X
L3 Unscheduled
-3 Motion Groups Copy cir+C
-3 Add-On Instruct |2 Paste Ctri+V
-3 Data Types Delete Del
-3 Trends

-3 IO Configuratio Verify

Figure 3.74 — RSLogix 5000 Importing Modbus Router specific routine and UDTs.
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fs-' Import Routine il
Lookin: I | Logix j (< N ) 4
g Name = ~| Date modified | Type
- 2 . ModbusRouter.L5X 2015/06/26 06:29 AM RSLogix 5000 XML File
Recent Places
Desktop
Libraries
3
Computer
1y
Network
‘ | ol
File name [ModbusRouterL5x = mport._|
Files of type: IRSLug\x 5000 XML Files (*.L5X) ﬂ Cancel
Files containing Rguf_ing j Help
Into: IEEJMalangram j
4

Figure 3.75 - Selecting partial import file.

The import will create the following:
e The required UDTs (user defined data types)
e Two controller tags representing the Input and Output assemblies.
e A routine mapping the ModbusRouter module to the aforementioned tags.

e Anexample Unscheduled Message instruction with the associated Tags

The user may need to change the routine to map to the correct Modbus Router module
instance name, and make sure that the mapping routine is called by the Program’s Main
Routine.
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ERe Controler Test
& Controller Tags
----- 3 Controller Fault Handler
----- 3 pPower-Up Handler
=3 Tasks
=53 MainTask
=-£8 MainProgram
.r Program Tags
MainRoutine
- ModbusRouter I
----- 3 Unscheduled Programs / Phases
=23 Motion Groups
... Ungrouped Axes
----- 3 add-0On Instructions
=3 Data Types
255 User-Defined
[ AparianModbusMessageRequest
AparianModbusMessageResponse
AparianModbusRouterInput
AparianModbusRouterOutput
- AparianModbusRouterStatus
#-Lg Strings
-3, Add-On-Defined
=3 Predefined
- Module-Defined

Figure 3.76 - Imported RSLogix 5000 objects.

Refer to the additional information section of this document for an example RSLogix 5000
project as well as the required UDTs.

3.10.2.1.3. INTERNAL DATA SPACE MAPPING

When the module is operating as an EtherNet/IP Target, the data from the originator device
(e.g. Logix Controller) can be mapped to the Modbus Registers using the Internal Map. The
Internal Map configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Internal Map
tab.

IDS COPY — ETHERNET/IP TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the Modbus Registers, the source type needs to be EIP Target.
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ModbusRouter - Configuration E@I

General Modbus Poris Scheduled Tag Reaciive Tag Services Muli-Server Bridge Modbus Auxiiary Map  EtherNetIP Devices EtherNetIP Map IntemalMap  Advanced
Internal Map

Source Source  Source Bit Destination Destination  Destination Destination Copy

Sub-Tag Offeot Offest Destination Type Count

Source Type Source Instance Instance Sub-Tag Offset Bit Offset Function

Reformat

- ~ ~

Internal

EIP Target
EIP Originator
MB Register
MB Aux
System

Figure 3.77 — IDS Copy — EtherNet/IP Target Source Type.

The source instance will be the connection number, which can be connection 1 to 4, based on
the number of connections configured.

NOTE: Connection 0 cannot be selected because the first connection is used
for module status. Connection 1 to 4 is used for Modbus data mapping which
will be connection :12 to :I5 in Logix.

The Source Offset is the offset in the EtherNet/IP output assembly from where the data must
be copied. The Count is the number of bytes that will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the Modbus Registers to the EtherNet/IP Target input assembly, the
destination type needs to be EIP Target.

ModbusRouter - Configuration \EI@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxliary Map EtherNetIP Devices EtherNetIP Map Intemal Map  Advanced
Internal Map

S S Si Bit Destinati Destinati Destinati Destinati C
Source Type Source Instance ource ource ouree Bit o imtion Type estination estination estination  Destination opy Reformat

Sub-Tag Offset Offset Instance Sub-Tag Offset Bt Offset Function
1 |EIP Target v |Connection 1|+ 0 MB Register v |HR v 1000 2 Byte t0B... v |None v
» 2 |MBRegister v |HR v 2000 v 0 1 Byte t0B... - |None v
= =
EIP Target
EIP Originator
MB Register

MB Aux

Figure 3.78 — IDS Copy — EtherNet/IP Target Destination Type.

The destination instance will be the connection number, which can be connection 1 to 4,
based on the number of connections configured.

NOTE: Connection 0 cannot be selected because the first connection is used
for module control. Connection 1to 4 is used for Modbus data mapping which
will be connection :02 to :05 in Logix.
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The Destination Offset is the offset of the EtherNet/IP input assembly from where the data
must be copied. The Count is the number of bytes that will be copied.

3.10.2.2. ORIGINATOR

The MBR/B can operate as an EtherNet/IP connection originator for cyclic (Class 1) or explicit
(Class 3 or UCMM) data exchange. The explicit messaging can be setup in the EtherNet/IP
Devices and EtherNet/IP Map in the main configuration while the cyclic class 1 connections
are added to the EtherNet/IP Connections node under the module in the Slate project tree.

3.10.2.2.1. ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The MBR/B can establish up to 10 cyclic Class 1 EtherNet/IP connections to EtherNet/IP
devices. This can be done by either manually entering the connection data into the
Connection Parameter window, or by importing the configuration from one or more of the
following sources:

e Online Logix Controller
e Logix Controller L5X
e EDSFile

e Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to the EtherNet/IP Connections tree by right-clicking on the
tree in Slate and selecting Add EtherNet/IP Connection.

Aparian-Slate - MBRE Demo*®

File Device Tools Window Help
LT IE e R
Project Explorer = e

=- & MBRB Demo
= [ ModbusRouter (Medbus Router/B)
- Configuration

--im Security

s Add EtherMet/IP Connection I

[
Figure 3.79 — Adding EtherNet/IP Class 1 Connection.

Next the user will need to enter the connection parameters for the Class 1 connection.
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MyModule - Class 1 Connection - () E@
-+] Import [+ Export  Tools
Connection Name I:l Communication Status Offset 0 Interface Fail Action Continue v
Connection Details
General Electronic Keying Advanced
Path L ] Keying Disabled Tick Time Rms v
RPI 100 Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 b
Iput(T=>0) | 0 | 0| Product Code 0 Time-Out 4992 ms
Qutput (O=>T) | 0 ‘ 0 | Major Revision 0 Transport Trigger Direction | Server ~
Configuration | 0 ‘ 0 | Minor Revision 0
Configuration
Ok Apply Cancel

Figure 3.80 — EtherNet/IP Class 1 Connection Parameters.

A\

NOTE: It is recommended that the user not change the values in the Advanced
frame of the connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Interface Fail Action

When the Modbus communication has failed, the EtherNet/IP 10 can be
configured to either keep the connection running as is, change the connection
status to program mode, or force the connection offline. This will allow the
EtherNet/IP device to go into a pre-determined state when the Modbus
communication is lost.

General

Path

The path to the target device.

If the device is an Ethernet device, then this will just be the IP address of the
module.

If the device is, for example, a module in a backplane or via an adapter, then
the user will need to enter the IP address of the bridge or adapter followed
by the backplane port (for example 1) and the slot number of the device. Each
item is separated by a comma.

As an example, to connect to an Allen-Bradley Flex module (via the Flex
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backplane,
the user will need to enter the following path: 192.168.1.100,1,2 (IP address,
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which the
data will be sent from the originator to the target and vice versa.
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Input (T=>0) — Instance

The instance of the input assembly.

Input (T=>0) — Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) — Instance

The instance of the output assembly.

Output (O=>T) —Size (bytes)

The size in bytes of the output assembly.

Configuration — Instance

The instance of the configuration assembly.

Configuration — Size (bytes)

The size in bytes of the configuration assembly.

NOTE: This is a read-only value and will be equal to the number of bytes
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the correct
device type.

Disabled

Keying is not enabled, and no key information will be sent in the connection
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow devices
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware revision
will allow the establishment of the connection.

Vendor ID

The Vendor ID of the target device.

Device Type

The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time

For unconnected messages, this is the time for each tick to calculate the
unconnected Time-Out time.

Time-Out Ticks

The number of ticks before the unconnected message is set for timeout.

Time-Out Multiplier

This is the multiplier of the RPI to define the connection timeout time.

Time-Out

The unconnected message timeout time (read-only)

Transport Trigger Direction

The Transport Trigger direction; Server or Client.

Configuration

Data

The configuration data that is sent with the forward open connection
establishment. The data will need to be entered as a space-delimited,
hexadecimal string. For example: 0A 0D 12 EE
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The configuration size will increase by one each time a byte is added to the
configuration.

Table 3.11 — EtherNet/IP Class 1 Connection Parameters.

B. IMPORT FROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix
controller.

PREPARATION

Before the connection information can be imported, some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Download the project to a Logix controller.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.

NOTE: Some versions Logix (V32+) do not support the reading of the module’s
configuration. Where possible use an earlier version (e.g. V24).

NOTE: It is possible that not all the connection information will be imported as
it may not be available due to the type of device and Logix version.

> B B

IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selecting the Import
from Online Controller option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
—*] Import | [+ Export Tools
Import from Online Cantroller I
Import Controller L5X

eos  |mport EDS File

| & |==

=]

Import Connection Library

Figure 3.81 — Import from Online Controller.
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The Import Connection Parameters form will open.

Figure 3.82 — Import Connection Parameters — Controller Path.

mport Connection Parameters s
Controller
| Controller Path ‘I I:l Refresh Controller
Select Configuration Tag Target Browser _ O %
‘ | Tag Name Tag Type 1# @ Tars
=5 D 192.168.1.6: 1756-EN2TR/B ~
D 00 : 1756-L62/B LOGIX5562
- ﬁ 01 1756-EN2TR/B
D 02: 1756-CNBJ/E 11.003
Select Connection D 04 : 1756-L75/B LOGIX5575
‘ ‘ Vendor Device Product  pp (ms) o7 o1 o ﬂ o e
Type Code Instance | Size ki D 192.168.17: 1756-EN2TR/C
D 192.168.1.89: 1794-AENT/B

Enter the path to the Logix controller. This can be either entered manually, or the Browse
button “...”, can be selected to launch the Target Browser, where the Logix controller can be

selected.

Once the Logix controller path has been selected, all the device configuration tags, and device
connections, will be read from the controller and displayed in the Configuration Tag grid and

Connection grid respectively.

Import Connection Parameters

Controller

Controller Path 1921681614

Refresh Controller

Select Configuration Tag

FlexEth:0:C

AB:1794_1B16:C:0

Tag Name Tag Type Length
1 FlexACN:1:C AB:1794_DOB&:C:0 36
2 FlexACN:0:C AB:1794_IB16:C:0 34
3

Select Connection
Vendor T Tnde PRI g Se mwems  Sus path
1 1 7 37 50 1 2 2 3 172311
2 1 12 36 100 1 18 2 20 1,723
» 3 1 6 2
4 1 7 34 50 6 0 2 8 1.7.23.1.0

Ok

Cancel

Figure 3.83 — Import Connection Parameters — Select Connection.
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In order to import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connection’s configuration data is derived from the selected Configuration Tag,
when the new connection’s parameters are derived from the selected Connection.

Once the appropriate selections have been made, press Ok. The imported data will be
populated into the Connection form.

The user can then modify the Connection Name, Path and RPI as required.

C. IMPORT FROM CONTROLLER L5X FILE

Here the EtherNet/IP connection parameters are imported from a Logix controller’s L5X file.

PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Save the Studio5000 project as an L5X file.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.

NOTE: It is possible that not all the connection information will be imported as
it may not be available in the L5X file due to the type of device and Logix
version.

IMPORT L5X FILE

The connection parameters can be imported from the L5X file by selecting the Import
Controller L5X option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§
-+] Import | [+ Export  Tools
0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File
IT Import Connection Library
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Figure 3.84 — Import from Controller L5X.

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘ D Refresh Configuration

Select Module

| | Name Catalog Vendor Device Type Product Code ConfigSize

Figure 3.85 — Import L5X Device Configuration — Select L5X.

Click on the Browse (“...”) button to select the previously generated L5X file.

The modules found in the selected L5X file will then be displayed in the Module List.

5 Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp\Connection Import Example.L5X Refresh Configuration
Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 | Local Local 1756-L85E 1 14 168 0
2 | Local ethO 1756-EN2TR 1 12 200 0
3 eth0 Flex5000 5094-AEN2TRXT/A 1 12 323 0
(IR Flex5000.1B16 5094-IB16XT/A 1 7 412 64
5 |Flex5000.IF8 5094-IF8XT/A 1 15 325 384
6 |Flex5000.0B16 5094-0OB16XT/A 1 7 43 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure 3.86 — Import L5X Device Configuration.

Select the required module and click Ok. The imported data will be populated into the
Connection form.

The user can then modify the Connection Name, Path and RPI as required.

D. IMPORT EDS FILE

The connection parameters can be imported from a suitable EDS file. Typically, this approach
is preferred for devices that do not require configuration data.

Document No. D106-018 Page 89 of 205
Revision 1.12



Setup

To import the connection parameters from a device EDS file, select the Import EDS File option

located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export  Tools

0 Import from Online Controller
@ Import Controller L5X

&5  Import EDS File |

IT Import Connection Library

Figure 3.87 — Import EDS File.

A File Open dialog will open allowing the user to select the EDS file.

Search Temp

S Select an Electronic Data Sheet - EDS File
v O L

> ThisPC > OS(C) » Temp

<« v 4
Organize ~ New folder
~
Name Date modified Type Size
# Quick access -
|| 055A000C006D0100.eds 2023/01/06 06:54 EDS File 35KB
& Aparian

@ OneDrive - Personal
= This PC
¥ Network

~| | Electronic Data Sheet - EDS File

File name: |055A000C00600100.eds

Figure 3.88 — Browse to EDS File.

The selected EDS file will be imported, and a summary of the connections displayed.

The user will need to select one of the 10 connections.
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5 Import EDS File Connection

EDS Flle

File: C:\Temp\055A000C006D0100 eds
Vendor:  Aparian

Product:  Modbus Router/B (A-MBR/B)

Select Connection
> > i
Name RPI (ms) o-=T 0->T Size 10 T->0 Size Config
Instance Instance Instance
[ | IO Connection 500 101 4 111 136 102

cares

Figure 3.89 — Select Connection.

The selected connection within the EDS file will be used to populate the Connection
parameters.

The user can then modify the Connection Name, Path and RPI as required.

E. IMPORT CONNECTION LIBRARY

The connection parameters can be imported from a previously created Connection Library
(.EIPCNX) file.

NOTE: Please contact support to receive a pack of the latest Connection Library
files, for commonly used devices.

To import the connection parameters from a Library file, select the Import Connection Library
File option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§

-+] Import | [+ Export  Tools

0 Import from Online Controller
@ Import Controller L5X

Eos  |mport EDS File

IT Import Connection Library |

Figure 3.90 — Import Connection Library File.
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A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters.

The user can then modify the Connection Name, Path and RPI as required.

EXPORT LIBRARY FILE

In order to create a Library file for future use, select the Export Connection Library option
located under the Export menu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library ﬂ]

Connedk

Figure 3.91 — Export Connection Library File.

3.10.2.2.2. ETHERNET/IP EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained in the EtherNet/IP Devices section below. Once the EtherNet/IP
devices have been added the user can then configure the required mapping for the
EtherNet/IP Explicit messaging as shown in EtherNet/IP Map section below.

ETHERNET/IP DEVICES
This tab is enabled when the Primary Interface is set to EtherNet/IP Originator.

The EtherNet/IP Devices configuration is shown in the figure below. Up to 10 EtherNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any of the 10 configured devices.
The data from each EtherNet/IP device is written to, or read from, an Internal Data Space with
a size of 100 Kbytes. See the Explicit EtherNet/IP Messaging section for more details.

The EtherNet/IP Devices configuration window is opened by either double clicking on the
module in the tree, or by right-clicking the module and selecting Configuration.
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ModbusRouter - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map Advanced
Explicit EtherNet/IP Device Settings
Scan Class A 500 ms Scan Class C ms
Scan Class B ms Scan Class D ms
Explicit EtherNet/IP Device List (max 5)
Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex700 UCMM ~|192.168.1.100 1000 3 2000
- - I
Apply Cancel Help

Figure 3.92 — EtherNet/IP Devices — Configuration.

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter

Description

Scan Class A, B, C, D

The configurable update rates (in milliseconds) for each scan class in the EtherNet/IP
Map.

Device List (per device)

Device Name

The user assigned instance name for the specific device.

The module can use either Class 3 or Unconnected Messaging when communicating

Message Type
ge vp to the target EtherNet/IP device.

The CIP Path to the target device. This can either be entered manually or the user can
browse to them by clicking the Browse button. The Target Browser will open and
automatically scan for all available EtherNet/IP devices.

CIP Path If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on
the module and selecting the Scan option.
The required EtherNet/IP device can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the target module.

. The amount of time (in milliseconds) the module will wait for a response from the
Timeout

target EtherNet/IP device.

Retry Count

The number of message retries before the target EtherNet/IP device is considered
offline.

Comm Status Offset

This is the offset in the Internal Data Space (used to map EtherNet/IP device data)
which provides the communication status of each EtherNet/IP device. The
Communication Status is as shown below:
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Bit O - (1:Device Online , 0:Device Offline)
Bit 1 to 7 — Reserved.

Table 3.12 — EtherNet/IP Devices configuration parameters.

ETHERNET/IP MAP
This tab is enabled when the Primary Interface is set to EtherNet/IP Originator.

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 pre-configured devices can be configured. The data from each EtherNet/IP device is
written to or read from Internal Data Space with a size of 100Kbytes. See the Explicit
EtherNet/IP Messaging section for more details.

The EtherNet/IP Map configuration window is opened by either double clicking on the module
in the tree, or by right-clicking the module and selecting Configuration.

MaodbusRouter - Configuration IEI@
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map  Internal Map Advanced
Explicit EtherNet/IP Map
. . Input Get Qutput Set .
Device Function Scan Service Class  Instance Attribute Offset Length Offset Length Data Type Tag / Static Value

b 1 |Powerflex700 Get R I 1 1 1 4 2 ;

~ ~ ~ v

Ok Apply Cancel Help

Figure 3.93 — EtherNet/IP Map configuration.

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description
The device instance name configured in the previous EtherNet/IP Devices tab.

Device
The selected device will be used for executing the communication function.
The user can select one of four functions.

Function
Get
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The module will read data from the target EtherNet/IP device by using the Get Single
Attribute CIP function. The received data will be placed into the Internal Data Space at
the Input Offset location configured in this tab.

Set

The module will write data to the target EtherNet/IP device by using the Set Single
Attribute CIP function. The data to be written will be retrieved from the Internal Data
Space at the Output Offset location configured in this tab.

Set Static

Similar to the Set function above, but the data to be written will be fixed (equal to the
Static Value) parameter in this configuration window. This function will typically be
used with the single (S) Scan class which means the MBR/B module can be setup to
write the fixed value only once when the target device communication has been
established.

Custom

This function allows the user to use a custom Service to write and read data in the
same transaction. The user will need to see which custom services that target device
supports in that device’s user manual.

Read Tag

When using a Logix controller as an EtherNet/IP Device, the MBR/B module can read
a Logix tag from the target Logix controller using Class 3 or UCMM messaging. The
value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as an EtherNet/IP Device, the MBR/B module can write
to Logix tag from the target Logix controller using Class 3 or UCMM messaging. The
value from the tag will be read from the configured Output Offset.

The user can select Scan Class A, B, C or D (which was configured in the EtherNet/IP
Devices tab). The specific mapped item will then be executed at that configured scan
class rate.

Scan The user can also select the S class which means that the mapped item will only
execute once when communication to the target device is established. If the target
device goes offline, then the mapped items with this class will be re-armed, and
resent when communication is re-established.

Servi The custom CIP service/function which is only available when the Custom function

ervice

has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute
The location in the Internal Data Space where the received data will be written.
Input Offset
This will only be available for Get and Custom functions.
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Get Length

The length of the data to be received. If the number of bytes received is more than the
Get Length, then the data will not be written to the Internal Data Space.

NOTE: When the function is Logix Read, then the Get Length will be
the number of elements of the configured data type and not the byte
count.

This will only be available for Get and Custom functions.

Output Offset

The location in the Internal Data Space from where the data to be written to the target
device will be read.

This will only be available for Set and Custom functions.

Set Length

The length of the data to be written.

the number of elements of the configured data type and not the byte

f NOTE: When the function is Logix Write, then the Set Length will be
count.

This will only be available for Set and Custom functions.

Data Type

The data type of the Static Value.

This will only be available for Set Static function.

Tag / Static Value

The value to be written to the target device when the Set Static function has been
selected.

Note: When using the SINT Array data type, the values must be entered as space-
delimited hex values. For example: 05 34 2E Al

Table 3.13 — EtherNet/IP Map configuration parameters.

3.10.2.2.3. INTERNAL DATA SPACE MAPPING

When the module is operating as an EtherNet/IP Originator, the data from the EtherNet/IP IO
devices can be mapped to the Modbus Registers using the Internal Map. The Internal Map
configuration window is opened by either double clicking on the module in the tree, or right-
clicking the module and selecting Configuration and selecting the Internal Map tab.

IDS COPY — ETHERNET/IP ORIGINATOR SOURCE

When copying data from an EtherNet/IP 10 to the Modbus Registers, the source type needs
to be EIP Originator.
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ModbusRouter - Configuration

=N R >
General Modbus Poris Scheduled Tag Reactive Tag Semvices Muli-Server Bridge Modbus Ausiiary Map EtherNeyiP Devices EtherNeylP Map IntemalMap Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type  Sourcelnstance g\ o0 Offset Offset  Destination Type Instance Sub-Tag Offset  Bit Offset  COUNt Function Reformat
» -

~ ~

Intemal
EIP Target

EIP Originator
MB Register
MB Aux
System

Figure 3.94 — IDS Copy — EtherNet/IP Originator Source Type.

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

Project Explorer ~ax
2 MBRD Demo I ModbusRouter - Configuration = T
: (M Router
{ :“g:;:":m‘ odbus Rovter/®) Generl Madbus Poris Scheduled Tag Reaciva Tag Sewvices Muli-Server Bridge Modbus AuiiaryMap EtherNeyiP Devices EterNeyiP Map Intemal Map | Advanced
i Securty
- EtherNet/P Conneciion Intormal Map
1 PF700 (152 168.1.100) o s Po— o [t De D G
1P (192 168.1.1131.0) cowcoTyoe  Sourcelnatonce | SOUC®  Source  SourceBt [ . estnaton Destnation  Desination Destnation Copy o
1 . Source Type Source Instoncs g Tag Offset Offcet  Destnation Typ instance Sub-Tag Ofiset  BitOfiset OV Funciion Reformat
+ 1 |[EPOnginetor [~ JpFe < ]Dam v o MB Register  ~ |HR v 1000 2 Byteto B~ |None ~
. ® prio = -
1794-88

Figure 3.95 — IDS Copy — EtherNet/IP Originator Source Instance.

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The

Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

The user can select to copy either the Data, or Status, from the EtherNet/IP connection.

ModbusRouter - Configuration
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Serv

Internal Map

Source Sourc
Sub-Tag Offse

» 1 |EIP Originator |~ PF700 ~ |Data w 0
" b
Status

Figure 3.96 — IDS Copy — EtherNet/IP Originator Status.

Source Type Source Instance

When selecting the Status, the format of the Status information is shown below:

Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 3.14 — EtherNet/IP Originator Connection Status.
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IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the Modbus Registers to an EtherNet/IP 10 device Output Assembly,
the destination type needs to be EIP Originator.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Awsiliary Map EtherNet/IP Devices EtherNetIP Map  Internal Map  Advanced

Internal Map

Source Source  Source Bit Destination Destination  Destination Destination Copy
et

Source Type  Source Instance Destination Type Count Reformat

Sub-Tag Offset Offsi Instance Sub-Tag Offset Bit Offset Function
1 |EIP Originator  ~ |PF700 | Data = 0 MB Register ~ |HR = 0 1 BytetoB..  |None
» 2 |MB Register ~ |HR = 1000 e 0 1 BytetoB..  |None v
: :
EIP Target

EIP Originator
B Register
B Aux

Figure 3.97 — IDS Copy — EtherNet/IP Originator Destination Type.

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
10 tree in Slate.

%

ect Explorer ——
£ VBRB Demo I ModbusRouter - Configuration = B ]
[ ModbusRouter (Madbus: Rou
b " * (Modbus: Routor/B) General Modbus Pons ScheduledTag Rescive TagSenvices MusiSever Bridge Modbus Awslisry Map EtherNeylP Devices EterNetlP Map itomalMap Advanced
Internol Map
§ Source  Souce  Source Bt Desinstion  Destination  Destination Destination Copy
SoucoTypo  Sourcemstanca gty oty S M Dostnaton Typo e erre e ey cou ooy Rotorm
1 |EP originatar |+ [pF700 ~|Data <] o B Register |~ [HR - 0 1 [Byews . ~[None
» 2 |MBRegster v HR 1000 EIP Originstor Dets - 0 1 Byte 0B~ |None
v B oF 700 v

Figure 3.98 — IDS Copy — EtherNet/IP Originator Destination Instance.

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.11. BRIDGE MODE

In Bridge Mode, the MBR/B can operate as a transparent link for Modbus, between different
media (TCP, RTU232, and RTU485). This allows, for example, a Modbus client on Modbus TCP
to communicate with Modbus devices on RS232 or RS485 and vice versa.

The Bridge mapping will need to be configured once the Bridge Mode has been selected in
the Router Mode. This will instruct the MBR/B which Modbus requests for a specific Node and
from a specific Port (e.g., TCP, RTU232, or RTU485), needs to be routed to which Modbus
Server Node and which Port (e.g., TCP, RTU232, or RTU485).

In the below example, any Modbus request received on the EtherNet TCP port for a Modbus
Server at Node address 5 (to the IP address of the MBR/B 192.168.1.100), from the Modbus
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Client at IP 192.168.1.50, will be routed to the RS232 port and sent to Modbus Server at Node
5. The response will then be routed back to the request originator (i.e., the Modbus Client at
IP 192.168.1.50).

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Ir

Modbus Bridge

Remote Client Port Remote Client Node Remote IP Address Remote Server Port Remote Server Node
1 I TCP e 5 192.168.1.50 RS232 L 5
2 RS485 e 6 192.168.1.51 TCP L 7

Figure 3.99 — Bridge Mode Map — TCP to RS232

ME Request for Node 5 at IP 192.168.1.100 VB Request for Node 5
______________________________________________________ — >
Router L
Modbus-TCP ) EriTe e i
- e RTU | Modbus Node 5
=i =B sl aal sl e
IP 192.168.1.100 -

SCADA - Modbus
Polling Master

IP192.168.1.50

Figure 3.100 — Bridge Mode Diagram — TCP to RS232.

In the next example below, any Modbus request received on the RS485 port for a Modbus
Server at Node address 6, will be routed to the Ethernet TCP port and sent to Modbus Server
Node 7 with IP address 192.168.1.51. The response will then be routed back to the request
originator (the Modbus Client on RS485).

ModbusRouter - Configuration

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map In

Modbus Bridge

Remote Client Port Remote Client Node Remote IP Address Remote Server Port Remote Server Node
TCP v 5 192.168.1.50 RS232 ~ 5
2 RS485 e 6 192.168.1.51 TCP ~ 7
b v A

Figure 3.101 — Bridge Mode Map — RS485 to TCP.
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Modbus
Router |

Maodbus-TCP

Modbus Node 7

I | Modbus-RTU4E5

| =il alalate R e el

IP 192.168.1.100 P 192.168.1.51

SCADA - Modbus
Polling Master

Control Room

Figure 3.102 — Bridge Mode Diagram — RS485 to TCP.

NOTE: The same remote Client cannot be added more than once.

NOTE: When routing from TCP to Serial (RS232 or RS485), care must be taken
when using multiple Modbus Clients to ensure that only one Modbus request
is sent at a time on the serial network.

> >

3.12. CONCENTRATOR MODE

In Concentrator Mode, the MBR/B will collect data from various Modbus devices and provide
the consolidated data to one or more Modbus Clients. The MBR/B will be a Modbus Server
on one port, and a Modbus Client on the other ports. This will allow a Modbus SCADA to
efficiently read the data from many Modbus devices, because the data from the various
Modbus devices have been concentrated into the MBR/B.

The Concentrator Server Port will need to be configured in the Modbus parameters from
which the Modbus SCADA / Client will read and write. The Modbus Auxiliary Map will then
need to be populated to retrieve the data from the various remote Modbus Server devices
(similar, to when operating in Enhanced Mode as a Modbus Client).

In the example below the Modbus SCADA is communicating on Modbus TCP to the MBR/B
which is serving as a proxy for the Modbus RTU devices in the field. The MBR/B will collect
data from the Modbus RTU devices via the radio network and save it in its internal Modbus
Registers. Modbus HR 1000 will be read from each node and placed at 100 intervals in the
MBR/B internal MB registers (e.g., data from node 2 will be at HR1000, data from node 3 will
be at HR1100, data from node 4 will be at HR1200, etc.).

The Modbus SCADA will then be able to read that data from the MBR/B at the specific Modbus
Registers.
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ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNeyIP Devices EtherNet/IP Map Intemal Map Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 RS232 |v Read ~ HR ~ 1000 10 1000 2 None ~
2 RS232 |~ Read ~ HR ~ 1100 10 1000 3 None ~
3 RS232 2 Read = HR = 1200 10 1000 4 None =
4 RS232 M Read ~ HR v 1300 10 1000 5 None v
(2] hd e ~ i

Figure 3.103 — Concentrator Mode — Modbus Auxiliary Mapping.

Node 2

Modbus-RTU [

Modbus
Router i

| Modbus-TCP

Modbus-RTU F

SCADA - Modbus
Polling Master

Control Room

Figure 3.104 — Concentrator Mode Diagram.

3.13. INTERNAL DATA SPACE MAP

The internal data map is used to exchange data from the Ethernet interface to the Modbus
Registers and vice versa. Up to 300 items can be mapped. The Internal Map configuration
window is opened by either double clicking on the module in the tree, or right-clicking the
module and selecting Configuration and selecting the Internal Map tab.

The Count is the number of bytes that will be copied from the source to the destination.
There are four different Copy Functions that can be used.

Function Description

Byte to Byte Each byte from the source will be directly copied to each byte in the destination.

Each byte from the source will be copied to each bit in the destination. If a value
greater than zero is read from the source byte then a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from the source byte then a 0 will be
written to the destination bit address. The destination offset will be the bit offset and
the destination address will be incremented by one bit each time.

Bit to Bit Each bit from the source will be directly copied to each bit in the destination.
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Bit to Byte

Each bit from the source will be copied to each byte in the destination. If a value of one
is read from the source bit then a 1 will be written to the destination byte address. If
a value of zero is read from the source bit then a 0 will be written to the destination
byte address. The source offset will be the bit offset and the source address will be

incremented by one bit each time.

Table 3.15 — Internal Map Copy functions.

The data in the destination source can also be reformatted. The Reformat option provides

five different reformat options.

NOTE: The Reformat option is only available for Byte to Byte Copy Functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16bit Byte swap

BB AA DD CC 32bit Byte Pair Swap

CCDD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table 3.16 — Internal Map Reformat Options.

3.13.1. Copry FROM

One of six sources can be selected to copy from:
Internal, EIP Target, EIP Originator, MB Register, MB Aux, and System.

ModbusRouter - Configuration
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map  Advanced

Internal Map

Source Tvpe | Source Instance Source Source  Source Bt [ .o Destination Destination  Destination Destination
P! Sub-Tag Offset Offset P Instance Sub-Tag Offset Bit Offset

b ~ ~

Count

Internal

EIP Target
EIP Originator
MB Register
MB Aux

System

Figure 3.105 — Internal Map — Source Type.

3.13.1.1. INTERNAL

Copy

Function Reformat

~

When copying data from the internal data space (IDS), the source type needs to be Internal.
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ModbusRouter - Configuration IEI@

General Modbus Porls Scheduled Tag Reactive Tag Services  Muli-Server Bridge Modbus Auxiliary Map EtheiNetIP Devices  EtherNetIP Map Intermal Map  Advanced
Internal Map

Source Source  Source Bit Destination Destination ~ Destination Destination Copy

Sub-Tag Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  COUN Function

b ~ M v

Source Type  Source Instance Reformat

Interal
EIP Target
EIP Originator
MB Register
MB Aux
System

Figure 3.106 — IDS Copy — Internal Source Type.

The source instance is Not Applicable for the internal data space. The Source Offset is the
offset in the Internal Data Space (IDS) which has a max of 100,000 bytes. The Count is the
number of bytes that will be copied.

3.13.1.2. EIP TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the Modbus Registers, the source type needs to be EIP Target.

ModbusRouter - Configuration E@I

General Modbus Poris Scheduled Tag Reaciive Tag Services Muli-Server Bridge Modbus Auiliary Map  EtherNetIP Devices EtherNetIP Map IntemalMap  Advanced
Internal Map

Source Source  Source Bit Destination Destination  Destination Destination Copy

Sub-Teg Offoct Offost Destination Type Count

Source Type Source Instance Instance Sub-Tag Offset Bit Offset Function

Reformat

- ~ v

Internal

EIP Target
EIP Originator
MB Register
MB Aux
System

Figure 3.107 — IDS Copy — EtherNet/IP Target Source Type.

The source instance will be the connection number, which can be connection 1 to 4, based on
the number of connections configured.

NOTE: Connection 0 cannot be selected because the first connection is used
for module status. Connection 1 to 4 is used for Modbus data mapping.

The Source Offset is the offset in the EtherNet/IP output assembly from where the data must
be copied. The Count is the number of bytes that will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

3.13.1.3. EIP ORIGINATOR

When copying data from an EtherNet/IP IO to the Modbus Registers, the source type needs
to be EIP Originator.
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ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNetIP Devices  EtherNeyIP Map  Intemal Map  Advanced

Internal Map

Source Type | Source Instance Source Source  SourceBit .o Destination Destination  Destination Destination (. Copy
P Sub-Tag Offset Offset P! Instance Sub-Tag Offset Bit Offset Function

b ~ ~ ~

Intemnal
EIP Target

EIP Originator
MB Register

MB Aux

System

Figure 3.108 — IDS Copy — EtherNet/IP Originator Source Type.

Reformat

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

Project Explorer o
. MORE Deme FA MadbusRouter - Configuration = Fom =%~
MadbusRouter (Madbus Router
{ },CC;W';";“ odbus Router/E) General Modbus Pors Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus AwiiaryMap EtherNetiP Devices EtherNeylP Map intemalMap Advanced
aa Sacuriy
=i Intormal Map
1 PF700 (152 168.1.100) — = — = = = = =
1P (192 168.1.1131.0) cource Troe  Source batoncy | SOUCE | Sowrce  SourceBd [ estination Destration Destnetion Desbraton Copy o
1 L Source Type Source Instance | gy, g Offset Ofiset ~De¥inetion Typ Instance Sub-Tag Offset Bt Ofiset  CoUM Function Reformet
+ 1 |[EPOnginator |~ [PF0 | Dam ~ o MB Register  ~ |HR v 1000 2 ByteloB._. ~|None
. ¥ prio - )

173488

Figure 3.109 — IDS Copy — EtherNet/IP Originator Source Instance.

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

The user can select to copy either the Data, or Status, from the EtherNet/IP connection.

ModbusRouter - Configuration
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Serv

Internal Map

Source Sourc
Source Type Source Instance Sub-Tag Offse
» 1 |EIP Originator |~ PF700 ~ |Data v 0

& N
Status

Figure 3.110 — IDS Copy — EtherNet/IP Originator Status.

When selecting the Status, the format of the Status information is shown below:

Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 3.17 — EtherNet/IP Originator Connection Status.

Document No. D106-018 Page 104 of 205
Revision 1.12



Setup

3.13.1.4. MB REGISTER

When copying Modbus Data or Status to the EtherNet/IP interface, the source type needs to
be MB Register.

ModbusRouter - Configuration EI@
General Modbus Ports Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus AuxiiaryMap EtheiNeylP Devices EtherNeylP Map Intemal Map Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination  Destination Copy
Source Type  Sourcelnstance g g Offset Offset ~ Destination Type Instance Sub-Tag Offset  Bit Offset U™ Function Reformat
" % = =
intemal
EIP Target
EIP Originator

MB Register
MB Aux
System

Figure 3.111 — IDS Copy - Modbus Register Source Type.

When using the MB Register source, the source instance will be the Modbus register type
required.

ModbusRouter - Configuration E@
General Modbus Porls Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeylP Map  Intemal Map  Advanced
Internal Map
Source Source  Source Bit Destination Destination  Destination Destination Copy
Source Type Source Instance g b Tog Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
» 1 |MBRegister - [CS - 0 ~ 0 1 Byle o B... ~ |None ~

+ |CS ~ ~
Is
IR

Figure 3.112 — IDS Copy - Modbus Register Source Instance.

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.13.1.5. MB Aux

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary
Map. For example, if there are two items in the Modbus Auxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

@ NOTE: The Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.
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ModbusRouter - Configuration E@

General Modbus Porls Scheduled Tag Reactive Tag Sevices Multi-Server Bridge Modbus Auxiliary Map EtherNeylP Devices EtherNet/IP Map  Intemal Map  Advanced

Internal Map

Source Source  SourceBit Lo Destination Destination  Destination Destination Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

b 1 MBAux ~ | Aux ftem 1 w | Status ~ 0 ~ 0 2 Byteto B.. ~ None ~

¥ Auxitem 1 < -

Source Type  Source Instance Reformat

Figure 3.113 — IDS Copy - Modbus Register Source Instance.

The MB Aux format is as shown below:

Parameter Data Type Description

MB Aux Status INT Bit 0 — Last Transaction Ok

Table 3.18 — Modbus Aux Item Status.

3.13.1.6. SYSTEM

When copying system information, the source type needs to be System.

DNRO1 - Configuration \EI@I

General DeviceNet DeviceNetDevices DeviceNetMap PLC5Map EtherNeIP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Internal Map  Advanced Monitoring

Internal Map (max. of 200 items.) Recommend

Source Source: Source Bit Destination Destination Destination Destination
Source Type Source Instance g Dffct Offewt  Destination Type Itonce Sub-Tag Offest Bt Offeet | COURE Copy Function Reformat

o ~ v v

Internal
EIP Target
EIP Originator
MB Register
DNet Target
DNet Scanner
System

Figure 3.114 — IDS Copy — System Information.

The module’s System information has the following format.

Parameter Data Type | Description

Module Status.

Bit 0 — Module Config Valid

Bit 1 — Routing Inhibited

Bit 2 — Disabled by Logix Standby

Status INT Bit 3 — EtherNet/IP Originator Comms Ok
Bit 4 — EtherNet/IP Target Comms Ok

Bit 5 — Controller Run (1)/Prog Mode (0)
Bit 6 — NTP Ok

Bit 7 — Modbus Comms Ok
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Bit 8 — Modbus Client (0) / Server (1)

ConfigCRC INT The module configuration signature.
0 —Scheduled
1 —Reactive
2 —Unscheduled
Mode SINT 3 — (Reserved)
4 — Enhanced
5 — Bridge
6 — Concentrator
Only valid for Scheduled, Reactive, and Unscheduled Mode
Protocol SINT 0 —Serial
1-TCP
Only valid for Scheduled and Reactive Mode
Transaction Rate INT The transaction rate is the number of Modbus messages per
second that the module is currently routing.
Only valid for Scheduled Mode
Scheduled Tag Count INT
The number of items in the Scheduled Tag Map.
Only valid for Scheduled and Reactive Mode
When the module is operating in Logix — Redundant USB this
field will show the redundant status of the local Logix controller
connected via USB.
0x02 - Primary SYNC
The local Logix controller is the primary and is synchronized
with the secondary.
0x03 - Primary DISQ
The local Logix controller is the primary and the secondary
controller is disqualified.
0x04 - Primary ALONE
Logix Redundant State INT The local Logix controller is the primary with no secondary

controller.
0x10 - Primary Locked

The local Logix controller is the primary and is locked for
changes.

0x08 - Secondary SYNC

The local Logix controller is the secondary and is synchronized
with the primary.

0x09 - Secondary DISQ

The local Logix controller is the secondary and is disqualified
with the primary.

OxO0E - No Partner
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The local Logix controller is the secondary with no controlling
partner.

0x12 - Secondary Locked

The local Logix controller is the secondary and is locked for
changes.

Table 3.19 — System Information Format.

3.13.2. CoryTo

One of four destinations can be selected to copy to:
Internal, EIP Target, EIP Originator, and MB Register.

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Mufi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map  Advanced

Internal Map
Source Source  Source Bit Destination Destination | Destination Destination Copy
Source Type  SourceInstance g, oq Offset Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset  COUNt Function Reformat
" % = =
nteral
EIP Target
EPP Originator
M Register
MB Aux

Figure 3.115 — Internal Map — Destination Type.

3.13.2.1. INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.

ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reacive Tag Services Muli-Server Bridge Modbus AusiliaryMap  EtherNetIP Devices EtherNetlP Map IntermalMap  Advanced
Internal Map

Source Type | Source Instance Source Source  Source Bit [ .o Destination Destination  Destination Destination . Copy
yp Sub-Tag Offset Offset e Instance Sub-Tag Offset Bit Offset Function

" - @ =
Internal
EIP Target

Reformat

EIP Originator
MB Register
MB Aux

Figure 3.116 — IDS Copy — Internal Source Type.

The destination instance is Not Applicable for the internal data space. The Destination Offset

is the offset in the Internal Data Space (IDS) which has a max of 100,000 bytes. The Count is
the number of bytes that will be copied.
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3.13.2.2. EIP TARGET

When copying data from the Modbus Registers to the EtherNet/IP Target input assembly, the
destination type needs to be EIP Target.

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Iniemal Map Advanced

Internal Map

SourceType | Source Instance SSDUH:E Souce  Sowrce Bt (oo Destination Destination  Destination Destination . = Copy

ub-Tag Offset Offset Instance Sub-Tag Offset Bit Offset Function

1 |EIP Target |Connection 1~ 0 MB Register | |HR v 1000 2 BytetoB... ' |None v

» 2 |MBRegister  ~|HR - 2000 v 0 1 Byte toB..  None v
. v v

EIP Target

Reformat

EIP Originator
ME Register
ME Aux

Figure 3.117 — IDS Copy — EtherNet/IP Target Destination Type.

The destination instance will be the connection number, which can be connection 1 to 4,
based on the number of connections configured.

NOTE: Connection 0 cannot be selected because the first connection is used
for module control. Connection 1 to 4 is used for Modbus data mapping.

The Destination Offset is the offset of the EtherNet/IP input assembly from where the data
must be copied. The Count is the number of bytes that will be copied.

3.13.2.3. EIP ORIGINATOR

When copying data from the Modbus Registers to an EtherNet/IP 10 device Output Assembly,
the destination type needs to be EIP Originator.

ModbusRouter - Configuration =B )

General Modbus Ports Scheduled Tag Reactive Tag Services Mul-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map InternalMap  Advanced

Internal Map
Source Source | Source Bit Destination Destination | Destination Destination Copy
Source Type  Sourcelnstance g b oo Offset Offeet  Destination Type Instance Sub-Tag Offset  BitOffset  Count Function Reformat
1 |EP Originator  ~ |PF700 ~|Data < o MB Register |~ |HR - 0 1 [BytetoB. |~ [None <

» 2 |MBRegister  ~|HR - 1000 ~ 0 1 Byte 1o B... > |None ~
. ™ nteral =

EIP Target

EIP Originalor

ME Register

ME Aux

Figure 3.118 — IDS Copy — EtherNet/IP Originator Destination Type.

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
10 tree in Slate.
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Project Explorer i x
e ModbusRouter - Configuration ==
~ | ModbusHouter (Modbus Router/B)

# Configuraion General Modbus Pors Scheduled Tag Reactive TagSenices MulrSewer Bridge Modbus Auiiary Map EtherNet/I° Devices EtherNeyiP Map InemsiMap  Advancad
n Sacurty
21 s EteiNeylP Conpections Inteensi Map
1 PF700 (152 168.1.100)
§ 1794188192 1631 1131.0) . o st Source  Soucs  Source Bil etion Desinstion  Destination  Destination Destnation . Copy .
Sourco Type  Sourcalnstance g 7oy Offsat Ofisgy  DOStnBtion Typo Instance Sub-Tag Offset Bt Ofiset  COU™ Function Reformat
1 |EP Originatar | [PF700 ~ | Data 5] o MB Register  ~ |HR - a 1 |oyews. [v[Noe v
» 2 |MBRegister v HR ~ 1000 EP Onginator _ ~ [PF700 | Data “ o 1 |ByewB. ~|None
. v - [ =

Figure 3.119 — IDS Copy — EtherNet/IP Originator Destination Instance.

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.13.2.4. MB REGISTER

When copying data from the EtherNet/IP interface to a Modbus Register, the destination type
needs to be MB Register.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map Intenal Map  Advanced

Internal Map
Source  Source  Source Bit Destination  Destination  Destination  Destination Capy
Source Type  Sourcelnstance g og Offset  Offset ~ Destination Type Instance Sub-Tag Offset  BitOffset U™ Function Reformat
1 [MBRegister |~ |HR v 0 ElP Targst |~ |Connection 1 |~ 0 2 [ByetB | |None v
» 2 |EIP Target ~ | Connection 1 ~ 0 MB Aux ~ 0 1 Byte to B. ~ None 7

v Intemal v
EIP Target
EIP Originator
MB Re.sm

Figure 3.120 — IDS Copy - Modbus Register Destination Type.

The destination instance will be the Modbus register type required.

ModbusRouter - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus AwliaryMap EtherNet/IP Devices EtherNetIP Map IntemalMap  Advanced

Internal Map

Source Source  Source Bit Destination Destination  Destination Destination Copy

Source Type  Source Instance g o0 Offset Offset  Destination Type Instance Sub-Tag Offset  BitOffset  Count Function Reformat
1 |MBRegister v |HR v 0 EIP Target |~ |Connection 1 | 0 2 [ByretoB |~ |None -
» 2 EPTarget v Connection1 v 0 MB Register  ~ [cS - 0 1 Byte to B | |None v

v ~ |CS ~
IS
IR

Figure 3.121 — IDS Copy - Modbus Register Destination Instance.

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.
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3.14. ADVANCED

The Advanced configuration window is opened by either double clicking on the module in the
tree, or by right-clicking the module and selecting Configuration.

ModbusRouter - Configuration EI@

General Modbus Ports Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherMNet/IP Map Internal Map  Advanced
Device Level Ring

[] DLR Enable

Time Synchronization

NTP - Network Time Protocol

Server IP Address ‘ 192 . 168 . 1 . 236

Update Interval (s)

Ok Apply Cancel Help

Figure 3.122 — Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description

THIS IS ONLY RELEVANT IN SWITCH (LINEAR/DLR) ETHERNET SWITCH MODE
DLR Enable
Enable Device Level Ring operation.

NTP Enable The MBR/B can synchronize its onboard clock to an NTP Server by enabling NTP.

This setting is the IP address of the NTP Server which will be used as a time
source.

NTP — Server IP Address

This setting is the updated interval (in seconds) that the MBR/B will request

NTP — Update Interval .
time from the NTP Server.

Table 3.20 — Advanced configuration parameters.

3.15. MODULE DOWNLOAD

Once the Modbus configuration has been completed, it must be downloaded to the module.
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Before downloading the Connection Path of the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It
can however be modified, if the Modbus Router is not on a local network.

The Connection path can be set by right-clicking on the module and selecting the Connection
Path option.

Aparian-Slate - ModbusSample

File Device Tools Window Help
ek Xd 4T 3L e
Project Explorer i

= & ModbusSample

=% ModbusRout =2 es Do oin
-/ Configuratio # Configuration

Verify Configuration
|== Connection Path ‘I

Status
Go Offline
4F Go Online

¥ Download
4+ Upload

Generate 5tatus Report
Event Viewer
Modbus Packet Capture

Generate Status Report
Il

Figure 3.123 - Selecting Connection Path.

The new connection path can then be either entered manually or selected by means of the
Target Browser.

ModbusRouter - Connection Path =NS=TS ™
Connection Path
192.168.1.226 | | Browse
Ok Cancel

Figure 3.124 - Connection Path.
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When the module has been setup with Controller Mode Logix — USB Redundant the user will
need to enter the connection path for both Modbus Router A and B.

ModbusRouter - Connection Path =N =TS ™
Connection Path A
| | Browse
Connection Path B
Browse

Ok Cancel

Figure 3.125 - Connection Path (Redundant Modules — see Redundant section).

To initiate the download, right-click on the module and select the Download option.

Aparian-5Slate - ModbusSample

File Device Tools Window Help
Dl WG
Project Explorer

= & ModbusSample

EE ModbusRouter TSR
& Configuration # Configuration

Verify Configuration
= {onnection Path

LW P | Sy, PR p——

Status
Go Offline
dF Go Online

|Iv Download
4 Upload

Generate Status Repart

Event Viewer
Maodbus Packet Capture
Generate Status Repart

I

Figure 3.126 - Selecting Download.

Once complete, the user will be notified that the download was successful.
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The module is now configured and will start operating immediately.

Aparian-Slate *

@ Download to A Successful.

Figure 3.127 - Successful download.

Aparian-5Slate - ModbusRouterBExample

File. Device Tools Window Help
ek .50 AL e
Project Explorer =

= & ModbusRouterBExample

=} ModbusRouter (Modbus Router/B)

------ # Configuration

- [ A-Status

isfm Modbus Packet Capture

Figure 3.128 - Module online.
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4. DEVICE FIRMWARE UPDATE

The MBR/B module supports in-field firmware upgrading. The latest firmware for the module
can be downloaded from the Aparian website www.aparian.com. The firmware is digitally
signed, so only the correct firmware can be used.

To firmware upgrade the module, follow the steps below:

From the Tools menu in Slate, select the DeviceFlash utility.

Tools | Window Help

Target Browser

DHCP Server

Event Viewer

DeviceFlash

3
+
A
5

Packet Capture Viewers

GSD File Management

FF DD Management

CAN EDS File Management
DeviceNet EDS File Management

& Application Settings

Figure 4.1 — Select DeviceFlash utility from Slate.

°
Aparian-Slate
File Device
=L
.

firmware upgrade the module.

When the utility opens, the user will be prompted to select the binary file to be used to

Select a Device Flash File

« v

T

Organize ~ New folder

= This PC

_# 3D Objects
[ Desktop
=] Documents.
¥ Downloads
J’ Music

= Pictures
E Videos

E£905(C)
¥ Network

v

» This PC > Documents > Aparian *

Name

|| PCD_MBRB_2001010.afb

v

Date modified

2023/04/11 1325

BatteryVision 2023/03/06 14:31
DVSnof 2022/08/11 14:05
HoneywellCapture 2022/08/11 14.05
JSONTest 2022/08/11 14.05
Trimble 2022/08/11 1405

ControlNet Router EDS 2022/08/11 1405

o R

Type

AFB File
File folder
File folder
File folder
File folder
File folder

File folder

File name: [PCD_MBRB_2001010.afb

Search Aparian

~| " |Device Fiash afb)

518 KB

Cancel

Figure 4.2 — Select the binary file.
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Device Firmware Update

e After selecting the file, the user will be prompted to select the device to firmware upgrade on
the local network.

Target Browser - O X
"'* C’) Done
[ 192168.1.7 : 1756-EN2TR/C 2

=1
=

192.168.1.8 : 1756-EN2TR/B
192.168.1.41 : BMEP584040
192.168.1.42 : BMEP584040
192.168.1.113: 1794-AENT/B
192.168.1.114 : Modbus Router/B

192.168.1.115: Modbus Router/B

192.168.1.116 : Modbus Router/B

1921681117 : Modbus Router/B
192.168.1.118 : Modbus Router/B

192.168.1.149 : PMEPXMO100

o o | i s e s e | o e { o o

Ok Cancel

Figure 4.3 — Select the device to be updated.

e After the device selection the user will be prompted if the device flash must start. The firmware
update will take less than 2 minutes to complete.

Device Flash =2 =R %"

File Tools
- 5
Parameter Source File Target Device &
Path PCD_MBRB_2001010 192.168.1.116
Product Modbus Router/B Modbus Router/B
Vendor 1370 1370
Device Type 12 12
Product Code 108 109
Revision 2.001 2.001.010 w

Flash Cancel

Sending Chunk 172 .

Figure 4.4 — Firmware update busy.
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e Once the firmware update has successfully completed, the Target Device textboxes will
display green.

Device Flash E=RECE X"
File Tools
a5
Parameter Source File Target Device &
Path PCD_MBRB_2001010 192.168.1.116
Product Modbus Router/B Modbus Router/B
Vendor 1370 1370
Device Type 12 12
Product Code 109 109
Revision 2.001 2.001.010 v
Flash Cancel
Complete

Figure 4.5 — Firmware update successfully completed.

NOTE: If for any reason the firmware update failed (e.g. power down during the
update), then the module will revert back to the bootloader. The user can then
simply reflash the module again to update it to the latest application firmware.
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5. SECURITY

The MBR/B supports security services allowing the user to configure various levels of module
security.

When security is enabled all EtherNet/IP communication between Slate and the module is
encrypted preventing information from being intercepted by a third party.

Security of the module is configured and downloaded separately to the module’s primary
(application) configuration and can thus be configured online without affecting the running
process.

The security services provide the following features:

e Configurable level of security

e  Encrypted EtherNet/IP communication

e  Fixed User Roles and Custom Users

e  Configurable Password rules

e Login Expiry

e Failed Login Cool-off and Account Disable options
e Configurable Global Services and Custom Ports
e  Optional IP Address Access Control List

e  Optional MAC Access Control List

e  Restrictions on Reset command

e  Restrictions on Device Flash options

e  Security Audit trail in Event Log

Optional user authentication can be enabled, requiring users to login to the module when
connecting. In addition to the fixed role users, (viz. Administrator, Engineer, Operator, Auditor
and Viewer) up to 5 custom users can be configured. Each custom user is assigned one of the
aforementioned fixed roles.

Once user authentication has been initialized, only users with Administrator privileges are
able to change the security configuration and reset passwords etc.
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Allowed privileges for each user role is tabulated below:

Privileges / Roles ‘ Administrator ‘ Engineer ‘ Operator ‘ Auditor ‘ Viewer | None

System

Identity Object v v v v

Device Flash (Firmware Upgrade)

Reset Module

Change Ethernet Interface Settings

Application

Download/Upload Configuration

View Status and Statistics

Clear Statistics

Packet Capture

View Event Log

Clear Event Log

Generate Status Report

Modbus Pass Through Functions

CKIKISISIKIKISE KIS

Internal Register Viewer

Security

Download/Upload Security Configuration

Clear All Security

View Security Status and Statistics

Clear Security Statistics

Change Own Password

CSIKIKISISIKT SISIKISIKIKISIKIST ISIKIKK

LR
L] A

Change Another User's Password

Table 5.1 — User Role Privileges.

5.1. SECURING PROCESS

The process to secure a module involves the following basic steps:

e Setup Security Configuration
e Download Security Configuration to the module

e [nitialize User Authentication

5.1.1. CONFIGURATION

The Security Configuration is accessed by right-clicking on the Security item in the device tree
and selecting the Security Configuration option.
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File Device

=& MBRB Demo
= [ ModbusRouter (Modbus Router/B)
... Configuration

Aparian-Slate - MBRB Demo*

Tools

el XA 08 e

Project Explorer

Window Help

|:ﬁ’ Security Configuration |I
A~ Security Status
== (Change My Password
== (Change Other Password
Verify Configuration
Initialize User Authentication
Clear All Security
{®  Download Security Configuration
[+ Export Security Configuration
-+] Import Security Configuration

I'l

Figure 5.1 — Selecting Security Configuration.

The configuration form will open and display multiple configuration tabs.

5.1.1.1. GENERAL CONFIGURATION

The General configuration tab is shown below.

ModbusRouter - Security Configuration

Master Security Enable
Enable Fixed Users
Engineer
[] operator
Auditor
Viewer

Module Reset and Flash Rules
Allow Reset
Allow Reset to Factory Defaults
[ Allow Reset when Connected
[] Allow Device Flash when Connected

Ok

General Password Rules Custom Users Services |IP Access Control List MAC Access Control List

Login Rules

Login Expire

Timeout Period IIl (minutes)
Failed Login Cool-Off
Cool-Off Period {minutes)

|:| Failed Login Disables Account

Apply Cancel

E=N R =5

Figure 5.2 — Security Configuration — General.
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The General configuration tab comprises the following parameters:

Parameter

Description

Master Security Enable

Used to enable or disable the master security.

NOTE: If this option is disabled then all Security
measures are disabled.

Enable Fixed Users
Engineer
Operator
Auditor

Viewer

Allows each of the fixed users to be enabled or disabled.

NOTE: The fixed Administrator user cannot be
disabled.

Module Reset and Device Flash Rules

Allow Reset

Must be checked to allow any type of Reset via EtherNet/IP.

Allow Reset to Factory Defaults

Must be checked to allow Reset to Factory Defaults (including Reset
to Factory Defaults except Communication settings).

Allow Reset when Connected

Must be checked to allow any type of Reset when the module is
connected, where connected implies an EtherNet/IP Class 1
connection.

Allow Device Flash when Connected

Must be checked to allow Device Flash when the module is
connected, where connected implies an EtherNet/IP Class 1
connection.

Login Rules

Login Expire

Selecting this option causes all users to be automatically logged-out
after the Login Expire Timeout Period.

Login Expire Timeout Period

The duration, in minutes, after which all users will be automatically
logged-out.

Min: 1 minute
Max: 1440 minutes (24 hours)

Failed Login Cool-Off

Selecting this option initiates a Cool-off period after a user has
entered an incorrect password 3 times in succession. During the cool
off period the user will not be able to login.

NOTE: This option, and the Failed Login Disable
Account option, cannot be simultaneously selected.

Failed Login Cool-Off Period

The Cool-Off duration, in minutes.

Once a user has entered an incorrect password 3 times in succession,
they would need to wait this period before they can login again.

Min: 1 minute
Max: 1440 minutes (24 hours)
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Failed Login Disables Account Selecting this option causes the user’s account to be disabled if they
enter an incorrect password 3 times in succession.

NOTE: Once the user’s account has been disabled, an
Administrator would need to reset their password.

NOTE: This option, and the Failed Login Cool-Off
option, cannot be simultaneously selected.

NOTE: This option will not be applicable for the
Administrator user account.

® 0O

Table 5.2 — Security Configuration — General.

5.1.1.2. PASSWORD RULE CONFIGURATION

The Password Rules tab is shown below.

ModbusRouter - Security Configuration EIIEI

Custom Users Services |P Access Control List MAC Access Control List

General

Password Rules

Minimum Length 3 ~

Requires at least one Lowercase character
Requires at least one Uppercase character
Requires at least one Numeric character

Requires at least one non-Alphanumeric character
Reject Triples (3 identical consecutive characters)

[] Reject Username Deriviatives (4 consecutive characters)

Ok Apply Cancel

Figure 5.3 — Security Configuration — Password Rules.

The Password Rules tab comprises the following parameters:

Parameter Description
Minimum Length The minimum number of characters the password must contain.
Min: 1
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Max: 32

Requires at least one
Lowercase character

When selected, all passwords will require at least one lowercase character.

e.g.abcd

Requires at least one
Uppercase character

When selected, all passwords will require at least one uppercase character.
e.g.ABCD

Requires at least one
Numeric character

When selected, all passwords will require at least one non-alphanumeric
character.

eg.1234

Requires at least one Non-
Alphanumeric character

When selected, all passwords will require at least one non-alphanumeric
character.

eg. | @#S%

Reject Triples

When selected, all passwords may not contain 3 identical (case-insensitive)
consecutive characters.

e.g. MyDDDog, strangecCcat.

Reject Username
Derivative

When selected, all passwords may not contain any derivative of the respective
username. A derivative is defined as any 4 consecutive characters of the
password case-insensitive-matching any 4 consecutive characters of the
username.

Table 5.3 — Security Configuration — Password Rules.

5.1.1.3. Custom USERS CONFIGURATION

The Custom Users configuration tab is shown below.

ModbusRouter - Security Configuration EI@

General Password Rules CustomUsers Services IP Access ControlList MAC Access Control List

Enable Custom Users

Custom Users (max. of 5 items.)

User Name Role
1 Rex Stardust Administrator e
2 | Cynthia Smith Engineer bed
3 | Walter Sobchak Viewer ™
~

Ok Apply Cancel

Figure 5.4 — Security Configuration — Custom Users.
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The Custom Users configuration tab comprises the following parameters:

Parameter

Description

Enable Custom Users

Global Enable / Disable for all Custom Users

User Name User Name of the Custom User.
@ NOTE: The User Name cannot exceed 32 characters.
@ NOTE: The User Name cannot be the same as any of the fixed roles.
(Administrator, Engineer etc.)
Role The role allocated to this user. Select one of the following:

Administrator
Engineer
Operator
Auditor

Viewer

Table 5.4 — Security Configuration — Custom Users.

5.1.1.4. SerVICES CONFIGURATION

The Services configuration tab is shown below.

Services

] Allow Al

HTTP
Modbus-TCP
[] onpa-TcP
[] DNP3-UDP
PCCC

DTM Access

ModbusRouter - Security Configuration EI@

General Password Rules Custom Users Services |P Access ControlList MAC Access Control List

Global Security Services Global Custom Ports

Custom Port
509

[

Ok Apply Cancel

Figure 5.5 — Security Configuration — Services.
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The Services configuration tab comprises the following parameters:

Parameter Description

Allow All When selected all services are allowed by default.

HTTP Allow HTTP web server connections to be accepted.

Modbus-TCP Allow Modbus-TCP connections to be accepted.

DNP3-TCP Allow DNP3 TCP connections to be accepted.

DNP3-UDP Allow DNP3 UDP connections to be accepted.

PCCC Allow PCCC connections to be accepted.

DTM Access Allow unencrypted DTM-required passthrough EtherNet/IP transactions.

This provides a limited exception to encryption requirement policy for asset
management software.

Custom Ports Up to 4 custom (TCP / UDP) ports can be added to the allowed list.

NOTE: When the application is using non-standard ports for
communication services (e.g. Modus-TCP) then these ports will
need to be added to the Custom Ports list.

Table 5.5 — Security Configuration — Services.

5.1.1.5. |IP Access CONTROL LIST CONFIGURATION

Enabling the IP Access Control List will block all communication from PCs (and other devices)
unless their IP addresses are explicitly included in the list with the allowed services.

The IP Access Control List configuration tab is shown below.
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ModbusRouter - Security Configuration E@
General Password Rules CustomUsers Services P Access ControlList MAC Access Control List
IP Access Control List Enable IP ACL ltems (max. of 10 items.)
Range Start Range End SubNet Allowed Services Custom Ports
1 192.168.1.20 192.168.1.145 255.255.255.0 All
b2 192.168.1.231 192.168.1.235 255.255.255.0 HTTP + Modbus-TCP
N

Ok Apply Cancel

Figure 5.6 — Security Configuration — IP Access Control List.

The IP Access Control List configuration tab comprises the following parameters:

Parameter Description

IP Access Control List Enable Enable / Disable for all IP Access Control List

IP Access Control List

Range Start First IP address in the range.

Range End Last IP address in the range.

SubNet The subnet mask of the range.

Allowed Services The services allowed for this IP range.

Custom Ports Additional custom ports allowed for this IP range.

Table 5.6 — Security Configuration — IP Access Control List.

To modify the Allowed Services the user can either click on the specific Allowed Service cell,
or right-click on the specific row and select the Edit Services option.

The Service Selection form will open allowing the user to select each service’s checkbox.

Document No. D106-018 Page 126 of 205
Revision 1.12



Security

Service Selection b4

[ Allow Al

Selected Services
[] EtherNet/IP

HTTP
Modbus-TCP
[] bNPa-TCP
[] bNP3-UDP
[ pccc

[] DTM Access

cares

Figure 5.7 — Security Configuration — Service Selection.

To modify the Custom Ports the user can either click on the specific Custom Ports cell, or right-
click on the specific row and select the Edit Custom Ports option.

NOTE: The Custom Ports option is not available if the Allow All option has been
selected in the Allowed Services.

The Custom Ports Selection form will open allowing the user to modify the Custom Ports.

Custorn Port Selection x

Custom Ports
Custom Port

.

carce

Figure 5.8 — Security Configuration — Custom Ports.
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5.1.1.6. MAC Access CONTROL LIST CONFIGURATION

Enabling the MAC Access Control List will block all communication from PCs (and other
devices) unless their MAC addresses are explicitly added to the list.

NOTE: Incorrectly configuring the MAC Access Control List may result in the
module no longer being able to communicate with Slate.

The MAC Access Control List configuration tab is shown below.

ModbusRouter - Security Configuration E@
General Password Rules Custom Users Services IP Access Control List MAC Access Control List
MAC Access Control List Enable MAC ACL ltems (max. of 10 items.)
MAC Address Description
1 B4:45:06:0E:F6:8E BADPC-5520-1
2 B4:45:06:0E:F6:8D BADPC-5520-2
3 B4:45:06:09:76:15 ENGPC

(1]

Ok Apply Cancel

Figure 5.9 — Security Configuration — MAC Access Control List.

The MAC Access Control List configuration tab comprises the following parameters:

Parameter Description

MAC Access Control List Enable | Enable / Disable for all MAC Access Control List

MAC Access Control List

MAC Address The MAC address which will be allowed to communicate with the module.

Description An optional description for the Device with the matching MAC address.

Table 5.7 — Security Configuration — MAC Access Control List.
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The MAC addresses can be entered manually, or the user can right-click and select the Browse
option.

This will open the Network Interface Browser displaying all the network interfaces and their
corresponding MAC addresses found on the local pc. The user can then select which MAC
addresses to be added to the MAC Access Control List.

Network Interface Browser X
Selected MAC Address Interface IP Addresses
I 5445060EF95F | Intel(R) Ethernet Connection (13) 1219-V 169.254.5.104 + 192.168.1.221

D B4:45:06:0E:F2:60 Realtek USB GbE Family Controller 192.168.1.218

J 0A:00:27:00:00:07 VirtualBox Host-Only Ethernet Adapter 192.168.56.1

D 28:11:A8:59:EE:FE Microsoft Wi-Fi Direct Virtual Adapter 169.254 75.30

] 2A-11:A8:59:EE-FD Micrasoft Wi-Fi Direct Virtual Adapter #2 169.254 130 44

D 00:50:56:C0:00:01 WMware Virtual Ethernet Adapter for VMnet1 192.168.52.1

D 00:50:56:C0:00:08 VMware Virtual Ethernet Adapter for VMnet8 192.168.232.1

D 28:11:A8:58:EE:FD Intel(R) Wi-Fi 6 AX201 160MHz 192.168.15.101

] 28:11:A8:59:EF:01 Bluetooth Device (Personal Area Network) 169.254.64.223

Ok Cancel

Figure 5.10 — Security Configuration — Network Interface Browser.

51.2. DOWNLOAD SECURITY CONFIGURATION

Once the security configuration has been completed it must be downloaded to the module.

When online with the module, the current state of the security will be indicated by the icon
of the Security node in the project tree as follows:

Icon Description

Module Offline — Master Security Disabled

Module Offline — Master Security Enabled

Module Online — No Security Configuration Downloaded

Module Online — Master Security Disabled

Module Online — Master Security Enabled, User Authentication Uninitialized

e by
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a Module Online - Secured

Table 5.8 — Security Status Icons.

To download the security configuration right-click on the Security item in the project tree and
select the Download Security Configuration item.

=% MBREB Demo
=} ModbusRouter (Modbus Router/B)

Security Configuration

Security Status

]

Change My Password

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security

|l“ Download Security Configuration

Export Security Configuration

Import Security Configuration
[

Figure 5.11 — Download Security Configuration.

Security *

@ Security Download Complete

Figure 5.12 — Download Security Configuration Complete.

5.1.3. INITIALIZE USER AUTHENTICATION

The final step in securing the module is to initialize user authentication. This involves creating
an Administrator password as well as setting the Default password to be used by all other
users for their initial login.

To commence with this step, right-click on the Security node in the project tree and select the
Initialize User Authentication option.
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Project Explorer =

=& MBRB Demo
- ModbusRouter (Modbus Router/B)
.. Configuration

P A-g & Security Configuration
s Mog 4 Security Status

=

= (Change My Password

Change Other Password

Verify Configuration

| Initialize User Authentication ‘I
¥ Clear All Security
{& Download Security Configuration

Export Security Configuration

-+] Import Security Configuration
'L

Figure 5.13 — Initialize User Authentication.

The user (now deemed to be the Administrator) will need to configure a password for the
fixed Administrator user.

Set ADMINISTRATOR Password X

Action Notes: Set ADMINISTRATOR Password.

User Details

Username Administrator Password Criteria
+~/  Minimum Length
+~/  Contains Lowercase character

Old Password +/  Contains Uppercase character
+~/  Contains Numeric character

New Password |"“""“ | v +~/  Contains Non-Alphanumeric character
~/  No Triples

Confirm Password |"lulull | v
@  No Username Deriviatives

cares

Figure 5.14 — Set Administrator Password.

As the new password is entered, it will be checked against the configured password rules.
The icons adjacent to each password rule will indicate if the criteria are fulfilled or not, or
not applicable, as shown below:
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Icon Description

Criteria Not Applicable

Failed Criteria

J Passed Criteria

Table 5.9 — Password Rule Status Icons.

A green tick icon will be displayed to the right of the New Password once it meets all the
password criteria. A green tick adjacent to the Confirm Password will indicate that it
matches the New Password.

The entered passwords can either be displayed or masked by clicking on the Show Password
check box.

Once the Administrator password has been set, then the Default password must be set.
The Default password is the password to be used by all other users for their initial login.

The Default password is configured in similar manner and must also comply with the
configured password rules.

Set DEFAULT Password X
Action Notes: Set DEFAULT Password. Used by all other users for their first login.
User Details
Username Default Password Criteria
+~/ Minimum Length
[ Show Password +~/  Contains Lowercase character
Old Password +~/  Contains Uppercase character
+~/  Contains Numeric character
New Password |""""" | +~/  Contains Non-Alphanumeric character
+~/  No Triples
Confirm Password ||l"i"|l| | vy
No Username Deriviatives
coe
Figure 5.15 — Set Default Password.
NOTE: If required, the Administrator can change the default password
individually for each user, by using the Change Other Password option.
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On completion of the User Authentication Initialization step, the module will be secured
indicated by the green Locked icon.

Project Explorer

=& MBRB Demo
&4
# Configuration
& Security
[ A-Status
omm Modbus Packet Capture

Figure 5.16 — Secured Module.

5.2. OPERATION

To interact with a secured and user initialized module, each user will need to first login.

52.1. INITIAL USER LOGIN

Similar, to an unsecured module, a user would open the existing Slate project, right-click on
the module, and select Go Online.

Project Explorer

El,ﬁ, MBRE Dema
B- E odb Route odb RO

-/ Configuration

...... n Securin{

Configuration

E e

Verify Configuration
Connection Path

Status
Go Offline
Hr Go Online ||

4 Download
Upload

Generate Status Report
Internal Register Viewer
Event Viewer
Modbus Packet Capture

+] Import from Series A

gl Copy

[+ Export

K Delete
Reset Module »

1]

Figure 5.17 — Go Online.
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Since the module has been secured, it will then prompt the user to login.

Login >
Login Details

O Fixed User Administrator

@ Custom User |WalterSobchak

Password |||||||||||

core

Figure 5.18 — Custom User Login.

The user will need to select either one of the Fixed Users or select the Custom User option
and then enter the Custom Username.

The user will then need to enter their password.

Should this be the initial login with the Default password, or if the Administrator has reset
the password and selected the option for the user to change the password, then the Set
Password form will open. The user will then need to set an appropriate password before
continuing.

Set OWN Password X

Action Notes: Set OWN Password.

User Details

Username Viewer Password Criteria
+~/  Minimum Length
+/  Contains Lowercase character
Old Password |".".".. | +~/  Contains Uppercase character
+~/  Contains Numeric character
New Password |""""" | v +/  Contains Non-Alphanumeric character
+/  No Triples
Confirm Password |"i"!"!' | v )
@  No Username Deriviatives

cares

Figure 5.19 — Change Own Password.
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NOTE: The Old Password that needs to be entered on the Initial User Login, will
be the same password that was used to login.

All users are permitted to change their password at any time by right-clicking on the Security
node in the project tree and selecting the Change My Password option.

=% MBRB Demo
=B {l- ModbusRouter (Modbus Router/B)

------ # Configuration

...... & ; : :
L 0 A- Security Configuration
foenFn Mo Security Status

zZ= C(Change My Password ‘I

Change Other Password

Verify Configuration

Initialize User Authentication
Clear All Security

1& Download Security Configuration

Export Security Configuration

Import Security Configuration
Il

Figure 5.20 — Select Change My Password.

52.2. ROLE SPECIFIC OPERATIONS

Users with Administrator, Engineer and Auditor roles are permitted to access additional
functions not available by other users.

5.2.2.1. SECURITY STATUS

The Security Status can be viewed by right-clicking on the Security node in the project tree
and selecting the Security Status option.
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Project Explorer -

oo Mg

=& MBRB Demo
- ModbusRouter (Modbus Router/B)
.. Configuration

palF

Security Configuration

Security Status

Change My Password
Change Other Password

Verify Configuration
Initialize User Authentication
Clear All Security

Download Security Configuration

Export Security Configuration
Import Security Configuration

Figure 5.21 — Select Security Status.

The Security Status window will open displaying various status and statistics regarding the

security services.

The General tab displays an overview of the security status.

| ModbusRouter - Security Status A

General Statistics Custom Users

General

Security State |

Active

Security Revision |

Config Checksum |

0xBDE4

Current Session Role |

Administrator

Login Expiry |

Fixed Users

Administrator

Engineer

Operator

Auditor

Wiewer

p=feiE

Active

Disabled

Disabled

Disabled

Active

The General status tab displays the following:

Figure 5.22 — Security Status — General.

Document No. D106-018
Revision 1.12

Page 136 of 205




Security

Parameter Description
General
Security State The current status of the security services:

No Config

No security configuration has been downloaded to the module.

Disabled

Security configuration has been downloaded to the module, but the master
Enable Security option in the configuration has been disabled.

Uninitialized

The security configuration has been downloaded and enabled, but the
Initialize User Authentication step has not yet been completed.

Active

The module has been successfully secured.

Security Revision

The revision of the security services currently running on the module. This
is a function of the module’s firmware revision.

Config Checksum

The checksum of the current security configuration.

Current Session Role

The role assigned to the user that is currently logged in.

Login Expiry

The time (seconds) until the user is automatically logged out.

Only applicable if the Login Expire option has been enabled in the security
configuration.

Fixed Users

Fixed Users Status
Administrator
Engineer
Operator
Auditor

Viewer

The status of each fixed user:
Disabled

The user has not been enabled in the security configuration.

Default Password

The user has not changed from their Default assigned password, or from
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a fixed user
is enabled after the User Authentication Initialization step has taken place.

An Administrator would need to reset the password for this specific user.

Active

The user is enabled and has a valid password configured.

Table 5.10 — Security Status — General.
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The Statistics tab displays a number of security service statistics.

_| ModbusRouter - Security Status A

General Custom Users

Counter
Session Keys Created
Session Keys Terminated
Security Login Success
Security Login Fail
Global Security Mask Violation
IP ACL Range Violation
IP ACL Mask Violation
Config Access Violation

Status Access Violation

Reset Violations
MAC ACL Violations

Firmware Update Access Violation

ESN Hom

Value Clear Counters

ololol oo oo o= W & wm

Figure 5.23 — Security Status — Statistics.

@ NOTE: Only an Administrator is permitted to select the Clear Counters

option.

Parameter

Description

Session Keys Created

The number of security session keys created between the configuration
software and the module. Each time a user connects to the module with
the configuration software, and the module has been secured, a new
session key will be created.

Session Keys Terminated

The number of times when either the connection from the configuration
software has been terminated or there was an error in the connection
decryption. In both these cases the session keys will be deleted.

Security Login Success

The number of successful logins.

Security Login Fail

The number of failed login attempts.

Global Security Mask
Violation

The number of times a connection request is received from another device
on the Ethernet network, which has not been enabled in the module’s global
security mask configuration.

IP ACL Range Violation

Each time a request or packet is received from a device that has an IP
address outside the IP ACL range, this number will be incremented.

IP ACL Mask Violation

Each time a request or packet is received from a device that has an IP
address outside the Subnet ACL range, this number will be incremented.

Config Access Violation

The number of times a connection with the incorrect role privileges tried to
access the module security configuration.
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Status Access Violation The number of times a connection with the incorrect role privileges tried to
access the module security status.

Firmware Update Access The number of times an attempt to flash upgrade the module in an incorrect
Violation state (e.g., while running a class 1 EtherNet/IP connection) was made.
Reset Violations The number of times an attempt to reset the module in an incorrect state

(e.g., while running a class 1 EtherNet/IP connection) was made.

MAC ACL Violations Each time a request or packet is received from a device that does not have
a matching MAC address to those in the MAC ACL list, this number will
increase.

Table 5.11 — Security Status — Statistics.

The Custom Users status tab displays the following:

| ModbusRouter - Security Status A E@

General Statistics Custom Users

User Name Raole Status
No Passuord
Rex Stadust Administrator Mo Password
Walter Sobchak Viewer Active

Figure 5.24 — Security Status — Custom Users.

Parameter Description
User Name The configured user name.
Role The configured role for this specific user.
Status The status of the specific user:
Default Password

The user has not changed from their Default assigned password, or from
when an Administrator reset their password.

No Password

No password exists for the user. This would typically occur when a user is
added after the User Authentication Initialization has taken place.

An Administrator would need to reset the password for this specific user.

Active

The user is enabled and has a valid password configured.

Table 5.12 — Security Status — General.
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5.2.3. CHANGE OTHER PASSWORD

An Administrator can change (or reset) any user’s password by right-clicking on the Security
node in the project tree and selecting the Change Other Password option.

=% MBRB Demo
= ModbusRouter (Modbus Router/B)

------ # Configuration

Security Configuration
Security Status

== (Change My Password
== (hange Other Password

Verify Configuration
Initialize User Authentication
K Clear All Security
1& Download Security Configuration

[+ Export Security Configuration

-+] Import Security Configuration
I

Figure 5.25 — Select Change Other Password.

The Set Password form will open, and the Administrator can then select the User’s password
to change. The Administrator will need to re-enter their password as well as the new
password for the user.

The Require User to Change Password option forces that user to change the password the
next time they login.

Set Other Password X

Action Notes: Set Other Password.
User Details
Username Cynthia Smith ~ Password Criteria
X Minimum Length

Show Password i
Contains Lowercase character

Administrator Password |llllllllll | Contains Uppercase character

Contains Numeric character

New Password | | Contains Non-Alphanumeric character

No Triples
Confirm Password | |

24 X X X X

Nao Username Deriviatives

Require User to Change Password

Ok Cancel

Figure 5.26 — Set Other Password.
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52.4. CLEAR ALL SECURITY

An Administrator can remove all the security from a module and return it to an unsecured

state. This is done by right-clicking on the Security node in the project tree and selecting the
Clear All Security option.

Project Explorer

= £ MBRB Demo
=" {' ModbusRouter (Modbus Router/B)
.. Configuration

g EA " # Security Configuration
‘st Mol A Security Status

= (Change My Password
= (Change Other Password

Verify Configuration
Initialize User Authentication
|x Clear All Security
1@  Download Security Configuration

[+ Export Security Configuration
+] Import Security Configuration

I

Figure 5.27 — Select Clear All Security.

This action will require the Administrator to enter their password. The security configuration
and all passwords will be removed with this action.

NOTE: This process will remove all module security configuration including all
passwords.

5.3. EVENT LOG

All security related events are added to the module’s event log.

@ NOTE: Only an Administrator is permitted to select the Clear the event log.

ModbusRouter - Event Viewer A IEI@
WZX

Uploaded 3 records. Filter |(AII] v |

Index Time Up Time Event
2 2023/04/13 12:37:36.900 |0d - 00:16:51 Admin Login:Success
1 2023/04/13 12:37:27.380 |0d - 00:16:41 Walter Sobchak Login:Success
B 2023104113 12:37:10.220 | 0d - 00:16:24 | Log reset

Figure 5.28 — Event Log.
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5.4.  RESET SECURITY CONFIGURATION

The module’s security configuration can be reset (cleared) by powering-up the module with
DIP switches 2, 3, and 4 set to the ON position.

ﬁ NOTE: This process will remove all module application configuration and
security configuration including all passwords.

normal (all OFF). New security configuration cannot be downloaded with the Reset

@ NOTE: Once the module has booted-up, the DIP switches should be returned to
DIP switch combination active.

Document No. D106-018 Page 142 of 205
Revision 1.12



Operation

6. OPERATION

6.1. SCHEDULED TAG MODE

In Scheduled Tag routing mode the MBR/B is a Modbus Client and transfers data between

Modbus devices and Logix controllers. Below are two examples of how data is exchanged in
Scheduled Mode.

Example 1

General Modbus Pons Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNetIP Map Intemal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)
North 192.168.1.8,1.0

| = 1000

South 621681 135.1.0 B 2000

" c 5000
D | 10000

Logix / PLC Tag Mapping (max. of 100 items.)

Element Element

Medbus Function Scan  Node Start  Count Data Type Target Name Target Tag ~ Browse
| |Rend Holding Register ~| A ~| 1 0 10 INT  |v MNorth ~ [ NorthHR[D] |
Write Register ~ A v 2 20 5 INT |~ South | SouthHR[0]
“North” CPU - 192.168.1.8 “South” CPU - 192.168.1.133
18 5] aee] oo v JE 3P |
®
E ‘
ControlLogix® f CompactlLogix®
EtherNet/IP \

Aparian
Modbus Router
Scheduled Mode

Modbus-TCP
E e N E—————
[ —/—/7—7—7== j ——
Modbus Server Node #2 Modbus Server Node #1

Figure 6.1 — Scheduled Mode — Example 1.

The MBR/B will execute the first item in the Scheduled Tag Map, by sending a Modbus Read
Request for Holding Register 0 to Modbus device Node 1. The MBR/B is requesting 10 Modbus
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Holding Registers. Once the data is received from the Modbus Device, then it is converted
into an EtherNet/IP Tag Write message targeted at the North Logix controller and the received
Modbus data is written to Logix tag NorthHR[0] which is a Logix INT array.

Example 2

General Modbus Ports Scheduled Tag Reactive TagServices Muli-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map InternalMap  Advanced

Logix Controller / PLC Mapping (max. of 3 items.) Scan Configuration

Logix Name Logix Controller Path Browse Scan Interval (ms)
North 1921681810 1000
South 192.168.1.133,1,0 B 2000
b C 5000
D 10000
Logix / PLC Tag Mapping (max. of 100 items.)
Modbus Function Scan  Node Elseln;in( E(I:-eon;l;?( Data Type Target Name Target Tag ~ Browse
Read Holding Register |~ | A 1 0 10 INT ! Narth ~ | NorthHR[0]
I Write Register v A |v| 2 20 5 INT ~ South ~ | SouthHR([0]
e v ~ ~
“North” CPU - 192.168.1.8 “South” CPU - 192.168.1.133

]|

F\ =l e | (=
|

ControlLogix® CompactLogix®

EtherNet/IP #

= @

Aparian
Modbus Router
Scheduled Mode

—

I Modbus-TCP

EErETey FEETey

Modbus Server Node #2 Modbus Server Node #1

Figure 6.2 — Scheduled Mode — Example 2.

The MBR/B will execute the second item in the Scheduled Tag Map, by sending a Logix Tag
read for tag SouthHR[O] (INT array) to the South Logix controller. Once the Logix Tag data is
received, then the MBR/B will perform a Modbus Write Request for Holding Register 20 to
Modbus device Node 2. The MBR/B is writing 10 Modbus Holding Registers.
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6.2. REACTIVE TAG MODE

The Reactive Tag routing mode allows mapping of virtual Modbus registers to Logix tags
across multiple controllers. In this mode the Modbus Router is a Modbus Server and will
redirect a Modbus message to a Logix controller at a preconfigured path.

Thus, the routing of Modbus read and write register requests is managed by the Modbus
Router and converted to direct Logix tag read and write functions.

Below are two examples of how data is exchanged in Reactive Mode.
Example 1

General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNetIP Devices EtherNet/IP Map Internal Map Advanced

Logix Controller / PLC Mapping (max. of 3 items.)

Target Name Logix Controller Path Browse
| North 192.168.1.8,1,0
South 192.168.1.133,1.0

Logix /PLC Tag Mapping (max. of 100 items.)
Node

Address Function Element Start Element Count Data Type Target Name Target Tag Browse
5 Read Holding Register |~ 0 10 INT bl North ~ | NorthData[0] |
[ 6 Read Holding Register |~ 20 10 INT v South ~ | SouthData[0]
SCADA Modbus
Client TcP
Client
Modbus-TCP \
Aparian
Modbus Router
Reactive Mode
'
EtherNet/IP
O e "o JEE =i
® - ‘
ControlLogix® CompactLogix®
“MNorth* CPU - 192.168.1.8 “South” CPU - 192.168.1.133
Figure 6.3 — Reactive Mode — Example 1.
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When the Modbus Client (i.e., SCADA) sends a Modbus Read to node 5 for Holding Register
0, then the MBR/B will match the request to the first mapped item in the Reactive Tag Map.
The MBR/B will read the Logix tag NorthData[0] from the North Logix Controller when the
request is received. Once the Logix tag data is returned, the MBR/B will respond to the
Modbus Client request with the updated Modbus data.

Example 2
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map  EtherNey/IP Devices EtherNet/IP Map Internal Map Advanced

Logix Controller { PLC Mapping (max. of 3 items.)
Target Name Logix Controller Path Browse
North 192.168.1.5,1,0

| South 192.168.1,133,1,0
e

Logix /PLC Tag Mapping (max. of 100 items.)
Node

Address Function Element Start Element Count Data Type Target Name Target Tag Browse
5 Read Holding Register | a 10 INT ot North ~ | NorthData[0]
| 6 Read Holding Register | - 20 10 INT ~ South - | SouthData(0] |
Modbus
TCP
Client
Modbus-TCP W
Aparian

Modbus Router
Reactive Mode

—

EtherNet/IP
f 28] ] o] oo LJE 5 ==
| ® 0
[
1
\ [ |
ControlLogix® CompactLogix®
“North” CPU - 192.168.1.8 “South” CPU - 192,168.1.133

Figure 6.4 — Reactive Mode — Example 2.

When the Modbus Client (i.e., SCADA) sends a Modbus Read to node 6 for Holding Register
20, then the MBR/B will match the request to the second mapped item in the Reactive Tag
Map. The MBR/B will read the Logix tag SouthData[0] from the South Logix Controller when
the request is received. Once the Logix tag data is returned, the MBR/B will respond to the
Modbus Client request with the updated Modbus data.
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6.3. UNSCHEDULED MODE

When the Modbus Router is configured in Unscheduled Mode, it will process Modbus
message requests sent from Logix via a message instruction.

NOTE: The user will need to build some of the Modbus request data of the

NOTE: When in unscheduled mode the Controller Type selection in the General

@ unscheduled message.

configuration will not be applicable. The Modbus Router will only support a
Logix Controller type in unscheduled mode.

To simplify the configuration of the required message, a number of UDTs have been
preconfigured and are available on the Aparian Modbus Router webpage (see the further

information section).

The message instruction should be setup as follows:

SendModbusMSG

Modbus Router Unscheduled Message Example

JE
1 rC

Mezzage
Message Control ModbusMSG L] |- DN>—

MSG

HeEN
HER}—

SendModbushMSG
ol

Figure 6.5 - Message Instruction.

Message Configuration - ModbusMSG

Configuration |Communication| Tag I

Message Type

Senvice ICustom

IEa (Hex) Class: |4[|e (Hex)
Instance: |1

Type:

Senice

Code:

ICIP Generic LI

LI Source Element |M0dbusMessageRequuL|

Source Length:

272

(Bites)

Destination Element |M0dbusMessageRespL|

Adtribute: |0 (Hex) Nz Tae |

2 Enable

2 Error Code:
Error Path:
Error Text

Extended Error Code: [~ Timed Out ®

5] camel |

Apply

2 Enable Waiting J Start 2 Done Done Length: 0

Help

Figure 6.6 - Message Configuration.
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Parameter Description

Message Type CIP Generic

Service Type Custom

Service Code 6A (Hex) - Unscheduled Modbus Pass-through

Class 40E (Hex)

Instance 1

Attribute 0

Source Element The request tag instance. Must follow the structure of
the AparianModbusMessageRequest UDT.

Source Length 272

Destination Element The response tag instance. Must follow the structure of
the AparianModbusMessageResponse UDT.

Table 6.1 - Message Configuration Parameters.

Message Configuration - ModbusMSG x|

.Coﬂﬁguraﬁon Communication |Tag |

P MBRO1 Browse... |

MBRO1

" Broadzast I ‘l

Communication iethod

® CP DH+ Channel: I'A' :" Destinatian Link: ID 3:
¢ ClIPwith Sauree Link: IE 3: Destination [Node: IG 3: (OEtE])

Sounce [0
[~ Connected [V | Cache Connections -
J Enable ) Enable Waiting ) Start J Done Done Length: 0
3 Error Code: Extended Error Code: [~ Timed Out *
Error Path:
Error Text

0K I Cancel | Al Help

Figure 6.7 - Message Configuration — Communication.

The Path must be configured to that of the Modbus Router. If the Modbus Router has been

added in the I/O tree, then the Browse option can be used to select the path.
Alternatively, enter the CIP path in the format:

1,X,2,IP , where

1 represents the backplane port,

X represents the slot of the Ethernet bridge module,
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2 represents the Ethernet port of the Ethernet bridge module and
IP represents the IP address of the Modbus Router.
e.g. 1,1,2,192.168.1.41

The request tag (e.g. ModbusMessageRequest) should be configures as follows:

EtodbustessageRequest {. ..} |AparianModbustiessageRequest
FtiodbusMessageRequest DestinationAddress 1/INT
FiodbuskessageRequeast Function 3|INT
FtiodbusMessageRequest Part 0 INT
FiiodbuskessageRequest RegquestSize 4|IMT
ErtiodbusMessageRequestIPAddress {-- - F[INT[4]

HiodbushiessageReguest IPAddress(0] 152 |IMT
FtodbustessageRequest IPAddress[1] 168|INT
HiodbushessageReguest IPAddress[2] 1|IMT
FtodbustessageRequest IPAddress[3] 215 (|NT
FiiodbuskessageRequest RequestData {...1|SINT[256]

Figure 6.8 - Unscheduled Message Request Tag.

Parameter Description
Destination Address The Modbus node address of the destination device.
Function The Modbus function code. (See the table below for

common function codes.)

Port The Modbus Router supports two ports to interface to
a Modbus device:

0 — Serial Port (Modbus-RTU).
1 - Ethernet Port (Modbus-TCP).

Request Data Size The size of the request data being sent

IP Address The IP address of the remote device when an Ethernet
port was selected above.

Request Data Modbus request data. All the bytes succeeding the
function code but preceding the checksum.

See the example further on in the chapter.

Table 6.2 - Unscheduled Message Request Parameters.

EtodbustessageResponse {-..} |AparianiModbusiMessageRespaonse
FidodbustessageResponse. Status OlINT
FtdodbustessageResponse Responselength S|INT
FtdodbustessageResponse Response {-..}|SINT[255]

Figure 6.9 - Unscheduled Message Response Tag.
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Parameter Description

Status The Modbus exception code returned. A zero
represents success. (See the table below for common
exception codes.)

Response Length Length of the response data received.
Response Data Response to the Modbus application layer object
request.

Table 6.3 - Unscheduled Message Response Parameters

After the message has been executed successfully (Msg.DN) the Response Data will hold the
Modbus response data.

Below is a table showing common Modbus Functions:

Code Modbus Function
1 Read Coils

2 Read Discrete Inputs

3 Read Holding Registers
4 Read Input Registers

5 Write Single Coil
6

7

8

Write Single Register
Read Exception Status

Diagnostic
11 Get Comm Event Counter
12 Get Comm Event Log
15 Write Multiple Coils
16 Write Multiple Registers
17 Report Server ID
20 Read File Record
21 Write File Record
22 Mask Write Register
23 Read/Write Multiple Registers
24 Read FIFO Queue

Table 6.4 - Common Modbus Functions.

The following table shows common Status / Exception codes.

Code Modbus Exception
0 Success
1 Illegal Function
2 Illegal Data Address
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Illegal Data Value

Server Device Failure

Acknowledge

Server Device Busy

oo Un|sd|w

Memory Parity Error

Gateway Path Unavailable

11

Gateway Target Device Failed to
Respond

Table 6.5 - Common Exception Codes.

6.3.1. EXAMPLE

In the following example, the unscheduled message instruction is used to read two Holding
Registers (0 and 1), from a remote Ethernet Modbus device located at IP address

192.168.1.219.

The standard ModbusMessageRequest structure is populated as shown in the figure below.

=ModbusMessageRequest e [
+ ModbusMessageRequest DestinationAddress 1|  Modbus node address of destination device
* ModbusMessageRequest Function 3| Function : 03 - Read Holding Register
H ModbusMessageRequest Port 1| Port : 1 - Ethernet (Modbus-TCP)
H ModbusMessageRequest RequestSize 4| Number of bytes in Request Data
=ModbusMessageRequestIPAddress foost
* ModbusMessageRequest IPAddress[0] 192

HModbusMessageRequest IPAddress[1]

168 ’ Modbus IP address of destination device

HModbusMessageRequest IPAddress[2]

1| -192.168.1.219
HModbusMessageRequest IPAddress[3] 219/
=rModbusMessageRequest RequestData oy
O |

H'ModbusMessageRequest RequestData[1]

Register Start - 0000

*ModbusMessageRequest RequestData[0]
E
3

H ModbusMessageRequest RequestData[2]

c
4

H ModbusMessageRequest RequestData[3]

Register Count - 0002

Figure 6.10 —

Modbus Message Request Example .

6.4. ENHANCED MODE

In Enhanced Mode the MBR/B can be configured in any of the four combinations:

Modbus EtherNet/IP
Client Target
Client Originator
Server Target
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Server Originator

Table 6.6 — Enhanced Mode Operating Combinations.

6.4.1. EIP TARGET — MODBUS SERVER

When the MBR/B is operating in Enhanced mode and has the Modbus Mode set to Server
and the EtherNet/IP Mode set to Target, then the EtherNet/IP data (from, for example, a
Logix controller) can be mapped to and from configurable internal Modbus Registers and
offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with a remote Modbus
Client on Modbus TCP, RTU232, or RTU485. The remote Modbus Client can read or write to
the configured Modbus addresses to access the EtherNet/IP data that has been mapped to
the Modbus Registers.

In the example below the MBR/B, operating in Enhanced mode and has the Modbus Mode
set to Server and the EtherNet/IP Mode set to Target, will have multiple Modbus Holding
Registers written from a Modbus TCP Client and then map the received data to a Logix
controller that is owning the MBR/B with an EtherNet/IP Class 1 connection.

Modbus
TCP
Client
Modbus-TCP
Aparian
Modbus Router
Enhanced-Server Mode
EtherNet/IP Target
EtherNet/IP
\' ®
\
\
ControlLogix®

Figure 6.11 — Modbus TCP Client to Logix Assembly operation.
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For this example, the remote Modbus TCP Client will write data to Modbus Holding Register
4000 in the MBR/B. The MBR/B will map the received Modbus data (at Holding Register 4000)
to the input assembly of the MBR/B in Logix. The data will be available in the second data
connection (i.e., Logix connection 3, because the first Logix connection is for module status)
at offset 20 (in bytes so word 10).

ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNetIP Map IntemalMap Advanced

Internal Map

s T s st Source Source Source Bit T Destination Destination ~ Destination Destination . Copy
ource Type ource instance - sef estination Type Instance Sub-Tag Offset Bt Offset oun Function

» 1 |MBRegister v |HR v 4000 EIP Target ~ |Connection2 |~ 20 2 Bytet0B... v [None ||~

Reformat

Figure 6.12 — Internal Mapping from Modbus Register to Logix input assembly,

6.4.2. EIP ORIGINATOR — MODBUS SERVER

When the MBR/B is operating in Enhanced mode and has the Modbus Mode set to Server
and the EtherNet/IP Mode set to Originator, then the EtherNet/IP 10 data can be mapped to
and from configurable internal Modbus Registers and offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with a remote Modbus
Client on Modbus TCP, RTU232, or RTU485. The remote Modbus Client can read or write to
the configured Modbus addresses to access the EtherNet/IP |0 data that has been mapped
to the Modbus Registers.

In the example below the MBR/B, operating in Enhanced mode and has the Modbus Mode
set to Server and the EtherNet/IP Mode set to Target, will have multiple Modbus Holding
Registers written from a Modbus TCP Client and then map the received data to EtherNet/IP
10 that is owned with an EtherNet/IP Class 1 connection.
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Modbus
TCP
Client
Modbus-TCP
Aparian
Modbus Router
Enhanced-Server Mode
EtherNet/IP Originator
EtherNet/IP
[ e Lmlumﬂl Fuax o
i—

Flex-10® (1794)

Figure 6.13 — Modbus TCP Client to EtherNet/IP 10 operation,

For this example, the remote Modbus TCP Client will write data to Modbus Holding Register
2000 in the MBR/B. The MBR/B will map the received Modbus data (at Holding Register 2000)
to the output assembly of EtherNet/IP 10 (1794-OWS8) being owned (using class 1 EtherNet/IP
connection) by the MBR/B.

MBR_C - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Awliary Map EtherNet/IP Devices EtherNeylP Map IntemalMap  Advanced

Internal Map

s T s Inst: Source: Source Source: Bit Destinat T Destination Destination Destination Destination
ource Type ource Instance Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset

» 1 |MBRegister  “|HR v 2000 EIP Originator |~ | 1794-OW8 ~ |Data v 0 1 BytetoB...  [None 1v
~

Count  CopyFunction  Reformat

~ ~

Figure 6.14 — Internal Mapping from Modbus Register to EtherNet/IP 10.

6.4.3. EIP TARGET —MODBUS CLIENT

When the MBR/B is operating in Enhanced mode and has the Modbus Mode set to Client and
the EtherNet/IP Mode set to Target, then the EtherNet/IP assembly data can be mapped to
and from configurable internal Modbus Registers using the Internal Map.

The internal Modbus Registers are then asynchronously exchanged with Modbus devices as
configured in the Modbus Auxiliary Map. In this mapping the user can exchange (read or
write) data between the internal Modbus Registers and a remote Modbus device on Modbus
TCP, RTU232, or RTU485.
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In the example below the MBR/B (operating in Enhanced mode and has the Modbus Mode
set to Client and the EtherNet/IP Mode set to Target) will read multiple Modbus Holding
Registers from a Modbus Server device and then map the received data to a Logix Input
assembly.

F| ococos < Modbus
TCP
L Server
Modbus-TCP
Aparian

Modbus Router
Enhanced-Client Mode
EtherNet/IP Target

EtherNet/IP

)

*

ControlLogix®

Figure 6.15 — Modbus Client to EtherNet/IP operation.

For this example, the user will configure the Modbus Auxiliary Map to read data from a
Modbus Server device on Ethernet. The MBR/B will request data from Modbus Holding
Register 4000 (from the external Modbus Server) and write it to the module’s internal
Modbus Holding Register 3000.

MBR_C - Configuration E@
General Modbus Pors Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNeyIP Map Internal Map  Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node
L | TCP e Read e HR = 3000 10 4000 192.168.1.212 8

w w ~

Figure 6.16 — Modbus Client Aux Mapping.

Next the data saved in the internal Modbus Register at MB Holding Register 3000 is mapped
to the EtherNet/IP Target connection 1 input assembly with offset 50.
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MBR_C - Configuration E@

General Modbus Ports  Scheduled Tag Reactive Tag Services Mulii-Server Bridge Modbus Auxiliary Map  EtherNetfIP Devices EtherNet/IP Map Internal Map  Advanced

Internal Map

Source Source | Source Bt [ Destination Destination  Destination Destination . . Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

» 1 |MB Register ~ |HR e 3000 EIP Target ~ | Connection 1 e 50 i 20 Byte . |“|None v

Source Type Source Instance Reformat

v ~ v

Figure 6.17 — Internal Mapping from Modbus Register to EtherNet/IP.

6.4.4. EIP ORIGINATOR — MODBUS CLIENT

When the MBR/B is operating in Enhanced mode and has the Modbus Mode set to Client and
the EtherNet/IP Mode set to Originator, then the EtherNet/IP 10 data can be mapped to and
from configurable internal Modbus Registers using the Internal Map.

The internal Modbus Registers are then asynchronously exchanged with Modbus devices as
configured in the Modbus Auxiliary Map. In this mapping the user can exchange (read or
write) data between the internal Modbus Registers and a remote Modbus device on Modbus
TCP, RTU232, or RTU485.

In the example below the MBR/B (operating in Enhanced mode and has the Modbus Mode
set to Client and the EtherNet/IP Mode set to Originator) will read multiple Modbus Holding
Registers from a Modbus Server device and then map the received data to an EtherNet/IP 10
Output assembly.

Tl seevee Modbus
TCP
L Server
Modbus-TCP
Aparian

Modbus Router
Enhanced-Client Mode
EtherNet/IP Qriginator

EtherNet/IP

Flex-10® (1794)

Figure 6.18 — Modbus Client to EtherNet/IP operation.
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For this example, the user will configure the Modbus Auxiliary Map to read data from a
Modbus Server device on Ethernet. The MBR/B will request data from Modbus Holding
Register 4000 (from the external Modbus Server) and write it to the module’s internal
Modbus Holding Register 3000.

MBR_C - Configuration E@
General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNeyIP Map Internal Map Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
» 1| TP |v| Read |v| HR ~| 3000 10 4000 192.168.1.212 8 [ None
~ ~ ~

Figure 6.19 — Modbus Client Aux Mapping.

Next the data saved in the internal Modbus Register at MB Holding Register 3000 is mapped
to the EtherNet/IP 10 connection output assembly with offset 0.

MBR_C - Configuration =
General Modbus Porls Scheduled Tag Reactve Tag Senvices Mul-Server Bridge Modbus Auiliary Map  EtherNelIP Devices EtherNeliP Map IntemsiMap | Advanced
Internal Map
Source Source | Source Bit Destination Destination  Destination Destination Copy
Source Type  Source Instance g Toq Offset Ofiset  Destination Type Instance Sub-Tag Offset Bt Offset  COUNt Function = Reformat
» 1 [MBRegster | v[HR v 3000 EIP Originator | |1794-0w8 | ~|Data Y o G -0 | none v

Figure 6.20 — Internal Mapping from Modbus Register to EtherNet/IP.

6.5. BRIDGE MODE

In Bridge Mode, the MBR/B can operate as a transparent link for Modbus between different
media (TCP, RTU232, and RTU485). This allows, for example, a Modbus client on Modbus TCP
to communicate with Modbus devices on RS232 or RS485 and vice versa.

In the below example, any Modbus request received on the EtherNet TCP port for a Modbus
Server at Node address 5 (to the IP address of the MBR/B 192.168.1.100), from the Modbus
Client at IP 192.168.1.50, will be routed to the R$232 port and sent to Modbus Server at Node
5. The response will then be routed back to the request originator (i.e., the Modbus Client at
IP 192.168.1.50).

ModbusRouter - Configuration
General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auwdliary Map  Etheriey/IP Devices EtherNet/IP Map Ir

Modbus Bridge

Remote Client Port Remote Client Node Remote IP Address Remote Server Port Remote Server Node
TCP ~ 5 192.168.1.50 RS232 ~ 5 I
2 RS5485 ~ 6 192.168.1.51 TCP ~ 7

Figure 6.21 — Bridge Mode Map — TCP to RS232.
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ME Request for Node 5 at IP 192.168.1.100 MB Reguest for Node 5
[Ty ; » Modbus » ieheisietslgeisioisiel
: ] Router
Modbus. TGP ] i o i
3 Modbus TV 232 RTU - | Modbus Node 5
| Bl alatnls alals b al ]
IP 192.168.1.100 Madbus RTU
SCADA - Modbus
] Polling Master
| ControlReom i

IP 192.168.1.50

Figure 6.22 — Bridge Mode Diagram — TCP to RS232.

In the next example below, any Modbus request received on the RS485 port for a Modbus
Server at Node address 6, will be routed to the Ethernet TCP port and sent to the Modbus
Server at Node 7 with IP address 192.168.1.51. The response will then be routed back to the
request originator (the Modbus Client on RS485).

ModbusRouter - Configuration
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNet/IP Map In

Modbus Bridge

Remote Client Port Remaote Client Node Remote IP Address Remote Server Port Remate Server Node
TCP M 5 192.168.1.50 RS232 ~ 5
2 RS485 M 6 182.168.1.51 TCP ~ 7
(2] b g

Figure 6.23 — Bridge Mode Map — RS485 to TCP.

MB Request for Node 6 gun MB Request for Node 7 at IP 192.168.1.51
prTTTmmmTT ' Modbus '
| | Router kit
T T T

| Modbus Node 7

2ial s la sl ala
IP 192.168.1.51

IP 192.168.1.100

SCADA - Modbus
Polling Master

_ Conirol Room

............. ¥

Figure 6.24 — Bridge Mode Diagram — RS485 to TCP.
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6.6. CONCENTRATOR MODE

In Concentrator Mode, the MBR/B will collect data from various Modbus devices and provide
the consolidated data to one or more Modbus Clients. The MBR/B will be a Modbus Server
on one port, and a Modbus Client on the other ports. This will allow a Modbus SCADA to
efficiently read the data from many Modbus devices, because the data from the various
Modbus devices have been concentrated into the MBR/B.

In the example below the Modbus SCADA is communicating on Modbus TCP to the MBR/B
which is serving as a proxy for the Modbus RTU devices in the field. The MBR/B will collect
data from the Modbus RTU devices via the radio network and save it in its internal Modbus
Registers. Modbus HR 1000 will be read from each node and placed at 100 intervals in the
MBR/B internal MB registers (e.g., data from node 2 will be at HR1000, data from node 3 will
be at HR1100, data from node 4 will be at HR1200, etc.).

The Modbus SCADA will then be able to read that data from the MBR/B at the specific Modbus
Registers.

MaodbusRouter - Configuration E@I

General Modbus Ports Scheduled Tag Reactive Tag Services Mult-Server Bridge Modbus Auxiliary Map  EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced

Modbus Auxilary

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
1 RS232 2 Read = HR = 1000 10 1000 2 None =
2 RS232 ™ Read ~ HR e 1100 10 1000 3 None e
3 RS232 M Read ~ HR ~ 1200 10 1000 4 None ~
4 RS232 |v Read v HR e 1300 10 1000 5 None e
~ ~ ~ ~

Figure 6.25 — Concentrator Mode — Modbus Auxiliary Mapping.

Modbus
Router |

| Modbus-TCP Modbus-RTU

SCADA - Modbus
Polling Master

Control Room

Figure 6.26 — Concentrator Mode Diagram.
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6.7. INTERNAL MAP DATA FORMATS

The following tables describe the raw format of the data structures that can be mapped in

the Internal Map table configuration.

6.7.1.

SYSTEM STATUS

When copying system information, the source type needs to be System.

DNRO1 - Configuration

General DeviceNet DeviceNetDevices DeviceNetMap PLCSMap EtherNetIP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map  Advanced Monitoring

Internal Map (max. of 200 items.)

Source Type Source Instance

" -

Internal
EIP Target
EIP Originator
MB Register
DNet Target
DNet Scanner

Source Source  Source Bit
Sub-Tag Offset Offset

Destination Type Destination Destination Destination Destination Count
P Instance Sub-Tag Offset Bit Offset

Figure 6.27 — IDS Copy — System Information.

The module’s system information has the following format.

b= e

Recommend

Copy Function Reformat

Parameter

Data Type

Description

Status

INT

Module Status.

Bit 0 — Module Config Valid

Bit 1 — Routing Inhibited

Bit 2 — Disabled by Logix Standby

Bit 3 — EtherNet/IP Originator Comms Ok
Bit 4 — EtherNet/IP Target Comms Ok

Bit 5 — Controller Run (1)/Prog Mode (0)
Bit 6 — NTP Ok

Bit 7 — Modbus Comms Ok

Bit 8 — Modbus Client (0) / Server (1)

ConfigCRC

INT

The module configuration signature.

Mode

SINT

0 —Scheduled

1 —Reactive

2 —Unscheduled
3 —Reserved

4 — Enhanced

5 — Bridge

6 — Concentrator

Protocol

SINT

Only valid for Scheduled, Reactive, and Unscheduled Mode
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0 — Serial
1-TCP

Only valid for Scheduled and Reactive Mode

Transaction Rate INT The transaction rate is the number of Modbus messages per
second that the module is currently routing.
Only valid for Scheduled Mode

Scheduled Tag Count INT
The number of items in the Scheduled Tag Map.
Only valid for Scheduled and Reactive Mode
When the module is operating in Logix — Redundant USB this
field will show the redundant status of the local Logix controller
connected via USB.
0x02 - Primary SYNC
The local Logix controller is the primary and is synchronized
with the secondary.
0x03 - Primary DISQ
The local Logix controller is the primary and the secondary
controller is disqualified.
0x04 - Primary ALONE
The local Logix controller is the primary with no secondary
controller.
0x10 - Primary Locked

Logix Redundant State INT

The local Logix controller is the primary and is locked for
changes.

0x08 - Secondary SYNC

The local Logix controller is the secondary and is synchronized
with the primary.

0x09 - Secondary DISQ

The local Logix controller is the secondary and is disqualified
with the primary.

0xO0E - No Partner

The local Logix controller is the secondary with no controlling
partner.

0x12 - Secondary Locked

The local Logix controller is the secondary and is locked for
changes.

Table 6.7 — System Information Format
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6.7.2. MB AuUX ITEM STATUS

When using the MB Aux source, the source instance will be an item in the Modbus Auxiliary
Map. For example, if there are two items in the Modbus Auxiliary Map, then there will be two
Source Instances for the MB Aux Source Type.

@ NOTE: The Modbus Aux source is only relevant when the MBR/B is operating
in Enhanced mode as a Modbus Client.

ModbusRouter - Configuration E@
General Modbus Poris Scheduled Tag Reactive Tag Services Muli-Server Bridge Modbus Auxiliary Map EtherNeyIP Devices EtherNeylP Map Intemal Map Advanced

Internal Map

Source Source  SourceBit Lo Destination Destination  Destination Destination Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

b 1 MBAux ~ | Aux ftem 1 w | Status ~ 0 ~ 0 2 Byteto B.. ~ None ~

¥ Auxitem 1 < -

Source Type  Source Instance Reformat

Figure 6.28 — IDS Copy - Modbus Register Source Instance.

The MB Aux format is as shown below:

Parameter Data Type Description

MB Aux Status INT Bit 0 — Last Transaction Ok

Table 6.8 — Modbus Aux Item Status.

6.7.3.  ETHERNET/IP IO DEVICE STATUS
The user can select to copy the Data, or Status, from the EtherNet/IP connection.

ModbusRouter - Configuration
General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Serv

Internal Map

Source Sourc
Sub-Tag Offse

» 1 |EIP Originator  ~ | PF700 ~ |Data w 0
® W
Status

Figure 6.29 — IDS Copy — EtherNet/IP Originator Status.

Source Type Source Instance

When selecting the Status, the format of the Status information is shown below:
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Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 6.9 — EtherNet/IP Originator Connection Status.
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7. LOGIX REDUNDANCY

The Modbus Router will allow the user to create a Logix redundant architecture where the
active module will follow the Primary Logix controller and use a shared (Modbus) IP address.
When the previously Secondary Logix becomes the Primary, the Modbus Router connected
to the new Primary Logix will take-over and assume the shared (Modbus) IP address. The
Modbus Router connected to the new Secondary Logix, will disable its Modbus functionality.

Control Room

SCADA - Modbus
Polling Master

Modbus TCP

Modbus

Modbus
Router

Router

ControlLogix ControlLogix

Redundancy Fiber Pair

Figure 7.1 - Redundant Logix Controller communicating with Modbus Router via USB.

7.1.  SETUP

In this architecture the user will need to set the Router Mode to Reactive, and the Controller
Mode to Logix — USB Redundant (see below). This will enable IP Address B which is used for
the second Modbus Router connected to the other pair of the Logix Controllers.
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ModbusRouter - Configuration E@

General Modbus Pors Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices  EtherNet/IP Map Intemal Map Advanced

Identity
Instance Name ‘MudbusRuuter
Description ‘
IP Address A ‘ 192 0 188 . 1 . 182 ‘ Major Revision |2 ~
IP Address B [[192 . 188 . 1 . 183 |
Operational Mode EtherNetIP
| Router Mode ReacliveTag > | EtherNet/IP Retry Limit [0-5]
| Controller Mode Logix - USB Redundant £ | EtherNetIP TimeOut ms
Modbus Mode Server
EtherNet/IP Mode  EtherNet/IP Target Target Connections 1
Ok Apply Cancel Help

Figure 7.2 — Selecting Logix — USB Redundant Controller Mode.

Next the user will need to enter the IP address of each Modbus Router used in the redundant
pair:

ModbusRouter - Configuration E@

General Modbus Ports Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced

Identity

Instance Name [ModbusRauter |

Description |

|IPAddressA | 192 . w8 . 1 182 ‘ | Major Revision |2 ~
|IPAddressE [ 192 . es . 1 . o183 | [ |

Operational Mode EtherNetIP

Router Mode ReactiveTag ~ EtherNetIP Retry Limit 051
Controller Mode Logix - USB Redundant ~ EtherNetIP TimeOut 1000 ms

Modbus Mode Server

EtherNetIP Mode  EtheNetlP Target Target Connections 1

Ok Apply Cancel Help

Figure 7.3 — Setting redundant pair IP addresses.

Next the user will need to set the Modbus protocol to Modbus TCP and set the shared Modbus
TCP IP address between the two Modbus Routers used for the redundant architecture.
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ModbusRouter - Configuration

Modbus Parameters

Node Address

Update Rate 500
Timeout
Retry Limit 3

Reply Wait Time lIl
Inactivity Timeout 2000
TCP Port

Base Address Modbus (Base 0)

B EE Cx

General Modbus Ports  Scheduled Tag Reactive Tag Services Multi-Server Bridge Modbus Auxiliary Map EtherNet/IP Devices EtherNet/IP Map Intemal Map Advanced
Modbus Legacy
™ | Protocol Modbus-TCP ~ |
[ Multi-Server Redundant IP Address w2 . 188 . 1 . 184 ‘l
(ms)
[100-5000] {ms)
0-255]
[0-255] (ms) e
(ms)
{0 implies default port 502)
Ok Apply Cancel Help

Figure 7.4 — Setting Modbus Interface.

The Modbus Client needs to be configured to communicate with the Modbus Redundant IP
Address via Modbus TCP (e.g. 192.168.1.184 ).

7.2. OPERATION

The Modbus Router connected to the Primary Logix controller (in the redundant system) will
activate the shared Modbus TCP IP address (which in the example above is 192.168.1.184).
This will allow the Modbus Client to communicate with the Primary Logix controller via the
Modbus Router connected to it.
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Control Room

SCADA - Modbus
Polling Master

Modbus TCP
Mobus TCP IP Address Modbus TCP IP Address
Modbus 192.168.1.184 Vodbus N/A
Router Router
1 Juse PRIMARY uss SECONDARY
ControlLogix ControlLogix

Redundancy Fiber Pair

Figure 7.5 — Modbus Client connected to Primary Logix Controller.

In the event of a failure on the Primary Logix Controller the Secondary Logix Controller will
take over operation. At that moment the Modbus Router connected to the “new” Primary
Logix Controller will activate the shared Modbus TCP IP address (192.168.1.184) and the
Modbus Router previously connected to the Primary Logix controller will release the shared
Modbus Router IP Address.

At this moment the Modbus Client will have seamlessly switched Modbus communication to
the “new” Primary Logix controller.
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Control Room

SCADA - Modbus
Polling Master

Modbus TCP
Modbus TCP IP Address Mobus TCP IP Address
Modbus N/A Vodbus 192.168.1.184
Router Router
usB 4 USB PRIMARY
ControlLogix ControlLogix

Redundancy Fiber Pair

Figure 7.6 — Modbus Client connected to “new” Primary Logix Controller.

For the status of Modbus Router’s Logix Redundancy, the user can launch the Status window
in Slate for each of the Modbus Router pair.

L] ModbusRouter? - Status A =N e ™"
Modbus Statistics  Logix Statistics  SLC/MicroLogix Statistics Map ltems CIP Statistics EthernetClients TCP fARP USB Statistics

Mode | ScheduledTag | MAC Address | o080:352c:AB:48 |
Owned ‘ Not Owned | Temperature | 31.7°C |
Routing ‘ Enabled | Processor Scan | 17.0us |

Logix Redundancy ‘ Unknown | USB Status | Disconnected |
Transaction Rate ‘ 25 | Ethernet Port 1 | Down |

Up Time \ 0d - 01:29:24 | Ethernet Port 2 | Up |
Module Time | 2019/07/05 16:48:01 | Ethernet DLR | Disabled |
Firmware \ 2.001.001 | NTP Status | Disabled |

DIP Switches ~ SW1-SafeMode | Off | SW3-Reserved | Off |

(Updated only onbootup) ~ SW2-Force DHCP | Off |  SW4 -Fixed IP Addr. | Off |

Figure 7.7 — Modbus Router’s Logix Redundancy in Status Window.
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Parameter

Description

Logix Redundancy

When the module is operating in Logix — Redundant USB this field
will show the redundant status of the local Logix controller
connected via USB.

Primary SYNC

The local Logix controller is the primary and is synchronized with
the secondary.

Primary DISQ

The local Logix controller is the primary and the secondary
controller is disqualified.

Primary ALONE

The local Logix controller is the primary with no secondary
controller.

Primary Locked
The local Logix controller is the primary and is locked for changes.
Secondary SYNC

The local Logix controller is the secondary and is synchronized
with the primary.

Secondary DISQ

The local Logix controller is the secondary and is disqualified with
the primary.

No Partner

The local Logix controller is the secondary with no controlling
partner.

Secondary Locked

The local Logix controller is the secondary and is locked for
changes.

Unknown

Redundancy state is unknown. Either incorrect mode or not
connected via USB to a Logix controller.

Table 7.1 - Parameters displayed in the Status Monitoring — General Tab.

Modbus TCP IP address is the shared IP address configured (as shown

\ NOTE: The user will need to ensure that the Modbus Client destination
il \

previously). Using the Modbus Router’s main EtherNet/IP IP address can result
in the Modbus Client reading values from the Secondary Logix Controller.
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8. LOGIX USB CONNECTIVITY

The Modbus Router will allow the user to connect to a Logix controller with Studio 5000 over
USB (as shown below):

.....................................................

EtherNet/IP

Modbus
Router

UsB

ControlLogix

Figure 8.1 — Connect to Logix with Studio 5000 over USB.

c NOTE: The Controller Mode selected in the Modbus Router Slate configuration
must be USB.

Once the user is connected to the USB port of either a Logix controller (e.g. L7x) or an Ethernet
bridge (e.g. EN2TR) and the Modbus Router/B EDS file has been installed, then the user can
browse the local Logix backplane by expanding the USB Port network under the Modbus
Router/B in RSLinx.
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=- | 192.168.1.175, Modbus Router/B, Modbus Router/B
@& Ethernet Port, Ethernet
(-89 USB Port, 1789-A17/A Virtual Chassis
m-fJ 00, 1756-L62 LOGIX5562, DF1FaultSim
§ 01, 1756-EN2TR, 1756-EN2TR/B
38 [ 02, 1756-L75 LOGIX5575, RedTest
.. § 03,1756-OW16I/A, 1756-OW16I/A RELAY n.o.

Figure 8.2 — Logix Controller seen in RSLinx via Modbus Router/B USB Port.

Once the Logix controller is seen under the USB port of the Modbus Router/B, the user can
simply select this Logix controller in Studio 5000 to go online, download, or upload the Studio
5000 project.

| Path: || AB_ETHIP-1\192.168.1.175\USE Port\2

& Who Active O X
[ ]Autobrowse Refresh
--------- l 192.168.1.174, PLX51-PBS, PLX51-PBS ~ Go Online
B l 192.168.1.175, Modbus Router/B, Modbus Router/B Upload...
------ ﬁ Ethernet Port, Ethernet Download

Update Firmware...

- g 00, 1756-L62 LOGIX5562, DF1FaultSim p—
- g 01, 1756-EN2TR, 1756-EN2TR/B
- g 02, 1756-L75 LOGIX5575, RedTest e
03, 1756-0W16BI/A, 1756-OW16I/A RELAY n.
. [ I 192.168.1.177. Modbus Router/B. Modbus Router/B . v
Path: AB_ETHIP-11192.168.1.175\USE Port\2 Set Project Path

Pathin Project AB_ETHIP-1\192.168.1.175\USE Port\2
Clear Project Path

Figure 8.3 — Logix Controller seen in Studio 5000 via Modbus Router/B USB Port.
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9. DIAGNOSTICS

9.1. LEDS

The module provides three LEDs for diagnostics purposes as shown in the front view figure
below. A description of each LED is given in the table below.

Figure 9.1 - Modbus Router front view.

LED Description
Ok The module LED will provide information regarding the system-level operation of the
module.

If the LED is red, then the module is not operating correctly. For example, if the module
application firmware has been corrupted or there is a hardware fault the module will
have a red Module LED.

If the LED is green (flashing), then the module has booted and is running correctly
without any application configuration loaded.

If the LED is green (solid), then the module has booted and is running correctly with
application configuration loaded.

A/B The Ethernet LED will light up when an Ethernet link has been detected (by plugging in
a connected Ethernet cable). The LED will flash every time traffic is detected.
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This module has two Ethernet ports A and B. Each LEDs represents each specific port.

Act The activity LED is used for the Modbus Routing. Every time there is a successful
Modbus routing transaction the LED will flash green. The LED will flash red if the
routing was unsuccessful (e.g. Logix Tag does not exist).

232 The 232 LED is used for the RS232 port. Every time there is a successful Modbus packet
on RS232 the LED will flash green. The LED will flash red if the Modbus packet failed
(e.g. checksum failure).

485 The 485 LED is used for the RS485 port. Every time there is a successful Modbus packet
on RS485 the LED will flash green. The LED will flash red if the Modbus packet failed
(e.g. checksum failure).

Table 9.1 - Module LED operation.

9.2. MODULE STATUS MONITORING IN SLATE

The Modbus Router can provide a range of statistics which can assist with module operation,
maintenance, and fault finding. The statistics can be accessed in full by Slate or using the web
server in the module.

To view the module’s status in the Aparian-Slate environment, the module must be online. If
the module is not already Online (following a recent configuration download), then right-click
on the module and select the Go Online option.

Aparian-Slate - MBRB Demo

File Device Tools Window Help
kXA S $0EL e
Project Explorer :
=4 MBRB Demo

ES Y ModbusRouter (Madbus Rouled/H

-~ Configuration # Configuration
i@ Security Verify Configuration
= (Connection Path

Status
Go Offline
|{r Go Online

¥ Download
4 Upload

Generate Status Report
Internal Register Viewer
Event Viewer
Modbus Packet Capture
-+] Import from Series A
ol Copy
[+ Export
¥ Delete
Ethernet Port Configuration A
Reset Module 3
Proper‘ties R R [+ Export Raw Configuration

| |

Figure 9.2 - Selecting to Go Online.
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The Online mode is indicated by the green circle behind the module in the Project Explorer
tree.

Aparian-5Slate - MBRB Demo*

File. Device Tools Window Help
el oS AL e

Project Explorer

=& MBRB Demo

SR ModbusRouter (Mypysmmy

______ ‘p Configuration onflguratlon
"l Security Verify Configuration

-~ A-Status Connection Path
iaiem, Modbus Packet

|m Status ‘I
Go Offline
Go Online

Download

- =4

Upload

Generate Status Report

Event Viewer

= Internal Register Viewer
A
= Modbus Packet Capture

+] Import from Series A

gl Copy

[+ Export
Delete

B Ethernet Port Configuration A
Reset Module 3

Figure 9.3 - Selecting online Status.

The Status monitoring window can be opened by either double-clicking on the Status item in
the Project Explorer tree, or by right-clicking on the module and selecting Status.

The status window contains multiple tabs to display the current status of the module.
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9.

No

. GENERAL

The General tab displays the general status for the local MBR/B module.

| ModbusRouter - Status A

GSH | Modbus Statistics Logix Statistics SLC/MicroLogix Statistics CIP Statistics EthernetClients TCP /ARP USB Statistics

EtherNet/IP Owned
EtherNet/IP Originator
Modbus Status
Logix Redundancy nia

Transaction Rate |I|
Module Time

Ethernet Port 1

=N o =5

Firmware DIP Switches

MAC Address SW1 - Safe Mode

Temperature SW2 - Force DHCP

Processor Scan SW3 - Config. Lock

USB Status SW4 - Fixed IP Addr.

(Updated only on boot up.)
Ethernet Port 2
Ethernet DLR

Figure 9.4 - Status monitoring — General.

The General tab displays the following general parameters:

Parameter

Description

Mode

Indicates the current operating mode:

Reactive Tag
Scheduled Tag
Unscheduled
Enhanced — Server
Enhanced - Client
Bridge
Concentrator

EtherNet/IP Owned

Indicates whether or not the module is currently owned (Class 1)
by a Logix controller.

NOTE: The number of class 1 connections in Logix needs to match
the configured EtherNet/IP Connection count in Slate.

EtherNet/IP Originator

ONLY RELEVANT IN ENHANCED MODE

When the module is configured as an EtherNet/IP Originator, this
will show if all the Class 1 and Explicit Message connections to
EtherNet/IP target devices are established and returning valid
data.

Modbus Status

ONLY RELEVANT IN ENHANCED MODE

When the module is operating as a Modbus Server, this
parameter will indicate that the module has received a valid
Modbus request within the Modbus inactivity time.
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When the module is operating as a Modbus Client, this parameter
will indicate that all the mapping items in the Modbus Auxiliary
Map are executing correctly.

Routing ONLY RELEVANT IN SCHEDULED AND REACTIVE MODE
Indicates whether the routing of module is enabled or inhibited.
The routing operation can be inhibited in the output assembly of
the module.

Logix Redundancy ONLY RELEVANT IN SCHEDULED AND REACTIVE MODE

When the module is operating in Logix — Redundant USB this field
will show the redundant status of the local Logix controller
connected via USB.

Primary SYNC

The local Logix controller is the primary and is synchronized with
the secondary.

Primary DISQ

The local Logix controller is the primary and the secondary
controller is disqualified.

Primary ALONE

The local Logix controller is the primary with no secondary
controller.

Primary Locked
The local Logix controller is the primary and is locked for changes.
Secondary SYNC

The local Logix controller is the secondary and is synchronized
with the primary.

Secondary DISQ

The local Logix controller is the secondary and is disqualified with
the primary.

No Partner

The local Logix controller is the secondary with no controlling
partner.

Secondary Locked

The local Logix controller is the secondary and is locked for
changes.

Unknown

Redundancy state is unknown. Either incorrect mode or not
connected via USB to a Logix controller.

Transaction Rate

ONLY RELEVANT IN SCHEDULED AND REACTIVE MODE

The transaction rate is the number of Modbus messages per
second that the module is currently routing.

Up Time

Indicates the elapsed time since the module was powered-up.

Module Time

Indicates the module’s internal time. The module time is stored in
UTC (Universal Coordinate Time) but displayed on this page
according to the local PC Time Zone settings.

Firmware

Current firmware revision of the module
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MAC Address

Displays the module’s unique Ethernet MAC address.

Temperature

The internal temperature of the module.

Processor Scan

The amount of time (microseconds) taken by the module’s
processor in the last scan.

USB Status

The status of the USB connection

Connected

The USB cable is connected to the Modbus Router and partner.
Disconnected

The USB cable is not connected to either the Modbus Router or
partner.

Ethernet Port1/2

This is the status of each Ethernet port.
Down

The Ethernet connector has not been successfully connected to
an Ethernet network.

Up

The Ethernet connector has successfully connected to an Ethernet
network.

Mirror Enabled

The Ethernet port is mirroring the traffic on the other Ethernet
port.

Ethernet DLR

The status of the Ethernet DLR.

Disabled

Device Level Ring functionality has been disabled.
Linear

The DLR functionality has been enabled and the Ethernet network
architecture is linear.

Ring - Fault

The DLR functionality has been enabled and the Ethernet network
architecture is ring, but there is a fault with the network.

Ring — Ok

The DLR functionality has been enabled and the Ethernet network
architecture is ring and is operating as expected.

NTP Status

The status of the local NTP Client.

Disabled

The NTP time synchronization has been disabled.
Locked

NTP time synchronization has been enabled and the module has
locked onto the target time server.

Not Locked

NTP time synchronization has been enabled and the module has
not locked onto the target time server.

DIP Switch Position

The status of the DIP switches when the module booted.
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Note that this status will not change if the DIP switches are altered
when the module is running.

Table 9.2 - Parameters displayed in the Status Monitoring — General Tab.

9.2.2.

MODBUS STATISTICS

The Modbus Statistics tab displays the statistics associated with the Modbus communication

network.

| ModbusRouter - Status A

General

Modbus Statistics

Counter
Tx Packet Count
Rx Packet Count
Checksum Errors
Parity Errors
Timeout Errors
Data Too Large
Map ltem Not Found
Node Mismatch

Data Alignment Errors

Logix Statistics SLC/MicroLogix Statistics CIP Statistics EthernetClients TCP/ARP USB Statistics

Value Counter Value Clear Counters
387 llegal Function 0
582 llegal Data Address 0
137 llegal Data Value 0
0 Slave Device Failure 0
0 Acknowledge - Reponse Delay 0
0 Slave Device Busy 0
0 Negative Acknowledge 0
195 Diagnostics Register Read 0
0 Memory Parity Error 0

Figure 9.5 - Status monitoring — Modbus Statistics.

The Modbus Statistics tab displays the statistics associated with the Modbus communication

and mapping.

Statistic

Description

Tx Packet Count

The number of Modbus packets sent by the module.

Rx Packet Count

The number of Modbus packets received by the module.

Checksum errors

The number of corrupted Modbus packets received by the module.

Parity errors

The number of bytes with parity errors received by the module.

Timeout Errors

The number of message response timeouts the module has encountered.

Data Too Large

The number of Modbus requests or responses where the data was too large to
process.

Map Item Not Found

The number of Modbus requests did not match any mapped items.

Node Mismatch

The received Modbus request did not match the module’s Modbus node address.

Data Alignment Errors

The Modbus request and associated mapped item is not byte aligned with the

destination Logix tag.
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Illegal Function The number of times the Modbus device responded with an lllegal Function
exception.

Illegal Data Address The number of times the Modbus device responded with an Illegal Data Address
exception.

Illegal Data Value The number of times the Modbus device responded with an Illegal Data Value
exception.

Slave Device Failure The number of times the Modbus device responded with a Device Failure
exception.

Acknowledge —Response | The number of times the Modbus device responded with an Acknowledge
Delay exception.

Slave Device Busy The number of times the Modbus device responded with a Slave Busy exception.

Negative Acknowledge The number of times the Modbus device responded with a Negative
Acknowledge exception.

Memory Parity Error The number of times the Modbus device responded with a Memory Parity
exception.

Table 9.3 — Modbus statistics.

9.2.3. LOGIX STATISTICS

The following Logix statistics are only relevant when the module is running in either Reactive
Tag or Scheduled Tag mode and the Logix controller type has been selected.

| ModbusRouter - Status A

General Modbus Statistics SLC/MicroLogix Statistics CIP Statistics

Logix Tag Statistics

Counter Value Clear Counters
Current Connections 0
Connection Failures 67

Tag Not Exist Errors

Privilege Violations

Tag Reads
Tag Writes
ENIP Retries 204
ENIP Failures 29
General Access Errors 0

Figure 9.6 - Status monitoring — Logix Statistics.

Statistic Description
Current Connections The number of current open class 3 connections.
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Connection Failures The number of failed attempts at establishing a class 3 connections with a
Logix controller.

Tag Not Exist Errors The number of tag read and tag write transactions that failed due to the
destination tag not existing.

Privilege Violation Errors The number of tag read and tag write transactions that failed due to a
privilege violation error.

This may be caused by the External Access property of the Logix tag being set
to either None or Read Only.

Tag Reads The number of tag read transactions executed by the Modbus Router module.

Tag Writes The number of tag write transactions executed by the Modbus Router
module.

ENIP Retries This count increases when no response was received from the Logix Controller

by the time the ENIP timeout is reached.

ENIP Failures This count increases when the ENIP Retry Limit is reached, and no response
has been received from the Logix Controller.

General Access Error This count increases when a tag cannot be accessed for any other reason not
reported above.

Table 9.4 - Tag Mapping statistics.

9.2.4.  SLC/MICROLOGIX STATISTICS

The following SLC/MicroLogix statistics are only relevant when the module is running in either
Reactive Tag or Scheduled Tag mode and the MicroLogix/SLC controller type has been
selected.

] ModbusRouter - Status A

General Modbus Statistics  Logix Statistics | SLC/MicroLogix Statistics | CIP Statistics |

SLC 500 / MicroLogix Statistics

Counter Value Clear Counters
File Read Count
File Write Count

Error Count

o o o|o

Last Status Error Code

Figure 9.7 - Status monitoring — SLC/MicrolLogix Statistics.

Statistic Description
File Read Count The number of file read transactions executed by the Modbus Router module.
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File Write Count The number of file write transactions executed by the Modbus Router

module.

Error Count The number of status errors received from the SLC/MicroLogix by the Modbus

Router.

Last Status Error Code The value of the last status error received.

Table 9.5 — SLC/MicroLogix statistics.

9.2.5. MAP ITEMS

The Map Items tab will display the successful packet counts processed by each mapping item.
If an item count changes, then the success count field will be displayed with a green

background for approximately 3 seconds. This provides quick visual feedback as to which
items are currently active.

The fields in the map items will adjust to suite the appropriate mode. No items are displayed
in Unscheduled mode.

_| ModbusRouter - Status A

(= N >
General Modbus Statistics  Logix Statistics SLC/MicroLogix Statistics | Map iEms | CIP Statistics EthemetClients TCP | ARP  USB Staistics
Map liem Status
Function Device Registers Path Tagname Success
Count
0 Read Holding Register 1 0-9 | 192.168.18,1.0 MB_HR_B 3
1 Write Register 2 20-24 | 192.168.1.133,1,0 SouthHRI0] 0

Figure 9.8 - Map Item status.

9.2.6. AUX. ITEMS

The Aux. Items tab will display the last status of the transaction by each mapping item in the
Modbus Auxiliary Map. If the last transaction failed, then the status will show Fail and if it was

successful then it will show Ok. This provides quick visual feedback as to which items are
currently active.

_| ModbusRouter - Status A

General Modbus Statistics  Logix Statistics  SLC/MicroLogix Statistics | A | CIP Statistics EthemetClients TCP/ARP USB Statistics

Modbus Auxiliary Item Status

Item Function Port Device Remote Registers Local Registers Status
1 Read - HR RS232 3 1000 - 1009 1100 - 1109 Ok
2 Read - HR RS232 4 1000 - 1009 1200 - 1209 Ok
3 Read - HR RS232 5 1000 - 1009 1300 - 1309 Ok

Figure 9.9 - Auxiliary Item status.
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9.2.7. CIP STATISTICS

Each Modbus Router provides a set of Common Industrial Protocol (CIP) communication
statistics as shown below:

] ModbusRouter - Status A

CIP Statistics

Counter Value Clear Counters
Class 1 Timeout Count 280
Class 1 Forward Open Count 346
Class 1 Forward Close Count 51
Class 1 Connection Count 5

Class 3 Timeout Count
Class 3 Forward Open Count

Class 3 Forward Close Count

o | o | Ok

Class 3 Connection Count

Figure 9.10 - Status monitoring — CIP Statistics.

Statistic Description

Class 1 Timeout Count Number of times a Class 1 connection has timed out

Class 1 Forward Open Count | Number of Class 1 Connection establish attempts

Class 1 Forward Close Count | Number of Class 1 Connection close attempts

Class 1 Connection Count Number of Class 1 Connections currently active

Class 3 Timeout Count Number of times a Class 3 connection has timed out

Class 3 Forward Open Count | Number of Class 3 Connection establish attempts

Class 3 Forward Close Count | Number of Class 3 Connection close attempts

Class 3 Connection Count Number of Class 3 Connections currently active

Table 9.6 — CIP statistics.

9.2.8. ETHERNET/IP ExpLICIT

The EtherNet/IP Explicit Statistics tab displays the statistics associated with EtherNet/IP
Device explicit mapping.

Document No. D106-018 Page 182 of 205
Revision 1.12



Diagnostics

@ NOTE: This tab is only applicable when the module is operating in Enhanced
mode with EtherNet/IP mode set to Originator.

I MBR_C - Status A

General Modbus Statistics Logix Statistics SLC/MicroLogix Statistics Aux ltems CIP Statistics EtherNet/IP Explicit EtherMet/IP Map EtherNet/IP Originator Ethernet Clients

Explicit EtherNet/IP Statistics

Counter
Read Successes
Write Successes
Transaction Failures
Transaction Timeouts
Callback Id Mismaiches
Range Overruns
Length Overruns
Incorrect CIP Data Type
Incorrect CIP Tagld
CIP Tag Read Successes
CIP Tag Write Successes

Clear Counters Explicit EtherNet/IP Devices
Value Device Path Status

17 L85E 192.168.1.8,1,0 Online
0 TSM 192.168.1.235 Online
0
3
0
0
0
0
0

16

16

Figure 9.11 - Status monitoring — EtherNet/IP Explicit.

Statistic

Description

Read Successes

The number of successful reads from the target EtherNet/IP device.

Write Successes

The number of successful write to the target EtherNet/IP device.

Transaction Failures

The number of failed reads/writes to the target EtherNet/IP device (e.g. error
response).

Transaction Timeouts

The number of times the target EtherNet/IP device failed to respond.

Callback Id Mismatches

The EtherNet/IP UCMM or Class 3 response does not match the request.

Range Overruns

The number of times the returned data amount runs over the max Internal
Data Space.

Length Overruns

The number of times the returned data is greater than the configured get
length.

Incorrect CIP Data Type

When the Explicit Message Function is a Tag Read/Write, this statistic will
increase when the incorrect CIP data type was returned in the response.

Incorrect CIP Tag Id

When the Explicit Message Function is a Tag Read/Write, this statistic will
increase when the incorrect CIP UDT tag ID was returned in the response.

CIP Tag Read Successes

When the Explicit Message Function is a Tag Read, this statistic will increase
when there was a successful Logix Tag Read.

CIP Tag Write Successes

When the Explicit Message Function is a Tag Write, this statistic will increase
when there was a successful Logix Tag Write.

Table 9.7 — EtherNet/IP Explicit Statistics.
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9.2.9.  ETHERNET/IP MaAP

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device mapped
item.

@ NOTE: This tab is only applicable when the module is operating in Enhanced
mode with EtherNet/IP mode set to Originator.

I MBR C - Status A

General Modbus Statistics Logix Statistics  SLC/MicroLogix Statistics  Aux ltems  CIP Statistics EtherNet/IP Explicit EtherNet/IP Map  EtherNet/IP Originator Ethemet Clients T|

Map Succes Counts Clear Counters

Device Function Scan Class Instance Attrib. Successes
L85E ReadTag A 0x0000 0 0 144
L85E Write Tag A 0x0000 0 0 144
TSM Get A 0x040A 1 2 145

Figure 9.12 - Status monitoring — EtherNet/IP Map.

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.

9.2.10. ETHERNET/IP ORIGINATOR

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status and
statistics for each configured EtherNet/IP device.

@ NOTE: This tab is only applicable when the module is operating in Enhanced
mode with EtherNet/IP mode set to Originator.

SR s A =y
General Modbus Statistics Logix Statistics SLC/MicroLogix Statistics Aux. ltems CIP Statistics EtherNet/IP Explicit EtherNet/IP Map EtherNetIP Originator EthemetClients TCP/ARP USB Stalistics
EtherNet/IP Originator Clear Counters
Name Fwd Open Fwd Close Timeout Tx Count Rx Count Status
1794-IB10xOB6 (192.168.1.113,1.0) 1 Q Q 16 329 16 314 Connected
1794-0W8 (192.168.1.113,1,1) 76 (4] o 16319 16 304 Connected

Figure 9.13 - Status monitoring — EtherNet/IP Originator.

Statistic Description
Status The current connection status of the module.
Connected

The device is connected and is exchanging data using Class 1 cyclic communication.
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Offline
The device is offline and is not connected.
Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Ownership Conflict

Connection In Use Or Duplicate Forward Open

Class 1 Originator Statistics

Forward Open Count The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts The number of this connection was closed due to timeouts.
Tx Count Number of Class 1 messages sent to the specific target device.
Rx Count Number of Class 1 messages received from the specific target device.

Table 9.8 — EtherNet/IP Class 1 status and statistics

9.2.11. ETHERNET CLIENTS

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients connected to
the MBR/B.

] MBR_C - Status A

General Modbus Statistics  Logix Statistics  SLC/MicroLogix Statistics  Aux ltems CIP Statistics EtherNet/IP Explicit  EtherNet/IP Map EtherNet/IP Originator EthernetCIlems‘\

Ethernet Client Counts EtherNet/IP Table
Type Count IP Address Session Handle
ARP Clients 6 192.168.1.8 18000900
TCP Clients 19 192.168.1.235 SCEC987A
EtherNet/IP Clients 2

Figure 9.14 —Status monitoring — Ethernet Client Statistics.

9.2.12. TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP lists of the MBR/B.
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| MBR_C - Status A

General Modbus Statistics  Logix Statistics  SLC/MicroLogix Statistics  Aux. ltems  CIP Statistics EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Ethemet Clients

ARP Table

MAC Address
B4:45:06:0E:F9:60
00:10:9C.C3:D5:B1
00:60:35:32:97:77
00-00:BC:61:E1:D1
00:60:35:2D:FD:6B
00-60:35:20:06:08

9.2.13.

IP Address
192.168.1.218
192.168.1.8
192.168.1.114
192.168.1.113
192.168.1.118
192.168.1.235

Figure 9.15 — Status monitoring — Ethernet TCP / ARP Statistics.

TCP Table

MAC Address
00:60:35:32:97:77
00-60:35:32:97:77
00:1D:9C:C3:D5:B1
00-60:35:32:97:77
B4:45:06:0E:F9:60
00-60:35:32:97:77
00-60-35:32:97:77
00:60:35:32:97:77
00:680:35:32:97:77
00:1D:9C:C3:D5:B1
00-60:35:32:97:77
00-680:35:32:97:77
00-60:35:32:97:77
00-60:35:32:97:77
00-60:35:32:97:77
00-60-35:2D-FD-6B
00:60:35:32:97:77
00:680:35:32:97:77
00:60:35:20:06:08

USB STATISTICS

Remote Port
21133
210186
53247
50454
54203
19969
51511
8221
12965
44818
27502

502
42450
50603
35086

502
52901
21630
44818

Local Port
502
502

44818
502
44818
502
502
502
502
49561
502
43834
502
502
502
11568
502
502
37847

The following USB statistics are only relevant when the Logix — USB or Logix — Redundant USB
controller type has been selected.

I MBR.C - Status A

General Modbus Statistics Logix Statistics SLC/MicroLogix Statistics  Aux. tems CIP

USB Statistics

Counter
Cable Event Count
Tx Packet Count
Rx Packet Count

Error Count

Value

o o oo

Figure 9.16 - Status monitoring — USB Statistics.

Clear Counters

[E=N N~

Statistic

Description

Cable Event Count

This is the number of times the USB cable has either been removed or inserted
from the Host or Client.

Tx Packet Count

The number of packets sent on the USB port.

Rx Packet Count

The number of packets received on the USB port.

Error Count

The number of errors that have occurred on the USB port. The user will need
to open the module event log for more detail regarding the error.

Table 9.9 — USB statistics.
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9.3. TARGET DEVICE STATUS MONITORING IN SLATE

The MBR/B can also provide individual statistics and status for each for each of the
EtherNet/IP Class 1 10 devices when the module is operating in Enhanced mode with
EtherNet/IP mode set to Originator.

9.3.1.  ETHERNET/IP

When online with the module in Slate, right-click on the desired EtherNet/IP device under the
EtherNet/IP Connections tree in Slate and select Status.

Aparian-5Slate - MB Demo 2%

File. Device Tools Window Help

wl . + .5 1L @

=% MB Demo 2
=" {l- MBR_C (Modbus Router/B)

------ # Configuration

i+ Modbus Packet Capture
=<k EtherNet/IP Connections

o [l 1794-1B10x0B6 (192 16202 10t

~ Il 1794-0w8(192.168.1.1 # Configuration
1 Status

= Rename

Duplicate

Delete

[l
Figure 9.17 — EtherNet/IP Device Status — Status selection.
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9.3.1.1. GENERAL

The General Status for the EtherNet/IP device shows the connection statistics and parameters
associated with the EtherNet/IP Class 1 connection.

121 MBR C - Class 1 EtherNet/IP Connection - 1794-1B10xOB6 (192.168.1.113,1,0) Status =2 =h "

Connection Status Connected

Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number 0x0000EOGE

Forward Open Count 1

Forward Close Count 0 O =>T Connection Id
Connection Timeouts 0
Tx Count 57 400 T => O Connection Id
Rx Count 57 349

Figure 9.18 — EtherNet/IP Device Status — General Status.

Statistic Description
Connection Status The current connection status of the module.
Connected

The device is connected and is exchanging data using Class 1 cyclic
communication.

Offline
The device is offline and is not connected.
Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count The number of Class 1 Forward Open (connection establishment) messages sent
to this device.
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Forward Close Count The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts The number of this connection was closed due to timeouts.
Tx Count Number of Class 1 messages sent to the specific target device.
Rx Count Number of Class 1 messages received from the specific target device.

Connection Details

Serial Number The active connection’s serial number.
O -> T Connection Id The active connection Originator to Target Connection Id.
T-> 0 Connection Id The active connection Target to Originator Connection Id.

Table 9.10 — EtherNet/IP Class 1 Device status and statistics .

9.3.1.2. INPUT DATA

The Input Data for the EtherNet/IP device shows the Input Assembly associated with the
EtherNet/IP Class 1 connection.

L] MBR_C - Class 1 EtherNet/IP Connection - 1794-1B10x0B6 (192.168.1.113,1,0) Status =R =R
General { Input Data | Ouput Data
Register Walue (Dec) Value (Hex)
0 0 0x00
1 0 0x00
2 0 0x00
3 0 0x00
4 0 0x00
5 0 0x00
6 0 0x00
7 0 0x00
Figure 9.19 — EtherNet/IP Device Status — Input Data.
Document No. D106-018 Page 189 of 205

Revision 1.12



Diagnostics

9.3.1.3. OutpruTt DATA

The Output Data for the EtherNet/IP device shows the Output Assembly associated with the
EtherNet/IP Class 1 connection.

1] MBR C - Class 1 EtherNet/IP Connection - 1794-1810x0B6 (192.168.1.113,1,0) Status F=n=n "

General InputData

Reqgister Value (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

E I« - T & I Y S P T T Y
o o o o o o o o

Figure 9.20 — EtherNet/IP Device Status — Output Data.

9.4. MODBUS DIAGNOSTICS

The Modbus Router supports Modbus diagnostics (function code 8) which can be read from
the Modbus Client. This functionality will only be available when the Modbus Router is
running in Reactive Mode. This will provide some basic tests for checking the communication
between the Client and Server. The following sub-functions are supported for Modbus
Diagnostics:

Sub-function | Description
code
0 Return Query Data
1 Restart Communication
2 Return Diagnostic Register
10 Clear Counters and Diagnostics Register
11 Return Bus Message Count
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12 Return Bus Communication Error Count
13 Return Bus Exception Error Count

14 Return Server Message Count

15* Return Server No Response Count

16* Return Server NAK Count

17* Return Server Busy Count

18* Return Bus Character Overrun Count
20%* Clear Overrun Counter and Flag

Table 9.11 - Tag Mapping statistics.

* These sub-functions are static objects which will always return a value of zero. They are
supported in the Modbus Router for certain legacy systems requiring access to these sub-
functions.

9.5. MODBUS PACKET CAPTURE

The module provides the capability to capture the Modbus traffic for analysis. They will allow
the user and the support team to resolve any possible issue on site.

To invoke the capture of the module, double-click on the Modbus Packet Capture item in the
Project Explorer tree.

Aparian-Slate - MBRE Demo*

File Device Tools Window Help
+|J =g~ + 5 | 7 4&. €=

=& MBRB Demo
=- El ModbusRouter (Modbus Router/B)

------ & Configuration

L [} A-Status

%M Modbus Packet Capture

Figure 9.21 - Selecting Modbus Packet Capture.

The Modbus Packet Capture window will open and automatically start capturing all Modbus
packets.
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ModbusRouter - A - Modbus Packet Capture E\@
X eor

Index Time Status Port Dirn Node Description Data

Press STOP to view results.

Capturing Packets: 73

Figure 9.22 — Modbus packet capture.

To display the captured Modbus packets, the capture process must first be stopped, by
pressing the Stop button.

ModbusRouter - A - Modbus Packet Capture E\@

X @e0T
Index Time Status Port Dirn Node Description Data &
456503 |0d-174447730 | Ok | TCP | Rx | 44 |ReadHoldingReg - Address 500, . | 2C0301F4 00 0A
456504  Od - 17:44:47.730 Tx 44 Read HoldingReg - DataSize 20 2C 03 14 00 04 00 00 00 00 00 0...
-_--- __
456506 | 0d - 17:44:47.930 - Read HoldingReg - Address 500, .. | 2C 03 01F4 00 0A
456507 0d-1744:47.930 Ok  TCP  Tx 44 ReadHoldingReg-DataSize20  2C 03 14 00 04 00 00 00 00 00 0...
456508 |0d-1744:48.130 | Ok  TCP | Rx | 44 |Read HoldingReg - Address 500, .. | 2C0301F4 00 0A
456509 Od-174448.130 Ok  TCP  Tx 44 ReadHoldingReg-DataSize20 2C 03 14 00 04 00 00 00 00 00 0...
0d-174448330 | Ok  TCP | Rx | 44 |ReadHoldingReg - Address 500, .. | 2C 03 01F4 00 0A
456511 Od - 17:44:48.330 Read HoldingReg - DataSize 20 2C 03 14 00 04 00 00 00 00 00 0...
09 - 17:44:48.470 __
% 0d - 17:44:48.530 ---x- Read HoldingReg - Address 500, .. | 2C 03 01F4 00 0A
456514 0d-174448.530 Ok  TCP  Tx 44 ReadHoldingReg-DataSize20 2C 03 14 00 04 00 00 00 00 00 0...
456515 |0d-174448730 | Ok  TCP | Rx | 44 |ReadHoldingReg - Address 500, . | 2C0301F4 00 0A v

Stopped Displaying Packets: 94 of 94

Figure 9.23 — Modbus Packet Capture complete.

The captured Modbus packets are tabulated as follows:

Statistic Description
Index The packet index, incremented for each packet sent or received.
Time The elapsed time since the module powered up.
Status The status of the packet. Received packets are checked for valid Modbus
constructs and valid checksums.
Port Port on where the data was sent or received (TCP, RTU232, RTU485)
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Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

Node Modbus node address of the message destination.

Description A brief description of the packet, showing the function and register range if
applicable.

Data The raw packet data.

Table 9.12 — Modbus Packet Capture fields.

The packet capture can be saved to a file for further analysis, by selecting the Save button on
the toolbar. Previously saved Modbus Packet Capture files can be viewed by selecting the
Modbus Packet Capture Viewer option in the Tools menu.

Aparian-Slate

9.6. MODULE EVENT LOG

DHCP Server
Event Viewer

DeviceFlash

Packet Capture Viewers

G5D File Management

DF1 Packet Capture Viewer
DH485 Packet Capture Viewer

CAMN EDS File Management
Build DeviceMet EDS Catalog

Modbus Packet Capture Viewer

Application Settings

A A A A A A EA

DMP3 Packet Capture Viewer
DeviceMet Packet Capture Viewer
HDLC Packet Capture Viewer

AT Packet Capture Viewer

11939 Packet Capture Viewer
CAMNopen Packet Capture Viewer
Profibus Packet Capture Viewer

Figure 9.24 - Selecting the Modbus Packet Capture Viewer.

The Modbus Router module logs various diagnostic records to an internal event log. These
logs are stored in non-volatile memory and can be displayed using Slate or via the web
interface. To view them in Slate, select the Event Viewer option in the Project Explorer tree.
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Aparian-Slate - MBRB Demo*

File Device Tools Window Help

Project Explorer
=& MBERB Demo

-# Configuratio
“la Security
AP A-Status
ume Modbus Pa

Verify Configuration
Connection Path

Status

Go Offline

Go Online

Download

Upload

Generate Status Report
Internal Register Viewer

Event Viewer
Modbus Packet Capture

FElam 9 & 5457 0 E v

Import from Series A
Copy

Export

Delete

Ethernet Port Configuration A
Reset Module

Oxya ..

Figure 9.25 - Selecting the module Event Log.

The Event Log window will open and automatically read all the events from the module. The
log entries are sorted such that the latest record at the top. Custom sorting is achieved by
double-clicking on the column headings.

MBR_C - Event Viewer A E=8E=E 5

WZX
Uploaded 23 records. Fiter  [(Al]) v
Index -~ Time Up Time Event &

22 2023/04/14 09:12:12.140 |0d - 00:00:16 Modbus callback id mismatch

21 2023/04/14 09:12:06.530 |0d - 00:00:10 Modbus Comms Ok

20 2023/04/14 09:12:05.530 |0d - 00:00:09 Modbus Comms Failed

19 2023/04/14 09:11:59.530 | 0d - 00:00:03 EIP Comms Ok

18 2023/04/14 09:11:58.530 | 0d - 00:00:02 Modbus Comms Ok

17 2023/04/14 09:11:58.530 | 0d - 00:00:02 EIP Comms Failed

16 1970/01/01 00:00:01.790 | 0d - 00:00:00 Ethernet Port 2 link up

15 1970/01/01 00:00:01.790 | 0d - 00:00:00 Ethernet Port 1 link down

14 1970/01/01 00:00:01.710 | 0d - 00:00:00 Modbus Comms Failed

13 1970/01/01 00:00:01.710 |0d - 00:00:00 EIP Comms Failed

12 1970/01/01 00:00:01.710 | Od - 00:00:00 Application code running

11 1970/01/01 00:00:00.210 |0d - 00:00:00 No Secure Config

10 1970/01/01 00:00:00.200 | Od - 00:00:00 Modbus Router config valid
9 1970/01/01 00:00:00.000 |0d - 00:00:00 Failed to load assigned MAC address

8 2023/04/14 09:11:50.280 |0d - 17:48:56 Module power down
7 2023/04/14 09:11:49.230 |0d - 17:48:55 Ethernet Port 2 link up
6 2023/04/14 09:11:49.230 |0d - 17:48:55 Ethernet Port 1 link down
5 2023/04/14 09:11:47.620 |0d - 17:48:53 EIP Comms Failed "
Figure 9.26 — Module Event Log.
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The log can also be stored to a file for future analysis, by selecting the Save button in the tool
menu. To view previously saved files, use the Event Log Viewer option under the Tools menu.

9.7. WEB SERVER

The Modbus Router provides a web server allowing a user without Slate or RSLogix 5000 to
view various diagnostics of the module. This includes Ethernet parameters, system event log,
advanced diagnostics, and application diagnostics (Modbus diagnostics).

@ NOTE: The web server is view only and thus no parameters or configuration
can be altered from the web interface.
¢® Aparian X +
& cC O A Not secure | 192.168.1.116
Module: Modbus Router/B  Serial:  3538B08B  Firmware Rev: 2.001.010 %‘:} ;
aparan
| Overview ‘ Device Name Modbus Router/B
| Ethernet \ Serial number 3538B08B
| Event Logs | Firmware Revision 2.001.010
| Diagnostics | | vendorid 1370
| Application \ Product Type 12
Product Code 109
Uptime 2m 195
Date 2023/04/14
Time 09:14:14
Temperature 46.3133°C
Hardware MAC 00:60:35:38:B0:8B
System MAC 00:60:35:38:B0:8B M

Copyright 2018 Aparian Inc. All rights reserved

Figure 9.27 - Web interface.

9.8. MODULE STATUS REPORT

For assisting with support Slate can generate a status report for the module which is a word
document that can be emailed to support. To generate this report the user can right-click on
the module (when online in Slate) and select Generate Status Report option.
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Figure 9.28 — Module Status Report.
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Technical Specifications

10.TECHNICAL SPECIFICATIONS

10.1. DIMENSIONS

Below are the enclosure dimensions as well as the required DIN rail dimensions. All
dimensions are in millimeters.

| 116 24
0000 il )
0000 i —
0000 3 b
0000
e
I,
S— <
i
I oL £
|-
(i i —:—M—H—H__J 147.38
93

Figure 10.1 — Modbus Router enclosure dimensions.
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Figure 10.2 - Required DIN dimensions.
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10.2. ELECTRICAL

Specification

Rating

Power requirements

Input: 10 — 32V DC, (121 mA @ 24 VDC)

Voltage Fluctuations

Voltage fluctuations < +10%

Transient Over-voltages up to the levels of OVERVOLTAGE CATEGORY |

Power consumption

3.1 W (Including full load on USB of 200mA)

300 mA maximum

USB Power 5V, maximum load of 200 mA (1W).
Connector 3-way terminal
Conductors 24 -18 AWG

Earth connection

Yes, terminal based

Emissions IEC61000-6-4
ESD Immunity EN 61000-4-2
Radiated RF Immunity IEC 61000-4-3

EFT/B Immunity

EFT: IEC 61000-4-4

Surge Immunity

Surge: IEC 61000-4-5

Conducted RF Immunity

IEC 61000-4-6

Table 10.1 - Electrical specification.

10.3. ENVIRONMENTAL

Specification

Rating

Enclosure rating

IP20, NEMA/UL Open Type

Indoor use only

Temperature

-20-70°C

Relative Humidity

5% to 90% - No condensation

Pollution Degree

2

Altitude

<2000 m

Table 10.2 - Environmental specification.
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10.4. ETHERNET

Specification Rating

Connector RJ45

Conductors CATS5 STP/UTP

ARP connections Max 200

TCP connections Max 200

CIP connections Max 20
Communication rate 10/100Mbps

Duplex mode Full/Half

Auto-MDIX support Yes

Controller Support ControlLogix, CompactLogix, MicroLogix, SLC
Embedded switch Yes, 2 x Ethernet ports
Device Level Ring (DLR) Supported

Network Time Protocol (NTP) Supported

Table 10.3 - Ethernet specification.

10.5. SERIAL PORT (RS232)

Specification Rating

RS232 Connector 9-way terminal (shared with RS485)

RS232 Conductor 24 - 18 AWG

Electrical Isolation 1000 Vdc

BAUD 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
Parity None, Even, Odd

Data bits 8

Stop bits 1

Table 10.4 — RS232 Serial Port specification.
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10.6.

SERIAL PORT (RS485)

Specification

Rating

RS485 Connector

9-way terminal (shared with RS485)

RS485 Conductor

24 - 18 AWG

Electrical Isolation

1500 Vrms for 1 minute.

BAUD 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
Parity None, Even, Odd
Data bits 8
Stop bits 1
Table 10.5 — RS485 Serial Port specification.
10.7. USB PORT
Specification Rating
USB supported USB2.0

Module USB Connector

Type-A

Recommended USB Cable

Type-A (male) to Type-B (male)

10.8.

Table 10.6 — USB Port specification.

MODBUS — REACTIVE / SCHEDULED MODE

Specification

Rating

Reactive Tag mode

Max 100 mapping items

Scheduled Tag mode

Max 100 mapping items

Application Functions
Supported

Read Coil, Read Discrete Input, Read Holding Register, Read Input Register,
Write Coil, Write Register

Maximum Logix Controller
support

3 (when using Ethernet)

1 (when using USB)

Protocols

Modbus RTU (RS232 or RS485), Modbus TCP

Table 10.7 — Modbus specification.

Document No. D106-018
Revision 1.12

Page 200 of 205



Technical Specifications

10.9.

MODBUS CLIENT — ENHANCED MODE

Specification

Rating

Modes Supported

Modbus TCP, Modbus RTU232, Modbus RTU485

Modbus RTU485 Termination

125 Q - Software Enabled

Max. Modbus Server Devices

100

Max. Modbus Mapping

100

Mapping Ranges

Holding Register 0 — 65535
Input Register 0 — 65535
Input Status 0 — 65535

Coil Status 0 — 65535

Base Offset

Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port

Yes

Data Reformatting Supported

BB AA

BB AADD CC
CCDD AA BB
DD CCBB AA

Table 10.8 — Modbus Client specification.

10.10. MODBUS SERVER — ENHANCED MODE

Specification

Rating

Modes Supported

Modbus TCP, Modbus RTU232, Modbus RTU485 (simultaneous)

Modbus RTU485 Termination

Software set

Mapping Ranges

Holding Register 0 — 65535
Input Register 0 — 65535
Input Status 0 — 65535

Coil Status 0 — 65535

Base Offset

Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port

Yes

Table 10.9 — Modbus Server specification.
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10.1. ETHERNET/IP TARGET

Specification Rating
Class 1 Cyclic connection count 5
Logix Direct-to-Tag Supported Yes

Table 10.10 — EtherNet/IP Target specification.

10.2. ETHERNET/IP ORIGINATOR

Specification Rating
Class 1 Cyclic Connections Supported Yes
Class 3 / UCMM Connections Supported | Yes
Class 1 Connection Count 10
Class 3 / UCMM Target Device Count 10
Class 3 / UCMM Mapping Count 50

Table 10.11 — EtherNet/IP Originator specification.

10.3. CERTIFICATIONS

Certification

Mark

CE Mark

q

RoHS2 Compliant

RoHS2

UL Mark
File: E494895 C us
LISTED
CLASS 1, DIV 2, GROUPS A, B,C, D
ODVA Conformance

EtherNet/IP
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UK
CA

Table 10.12 — Certifications.

Document No. D106-018 Page 203 of 205
Revision 1.12



Index

assembly instance, 78

class 1,78
CompactlLogix, 8, 17
Connection path, 112
Contact Us, 19
ControllLogix, 8, 16, 17

DC power, 20

DHCP, 21, 26, 27, 28, 29
dimensions, 197

DIN rail, 22, 197

DIP, 21

Ethernet Bridge, 77

Ethernet connector, 24

Ethernet TCP, 8, 38, 149

Ethernet UDP, 11, 38, 43, 47, 149

Ethernet/IP, 41, 45, 52, 57, 93

EtherNet/IP, 8, 17, 29, 41, 45, 48, 52, 56, 60, 93
EtherNet/IP Devices, 92

EtherNet/IP Devices configuration, 92, 93
EtherNet/IP MAP, 94

EtherNet/IP Map configuration, 94, 111

F

File Number, 49, 52, 53, 55, 57, 59, 61
firmware upgrade, 33

G
General parameters, 33

|
input assembly, 178
input voltage, 23

L

LED, 172,173
Logix controller, 40, 41, 42, 45, 48, 49, 51, 52, 53, 56, 57,
60, 61, 78, 145, 175, 180

INDEX

Logix platform, 8, 16, 17
Logix tag, 35, 41, 42, 46, 49, 52, 53, 55, 57, 59, 61, 148
Logix Tag Map, 55, 59

M

Mapping Mode, 34

MODBUS, 1, 8, 11, 16, 17, 19, 20, 21, 24, 31, 32, 33, 34,
35,37, 38, 40,41, 42, 43, 46,47, 49, 51, 52, 53, 54,
55,57, 58, 59, 61, 63, 77, 78, 80, 107, 111, 112, 143,
145, 147, 148, 149, 150, 151, 161, 172,173, 176, 178,
179, 180, 181, 191, 192, 193, 195, 197, 200

MODBUS general configuration, 33

Modbus Router, 8, 11, 16, 17, 19, 20, 21, 24, 31, 32, 35,
38, 40,51, 77,78, 80,112, 145, 147, 148, 149, 172,
173, 180, 181, 193, 195, 197

Modbus Router general configuration, 65, 68, 70, 81, 96

Modbus Router Internal Data Space, 101

(0]
output assembly, 176

P
Port parameters, 40
Protocol, 26, 38

R

Reactive Tag, 17, 35, 49, 51, 52, 53, 55, 57, 59, 61, 145,
175, 179, 180, 200

requested packet interval (RPI), 78

Rockwell Automation, 30

RS232, 11, 20, 23, 24, 39, 40

RS232/RS485, 23

RSLinx, 30

RSLogix 5000, 77, 79, 81, 195

S

Safe Mode, 21

Schedule Tag, 41

Scheduled Tag, 16, 35, 40, 42, 45, 46, 143, 175, 179, 180,
200

Serial, 11, 149, 199, 200

Slate, 11, 19, 26, 29, 31, 32, 33, 40, 44, 47, 48, 54, 59,
173,187,193, 195

SLATE Configuration Utility, 120, 123, 125, 126, 127,
128,129,130, 131, 132,133,134, 135, 136, 138, 139,
140, 141

statistics, 173, 181, 185, 189, 191

Support email, 19

Document No. D106-018
Revision 1.12

Page 204 of 205



Index

T

Target Browser, 29, 41, 45, 48, 52, 56, 60, 93, 112
Target Tag, 44, 47, 54, 59

UDTs, 19, 79, 80, 81, 147

Unscheduled, 35, 63, 80, 147, 148, 149, 150, 175, 181

User Defined Types (UDTs), 79

web server, 173, 195

W

Document No. D106-018
Revision 1.12

Page 205 of 205



	1. Preface
	1.1. Introduction to the Modbus Router
	1.2. Features
	1.3. Architecture
	1.4. Additional Information
	1.5. Support

	2. Installation
	2.1. Module Layout
	2.2. Module Mounting
	2.3. Power
	2.4. RS232/RS485 Port
	2.5. RS485 Termination
	2.6. Ethernet Ports
	2.7. USB Port

	3. Setup
	3.1. Install Configuration Software
	3.2. Network Parameters
	3.3. Creating a New Project
	3.4. General Parameters
	3.5. Modbus Parameters
	3.6. Ports Parameters
	3.7. Scheduled Tag Mode
	3.7.1. Logix Controller Type
	3.7.1.1. EtherNet/IP
	3.7.1.2. USB

	3.7.2. MicroLogix/SLC Controller Type

	3.8. Reactive Tag Mode
	3.8.1.1. Logix Controller Type
	3.8.1.1.1. EtherNet/IP
	3.8.1.1.2. USB

	3.8.1.2. MicroLogix/SLC Controller Type
	3.8.1.3. Multi-Server

	3.9. Unscheduled Mode
	3.10. Enhanced Mode
	3.10.1. Modbus Mode
	3.10.1.1. Server
	3.10.1.1.1. Multi-Server
	3.10.1.1.2. Internal Data Space Mapping
	IDS Copy – Modbus Source
	IDS Copy – Modbus Destination


	3.10.1.2. Client
	3.10.1.2.1. Modbus Auxiliary Map
	3.10.1.2.2. Internal Data Space Mapping
	IDS Copy – Modbus Source
	IDS Copy – Modbus Destination



	3.10.2. EtherNet/IP Mode
	3.10.2.1. Target
	3.10.2.1.1. Studio 5000 Configuration (Version 21+)
	Add Module to EtherNet/IP I/O Configuration

	3.10.2.1.2. RSLogix 5000 Configuration (Pre-Version 21)
	Add Module to I/O Configuration
	Importing UDTs and Mapping Routines

	3.10.2.1.3. Internal Data Space Mapping
	IDS Copy – EtherNet/IP Target Source
	IDS Copy – EtherNet/IP Target Destination


	3.10.2.2. Originator
	3.10.2.2.1. EtherNet/IP Class 1 Device Connections
	A. Manual Configuration
	B. Import From Online Controller
	Preparation

	Import Connection Parameters
	C. Import From Controller L5X File
	Preparation

	Import L5X File
	D. Import EDS File
	E. Import Connection Library
	Export Library File

	3.10.2.2.2. EtherNet/IP Explicit Message Device Connections
	EtherNet/IP Devices
	EtherNet/IP Map

	3.10.2.2.3. Internal Data Space Mapping
	IDS Copy – EtherNet/IP Originator Source
	IDS Copy – EtherNet/IP Target Destination




	3.11. Bridge Mode
	3.12. Concentrator Mode
	3.13. Internal Data Space Map
	3.13.1. Copy From
	3.13.1.1. Internal
	3.13.1.2. EIP Target
	3.13.1.3. EIP Originator
	3.13.1.4. MB Register
	3.13.1.5. MB Aux
	3.13.1.6. System

	3.13.2. Copy To
	3.13.2.1. Internal
	3.13.2.2. EIP Target
	3.13.2.3. EIP Originator
	3.13.2.4. MB Register


	3.14. Advanced
	3.15. Module Download

	4. Device Firmware Update
	5. Security
	5.1. Securing Process
	5.1.1. Configuration
	5.1.1.1. General Configuration
	5.1.1.2. Password Rule Configuration
	5.1.1.3. Custom Users Configuration
	5.1.1.4. Services Configuration
	5.1.1.5. IP Access Control List Configuration
	5.1.1.6. MAC Access Control List Configuration

	5.1.2. Download Security Configuration
	5.1.3. Initialize User Authentication

	5.2. Operation
	5.2.1. Initial User Login
	5.2.2. Role Specific Operations
	5.2.2.1. Security Status

	5.2.3. Change Other Password
	5.2.4. Clear All Security

	5.3. Event Log
	5.4. Reset Security Configuration

	6. Operation
	6.1. Scheduled Tag Mode
	6.2. Reactive Tag Mode
	6.3. Unscheduled Mode
	6.3.1. Example

	6.4. Enhanced Mode
	6.4.1. EIP Target – Modbus Server
	6.4.2. EIP Originator – Modbus Server
	6.4.3. EIP Target – Modbus Client
	6.4.4. EIP Originator – Modbus Client

	6.5. Bridge Mode
	6.6. Concentrator Mode
	6.7. Internal Map Data Formats
	6.7.1. System Status
	6.7.2. MB Aux Item Status
	6.7.3. EtherNet/IP IO Device Status


	7. Logix Redundancy
	7.1. Setup
	7.2. Operation

	8. Logix USB Connectivity
	9. Diagnostics
	9.1. LEDs
	9.2. Module Status Monitoring in Slate
	9.2.1. General
	9.2.2. Modbus Statistics
	9.2.3. Logix Statistics
	9.2.4. SLC/MicroLogix Statistics
	9.2.5. Map Items
	9.2.6. Aux. Items
	9.2.7. CIP Statistics
	9.2.8. EtherNet/IP Explicit
	9.2.9. EtherNet/IP Map
	9.2.10. EtherNet/IP Originator
	9.2.11. Ethernet Clients
	9.2.12. TCP / ARP
	9.2.13. USB Statistics

	9.3. Target Device Status Monitoring In Slate
	9.3.1. EtherNet/IP
	9.3.1.1. General
	9.3.1.2. Input Data
	9.3.1.3. Output Data


	9.4. Modbus Diagnostics
	9.5. Modbus Packet Capture
	9.6. Module Event Log
	9.7. Web Server
	9.8. Module Status Report

	10. Technical Specifications
	10.1. Dimensions
	10.2. Electrical
	10.3. Environmental
	10.4. Ethernet
	10.5. Serial Port (RS232)
	10.6. Serial Port (RS485)
	10.7. USB Port
	10.8. Modbus – Reactive / Scheduled Mode
	10.9. Modbus Client – Enhanced Mode
	10.10. Modbus Server – Enhanced Mode
	10.1. EtherNet/IP Target
	10.2. EtherNet/IP Originator
	10.3. Certifications

	Index

