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Open Source Information

Open Source Software used in the product

The product contains, among other things, Open Source Software files, as defined below, developed by third
parties and licensed under an Open Source Software license. These Open Source Software files are
protected by copyright. Your right to use the Open Source Software is governed by the relevant applicable
Open Source Software license conditions. Your compliance with those license conditions will entitle you to
use the Open Source Software as foreseen in the relevant license. In the event of conflicts between other
ProSoft Technology, Inc. license conditions applicable to the product and the Open Source Software license
conditions, the Open Source Software conditions shall prevail. The Open Source Software is provided
royalty-free (i.e. no fees are charged for exercising the licensed rights). Open Source Software contained in
this product and the respective Open Source Software licenses are stated in the module webpage, in the
link Open Source.

If Open Source Software contained in this product is licensed under GNU General Public License (GPL),
GNU Lesser General Public License (LGPL), Mozilla Public License (MPL) or any other Open Source
Software license, which requires that source code is to be made available and such source code is not
already delivered together with the product, you can order the corresponding source code of the Open
Source Software from ProSoft Technology, Inc. - against payment of the shipping and handling charges - for
a period of at least 3 years since purchase of the product. Please send your specific request, within 3 years
of the purchase date of this product, together with the name and serial number of the product found on the
product label to:

ProSoft Technology, Inc.
Director of Engineering

9201 Camino Media, Suite 200
Bakersfield, CA 93311

USA

Warranty regarding further use of the Open Source Software

ProSoft Technology, Inc. provides no warranty for the Open Source Software contained in this product, if
such Open Source Software is used in any manner other than intended by ProSoft Technology, Inc. The
licenses listed below define the warranty, if any, from the authors or licensors of the Open Source Software.
ProSoft Technology, Inc. specifically disclaims any warranty for defects caused by altering any Open Source
Software or the product’s configuration. Any warranty claims against ProSoft Technology, Inc. in the event
that the Open Source Software contained in this product infringes the intellectual property rights of a third
party are excluded. The following disclaimer applies to the GPL and LGPL components in relation to the
rights holders:

“This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License and the GNU Lesser General Public License for more details.”

For the remaining open source components, the liability exclusions of the rights holders in the respective
license texts apply. Technical support, if any, will only be provided for unmodified software.
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1 Start Here

1.1 Overview

This user manual explains the features of the MVI56E-61850C module and guides you
through the installation and configuration of the module. This includes using the ProSoft
MVI56E-61850C Configuration Manager software to map data for Intelligent Electronic
Devices (IEDs) on the IEC 61850 network for use with a Rockwell Automation®
ControlLogix® processor. The configuration software creates files to import into Studio
5000 Logix Designer programming software, simplifying the integration of the module
into your system.

The high-level steps for the process of configuring the IEC 61850 network are as follows:

1 Addthe MVI56E-61850C to your Studio 5000 Logix Designer project. See Adding
the Module to Studio 5000 Logix Designer® on page 11.

2 Configure the module Ethernet settings through the Add-On Profile. See Configure
the IP Address on page 15.

3 Launch the ProSoft MVI5S6E-61850C Configuration Manager and take the following
steps to configure client functionality:

a Import the IED configuration files (CID or SCD files). See Import IED
Configuration Files on page 24.

b Add the IEDs to the IEC 61850 network. See Configure the IED Network on page
27.

c Map the desired data attributes for each IED. See IED Data Mapping on page 29.

4 Configure GOOSE Publish (server) functionality (if applicable). See Configure
GOOSE Publish on page 48.

5 Export the configuration to the MVI56E-61850C Add-On Profile. See Export the
Configuration to the Add-On Profile on page 58.

6 Import the MVI56E-61850C Program into Studio 5000 Logix Designer. See Import
the MVI56E-61850C Program into Studio 5000 Logix Designer on page 67.

1.2 System Requirements

The MVI56E-61850C module requires the following minimum hardware and software
components:

e Rockwell Automation Studio 5000 Logix Designer software version 32 or higher
Rockwell Automation ControlLogix 5580 controller (catalog numbers starting with
1756-L8X) running firmware with the same major revision as Logix Designer, with
compatible power supply and one free slot in the rack, for the MVI56E-61850C
module. The module requires 1.4 A of backplane current (@5.1VDC).

e For remote rack applications, the MVI56E-61850C at the remote rack must be
connected to the ControlLogix processor through a 1756-EN4TR module.

o MVI56E-61850C Add-On Profile (AOP)

ProSoft MVI56E-61850C Configuration Manager configuration software

e Supported operating systems:

o Microsoft Windows 10
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1.3 Installing the Module in the Rack

If you have not already installed and configured your ControlLogix processor and power
supply, please do so before installing the MVI56E-61850C module. Refer to your
Rockwell Automation product documentation for installation instructions.

Warning: You must follow all safety instructions when installing this or any other electronic devices. Failure
to follow safety procedures could result in damage to hardware or data, or even serious injury or death to
personnel. Refer to the documentation for each device you plan to connect to verify that suitable safety
procedures are in place before installing or servicing the device.

Insert the MVI56E-61850C into the ControlLogix chassis using the same technique
recommended by Rockwell Automation to remove and install the Rockwell Automation
modules.

Note: You can install up to four MVI56E-61850C modules in the same ControlLogix rack.

Note: If you are using the module in a ControlLogix Redundancy System, the module must be located in a
remote rack. For more information, see “Parallel Redundancy Protocol (PRP)” on page 80.

You can install or remove ControlLogix system components while chassis power is
applied and the system is operating. However, please note the following warning.

Warning: When you insert or remove the module while backplane power is on, an electrical arc can occur.
An electrical arc can cause personal injury or property damage by sending an erroneous signal to your
system’s actuators. This can cause unintended machine motion or loss of process control. Electrical arcs
may also cause an explosion when they happen in a hazardous environment. Verify that power is removed
or the area is non-hazardous before proceeding.
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Repeated electrical arcing causes excessive wear to contacts on both the module and
its mating connector. Worn contacts may create electrical resistance that can affect
module operation.

1 Align the module with the top and bottom guides, and then slide it into the rack until
the module is firmly against the backplane connector.

MVIS6E-61850C

Module
@ Allen-Bradley @ Atlen-Bradley @
a] 0
] ® ﬂ ®
© [l ® ©)

With a firm, steady push, snap the module into place.

Check that the holding clips on the top and bottom of the module are securely in the

locking holes of the rack.

4 Make a note of the slot location. You must identify the slot in which the module is
installed in order for the sample program to work correctly. Slot numbers are
identified on the green circuit board (backplane) of the ControlLogix rack.

5 Turn power ON.

w N

Note: If you insert the module improperly, the system may stop working or may behave unpredictably.

1.4 Installing the Software

Install the MVI56E-61850C required software, which is available in the Downloads
section of the MVI56E-61850C product page on the ProSoft Technology website
(https://www.prosoft-technology.com):

e MVI56E-61850C Add-On Profile (AOP): This program includes the IEC 61850
communication module profile and associated files.

o ProSoft MVI56E-61850C Configuration Manager: This program is used to configure
all aspects associated with data communication between the MVI56E-61850C
module and remote Intelligent Electronic Devices (IEDs) according to the IEC 61850
communication protocol.

o ProSoft MVI56E-61850C Diagnostics Tool: This application allows you to monitor
diagnostics and configuration data for the module.

Note: The same install will set up both Configuration Manager and Diagnostics Tool.
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2 Module Overview

2.1 Overview

The ProSoft Technology® IEC 61850 communication module allows Rockwell
Automation® ControlLogix® PACs to interface with IEC 61850 Intelligent Electronic
Devices (IEDs) such as substation power monitors and protective relays. The module
operates as an IEC 61850 Client supporting the polling of devices using MMS
messaging and reports. Additionally, support for GOOSE messaging as both a publisher
and subscriber allows for fast data transfer between devices on an IEC 61850 network.

The dual Ethernet ports on the module provide support for Parallel Redundancy Protocol
(PRP), and the module fully supports C37.238 Ed 2017 for precision time
synchronization of field devices.

< ProSoft IEC 61850

LINK PRP CONFIG OK

2.2 Ethernet Ports

Port Description

Ports 2 GbE

Ethernet Port 1 Application port

Ethernet Port 2 Redundant port (if redundancy is enabled)
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2.3

2.4

2.5

2.6

IEC 61850 Specifications

Specification Value
Supported Standard IEC 61850 Ed 2.0
Maximum Number of IEDs 40

Supported Reports

Buffered Report Control Block (BRCB)
Unbuffered Report Control Block (URCB)

Control

Direct-with-Normal-Security
SBO-with-Normal-Security
Direct-with-Enhanced-Security
SBO-with-Enhanced-Security

Maximum Number of Reports per IED

10

GOOSE

GOOSE Subscription
GOOSE Publish

Maximum Number of GOOSE 4

Subscription per IED

Maximum Number of GOOSE Publish 8

Maximum Number of Tags per IED 500
20,000

Maximum Number of Tags

Status

Status available per node
Report and GOOSE status available
High-level status data available within Studio 5000

Backplane Specifications

Specification Value
Maximum Number of Class 1 225
Connections

Maximum Number of Class 1 High 50

Priority Connections

High Priority Connection RPI Range 410 9999 ms
Normal Priority Connection RPI Range 100 to 9999 ms
Maximum Class 1 Connection Input 500 bytes

Size

Maximum Class 1 Connection Output 496 bytes

Size

Time Synchronization Specifications

Specification

Value

Time Synchronization Standard

C37.238-2017

Supported Modes

Ordinary Clock, Boundary Clock

LEDs

The module provides four diagnostic LEDs. These LEDs are used to provide information
regarding link status, parallel redundancy protocol (PRP) mode, configuration error
detection, and module operation. More information about these LEDs is in Chapter 8,
‘Diagnostics and Troubleshooting.”

ProSoft Technology, Inc.
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3 Configuring the MVI5S6E-61850C Add-On Profile

3.1 Adding the Module to Studio 5000 Logix Designer®

3.1.1 Open the Studio 5000 Logix Designer Project

The first step in setting up the IEC 61850 network is opening the Studio 5000 Logix
Designer project to which you will be adding the MVI56E-61850C module.

Note: The MVI56E-61850C module requires Studio 5000 Logix Designer version 32 or higher and a
ControlLogix 5580 processor, firmware with the same major revision as Logix Designer. To check the
firmware version, right-click the controller in the Controller Organizer and select PROPERTIES.

lﬁ Controller Properties - Demo_20201214_2 X
Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security Alam Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project

Vendor: Rockwell Automation/Allen-Bradley

Type: 1756-L85E ControlLogix® 5580 Controller Change Controller...
Revision: 32.0Mm

Name: [Pemo_20201214_2

Description:

Chassis Type: ] 1756-A10  10-Slot ControlLogix Chassis v

Slot: E s

Cancel Apply Help
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3.1.2 Add the MVI56E-61850C to the Studio 5000 Project

1 Inthe I/O Configuration section of the Controller Organizer, right-click the backplane

and select NEw MODULE.

& Logix Designer - Demo [1756-L8SE 32.11]*
FILE EDT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

D W = v[% % 54 D= h [ 2
= RUN FE=

= oK | Path: <none> & B i

1 Enargy Storage

= o Offline . NoForces ). NoEdits 2

Controller Organizer v 0 x
& °5
4 . Controller Demo

& Controller Tags

Controller Fault Handler
Power-Up Handler
- Tasks
4 £3 MainTask
b L MainProgram
Unscheduled
4 Motion Groups
Ungrouped Axes
b 4 Alarm Manager
b Assets
Ty, Logical Model
4 . 1/0 Configuration
[&2 [0] 1756-L8SE Demo m,
4 &5 Ethemet Import Module.
[& 1756-L85E Demo L

Properties Alt+Enter

Ti= Controller Organizer JENETREIREY
g Errors [ Search Results fylwat

Create a module Communication Software: RSLinx Classic

Print »

2 Select the MVI56E-61850C module type and click CREATE (or double-click the

module type).

Tip: To locate the module in the list, clear the MODULE TYPE VENDOR FILTERS check box and then

select the PROSOFT TECHNOLOGY filter.

Select Module Type
Catalog  Module Discovery ~Favorites
Enter Search Text for Module Type. Clear Filters Hide Filters 2
Module Type Category Fitters ~ | @ Module Type Vendor Fiters A
M  Analog [J Phoenix Digital Coporation
Communication Prosoft Technology
[ Controller [J Rockwel Automation/Alen-Bradley
Digital v |0 Spectrum Controls, Inc v
< > < >
w  Catalog Number Description Vendor Category
MVI56E-61850C IEC 61850 Client Communication Module Prosoft Technol Communication
MVIS6E-GSC Generic ASCII Serial Communication Interface Prosoft Technol Communication
MVIS6E-MCM Modbus Master/Slave Communication Interface Prosoft Technol Communication
MVI56-PDPMV1 PROFIBUS DPV1 Master Communication Interface Prosoft Technol Communication
< >
4 of 160 Module Types Found Add to Favorites
[[] Close on Create Create Close Help

Note: If you do not see the MVI56E-61850C in the list of modules, this means that the MVIS6E-61850C

AOP may not have been installed properly.

The New Module dialog box displays.

ProSoft Technology, Inc.
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3 Enter a name for the module and a description if desired.
# | New Module X

Status: Creating

General* General
Connection
-Modue info Type: MVIS6E-61850C IEC 61850 Cliert Communication Module
- Time Sync
Ethemet Configuration Vendor: Prosoft Technology
PRP Network Redundancy Parert: Locdl
-|ED Status
Vendor Name: MVIS6E61850C] Slot:
Description:
Module Definition
Series
Revision: 1.001
Blectronic Keying: Compatible Module
Connection Data
Number of Conne... 1
Change ...

Cancel

Help

4 Make sure the correct slot number is selected. If the module is installed in slot 1, you
can keep the default value 1. If the module is installed in a different slot, change this
value to the appropriate slot number.

MName:

Description:

| MVI5E61850C

| Slot:

en
L4

1
2
3
4
5
6
7
8
9

5

In the New Module window, click OK.
The New Module window closes.

ProSoft Technology, Inc.
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6 Inthe Select Module Type window, click CLOSE.

Select Module Type

Catalog Module Discovery Favorites

[Enter Search Text for Modise Type Clear Filters Hide Filters 2
M Module Type Category Fiters A | [ Module Type Vendor Fiters A

| Analog ] Phoenix Digital Comporation

[ Communication M Prosoft Technology

{4 Controller [J Rockwell Automation/Allen-Bradley

| Digtal v |[J Spectrum Controls, Inc. v

| < > < >

w Catalog Number Description Vendor Category

MVI56E-61850C IEC 61850 Client Communication Module Prosoft Technol Communication
MVIS6E-GSC Generic ASCII Senal Communication Interface Prosoft Technol...  Communication
MVIS6E-MCM Modbus Master/Slave Communication Interface Prosoft Technol...  Communication
MVI56-PDPMV1 PROFIBUS DPV1 Master Communication Interface Prosoft Technol...  Communication

| <

4 of 160 Module Types Found

[[] Close on Create Create Close

Add to Favorites

Help

The new module appears under the backplane in the Controller Organizer panel in
Logix Designer.

Controller Organizer v O Xx

o=

4 Controller Demo_20201202_4
<7 Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 2 MainTask
P L MainProgram

Unscheduled
4 Motion Groups
Ungrouped Axes
b Alarm Manager
4 Assets

" Logical Model
4 I/0 Configuration
4 B3 1756 Backplane, 1756-A10
@ [0] 1756-L85E Demo_20201202 4
Iiﬂ [1] MVI56E-61850C MVI56E61850C I
4 Zz Ethernet
[@ 1756-L85E Demo_20201202_4

LIRS Ear gl [1= Controller Organizer -

ProSoft Technology, Inc.
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3.2

Configure the IP Address

Take the following steps to configure the IP address of the MVI56E-61850C.

1 Inthe I/O Configuration section of the Controller Organizer, right-click the MVI56E-
61850C module and select PROPERTIES. (Or double-click the module icon.)

4 1/0 Configuration
4 B3 1756 Backplane, 1756-A10

4 = Ethernet
[ 1756-L85E Demo_20201209_3

[&a [0] 1756-L85E Derno_20201209_3

i [1] MVIS6E-61850C MVIS6E61850G

{iix, Logical Organizer

The Module Properties dialog box displays.

f]: Controller Grganizer

Mew M
Disc

¥ Cut

] Copy

] Paste
Delete
Cross Reference
Export Module...
Properties L\)

Print

Ctrl=X
Ctrl=C
Ctrl+V

Delete

Ctri+E

Alt+Enter

]

2 Select ETHERNET CONFIGURATION.

- General

- Connection

i Module Infa

- Time Sync

- PRP Network Redundancy
i |ED Status

.- Vendor

Ethernet Configuration

Module IP Address:

PRP Mode

(®) Simplex

(O Redundant
Time Synchronization

(®) Disabled

() Enabled

(O Manually configure TP address
(®) Obtain TP Settings using DHCP'

192 . 168 . 0 . 250

Security
(®) Disabled
(O Enabled
Firmware Lock
(O Unlocked
@ Locked

Subnet Mask: 235 .

Gateway Address: 192 .

~

255 . 255 . D

8 . 0 . 1

3 Select one of the following options:

o MANUALLY CONFIGURE IP ADDRESS: If you select this option, you must manually
enter values for Module IP Address, Subnet Mask, and Gateway Address.

o OBTAIN IP SETTINGS USING DHCP: IP settings are configured automatically via
Dynamic Host Configuration Protocol (DHCP).

4 Click OK.

ProSoft Technology, Inc.
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3.3 Configure Parallel Redundancy Protocol (PRP)

Parallel Redundancy Protocol (PRP) allows failover protection against failure of network
components. The MVI56E-61850C provides the following two PRP modes:

¢ Simplex: In simplex mode, only Ethernet port 1 is used for data communication.

¢ Redundant: In redundant mode, both Ethernet ports 1 and 2 are used for data
communication with redundancy.

g'f Logix Designer - Demo_20210325_1 [1756-L81E 32.11]
[3 Mosuie Propertes tocas sz svsoc voon_~ [
- General Ethernet Configuration
-~ Connection
-~ Module Info
| T""I e Syme O Manuall 1P addr
B o — anually configure IP address
- PRP Network Redundancy (®) Obtain IP Settings using DHCP
i |ED Status
- Vendor
Module IP Address: 192 . 168 . 0 . 250
PRP Mode Security
®) Simplex @) Disabled
(O Redundant (C) Enabled
Time Synchronization ——————— Firmware Lock
(®) Disabled () Unlocked

When redundant mode is enabled, you can the monitor the status of LAN A (Ethernet
port 1) and LAN B (Ethernet port 2) on the PRP Network Redundancy tab of the Module
Properties dialog box, as explained in “PRP_Diagnostics” on page 112.

For more information on PRP, see “Parallel Redundancy Protocol (PRP)” on page 80.
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3.4 Enable Time Synchronization (Ethernet)

The module supports time synchronization over three different ports: the backplane,
Ethernet Port 1, and Ethernet Port 2 (if redundancy is enabled). Time synchronization
over the backplane is always enabled. The following procedure explains how to enable
time synchronization over the Ethernet ports. If time synchronization over Ethernet is
disabled, the module operates as an ordinary clock. If time synchronization over
Ethernet is enabled, the module operates as boundary clock. For more information
regarding this feature, see “Time Synchronization” on page 82.

1 Inthe Module Properties dialog box, select ETHERNET CONFIGURATION.
2 Under Time Synchronization, select ENABLED.

3 Logi Designer - Demo_20210522_1 [1756-L81E 32.11] - =] x
[ odue propertes: Locat 1 owwsec snasoc oo < |
ferm— Ethernet Configuration
Cornection
Modue info
Tirmsss Sy -~ =
B Configuration” - Manualy configure [P sddress
PRF Network Redundancy %) Obtan IF Setings using DHCP
IED Status
Viendior
Module [P Address: 192 . 168 . 0 . 250 Subret Magk: 255 . 285 . 25 . 0
Gateway Address: 9 &3
PRP Mode = Sty
) Sempex @) Disabled
_) Redundant () Enabied
Time Synchronizaton Firmweare Lock
_) Disabled (O Unioded
® Erusbied ) Lodked
Qatus Ofine Carcel ety

3 Click OK.
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35 Firmware Lock

The module firmware is locked by default for security purposes to prevent the firmware
upgrade. In case a firmware upgrade is required, you will have to unlock the firmware

through the Firmware Lock parameter.

For more information about firmware upgrades, see the Downloads section of the

MVI56E-61850C product page on the ProSoft Techno
technology.com).

1
2 Under Firmware Lock, select UNLOCKED.

logy website (https://www.prosoft-

In the Module Properties dialog box, select ETHERNET CONFIGURATION.

& Logix Designer - Demo_20210611_1 [1756-L81E 32.11]
| ﬂ Maodule Properties: Local:1 (MVIS6E-61850C 1.001) x
General Ethernet Configuration
Connection
Module Info
Time Sync S
Bthemet Configuration® OManualy configure [P address VLAN ID:
PRP Network Redundancy (®) Obtain IP Settings using DHCP
IED Status
Vendor
Module IP Address: 192,168 . 0 .25 | Subnet Mask:
Gateway Address:
PRP Made Security
@ Simplex O Disabled
() Redundant (®) Enabled
Time Synchronization Firmware Lock
(®) Disabled (®) Unlocked
(O Enabled (O Locked
3 Click OK.
4 Before upgrading the firmware, set the ControlLogix processor to PROGRAM mode.
5 Once you are finished with the Ethernet configuration, you are ready to launch the

ProSoft MVI56E-61850C Configuration Manager s
section for details.

oftware. Refer to the following

ProSoft Technology, Inc.
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3.6 Disabling Backplane Communication

To disable backplane communication between the ControlLogix processor and the
MVI56E-61850C module, open the Connection tab of the Module Properties dialog box,
select INHIBIT MODULE, and click OK.

& Logix Designer - Demo_20210324_1 [1756-L81E 32.11] - o X
[ wosseropeter ocss onsscsc roon - [
General Connection
Module Info
Time Syme &
Ethemet Configuration Requested Packst interval (RPY)
PRP Network Redundancy Hame (ms)
IED Status
Vendor
Qutputo000 40 3{2.0-750.0
Outputdno 100.0 = {2.0-750.0
Outputd002 750.0 512.0 - 750.0
Outout0003 7500 =2.0-750.0 W
bt Module

[IMajor Fault On Controlier 1f Connection Fails While in Run Mode

Moddule Fault

Status: Offine Cancel APy Help
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3.7 Generating a Major Fault on the Controller

To generate a ControlLogix major fault when a backplane communication failure is
detected, open the Connection tab of the Module Properties dialog box, select MAJOR
FAULT ON CONTROLLER IF CONNECTION FAILS WHILE IN RUN MODE, and click OK.

If a module fault has occurred, this will be noted in the Module Fault area of the
Connection tab.

& Logix Designer - Demo_20210324_1 [1756-L81E 32.11] =g
[[9 Modute propertis: Loca:t muwsst-swasoc 1000 < [
(Gereral Connection
Module Info .
Time: Sync &
E'“"":'_*' Cortguration - Requested Packet kiterval (RPY)
PRP Network Redundancy ame (ma)
IED Status
WVendor
Qutputdoog 40 -2]20-7500
Qutputd001 100.0 ={/2.0 - 750.0
Outputd0z 750.0 ={2.0-750.0
| Qutputoons 750.0 =]z0-750.0 v
[ irhibit Modude
I EAJMajor Fault On Controler If Connection Fais While in Run Made
Modue Fault
Status: Dffine Cancel - Help
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4  Configuring the MVIS6E-61850C Module

4.1  Configuration in the ProSoft MVI56E-61850C Configuration Manager

4.1.1 Launch the ProSoft MVI56E-61850C Configuration Manager

1 Inthe I/O Configuration section of the Controller Organizer, right-click the MVI56E-
61850C module and select PROPERTIES. (Or just double-click the module.)

4 IO Configuration
4 B3 1756 Backplane, 1756-A10
[@ [0] 1756-L&5E Demc_20201209_3

i [1] MVISGE-61850C MVISBERTS500

Mew Module...

4 3 Ethernet
[ 1756-L85E Derno_20201209 3 Ll
M Cut Ctrl=X
0l Copy Ctrl=C
Paste Ctrl+V
Delete Delete
Cross Reference Ctri+E

Export Module...

Properties [} Alt+Enter

%Lngical (oI el [T= Controller Organizer Print 3

The General tab of the Module Properties dialog box displays.

2 In the Module Definition area, click Change.

Module Definition

Series:

Revision: 1.001

Electronic Keying: Compatible Module

Connection: Data
Number of Conne... 1

Change ...

The Module Definition window displays.
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3 Select LAUNCH CONFIGURATION MANAGER.

Module Definition X
Revision: 1 ~ 001 =
Electronic Keying: Compatible Module ~
Configuration Manager Project: Project name unavailable
Launch Configuration
Manager

e

After a brief pause, the ProSoft MVI56E-61850C Configuration Manager launches.

B3 ProSoft MVIS6E-61850C Configuration Manager o O x
File Edit View Help

JEdH AR @

Devige View [ |
a
=L Devices & Configurations ConfrolLogix
=i Controllogix 5580 Control 5580 Controler ]
I 1756-Lese

i IEC 61850 Configurations

Project 1

Device Path | Tag Name | Type I Access | Conn No.

Ready CAP NUM SCRL
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4.1.2 Overview of the ProSoft MVIS6E-61850C Configuration Manager
Interface

The ProSoft MVI56E-61850C Configuration Manager window consists of three panes:

I3 Prosoft MVIS6E-51850C Configuration Manager = a x
File Edit WView Help
Jd 2R -

| Device view 2 3 A

=y Devices & Configurations

=iy Controllogix 5580 Controllers ControlLogix

§ 17s6-LasE 5580 Contioles
EHE IEC B1850 Configurations

EHE C\Users\Sysadmin\Documents

B PlantPAxT00G
=4 ClUsers\Sysadmin\Documents
0 GE_B30_Feeder

AantFAx7ODC
192.168.0.70
1ECH1
IGE_850_Feeder
192.168.0.85 M
Device Path | Tag Name [ Type | Access | A

GSE/GPub01:PlantPAxTOOGPROY... PlantPAxT00GSPROSBYXC... Dbp lantPAx TO0GSd...
GSE/GPubD1:PlantPAxTOOGPROY ... PlantPRAxTOOGSPROSBYNC... Cual PlantPAxTODGS4...
GSE/GPUb01:PlantPAxTOOGCOM... PlantPAxTOOGSCONSRBG.. BOOLEAN  PlantPAxT00GSd...

? || GRE/GDURI-DIamtD Ay TGN BlantB Ay TGEr NINSRAG Phsality Blant &y WA

Ready CAP NUM SCRL

GSE/GPub01:PlantPAxTOOGPRO/... PlantPAxT00GSPROSEXNC... Dbpos PlantP Ax T00GSd...
GSE/GPubD1-PlantPA<TOOGPROY... PlantPAxTO0GSPROSEXXC... cu.,@:l.mmu?msd...

The Device View tree shows the IEC 61850 configurations, including the imported
IEDs. The IEC 61850 Configurations folder is a list of IED configuration files. This folder
is empty until you import the CID/SCD files associated with the IEDs.

The Network View pane shows a graphic representation of the devices connected to
the IEC 61850 network. Each device appears as a "bubble”.

The ControlLogix bubble represents the ControlLogix processor. The project bubble
(ProSoft MVI56E-61850C) represents the module itself. The IEC61850 bubbles
represent the IEDs connected to the network.

9 The Configured Tags pane shows the configured tags associated with the currently
selected IED in the Network View pane.
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4.1.3 Import IED Configuration Files

Note: Only configured ICD, CID, and SCD files can be imported. These files must be fully configured and
saved in the software used to configure the IEDs. The configured file includes all required information to
access the IED such as IP address and device name. It also includes the data supported by the IED such as
the supported data attributes, data sets, GOOSE, reports and controls.

If the IED is set with a valid IP address, the MVI56E-61850C module will attempt to establish a TCP
connection with the |ED before exchanging data with the IED. If the TCP connection attempt fails, the
MVI56E-61850C will not exchange any data with the IED (MMS read, control, reports or GOOSE published
by the IED).

In case the IED only supports GOOSE publishing, but it does not support MMS communication (MMS read,
control or reports), the IED IP address must be set as 0.0.0.0 through its configured file. The module will
consume the subscribed GOOSE data published by the IED without attempting to establish a TCP
connection.

1 Inthe Device View pane of the ProSoft MVI56E-61850C Configuration Manager,
right-click IEC 61850 CONFIGURATIONS and select AbD IED.

F3 ProSoft MVIS6E-61850C Configuration Manager
File [Edit View Help

Jod 2R @

Device View B x |
2.7 Devices & Configurations ControlLogix
[i—| [z ControlLogix 5580 Control \._5530 Cor‘llaller/l
L. 1756-L85E e
Add IED Ctrl+A

Point to a d%&rent subdirectory ...

Project 1
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2 Inthe Open dialog box, browse to the directory containing the ICD, CID, or SCD file.

Q Open

v 4 « Documents > CidFiles > CidFiles v

New folder

A [:] Name
Data Description |

Organize v
CidFiles

B This PC SEL700G.CID

- 3D Objects

I Desktop

| Documents

‘ Downloads

d Music

| Pictures

’ Videos

aa Local Disk (C:)

s N IS

Date modified Type
GE_850.CID 7/13/2020 1:5

04:09 AM CID File

File name: | "SEL700G.CID" "GE_850.CID"

v

0 AM CID File

IED Configuration Files (*.scd, * v

Cancel

3 Make sure the selected file type is IED CONFIGURATION FILES (*.SCD, *.ICD,*.CID).

4 Each IED has its own CID/ICD file, except for SCD files which can contain more than
one IED. Select one or more configuration files to import and click OPEN. The
imported IED files appear in the Device View tree under IEC 61850 CONFIGURATION.

n ProSoft MVI56E-61850C Configuration Manager

File Edit View Help
1Zd »H @
Device View

Bl Devices & Configurations
=i ControlLogix 5580 Controllers
I 1756-L85E

=iz IEC 61850 Configurations

*+ B8

@5 C\Users\Sysadmin\Documents\CidFiles\CidFiles\GE_850.CID
-5 CAUsers\Sysadmin\Documents\CidFiles\CidFiles\SEL700G.CID

Repeat the steps above to import the rest of your IED files.
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6

If you are familiar with the contents of CID, SCD, and ICD files, you can right-click
the file name and then choose DISPLAY to see the contents of the file in the default

text editor.

Note: Normally you only view the configuration files in the text editor for reference if you are familiar
with these files. If you want to change the IED configuration, use the configuration software for the |IED.

File Edit View Help
JZd & @
Device View L x|
=-i.7 Devices & Configurations
=-i ControlLogix 5580 Controllers
i 1736-L85E
=i |EC 61850 Configurations
B15 C\Users\Sysadmin\Documer
L& PlantPAx700G
. GE_850_Feeder Display
Edit Path

Remave

ﬂ ProSoft MVIS6E-61850C Configuration Manager

ControlLogix
5580 Controller

Project 1.pi
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4.1.4 Configure the IED Network

After you have imported the IED configuration files, you can add these IEDs to the IEC
61850 network in the ProSoft MVIS6E-61850C Configuration Manager.

To configure the IED network:

1 Inthe Device View pane of the Configuration Manager, expand the IED file name by
clicking the [+] sign next to the file name.

g ProSoft MVI56E-61850C Configuration Manager

File Edit View Help
NEEH 2R @
Device View LB x |
=
=i Devices & Configurations
=4 ControlLogix 5580 Controllers
L § 1736-L85E

(SR IEC 61850 Configurations

-5 C\Users\Sysadmin\Documents\CidFiles\CidFiles\GE_850.CID
g5 C\Users\Sysadmin\Documents\CidFiles\CidFiles\SEL700G.CID

L8 PlantPAx700G

2 Click and drag the IED name from the Device View pane into the Network View.
When you release the mouse button, the IED is added to the view in an IEC61850
bubble. The bubble shows the IED Device Name and IP address. These values are
from the IED file and cannot be changed in the Configuration Manager.

lﬂ ProSoft MVISEE-61850C Configuration Manager = a X
File Edit View Help
Jod @ @
Device View s B ~|
3
= .y Devices & Configurations ControlLogix
=& ControlLogix 5580 Controllers 5580 Controller
e
I 1756-LesE
By 1EC 61850 Configurations
@5 CA\Users\Sysadmin\Documer
B2 CA\Users\Sysadmin\Documer
8 PlantPAx 700G
Project 1
e v
(© 1ecersso)
AlantPAx700C
192. 7
92.168.0 U/,
v
Device Path ] Tag Name | Type | Access |
< > || € >
R-Ead’)‘ CAP NUM SCRL

ProSoft Technology, Inc. Page 27 of 121



MVI56E-61850C ¢ IEC 61850 Client Communication Module Configuring the MVI56E-61850C Module
ControlLogix® Platform User Manual

3 Repeat the steps above to add more IEDs to the Network View pane.

Note: The MVI56E-61850C module supports a maximum of 40 [EDs.

To delete an IED from the Network View:
1 Right-click the IED bubble in the Network View and select DELETE.

B3 ProSoft MVIS6E-61850C Configuration Manager

File Edit View Help

N Hd R @
Device View 2 B3
=) |7 Devices & Configurations ControlLogix
- ControlLogix 5580 Controllers 5580 Cantroller
§ 1756-L85E

i IEC 61850 Configurations
-5 C\Users\Sysadmin\Documer
i PlantPAx700G
=5 C:\Users\Sysadmin\Documer
51 GE_850_Feeder . ProSoft e

Project 1.prj | =

—)

@uzcua‘

GE_850 Fe Configure
192.168.0 Delete k

Properties

2 In the confirmation dialog that displays, select YES.
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4.1.5 IED Data Mapping

For each IED added to the network, you must select the data to be mapped between the

IED and ControlLogix processor.

In the Network View pane in the ProSoft MVI56E-61850C Configuration Manager,
right-click the IED that you want to map, and select CONFIGURE. (Or just double-
click the IED.)

B3 ProScft MVISEE-61850C Configuration Manager = o x
File Edit View Help
15 d BE@ -
Device View 9 x | A
3
=iy Devices & Configurations ControlLogix
5l Controllegix 5580 Contrellers 5580 Controller
———
B 1756-L8sE
= IEC 61850 Configurations
B2 C\Users\Sysadmin\Documer
0 GE_850_Feeder
B0 C\Users\Sysadmin\Documer
S
Project 1 —
L
t:!lﬁﬁ:ﬁ‘ltﬂii
HantPAx700  CORGUrE
192.168.0.71 Delete
Properties
W
Device Path | Tag Name Type Access
> £ >
Ready AP NUM 5CR

Note: If you have not yet saved the Configuration Manager project, a dialog will inform you that you
must do so before assigning tags. Click OK and in the Save As dialog, enter a project name and save

the project in the desired location.

ProSoft 61850 Configuration Manager

You must create a project name and select a storage location
' % before assigning tags. Click 'OK' to do that now.

The IEC 61850 Mapping Tool window displays. The window contains the tree view
on the left, and the mapping table on the right.
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2 Inthe tree view on the left, expand the root folder (click the [+] sign). This shows the
Logical Devices in the IED (notice the LD on the folder icon).

EC 61850 Vapplng Tool X
Mappmg Edit

61850 Path Tag Name
[+-iB] CFG: Data Sets, BRCBs, URCBs
il PRO: Protection

[+-i8] MET: Measurement

i@l CON: Control

-8l ANN: Annunciators

Ready

3 Expand one of the logical devices in the IED (click the [+] sign) to see the logical
nodes within it (notice the LN on the folder icons).

3 IEC 61850 Mapping Tool
Mapping Edit
= PlantPAx700G
=Bl CFG: Data Sets, BRCBs, URCBs
- [0
: {og Mod
M Beh
{68 Health
{58 NamPH
[-#8 Reports
f »-g Goose
[+-{udl DevIDLPHD1
1_ui PRO: Protection
Lﬂ MET: Measurement
(#-{tal CON: Control
‘_ui ANN: Annunciators
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4 Expand a logical node to display data objects (DO), reports (RPT), GOOSE
messages (GSE), and control data (functional constraint = CO). You may have to
drill down a few layers to find the data you are seeking.

5 Click and drag a data object, dataset, or data attribute from the tree and drop it into
the mapping table on the right. You can select the following four types of data:

Data Type Description

Reports Reports are located under the LLNO logical node. When selecting
a report, you must select the entire report (yellow folder labeled
RPT) and not the individual data attributes.

=-#53 Reports

2 | Measurands : Predefined Buffered Report 01
&g Alarms: Predefined Buffered Report 02

£l LEDs: Predefined Buffered Report 03

751 BRep04 : Predefined Buffered Report 04

78] BRep05 : Predefined Buffered Report 05

751 BRep06 : Predefined Buffered Report 06

78] URep01: Predefined Unbuffered Report 01
78] URep02 : Predefined Unbuffered Report 02
72 URep03 : Predefined Unbuffered Report 03
You may select up to 10 reports per IED. You may select either
buffered or unbuffered reports.

MMS Read messages When selecting any data object or data attribute (except for
functional constraint as CO) will set the module to read the tag
over periodic MMS Read command. You cannot select the entire
logical node (LN). You must select a data object or an attribute
within a data object.

Control You must select the entire Oper structure for the controllable
object (functional constraint = CO).

=-{og SPCSO18
{89 stVa
8l q

sH t
icH ctiModel

GOOSE messages GOOSE data is located under the LLNO logical node. You must

select the entire data structure and not the individual data
attributes.

=il CFG: Data Sets, BRCBs, URCBs
=-{t8l LLNO
+-10@ Mod
+-{o@ Beh
|-{o@ Health
0@ NamPlt
&8 Reports
SR |
[#-&58 GPub01: Predefined GOOSE Control Publication
{8l DevIDLPHD1
+-{@l PRO: Protection
You may select up to 4 GOOSEs per IED.

The Configuration Manager populates the table with one row for each data attribute
included in your selection.

#H-#

#

Tip: To delete tags, select the tag or tags in the table, then right-click the selected tags and choose
DELETE.
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6 Repeat these steps until you have completed the mapping for the IED.
P3 IEC 61850 Mapping Tool X

Mapping  Edit

=-{d PlantPAx700G

=8 LLNO
{o@ Mod
{og Beh
(0@ Health
[o@ NamPlt
[=-&8 Reports

=-E58 Goose

{Lt8l DevIDLPHD1

<

Ready

#2] BRep04:
&&1 BRep05:
#2] BRep06:
##§ URep01:
#81 URep02:
£ URep03:
£21 URep04:
## URep05:
#&§ URep06 :

£58§ GPub01:

=-{tal CFG: Data Sets, BRCBs, URCBs

[#-88 Measurands : Predefined Buffered Report 01
#8] Alarms : Predefined Buffered Report 02
#2] LEDs : Predefined Buffered Report 03
Predefined Buffered Report 04
Predefined Buffered Report 05
Predefined Buffered Report 06
Predefined Unbuffered Report 01
Predefined Unbuffered Report 02
Predefined Unbuffered Report 03
Predefined Unbuffered Report 04
Predefined Unbuffered Report 05
Predefined Unbuffered Report 06

Predefined GOOSE Control Publicati

61850 Path

Tag Name

v RPT/Measurands:PlantPAx700GMET/METXM...

[80 GSE/GPub01:PlantPAx700GPRO/BXXCBR1SSTS...
[&0 GSE/GPub01:PlantPAx700GPRO/BXXCBR1SSTS...
GSE/GPub01:PlantPAx700GPRO/BYXCBR2SSTS...
[81 GSE/GPub01:PlantPAx700GPRO/BYXCBR2SSTS...
[80 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
(&1 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
(&1 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
(88 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[88 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&1 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&0 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&0 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&0 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[80 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[81 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[80 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&1 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[80 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&0 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...
[&0 GSE/GPub01:PlantPAx700GCON/RBGGIO1SST...

PlantPAx700GSPROSBXXCBR1SSTSPosSstVal
PlantPAx700GSPROSBXXCBR1SSTSPosSq
PlantPAx700GSPROSBYXCBR2SSTSPosSstVal
PlantPAx700GSPROSBYXCBR2SSTSPosSq
PlantPAx700GSCONSRBGGIO1SSTSSPCSO01SstVal
PlantPAx700GSCONSRBGGIO1SSTSSPCSO01Sq
PlantPAx700GSCONSRBGGIO1SSTSSPCSO02SstVal
PlantPAx700GSCONSRBGGIO1SSTSSPCS0025q
PlantPAx700GSCONSRBGGIO1SSTSSPCSO03SstVal
PlantPAx700GSCONSRBGGIO1SSTSSPCS0O03Sq
PlantPAx700GSCONSRBGGIO1SSTSSPCSO04SstVal
PlantPAx700GSCONSRBGGIO1SSTSSPCSO045q
PlantPAx700GSCONSRBGGIO1SSTSSPCSO05SstVal
PlantPAx700GSCONSRBGGIO1$STSSPCS0058q
PlantPAx700GSCONSRBGGIO1SSTSSPCSO06SstVal
PlantPAx700GSCONSRBGGIO1SSTSSPCSO065q
PlantPAx700GSCONSRBGGIO1SSTSSPCSO07SstVal
PlantPAx700GSCONSRBGGIO1$STSSPCSO07Sq
PlantPAx700GSCONSRBGGIO1SSTSSPCSO08SstVal
PlantPAx700GSCONSRBGGIO1SSTSSPCSO08Sq

PlantPAx700GSMETSMETXMMXU1SMXSTotWSmac v
>

A

7 Once your mapping is complete, from the MAPPING menu, select SAVE.

FY IEC 61

850 Mapping Tool

Mapping Edit
Save k Ctrl+S A~ | 61850 Path
Cancel Ctrl+Q RPT/Meas
I —— RPT/Meas

E] Goose
[3@ GPub01: Predefined GOOSE Co
.[8H BXXCBR1$STSPosSstVal
i..[57 BXXCBR15STSPosSq

e minreAAns,Ten £ .30

RPT/Meas
RPT/Meas
RPT/Meas
WA RPT/Meas

8

In the confirmation message that displays, click YES.

ProSoft 61850 Configuration Manager

Save changes to the tag mappings?

Yes No | Cancel

The IEC 61850 Mapping Tool window closes, and the ProSoft MVI56E-61850C
Configuration Manager window redisplays with the tags selected for the IED
appearing in the Configured Tags pane.
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P ProSoft MVISGE-61850C Configuration Manager [m] X
File Edit View Help
LEH RE@ :
Device View Lo x | A
=7 Devices & Configurations
=¥ ControlLogix 5580 Controllers CDnirUILDgix
. 1756-L85E 5580 Controller
=% |EC 61850 Configurations
=] 5 C\Users\Sysadmin\Documents
i i3 PlantPAx700G
=23 C\Users\Sysadmin\Documents
i3 GE_850_Feeder
Project 1.pr
O1ecersso.
GE_850_Feeder
192.168.0.85
IEC61
SlantPAx700C
192.168.0.70 &
Device Path | Tag Name | Type Access ~
RPT/brcb00_MEASURANDSO1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_FeederS...
RPT/brcb00_MEASURANDSO1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_FeederS...
RPT/brcb00_MEASURANDSO1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders...
RPT/brcb00_MEASURANDSO1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders...
RPT/brcb00_MEASURANDSO1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders...
S ? | RDT/herh0 MEACHIRANDGN..  GE 850 FandaréMatar&h Fl NAT2) (F 050 Faadart e
Ready CAP NUM SCRL

diagram. Repeat these steps for all IEDs requiring a mapping.

Note: You may select up to 20,000 data attributes for all IEDs in the project.

9 To create a data mapping for another IED, double-click it in the Network View pane
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4.1.6 IED Group Feature

For applications with similar IED models and identical mapped tags, the IED Group
feature allows the grouping of similar IEDs to expedite the configuration process and

reduce the number of UDTs generated in the .L5X export file.

The IEDs in the same group will be automatically configured with the same mapped tags
and will share the same UDTs. The IEDs in the same group must have the same vendor
and type, and the CID files must define the same logical devices, logical nodes, data

objects, datasets, reports, control blocks, and GOOSE control blocks.

Note: A maximum of 20 groups can be created per project.

Note: A maximum of 40 IED’s (individual or within groups) can be created per project.

Note: When using the Rockwell Automation Library of Electrical Protection Devices with 2 or more of the
same IED types (Example: Two SEL 700G protection relays), the group must be configured such that the
same UDT is used for both relays. It must match the group name as defined in the supported Rockwell

Automation Add-On Instructions and Faceplates.

1 Inthe Device View of the MVI56E-61850C Configuration Manager, right-click on IEC

61850 CONFIGURATIONS folder and select the ADD GROUP option.

Device View U8 |
- Devices & Configurations

E,__,r Controllogix 3380 Controllers

- . § 1756-L85E
IEC 61850 Configuratioo

)
Add IED Cirl+A

Add Group
Point to a different subdirectory ...

2 A new group folder is created.

Device View 2 k3
[=1-{7 Devices & Configurations

=¥ ControlLogix 5580 Controllers

| § 1756-L85E

=i |EC 61850 Configurations

=] Group_1|
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If needed, rename the group folder — it must be alphanumeric (letters, digits,
underscore; first character a letter).

Drevice View

E- Devices & Configurations

B Controllogix 5580 Contrallers

L 17596-L8SE

25 IEC 61850 Configurations
i BYNEINE

Right-click on the group folder and select AbD IED to add an IED to the group.

Drevice View

- Devices & Configurations
E|1_}' Controllogix 5580 Controllers
L f 1796-L8sE
205 IEC 61850 Configurations

Add IED Ctri=A

Rename

Remove

Browse and open the CID file to be used for the group.

I3 Open *
» Is e indows (C:) » tem v D earch temp
This PC » Windows (C:) p o Search temp
Organize « Mew folder ==~ [ 0
~
@ OneDrive € MName Date medified Type Y
B This PC j (RA-LIB) ABB3T 8/23/2017 10:48 AM CID File
is .
| (RA-LIB) AB365 8/23/2017 10:48 AM CID File

_J 3D Objects

| (RA-LIB) ABB Emax2 CID File
I Desktop | (RA-LIB) GE_845_Xfrmr CID File
[ Dacuments ] (RA-LIB) GE_850_Feeder CID File
‘ Downloads j (RA-LIB) GE_B869_Motor CID File
b Music ;j (RA-LIB) GE_889_Gen 018 3:14 PM CID File
= Pictures 7l (RA-LIB) SEL35T 012:44 PM CID File
) 7 (RA-LIB) SELA1IL 4/16/2020 12:44 PM CID File
m Videos o . .
= 7| (RAs-LIB) SEL421 4/16/2020 12:44 PM CID File
o) | (RA-LIB) SEL451 012:44 PM CID File
= Home (H:) ) (RA-LIB) SEL48TB CID File
=% DriveK (K:) | (RA-LIB) SEL700G 2/2/201712:11 PM CID File
= Global Drive (V:) 1 (RA-LIB) SELT1D bYp 12:11 PM CID File
" rna i er e AFAEFIATN AT A4 DR A SIm T
=¥ Network . >
File name: || v| IED Configuration Files (*.scd, *

W
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6 The IED is displayed under the group folder.

Device View

- Devices & Configurations
E|1_}' CDntrnILngix 5580 Controllers

E...J C\temp‘iiﬂ.& LIE) SEL700G_100.C1D
..... L5 PAxT00G_100

7 Drag and drop the IED from the Device View pane to the network area:

File Edit Wiew Help

NEHd RE| @
Device View R |

=" t_,- Devices & Configurations
E| 1__, Controllogix 53580 Controllers

ControlLogix
------ Lo 1756-L8SE 5580 Controller

|—;| 1_, IEC 61850 Conﬂguratmns

E|_1 C \temp\(RA LIBy SEL700G_100.CID
..... LR PAXTO0G_100

Project 1 -

G

=Ax700G_100
192.168.0.100
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8 Double-click on the IED icon to open the Mapping Tool window. Drag and drop to
map the data tags:

Mapping  Edit

B EC 61850 Mapping Taol

=3 PAx700G_100

il LLND

=B Reports
-FE Measurands :

-E58 Goose
[-uil DevIDLPHDT
7-iegl PRO: Protection

7@ COM: Control

-5

Ready

-t CFG: Data Sets, BRCBs, URCBs

Alarrns

-85 BRep(d:
[-EE] BRepds
5] BRep6:
[-EE] URep01:
- URepl2 :
&5 URep03:
-85 URep0d:
BB URepl05:
-85 URep06:

Ao MET: Measurement

A-Lg ANN: Annunciators

61850 Path Tag Name ‘ Type ‘ Access | CtiMo.,
RPT/Measurands:PAxT00G_100MET/METXMM...  PAx700G_1005METHMETEMMELT $rxFTatwWimag §F FLOATI2  PA..
RPT/Measurands:PAxTO0G_100METAMETXMM...  PAx700G_100SMETHMETEMMELT $x$Totvtrfmag$f  FLOATIZ  Pa.
RPT/Measurands:PAxTO0G_100METAMETXMM...  PAx700G_100$METHMET:MMEUT $MxETotvadmag$f  FLOLTIZ  Pa..
RPT/MeasurandsPAxT00G_100METAMETXMM...  PAx700G_100$METHMET:MMEUT M ETotPFSmagdf  FLOATIZ  Pa.
RPT/Measurands:PAx TO0G_100MET/METKMM...  PAx700G_100$METEMETXMMNU $hAx$Hz $mag 3F FLOATI2 P4,
RPT/Measurands:PAx700G_100MET/METXMIA..  PAx700G_1003METHMETAMNMKUA $h38F s Srmag §F FLOATI2 P4,
RPT/Measurands:PAxT00G_100MET/METXMM...  PAx700G_1003METHMETAMMAL S EPPYEphs AR, FLOATIZ  PA..
RPT/MeasurandsPaxTO0G_100MET/METAMM..,  PAx700G_100SMETEMETHMMEUTIMEEPPYSphsBC..,  FLOATIZ  PA,,
RPT/MeasurandsPAxTO0G_100MET/METAMM..,  PAx700G_100SMETEMETHMMEUTEMEEPPYEphs CA,. FLOATIZ  PA,,
RPT/Measurands:PAxT00G_100MET/METHMM..,  PAxT00G_1008METEMETXMMELN S EP Y Sphs g, FLOATIZ  PA..,
RPT/Measurands:PAxT00G_100MET/METHMM..,  PAx700G_1008METEMETEMMELT M BPhY phsBS.., FLOATZZ  PA..
RPT/Measurands:PAxT00G_100MET/METXMM..,  PAx700G_1008METHMETXMMELT M EP Y $phs T, FLOATZZ  PA..
RPT/MeasurandsPAxT00G_100MET/METXMM..,  PAx700G_100FMETEMETHMMEUTEMEEPhY Sneuts.., FLOATZZ  PA..
RPT/MeasurandsPAxTO0G_100MET/METAMM..,  PAx700G_100FMETEMETHMMELT M EPh resfcyl,  FLOATIZ  Pa,,
RPT/Measurands:PAxT00G_100MET/METXMM...  PAxT00G_1008METHMETXMMELT M BASnhs A%V FLOATIZ  PA..
RPT/Measurands:PAxT00G_100MET/METXMM...  PAx700G_100$METHMETXMMELT M BaSnhsB ... FLOATIZ  PA..
RPT/Measurands: PAx700G_100MET/METXMM..,  PAx700G_100SMETHMETXMMELT M hadnhs CHef. FLOATI2  PA..
RPT/Measurands: PAxT00G_100METAMETXMM...  PAx700G_100$METHMETXMMEUT $xbadneutdey.., FLOATI2  PA..
RPT/Measurands: PAxT00G_100MET/METXMM..,  PAx700G_100SMETHMETXMMELT i hdresfeval... FLOATIZ  PA..
RPT/Measurands: PAxT00G_100MET/METXMM...  PAx700G_100SMETHMETEMMELT $rxPhzdimag B FLOATI2  PA..
RPT/Measurands:PAxT00G_100METAMETXMM...  PAx700G_100SMETHMETXMMELT $MX SR Smag § FLOATI2  PA..
RPT/Measurands:PAxTO0G_100MET/METY M., PAx700G_100SMETHMETY MMEL2 $r FTat W §mag $F FLOATI2  PA..
RPT/Measurands: PAxTO0G_100METAMETYIMM...  PAx700G_100$METHMETYMMEUZ M Totvardmag$f  FLOATIZ  Pa.,
RPT/Measurands: PAx700G_100MET/AMETYIMM...  PAx700G_100$METHMETYMMEUZIMxETotvadmag$f  FLOATIZ  Pa.
RPT/Measurands:PAxT00G_100MET/METVMM...  PAx700G_1003METHMETYMMAXUZ S ETotPFfmag$f  FLOATIZ  PAL
RPT/Measurands:PAxTO0G_100MET/METVIM...  PAx700G_1003METEMETYIMNU2 $hx$Hz $mag §F FLOATI2 P4,
RPT/Measurands:PAxT00G_100MET/METVMM...  PAx700G_1003METHMETYMMXUZEMXEPPYEphsAB...  FLOATIZ PA..
RPT/Measurands:PaxTO0G_100MET/METYIM..,  PAx700G_1008METEMETYMMEUZEMEEPPYEphsBC.,,  FLOATIZ  Pa,,
RPT/MeasurandsPAxTO0G_100MET/METYIM..,  PAx700G_100SMETEMETYMMEUZEMEXEPPYEphsCA,. FLOATIZ  PA,,
RPT/Measurands:PAxT00G_100MET/METYMM..,  PAx700G_1008METEMETYMMELZEMEP Y SphsAg.., FLOATIZ  PA..,
RPT/Measurands:PAxT00G_100MET/METYIM..,  PAx700G_1008METEMETYMMEUZEMEPhY SphsBS.., FLOATIZ  PA..,

9 Save and close the Mapping Tool window.

10 To add another IED to the same group, repeat steps 4 to 7.

Note: Tags will be automatically mapped for all subsequent IED’s with the same mapping as defined for

the first device.

Drevice View

- Devices & Configurations

L |

- Controllogiz 5330 Controllers
Lo 1796-L8SE
El-r IEC 61850 Configurations
B PAxTO0G
E| S Citernph(RA-LIB) SELTO0G_100.C1D
L e PRxTO0G_100
E|J Civternpy{RA-LIBY SELT005_101.CID
B8 PATO0G_10
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a Prosoft MYIS6E-61850C Configuration Manager

File Edit View Help

DEHd BE| @

Device View
E-i= Devices & Configurations
E|1__",T- ControlLogix 53380 Contraollers
o 1796-LesE
B IEC 61850 Configuratians
B3 PRx700G
-2 Citemp\(RA-LIB) SELTO0G_100.CID
LB PAXTO0G_T00
22 Ciemp\RA-LIEY SEL700G_101.CID

A

ControlLogix
5580 Controller

testpr

=Axd00G_100
192.168.0.100

=SAx700G_107
192.168.0.101

Caution: Ensure that all CID files for the same group define the same logical devices, logical nodes, data
objects and data attributes. Otherwise, it can result in communication errors between the module and the

|EDs.
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¢ Inthe example above, the PAX700G_101 IED is automatically configured with the
same tags that were configured for the PAx700G_100 IED.

13 IEC 61850 Mapping Tool X
Mapping  Edit
& PAx7006_101 £1650 Path Tag Mame [Type [ Access [ CtiMo.., ~
[ RPT/Measurands:Pa 7005 1OIMET/METHMM...  PAx7006 101SMETIMETXMMYEL SMX$TotWhmaght  FLOATIZ  PA..
i@ RPT/Measurands:PasF00G_1OIMET/METHMM...  PAT006_ 101 SMETEMETAMMELN SMX$Totitedmaghf  FLOATIZ  PA..
[ RPT/Measurands:P 700G _1OIMET/METHMM... PR 700G_101SMETSMETAMMIL SN Tat Mt Bmaghf  FLOATIZ P
8 RPT/Measurands:Pax F00G_1OIMET/METHMM...  PRx7006_101SMETEMETXMMELT SMXETatPFbmaght  FLOATIZ PA..
[ RPT/Measurands:Pac7005_10TMET/METHMM... PR 7006 101 SMETEMETXMMYLIT SXSHzSmag FLO&TI?  Pa..
i@ RPT/Measurands:Pa F00G_ OTMET/METHMNM... PR 7006101 SMETEMETXMMELI ShXSF sdima g e FLOATSZ  Pa..
[ RPT/Measurands:Pd 7006 _1CIMET/METHMM...  PAx7006_101SMETSMETAMMAL SMXSPRVEphsB .. FLOATIZ P
R RPT/Measurands:Pax 7005 1OIMET/METHMM... P06 101SMETEMETXMMELTSMXSPPVEphsBC .. FLOATIZ  PA..
[ RPT/Measurands:Pac 7005 10TMET/METHMM...  PA7006 101 SMETRMETXMMALISMXSPPVEphs DA, FLOATIZ  PA..
i@ RPT/Measurands:Pax TO0G_10IMET/METHMM...  PA<T006_ 101 SMETIMETMMILM SMXGPVGphsaS..  FLOATIZ  PA..
[ RPT/Measurands:Pac 700G _1CIMET/METHMM... P06 101 SMETSMETAMMYL SMX3PHVEphsBs.  FLOATIZ PA..
R RPT/Measurands:Pax 7005 1OIMET/METHMM...  P&x7006 101SMETEMETXMMELTSMXIPVEphs TS, FLOATIZ P,
il RPT/Measurands:Pau 005 10TMET/METHMM...  PAT006 101 SMETEMETAMMELM SXPYEneuth,  FLOATIZ  PA..
RPT/MeasurandsPecT00G_1DTMET/METHMM... PO 700G_101SMETEMETAMMYLT SR RVGrestc..  FLOATIZ  RAL.
RPT/Measurands: o700 _1DIMET/METHMM...  PAx700G_101SMETEMETAMMNL SKBaSphs a0y, FLOATIZ RA.
RPT/Measurands:PAx 7005 _10TMET/METHMM...  PAx700G_101SMETSMETMMUTSMXG0gphsBYcV..,  FLDATIZ Pa..,
RPT/Measurands:PA7006_10TMET/METHMN...  PAxT00G_101$METEMETXMMXUT SMx0gphsClicl,,  FLOATIZ  PAL.,
RPT/MeasurandsPecT00G_1DTMET/METHMM... PO 700G_101SMETEMETOMMYL ShxBaSneutdct,  FLOATIZ R
RPT/Measurands: P00 _1DTMET/METHMM...  Pox700G_101SMETEMETXMMXLT Mk gatreseval . FLDATIZ  Pa..
RPT/Measurands:PAx7006_10TMET/METHMM...  PAx700G_101SMETSMETXMMXUTSMXWha$mag$f  FLDATIZ  Pa..,
RPT/Measurands:PascT005_1 DTMET/METHMM... P 700G_101ShETHMETXMMLH bR SR Smag FLOATSZ  Pa..
RPT/Measurands P00 _1DIMET/METYMM...  Pox700G_101SMETEMETYMMULIZEMRETotWimaghf  FLOATIZ  RA.
RPT/Measurands:PAx 7005 _T10TMET/METYMN...  PAx700G_101$METSMETYMMIUZSMXSTotWrmaglf  FLOATIZ  Pa.,
RPT/Measurands:PAx7006_10TMET/METYMM...  PAx700G_101$METEMETYMMXUZSMXSTotvd$magf  FLDATIZ  Pa.,
RPT/Measurands:PAc7006_10TMET/METYMN...  PAxT00G_101SMETEMETYMMIXUZSMXTotPFSrmagh  FLOATIZ  Pa.,
RPT/Measurands: o700 _1DTMET/METYMM...  Pox700G_101SMETEMETYMMNLIZ 8K HzSrma g3 FLOATIZ PA..
R RPT/Measurands:Pax 7005 1OIMET/METYIMM...  Px7006 101SMETSMETYMMYEUZBMXIPPVEphsAB..  FLOATIZ  PA..
i@ RPT/Measurands:PaF005_10TMET/METYMM...  PAT006 101 SMETEMETYMMELIZBMXGPRVEphsBC ... FLOATIZ  PA..
[ RPT/Measurands:P 700G _1OIMET/METYMM... PR 00G_101SMETSMETYMMIUZBMXIPRVEphs A, FLOATIZ P
[ RPT/Measurands:Pac 700G _1CIMET/METYMI... P06 101 SMETSMETYMMILUZBMKIPhVEphetd..  FLOATIZ PA..
[ RPT/Measurands:Pax 7005 1OIMET/METYMM...  PRx7006 101SMETSMETYMMYUZIMXIPVEphsES.  FLOATIZ PA.. v
Ready

o Ifatag is added or deleted for one IED in the group, then all other configured IEDs
for the same group will be automatically updated accordingly. All IEDs in the group
will always have the same tags configured.

e All IEDs for this group will use the same UDTs for the .L5X export. The L5X UDT
names for this group will use the same prefix matching the assigned group name.
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4.1.7 Deleting one or more IEC 61850 mappings

You can delete one or more MMS messages, Report, and GOOSE mappings from an

IED’s configuration.

1 Inthe Network View pane in the MVI56E-61850C Configuration Manager, right-click
the IED bubble, and choose CONFIGURE.
I
GE_850_Fe Configure I
192.168.0 Delete
Properties
The IEC 61850 Mapping Tool window displays. The mappings are listed in the table
on the right side of the window.
2

To delete only some of the mappings, select them from the table on the right, then

right-click the selected mappings and choose DELETE.

B3 1EC 61850 Mapping Tool >4
Mapping Edit
@ L GE_850_Feeder 61850 Path Tag Name o

{48 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
(8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{48 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
(&8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{48 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
[§8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{48 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{48 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
{8 RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
Rl GSE/gcb01:GE_850_FeederCtrl/5a88 -
B GSE/gcbO1:GE 850 FeederCtrl A

L
Rt ] GSE/gcb01:GE_850_FeederCtrl/TVIR1SSTSFuFail

GE_850_FeederSMeterSMMXU1SMXSASphsAScVals...
GE_850_FeederSMeterSMMXU1SMXSASphsBScVals...
GE_850_FeederSMeterSMMXU1SMXSASphsCScVals...
GE_850_FeederSMeterSMMXU1SMXSASnetScValSm...
GE_850_FeederSMeterSMMXU1SMXSASneutScVals...
GE_850_FeederSMeterSMMXU1SMXSAuxVScValSm...
GE_850_FeederSMeterSMMXU1SMXSHzSmag$f
GE_850_FeederSMeterSMMXU1SMXSHzRteSmagSf
GE_850_FeederSMeterSMMXU1SMXSHz3VTSmagSf
GE_850_FeederSMeterSMMXU1SMXSHz3VTRteSmag$f
GE_850_FeederSMeterSMMXU1SMXSHzVxRteSmag$f
GE_850_FeederSMeterSMMXU1SMXSHzVxSmag$f
850_FeederSCtriSXCBR1SSTSOpCnt
350_FeederSCtriSXCBR15STSPos
GE_850_FeederSCtriSTVIR1SSTSFuFail

Ready

3 To delete all the mappings, select EDIT > CLEAR ALL.

P IEC 61350 Mapping Tool
Mapping = Edit

- GE_ Clear All | Path

RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
& RPT/breb00_MEASURANDSO1:GE_850_Feeder..
RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
RPT/brcb00_MEASURANDSO1:GE_850_Feeder...
RPT/brcb00_MEASURANDSO1:GE_850_Feeder...

4  From the MAPPING menu, select SAVE.
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4.1.8 Set the MMS Scan Delay and MMS Ping for an IED

You can change the MMS Scan Delay and MMS Ping for any IED.

MMS Scan Delay value determines how often the MVI56E-61850C module will issue an
MMS read command.

MMS Ping value configures the frequency of the keepAlive message issued by the
module to confirm that the IED is still connected. These are the only properties you can
change for an IED, as everything else is set in the IED configuration file.

IEC 61850 Reports and GOOSE messages are generated by the IED and are not
affected by the MMS Scan Delay. The MMS Scan Delay parameter also has no impact
on MMS writes. The lower you set the MMS Scan Delay value, the more network
capacity is consumed by MMS Read network traffic. If you do not configure an IED to
read any data attributes using MMS messages, then this parameter has no effect.

1 Right-click an IED and select PROPERTIES.

B ProSoft MVIS6E-61850C Configuration Manager o

File Edit View Help

QEH BE @
Device View F <]
2 ControlLogix|
=1-..7 Devices & Configurations ControlLagix
=iz ControlLogix 5580 Controllers | 5580 Controller

§ 1756-L8sE
=& IEC 61850 Configurations
-5 C:\Users\Sysadmin\Documer
8 GE_850_Feeder
5] C:\Users\Sysadmin\Documer
5 PlantPAx700G

Project 1.prj

\a v

P —_—
l@ IECoIsy Configure
>lantPAx7001 o
| elete
192.168.0.7C :
Properties
N
The 61850 Properties dialog displays.
61850 Properties X
General Properties | Detailed Properties
Name:
IP Address: I 192 . 168 7 MMS Scan Delay (2 to10000) ms: | 1000
SubnetMask: | 255 . 255 . 255 . O MMS Ping (0 to 600) seconds: | 12
Gateway: I 192 168 1 Edit Network Settings ‘
Comment:
]F OK I Cancel I

The EDIT NETWORK SETTINGS button is for troubleshooting under the direction of ProSoft Technical
Support.
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2 The network settings (IP Address, Subnet Mask, and Gateway) should already be
filled in, because ProSoft 61850 Configuration Manager reads this from the CID file.
You should not need to edit these settings.

3 By default, the MMS SCAN DELAY is set to 1000 milliseconds. You can change this
value if necessary.

4 Click OK.

4.1.9 Module Properties in Configuration Manager

From within MVI56E-61850C Configuration Manager, you can view and edit various
properties of the MVI56E-61850C module. To do so, right-click the module and select
PROPERTIES.

E ProSoft MVI56E-61850C Configuration Manager

File Edit View Help

Jod BE @
Device View [0 x |
=y Devices & Configurations
=i ControlLogx 5580 Controllers ControlLogix
§ 1756-L85E -
=2 IEC 61850 Configurations L y

B2 CAUsers\Sysadmin\Documents
I8 PlantPAx700G

E-2] CAUsers\Sysadmin\Documents
8 GE_850_Feeder

e

Project
GOOSE Publithing

\ Diagnostics
Explicit Messages Data Mapping

[CyTecETssy] |
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General

On the General tab of the Properties dialog, you can view and edit the name of the
MVI56E-61850C Configuration Manager project and add notes as appropriate.

Properties X

General |Connecﬁons ] Time Synch | Security (CA) | Seaurity (TLS) ] Security (IEC 61850) ]

Project Name: | Sro sl

Notes:

OK | Cancel

Connections

The Connections tab of the Properties dialog displays the backplane connection RPI
settings. The backplane connections are used to exchange data between the
ControlLogix processor and the MVI56E-61850C module. Each connection is limited to
500 input bytes and 496 output bytes.

The IEC 61850 data selected by the user is automatically mapped to the backplane
connections (max 225 connections) for data transfer between the ControlLogix
processor and MVI56E-61850C module.

There are two categories of backplane connections: high priority and normal priority. The
high priority connections support faster transfer rates. The selected IEC 61850 data is
automatically mapped to a backplane category depending on the IEC 61850
communication method as follows:

High Priority Input GOOSE Subscribe

Connections Output Control, GOOSE Publish

Normal Priority Input Report, MMS Read

Connections Output N/A
This information is also found on the Connection tab of the MVI56E-61850C Add-On
Profile.
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Properties X
General Connections | Time Synch | Security (CA) | Security (TLS) | Security (IEC 61850) |
High Priority Connection RPI I n [4ms - 9,995ms]
Normal Priority Connection RPI | 250 [100ms - 9,999ms]
OK I Cancel
Note: The module supports up to 225 connections. From this total a maximum of 55 high priority
connections are supported.
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Time Synch

The Time Synch tab of the Properties dialog displays properties of the module’s Time
Synchronization feature.

This feature is always enabled over the backplane (between the ControlLogix processor
and the MVI56E-61850C module). You can also enable time synchronization over
Ethernet through the Ethernet Configuration tab of the MVI56E-61850C Add-On Profile.

Properties

TLV

General | Connections Time Synch ISecurity (ca) | Security (TLS) ] Security (IEC 61850) ]

VLAN

Enable VLAN v

e |17 1-4094 VLAN Priority |07 0-7
PTP

Domain Number | | 0-255

Indude Alternate TLV W OrganizationSubType |l 'I

UTC Offset UTC+00:00

x

OK | Cancel

The following are the parameters on the Time Synch tab.

Parameter

Description

Enable VLAN

This parameter allows the configuration of the VLAN header for PTP data
communication. If enabled, the MVI56E-61850C module will add the VLAN
header to the outgoing PTP data communication over Ethernet. Additionally, the
module will also process incoming PTP data with the VLAN header. If disabled,
the VLAN header will not be included in the PTP frames, nor will PTP data with
the VLAN header be accepted.

VLAN ID

VLAN Identification. Valid values are between 1 and 4094.

VLAN Priority

VLAN priority number. Valid values are between 0 and 7.

Note: IEDs supporting the Power Profile standard C37.238 Ed 2011 may require the VLAN header
and parameters to accept time synchronization communication.

Domain Number

Domain identification. The domain consists of one or more PTP devices
communicating with each other as defined by the protocol. Valid values are
between 0 and 255.
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Parameter Description

Include Alternate TLV  This option configures the inclusion of the Alternate Time Offset Indicator TLV to
the announce frames if missing from the announce frames received by the
grandmaster clock.

Note: IEDs supporting the Power Profile standard C37.238 Ed 2011 require the Alternate Time
Offset Indicator TLV to accept time synchronization communication. However, according to
standard C37.238 Ed 2017, the Alternate Time Offset Indicator TLV is no longer required. If you
configure the module in boundary clock mode (AOP Time Synch Ethernet enabled), with the
ControlLogix processor as the time Grandmaster and the |ED supporting standard C37.238 Ed
2011 Edition, then you should enable this feature, so the module will insert the TLV section to the
Announce frame received from the ControlLogix processor before it gets sent to the IED.

OrganizationSubType  Defines a subtype within the scope of the organizationID field. Depending on the
C37.238 standard edition supported by the IEDs, the parameter value must be set

as follows:
Standard C37.238 Edition OrganizationSubType Value
2011 1
2017 2
UTC Offset The difference between Coordinated Universal Time and local time.

For more information on the Time Synch feature, see “Time Synchronization” on page
82.

Security (CA
Note: The Security feature is not currently supported.

The Security (CA) tab of the Properties dialog allows you to manage security certificates
issued by certificate authorities.

Properties X

General ] Connections ] Time Synch  Security (CA) | Security (TLS) ] Security (IEC 61850) ]

Cert No | Certificate Name |

OK | Cancel |
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Security (TLS

Note: The Security feature is not currently supported.

The Security (TLS) tab of the Properties dialog allows you to manage project security
certificates and other related settings.

Properties

General | Connections | Time Synch  Security (TLS) | Security (IEC 61850) |

TLS

SSL Cert

Cert No Certificate Name

| Addcert |
Max Transaction Per Key Max Time Per Key
[ s000 | 1800 .
CRL Check Interval Rekey Time Per Key
I—:l] mins | 60 sec
OK I Cancel

Security (IEC 61850)

Note: The Security feature is not currently supported.

The Security (IEC 61850) tab of the Properties dialog allows you to manage security

certificates for IEDs on the IEC 61850 network.

Properties

General ] Connections | Time Synch I Security (TLS) Security (IEC 61850)

Cert No

| Certificate Name

Add Certificates

oK I Cancel
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4.1.10 Configure GOOSE Publish

Overview

The ProSoft MVI56E-61850C Configuration Manager allows for the configuration of
GOOSE messages published out to the network from the MVI5S6E-61850C module.
When you export the project to the MVIS6E Add-On Profile, (see “Export the
Configuration to the Add-On Profile” on page 58), the Configuration Manager creates a
.CID file that contains the GOOSE configuration. You can import that .CID file into the
application you are using to configure your IEDs so that you can set up those devices to
consume the GOOSE messages.

The tags associated with the GOOSE message configuration will be automatically
mapped as part of the high priority output connections.

Configure the IED Name

The first step in configuring GOOSE Publish is to set the name that the module will
assume for the IED on the IEC 61850 network.

1 In Configuration Manager, right-click the MVI56E-61850C module and select
GOOSE PUBLISHING.

Note: If you have not yet saved the Configuration Manager project, the system will prompt you to do so.

3 ProSoft MVISEE-61850C Configuration Manager

File Edt View Help

Jzd & @
Device View [ x |
=7 Devices & Configurations m
By CDnl_erII_Dgi_x 5580 Controllers ControlLogix
i 7L 5580 Controllr
=iy IEC 61850 Configurations Q& J

B2 C\Users\Sysadmin\Documents
2 PlantPAxT00G

E-2] C\Users\Sysadmin\Documents
& GE_850_Feeder

E Properties

Frorct 1o Goose Publshing)
Diagnostics
Explicit Messages Data Mapping

GE_850_Feeder
1092160 0 oE

The GOOSE Form window displays.
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2 Edit the IED Name field as appropriate.

Goose Form X

General | DataSet | Goose Publish

IED Name | PSFT_61850C

Update
Summary
GOOSE Publish Object Count 3
Dataset Count 3
Total Data Objects Count 78

Total Number of Backplane Connections Required (induding padding) 1

Create GOOSE Datasets

The next step in configuring GOOSE messages is to create the datasets that will contain
the messages. Each dataset comprises a series of data groups, each of which can
contain multiple data objects. You can configure up to 8 datasets.

1 From the GOOSE Form window, select the DATASET tab.

Goose Form X

General DataSet |Goose Publish |

Name ] FCDA Objects (count) I Bytes (count) I Description

o

a4

i

'S
cooooooo
coocooooo
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2 Select a dataset and click EDIT.
The Edit Dataset window displays.

Edit Dataset X

Dataset Data Object Group

Name Data Type Data Attribute

[ Dataset 0 =

[EC 61850 FCDA ControlLogix UDT
; Start Offset
N '7 * stval @ stval
 stval, q, t I
Data Objects Count
Data Object Groups
61850 Path [ Do Count [ Byte Count |
Data Preview

IEC 61850 Data Object Path Range

ControlLogix Tag Range

—

Total Byte Utiized: 0 Of Max (1260)

3 If necessary, edit the name and description of the dataset as you see fit.
4 In the Data Object Group area, select a data type and enter the start offset and
number of data objects.

The Data Preview area updates to show how the data will look when published out to
the 61850 network (IEC 61850 Data Object Path Range) and how it will be stored in
the module (ControlLogix Tag Range).

Data Object Group

Data Type Data Attribute

00k z IEC 61850 FCDA ControlLogix UDT
Start Offset G
[500— * stval @ stval

" stval, g, t -

Data Objects Count

10

Data Preview

IEC 61850 Data Object Path Range

| PSFT_61850C$GGIO$STS$Ind0500 HPSFT_61850C$GGIOSST$Ind0509 |

ControlLogix Tag Range \ ’

EOSNEIN data objects

Apply New
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For this example, the GOOSE Publish data will be accessed as follows:
ControlLogix Tag IEC 61850 Data Object

B0O500 PSFT_61850$GGIO$ST$Ind0500
B0O501 PSFT_61850$GGIO$ST$Ind0501
B0502 PSFT_61850$GGIO$ST$Ind0502
B0503 PSFT_61850$GGIO$ST$INnd0503
B0504 PSFT_61850$GGIO$ST$Ind0504
B0O505 PSFT_61850$GGIO$ST$Ind0505
B0O506 PSFT_61850$GGIO$ST$Ind0506
B0O507 PSFT_61850$GGIO$ST$INnd0507
B0O508 PSFT_61850$GGIO$ST$Ind0508
B0509 PSFT_61850$GGIO$ST$INnd0509

Therefore, updating the B0500.stVal value will also send the
PSFT_61850$GGIO$ST$Ind0500.stVal value out to the IEC 61850 network.

5 Inthe Data Attribute area, select the appropriate attribute for IEC 61850 FCDA (stVal
or stVal, g, t). Your selection determines whether the data objects will contain only
the status value (stVal) or the status value plus the quality (q) and time (t) attributes
when the MVI56E-61850C sends the GOOSE message out to the IEC 61850
network. The attributes g and t are defined as follows:

o Q. The 61850 quality, which is a 13-bit variable-length bit array, stored as 13 bits
of a 16-bit (two-byte) object. This value is optionally delivered over the backplane
from the ControlLogix processor to the module. Even when stVal is delivered
alone from the ControlLogix processor, the processor still maintains g with valid
settings out to the IEC 61850 network.

o t: The timestamp of the last change to either stVal or g, having the type of 61850
"Timestamp," an 8-byte quantity. This value is updated from the module's system
clock whenever either stVal or g is changed, either from delivery over the
backplane or from recalculation of g.

6 Inthe Data Attribute area, select the appropriate attribute for ControlLogix UDT
(stval or stVal, g). Your selection determines how the data will be stored in the
ControlLogix processor. Note that if you select stVal under IEC 61850 FCDA, the
only option available for ControlLogix UDT is stVal. For more information on how the
guality value is set, see “GOOSE Publish Quality Value” on page 53.

7 Select APPLY.
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The data objects are added to the Data Object Groups list. Each item in this list
represents a single group of data made up of one or more data objects.

Data Object Groups

61850 Path | po Count | Byte Count
PSFT_61850C$GGIOSSTEIndS008stval 10 10

Total Byte Utilized : 10 Of Max (1260)

8 Repeat steps 5 to 8 to add additional data object groups to the dataset.

Data Object Groups
61850 Path | po count | Byte Count |
PSFT_61850C$GGIOSST$Ind5008stVal 10 10
PSFT_61850C$GGIOSSTSINd2008stval 8 8
PSFT_61850CS$GGIOSSTSINtING00Sstval 12 24

Total Byte Utilized : 42 Of Max (1260)

9 Click OK.
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The DataSet tab redisplays with updated data based on your edits.

Goose Form X

General DataSet |Goose Publish ]

Name l FCDA Objects (count) I Bytes (count) l Description
42

o

o

"

3

x*

w
(=N === N = L]
(=R~

10 Repeat steps 3 to 10 to configure additional datasets.

GOOSE Publish Quality Value

If you select stVal for ControlLogix UDT, the quality value (q) will not be included in the
GOOSE Publish tags in Logix Designer.

Data Object Group
Data Type Data Attribute
| BOOL ~ IEC 61850 FCDA ControlLogix LDT
Start Offset @
1 stval (* stval
(™ stval, g, t e
Data Objects Count
E
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In this example, the GOOSE Publish tags will be generated as BO001, B0002, and
BO0O03 (status value only), as illustrated in the following screen capture of the Controller

Tags editor:

4 Local:1:0001

Local:1:0001.80001
Local:1:0001.80002
Local:1:0001.80003

b Local:1:0001.GE_850_Feeder_Ctrl_XCBR1_CO_Pos_Oper
b Local:1:0001.PlantPAx700G_COM_RBGGIO1_CO_SPCS001_Oper

{uu}
{e

{on}
1

1
1

If you select stVal, g for ControlLogix UDT, the quality will be delivered with the status

value.

Data Object Group

Data Type Data Attribute
| BooL ~ IEC 61850 FCDA
Start Offset
| A " stval
* stval, g, t

Data Objects Count
3

Fimbn e e

ControlLogix UDT

" stval

* ztval, g

In this example, the GOOSE Publish tags will be generated as structures of status value

(stval) and quality (Q).

4 Local:1:0001
4 Local:1:0001.80001

Local:1:0001.80001.5tVal
Local:1:0001.B0001.Q

-

aolali| i

4 Local1:0001.80002

{u

e

Local:1:0001.80002.stVal
k| Local:1:0001.B0002.Q

4 Local:1:0001.B0003

Local:1:0001.B0003.stVal
Local:1:0001.B0003.Q

-

-
o oli]lo o
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The data type of Q is a byte (Logix datatype USINT, TagDB datatype UBYTE) whose
two low-order bits have been assigned as follows:

e Bit 0: Source is off-line (for example, input card failure, rendering latest data “stale”).
e Bit 1: Source is chattering (therefore status value might not be reliable).

When the value of Q is set in Logix Designer, the ControlLogix processor passes the
value to the MVI56E-61850C module and updates the quality (q) accordingly as follows:

o IfQbit0is setas 1 (offline), then q is set as c100 (old data).
e If Qbit1lis setas 1 (chattering), then q is set as 4400 (oscillatory).

Configure the GOOSE Control Block

After configuring the datasets, the next step is to set the parameters for the GOOSE
control block.

1 Select the GOOSE PUBLISH tab.

2 Click NEw.
Goose Form X
General | DataSet Goose Publish |
Name | Description
New Edit Delete

ProSoft Technology, Inc. Page 55 of 121



MVI56E-61850C ¢ IEC 61850 Client Communication Module Configuring the MVI56E-61850C Module

ControlLogix® Platform

User Manual

The GOOSE Form (New) window displays.

GOOSE Form (New) = %
Name
Description
Dataset
|Dataset_0 |
GOOSE ID
| Gseld1
MAC Address APP ID
01-0C-CD-01-00-01 0oo1
VLAN ID VLAN Priority
[001 [o =]
Min Time Time Allowed To Live
| 10 | 1000
Config Rev
| 1
oK I Cancel

3 Enter a name and description.
4 Select a dataset. This list contains all the datasets that you configured on the

DataSet tab.

5 Enter values for the remaining parameters using the following table as a guide.

Parameter

Description

GOOSE ID

Identification string for the GOOSE control block

MAC Address

The destination multicast address to which the GOOSE message will be
propagating

APP ID

Integer value that identifies the sender of the GOOSE message

VLAN ID

Value used to broadcast the GOOSE message only to a particular closed
network

VLAN Priority

Priority of the GOOSE message broadcast to the VLAN

Min Time

GOOSE message frequency (in milliseconds) when a change occurs in the
data

Time Allowed to

Sets how long the remote IED should wait for the next message before

Live determining there was a communication issue (in milliseconds).
The GOOSE message frequency when there is no new event (Max Time) is
calculated as Time Allowed to Live divided by 2.
Config Rev Configuration revision
6 Click OK.
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The form closes, and the GOOSE Publish tab redisplays with the new GOOSE

control block appearing in the list.

Goose Form

General | DataSet Goose Pub|i9h|

Name I Description

GOQSEOD

New

Edit I

Delete

7 Repeat steps 2 to 6 to add additional GOOSE control blocks.
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4.1.11 Export the Configuration to the Add-On Profile

After you have created the tag mappings, you are ready to export the configuration to
the Add-On Profile, thereby passing the configuration to the ControlLogix processor.

1 Select the EXPORT CONFIGURATION icon from the ProSoft MVI56E-61850C

Configuration Manager menu bar.

F3 ProSoft MVISEE-61850C Configuration Manager

File Edit View Help
Device View Export Configuration'

=-i7 Devices & Configurations
=-i ControlLogix 5580 Controllers
-~ 1756-L85E
- |EC 61850 Configurations
=5 C\Users\Sysadmin\Documents
8 PlantPAx700G
E-5 C:\Users\Sysadmin\Documents
.. §& GE_850_Feeder

ProSoft
MVISGE-81850C

Project 1.pr ‘

ControlLogix
5580 Controller

2 Inthe Save As dialog, navigate to the location where you want to save the project

files and select SAVE.

Save As X
2
<« v 4 <« Configuration Manager Pr... > 20201204 > rch 4
Organize v New folder - (7]
B This PC i Name : Date modified Type Size
B 3D Objects New folder 12/4/2020 7:19 AM File f r
[ Desktop | Project 1.prj 12/4/2020 7 M PRJ File KB
2) Documents Project 2.prj 12/4/2020 9:03 AM PRI File KB
Project 3. 12/4/2020 9:35 AM PRI File KB
& Downloads e et
J\ Music
& Pictures
B videos
‘aa Local Disk (C:)
@ Network v
File name: l Project 3 v
Save as type: | Project Files (*.prj) v
~ Hide Folders Save Cancel
A second Save As dialog displays.
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3 Navigate to the location where you want to save the configuration files and select
SAVE.

a Save As

+ <« Configuration Manager Pr... » 20201204 » v O

Organize = New folder == 0

~ Name Date modified Type

[ This PC
J 3D Objects New folder

I Desktop Project 1.cfg 2/4/2020 7:1
;| Documents Project 2.cfg 12/4 A
& Downloads

D Music

&= | Pictures

B videos

s Local Disk (C:)

g¥ Network v

File name: )

Save as type: | ProSoft Gateway Configuration files (*.cfg)

~ Hide Folders Save

Cancel

The Configuration Manager saves the following configuration files:
o Project backup (.cfg, .tlz, .xml, .prj, .prx, .db)
MVI56E-61850C program for Studio 5000 Logix Designer (.L5X)
IED configuration file (.CID) (only if you configure the GOOSE Publish feature)

Once the project export is successfully concluded, you should see a message similar
to the following:

PP5_AOP X

Configuration exported to Add-On Profile successfully,

Files exported to the folder "Cha’
- ‘Project 1.LX5

[ oK

4 Click OK in the two confirmation dialogs that display.
5 Close the Configuration Manager window.
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6 In the Module Definition window of the Add-On Profile, click OK.

Module Definition X
Revision: 1 v 001 =
Electronic Keying: Compatible Module v
Launch Configuration
Manager

.

7 Click YEs to confirm that you want to change the module definition.

Logix Designer
These changes will cause module data types and properties to change.
! Data will be set to default values unless it can be recovered from the existing module properties.

Verify module properties before Applying changes.

Change module definition?

Note: In some cases, it may take some time for the AOP to process the changes made to the module
definition.

The General tab of the Module Properties dialog box displays again. Note that the
Number of Connections field has been updated to the number of connections set by
the Configuration Manager.

Note: Configuration Manager automatically calculates the number of connections required by the
mapping you created.
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ﬁ Logix Designer - Demo_20210324_1 [1756-L81E 32.11] - m} X
[ o et e onvs e o [
| General} General
Connection
Module Info Type MVI56E-61850C IEC 61850 Client Communication Module
Time Sync
Ethemet Configuration Vendor: Prosoft Technology
PRP Network Redundancy Parent: Local
IED Status
Vendor Name: MVI56E61850C 1 o
Description:

Module Definition

Series:

Revision: 1.001

Electronic Keying: Compatible Module

Connection: Data

Number of Conne... 5

Change ...
Status: Offine Cancel Apply Help

8 Click OK to close the Module Properties dialog box.
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4.1.12 Files Generated by the MVIS6E-61850C Configuration Manager

When you save a configuration project, the MVI56E-61850C Configuration Manager
generates the following files in the directory that you specify.

Project backup files (.cfq, .tlz, .xml, .prj, .prx, .db, .cid)

These files are required if you need to contact ProSoft Technical Support. The support
engineer may request these files to evaluate your application configuration. If you want
to move the project to another computer, you will need the PRJ file as well as the IED
CID files.

The .cid file will be exported by Configuration Manager only if GOOSE Publish is
configured.

MVI56E-61850C Program (.L5X)

The MVI56E-61850C Program is the .L5X file generated by the ProSoft MVI56E-61850C
Configuration Manager. This file is required by Studio 5000 to copy the user-defined tags
that store the report data received by the IEDs.

The MVI56E-61850C Program contains the following:

¢ An Add-On Instruction is included for each IED. Following is one example of an Add-
On Instruction associated with a configured IED:

Q abcd :h(J ab.. * bl

PlantPAx751A_ADI

PlantPAx7T51A_AQI PlantPAxF51A_AOQI |...
514 PlantPAx751A

Local:1:1001.Data

Local:1:1002 Data

The Add-On instruction includes the logic used by Studio 5000 to copy the report

data from the normal priority connections to the IED’s user-defined tag.

e For each configured IED, the MVI56E-61850C Program also contains a single user-
defined tag that stores all report and MMS data for that IED. The IED tag follows the
following syntax:

[IED].[LD].[LN].[FC]_[DO].[DA]

LD — Logical Device

LN — Logical Node

FC — Functional Constraint
DO - Data Object

DA — Data Attribute

For example, if the phase A current value is selected from the IED PlantPAx751A,
the controller tag will have the following syntax:
PlantPAX751A.MET.METMMXU1.MX_A.phsA.cVal_mag_f
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The following is an example of an IED tag:

. (WE TG el G e B LET LIt < Controller Tags - UM1{controller)

Scope: | fum1 v| Show: |F'.|| Tags

Name =g|a
b MVISEEE12850C_Diagnestics
4 PlantPAxT751A
4 PlantPisxT51AMET
4 PlantPfxT31AMET.METMNMXUT
4 PlantPAx 731 AMET.METMMXUT.ME_A
PlantPAx 731 AMET.METMMXUT.MX_A.neut_cVal_mag_f
PlantPAx 7514 MET.METMMXUT.MK_A.phsA_cVal_mag_f
PlantPAx 7514 MET.METMMXUT.MX_A.phsB_cVal_mag_f
PlantPAx 7514 MET.METMMXUT.MX_A.phsC_cVal_mag_f
PlantPAx 731 AMET.METMMXUT.MX_A.res_cVal_mag_f
b PlantPlx731AMET.METMMXUT.MX_Hz
b PlantPAx731 A MET.METMMXUT.MX_PF
4 [» \ Monitor Tags £ Edit Tags / || <

e The MVI56E-61850C Program file also contains the Diagnostics Add-On Instruction,
which includes the diagnostics tags used to monitor module operation. See section
8.3, “Diagnostics Controller Tags,” on page 106 for descriptions of these tags.

Configured IED Description (CID) file (.CID)

This file is generated only if you configured the GOOSE Publish feature. The CID file can
be imported into the IED vendor configuration software to allow the remote device to
subscribe to the GOOSE messages published by the MVI56E-61850C module.
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4.2  Configuration in Studio 5000 Logix Designer

The following subsections explain module configuration that takes place in Studio 5000
Logix Designer.

4.2.1 Data Mapping Over the Backplane Connections

Data is transferred between the ControlLogix processor and the MVI56E-61850C
module through the backplane connections. Each backplane connection supports up to
500 input bytes and 496 output bytes. The module supports up to 225 backplane
connections.

The selected IEC 61850 data is automatically mapped over the backplane connections.
Once you export the configuration to the MVI56E-61850C Add-On Profile, you can open
the Module Properties dialog box and look in the Module Definition section of the
General tab to see the number of backplane connections automatically created for your
application:

Madule Defintion

Series:
Revision: 1.001
Blectronic Keying: Compatible Module

Connection: Data

Number of Conne... 5

The selected data is mapped into two types of connections—normal priority data and
high priority data, as follows:

IEC 61850 Data I/0 Backplane Connection Priority Default RPI
Time
Report Input Normal priority connection 250 ms
MMS Read Command Input Normal priority connection 250 ms
GOOSE Subscribe Input High priority connection 4 ms
Control (MMS Write Command) Output High priority connection 4 ms
GOOSE Publish Output High priority connection 4 ms

All high priority connections are set by default with the RPI time as 4 ms, while the
normal priority connections are set with the RPI time as 250 ms by default.
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You can refer to the backplane connections in the Controller Tags editor in Studio 5000
Logix Designer:

Mame =] P
P Locall1:C |
B Local:1:1001
Local:1:1002
Local:1:1003
Local:1:1004
Local:1:1003

A A

Each backplane connection name uses the following syntax:
[Local/Remote]:[Slot Number]:.[Connection Number]

The backplane connections are grouped based on priority category. The first backplane
connections are always set as high priority connections, while the remaining backplane
connections are set as low priority connections.

You may refer to the Add-On Profile (Module Properties > Connection) to view the
backplane connections created for your application. You can recognize the backplane
priority category based on the requested packet interval (RPI) timing.

Note: The RPIs are managed by the Configuration Manager software and should not be changed on the
Connection tab.

For the example below, the first connection is a high (only) priority connection (RPI time
= 4 ms), while the subsequent connections are normal priority connections (RPI time =
100 ms).

@ Logix Designer - Demo_20210503_1 [1756-LB1E 32.11]
I j Module Properties: Locak:1 (MVISSE-61850C 1.001) x
[ Connection
Connection
Module Info
Time Syme
Ethemet Configuration
PRP Network Redundancy Requesied Packet interval (RPY

ED Status Hama (ms)

Dulput000 402]20.-7500
Qutputddd 100.0 SH20-750.0
1
Outputdoi2 100.0 =20 - 750.0
Outoutd002 100.0 2020-750.0 =
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After the normal priority connections, there may be spare connections set with an RPI
timing of 750 ms. The spare connections are not used for data communication.

@ Logix Designer - Demo_20210503_1 [1756-LB1E 32.11]

[ oo e o v o

General Connection
Moduls Info
Time Syme [ -
Ethemat Configuration
PRP Matwork Redundancy e Requested D&Flve! Interyal (RFT)
IED Status L
Vendor

Ouiput(00s 10tfl_:~?$-?$¢ﬂ

Output0007 7500 2.0 - 750.0

Oulputi0os 7500 2] 20- 7500

=1
Dulput0009 750.0 <420 7500 v

4.2.2 Accessing GOOSE and Control Data
The GOOSE and control data tags can be monitored directly at the high priority

connections:
<! Controller Tags - LBSE535523 (controller) _
Scope: | [nL85E535523 - | Show: Al Tags vl
Name =2|« Value +# Force # Style Data Type &
b Local1:C et et PS:1756_61850:C:0
4 Local:1:1001 et et PS:61850_859C(C503:1001:0
Local:1:1001.ConnectionFaulted 0 Decimal BOOL
b Local:1:1001.PlantPAx700G_PRO_BXXCBR1_ST_Pos_stVal 1 Decimal USINT
b Local:1:1001.PlantPAx700G_PRO_BXXCBR1_5T Pos g 0 Decirmal UINT
b Local:1:1001.PlantPAx 700G_PRO_BYXCBRZ_ST_Pos_stVal 1 Decimal USINT
b Local:1:1001.PlantPAx 700G_PRO_BYXCBRZ 5T Pos g 1 Decimal UINT
Local:1:1001.PlantPAx700G_CON_RBGGIO1_ST_SPCS001_stVa 1 Decimal BOOL
b Local:1:1001.PlantPAx 700G_CON_RBGGIOT_ST_SPCSO01_q 0 Decimal UINT
Local:1:1007. PlantPAx 7O0G_CON_RBGGIO1_ST_SPCS002_stVa 1 Decimal BOOL
b Local:1:1001.PlantPAx700G_CON_RBGGIO1_ST_SPCS002_q 1 Decimal UINT
Local:1:1007.PlantPAx 7O0G_CON_RBGGIO1_ST_SPCS003_stVa 0 Decimal BOOL
b Local:1:1001.PlantPAx700G_CON_RBGGIOT1_ST_SPCS003_q 0 Decimal UINT

The report and MMS read command data tags are copied from normal priority
connections to controller tags defined by the MVI56E-6180C program exported by the
Configuration Manager software. The process of importing the MVI56E-61850C program
into Studio 5000 is described in the following section.
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4.2.3 Import the MVI5S6E-61850C Program into Studio 5000 Logix Designer

1 Inthe Tasks section of the Controller Organizer, right-click MAIN TASK and select
IMPORT PROGRAM.
.ﬁ Logix Designer - Demo2 [1756-L85E 32.11]*
FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP
ewlslxaolo o v
= RUN g
m oK I Path: <none> ®
: :uc,i i offline fl. NoForces ». NoEdits 2
Controller Organizer v 2 x W O Controller Tags - Demo2(controller) x
@ °= Scope: I [@Demo2 v] Show: INI Tags
4 Controller Demo2
& Controller Tags Name =5] + [Value ¢ |Force My
Controller Fault Handler {)
Power-Up Handler b Local:1:1001 .}
4 Tasks
b Local:1:1002
el L -
b L MainProgral W LOam-«
Unscheduled Cut Crl =X New Equipment Phase...
4 Motion Groups 3 Copy Ctrl=C Import Program...
Ungrouped Axe - Sy Import Equipment Phase...
b ¥ Alarm Manager . I —
b Assels Paste Special » 02 {}
" Logical Model Delete DeEE I3 =)
“ /O Confgurstion Cross Reference Ctri+E 104 (5%
4 B3 1756 Backplane,
[2[0]1756-L85 Print & (-}
f (1] MVIS6E-¢ )
4 &5 Ethernet Properties Alt+Enter
[@2 1756-L85E Demo2 I
2 Inthe Import Program dialog, select the Logix5000 XML (.L5X) file that you exported

from the Configuration Manager and click OPEN.

Quick access

Desktop
™
Libraries

2

This PC

@

Netv;vork

<

File name:

Files of type:

& Import Program X
Look in: ‘ Export Configuration v ‘ (<) 5 Al B

* Name - Date modified Type

| | Demo Project1.L5X 11/24/2020 8:47 AM Logix

‘Demo Project1

vl

Logix Designer XML Files (*.L5X)

v

>
|Open|
Cancel
Help
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Logix Designer begins importing the program, and the Import Configuration window

displays.

# " Import Configuration - Project 4.L5X

& 5 Find:l

v| &% [ Fndrepace...

Find Within: Final Name

Import Content:
Programs Configure Program Properties
= MVISGEG1850C_Program [l [SSNSIWIN MVIS6ES 1850C_Program
<) Parameters and Local Tags
“® Routines Operation: Create vi0
L, Programs i References will be imported as
References configured in the References folders
el <& Tags
- Final Name: MVIS6E61850C_P: i
=2l Add-On Instructions Loboc —rogram | | Properties...
=2l ¥ Data Types Description:
Connections
[8 Errors/Warnings
ScheddelIn: [ mainTask v
Preserve scheduling for child
programs that already exist
Parent: |<none> v I
[Jinhibit Program
Assigned Routines
Main: @ MainRoutine
Fault: <none>
[M1Preserve existing tag values in offline project oK c ) Help
Ready
3 Click OK.

Logix Designer completes the import of the program. This may take a few moments.

Performing Import

Creating routine: "MainRoutine’

Note: If any errors or issues occur during the import, they will display in the pane at the bottom of the

Logix Designer window.
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The imported program displays under the Main Task in the Controller Organizer.

Controller Organizer v 0 x
al °z
4 Controller Demo_20201209_3 ~

<7 Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 ;¥ MainTask
b MainProgram
D T —
Unscheduled
4 Motion Groups

Ungrouped Axes
b Alarm Manager
4 Assets
4 Add-On Instructions
4 PlantPAx700G_AOQI
<7 Parameters and Local Tags
@ Logic

- ™o T
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4.2.4 Updating and Reimporting a Project

If you need to modify the configuration of the IEDs in the 61850 network, take the
following steps to update and reimport the project.

1 Inthe I/O Configuration section of the Controller Organizer, right-click the MVI56E-
61850C module and select PROPERTIES. (Or just double-click the module.)

hLagical (oIl [1= Controller Organizer I Print

4 10 Configuration
4 B3 1756 Backplane, 1736-A10
[@ [0] 1756-L85E Demo_20201208_3

i [1] MVIS6E-61350C MVIS6E61350G

4 Z Ethernet

Mew Module...

[ 1756-L85E Demo_20201209_3 e L IR

& Cut Ctrl+X
[l Copy Ctri+C
Paste Ctrl+V
Delete Delete
Cross Reference Ctrl+E

Export Module...
Alt+Enter

Properties [}

The General tab of the Module Properties dialog box displays.

2 In the Module Definition area, click CHANGE.

General
Type:
hemet Configuration Vendor:
RP Metwork Redundancy X
- IED Status Parent:
- Vendor Name:
Description:

Series:

Revision:

Status: Offline

Connection:

MVI56E-61850C |EC 61850 Client Communication Module
Prosoft Technology
Local

[visEeias ot 1

Module Definition

1.001

Electronic Keying: Compatible Module

Data

Humber of Conne... &

Change ...

Cocel | | sonh

I MVI56E61850C_Program - MainRoutine i' Controller Tags - UM1{controller) ﬂ Module Properties: Local:1 (MVIS6E-61850C 1.001) x _

Help o

The Module Definition window displays.
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3 Select LAUNCH CONFIGURATION MANAGER.

Module Definition®

Revision:

Blectronic Keying:
Configuration Manager Project: Project 1.prj

Launch Configuration
Manager

[

After a brief pause, the Configuration Manager displays.

4 Click the OPEN PROJECT icon.

a ProSoft MVIS6E-61850C Configuration Manager
File Edit View Help

B L;.Kh‘ﬂ % H @

Device V|

| Open Project (Ctrl=0)
1';2_‘ Open a previously saved project

=-i7 Devices & Configurations

ControlLogix
- ControlLogix 5580 Controllers 5580 Controller

| 1736-L85E
i |EC 61850 Configurations

ProSoft |
MVISBE-61850C
Project 1
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5 Inthe Open dialog box, select the Configuration Manager project you wish to update

and click OPEN.

F3 Open X
™ <« Configuration Manager Proje... > 20201210 v O Search 20201210
Organize v New folder = v [ 0
CidFiles A Name Date modified Type Si
Studio 5000 Proj | Project 1.prj 12/10/202010:23AM PRI File
I This PC |_] Project 2.prj 12/10/2020 12:44 PM PRI File
- 3D Objects
Il Desktop
|| Documents
4 Downloads
j Music
| Pictures
B videos
‘aa Local Disk (C:)
e Alnbainels v < >
File name: | Project 2.prj v ‘ Project Files (*.prj) v
==
The Configuration Manager opens the project.
ProSoft MVI56E-61850C Configuration Manager = m] X
2 g g
File Edit View Help
Jd @R @ .
Device View W x | A
=& Devices & Configurations
E-i7 ControlLegix 5580 Controllers CantrolLogix
§ 1756-L8SE 5580 Controller
=i |EC 61850 Configurations
=5 C:\Users\Sysadmin\Documents
#8 PlantPAx700G
=5 C\Users\Sysadmin\Documents|
§8 GE_850_Feeder
Project 1.pij
GE_850_Feeder
192.168.0.85
lantPAx700C
192.168.0.70 v
|
Device Path | Tag Name | Type Access A
RPT/brcb00_MEASURANDSD1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders...
RPT/brcb00_MEASURANDS01:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders..,
RPT/brcb00_MEASURANDSD1:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders..,
RPT/brcb00_MEASURANDS01:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders...
RPT/brcb00_MEASURANDS01:G... GE_850_FeederSMeterSM...  FLOAT32 GE_850_Feeders...
£ 2 || RDT/herh) MEASIIRANNSH-G  GF RSN Faadar&MetarM FIOATR? GF 850 Feader® v
Ready CAP NUM SCRL
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6 Edit the configuration as you see fit. For help with this, see “Configure the IED
Network” on page 27 and “Map Data Attributes for the IEDS” on page 29.

7 Export the configuration by taking the steps in “Export the Configuration to the Add-
On Profile” on page 58. During the export, the Configuration Manager will ask if you
want to overwrite the PRJ file and the CFG file. Select YES in both cases.

The Configuration Manager will display an additional dialog asking you to confirm the
deletion. Click YEs.

ProSoft 61850 Configuration Manager

'0‘ You are about to overwrite existing files. Proceed?

Yes No

8 Reimport the project into Studio 5000 Logix Designer by taking the steps in section
4.2.3. In the Import Configuration dialog, you will need to select Overwrite for the
Operation parameter to update the changes in the existing program.
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4.2.5 Class 3 Explicit Messages

Certain IEC 61850 data attributes, such as strings and attributes with DC and EX
functional constraints, are relatively large and infrequently updated. Because Class 1
connections have a limited size (500 bytes input) and involve continuous data transfer,
these data attributes are better suited to Class 3 explicit messages rather than Class 1.
The ProSoft MVI56E-61850C Configuration Manager does not generate Class 3
messages, SO you must create these in Studio 5000. The Explicit Messages Data
Mapping window provides information you need to create the Class 3 messages.

After completing the IEC 61850 data mapping with the ProSoft MVI56E-61850C
Configuration Manager, you can access the Explicit Messages Data Mapping window by
right-clicking the project bubble (labeled ProSoft MVI56E-61850C) and selecting
EXPLICIT MESSAGES DATA MAPPING.

b - Properties
GOOSE Publishing
Diagnostics
Explicit Messages Data Mapping D}
192.168.0.70
N

The Explicit Messages Data Mapping window appears as follows:

Explicit Messages Data Mapping X
Tag MName Service Code Class Instance Attribute A
ED2_REF_IEDSLD 18LPHD 18DC SPhyMam. vendor Ox0E Ox04 1024 Oxh
ED2_REF_IEDELD 15LPHD 15DCSPhyMam. hwRey Ox0E Ox04 1024 OxB
ED2_REF_IEDSLD 18LPHD 18DCSPhyMam. swRew Ox0E Ox04 1024 OxC
ED2_REF_IEDSLD 15LPHD 120C SPhyMam. serMum Ox0E Ox04 1024 OxD
ED2_REF_IEDSLD 18LPHD 18DC SPhyMam. madel Ox0E Ox04 1024 OxE
ED2_REF_IEDELD 15LPHD 120C SPhyMam. location Ox0E Ox04 1024 OxF
ED2_REF_IEDSLD 18LPHD 18DCSPhyMNam. name Ox0E Ox04 1024 Ox10
ED2_REF_IEDELD 15LPHD 130CSPhyMam. owner Ox0E Ox04 1024 Ox11
ED2_REF_IEDSLD 18LPHD 180C SPhyMam. ePSName Ox0E Ox04 1024 Oxl12
ED2_REF_IEDSLD 15LPHD 18DC SPhyMam. primeOper Ox0E Ox04 1024 Ox13
ED2_REF_IEDSLD 18LPHD 18DC SPhyMam. secondOper Ox0E Ox04 1024 Ox14
ED2_REF_IEDSLD 15LPHD 18DC SPhyMam. latitude Ox0E Ox04 1024 Ox15
ED2_REF_IEDSLD 18LPHD 180C SPhyMam. longitude Ox0E Ox04 1024 Ox16
ED2_REF_IEDSLD 15LPHD 18DC SPhyMam. altitude Ox0E Ox04 1024 Ox17
ED2_REF_IEDSLD 18LPHD 18DC SPhyMNam. mRID Ox0E Ox04 1024 Ox18
ED2_REF_IEDSLD 18LPHD 18DCSPhyMam.d Ox0E Ox04 1024 Ox19
ED2_REF_IEDSLD 18LPHD 18DC SPhyMam. dU Ox0E Ox04 1024 Ox1A
ED2_REF_IEDSLD 1SANCR 15DC SMamPlt, vendor Ox0E Ox04 1024 Ox1B
ED2_REF_IEDSLD 1SAMCR 15DC SMamPlt. swRev Ox0E Ox04 1024 Ox1C
ED2_REF_IEDSLD 1SAMCR 15DCeMamPIt.d Ox0E Ox04 1024 Ox1D
ED2_REF_IEDSLD 1SAMCR 15DC SMamPIt. dU Ox0E Ox04 1024 Ox1E
ED2_REF_IEDSLD 1SANCR 15DC sMamPlt. configRev Ox0E Ox04 1024 Ox1F
ED2_REF_IED& D1SANCR 18EX ShNamPlt.ldMs Ox0E Ox04 1024 Ox20
ED2_REF_IEDSLD 1SAMCR 15EX SMNamPIt. InMs Ox0E Ox04 1024 Ox21
ED2_REF_IEDSLD 1SPDIF1SDCSTmASE xUnitsSSIUNt Ox0E Ox04 1024 Ox22
ED2_REF_IEDSLD 15PDIF 18DCSTmASE xUnitsSmultiplier  Ox0E Ox04 1024 Ox23 A
L4 >
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For example, suppose we wanted to create a class 3 message to poll the first data
attribute in the following screen capture (PhyNam.vendor):

Explicit Messages Data Mapping x
Tag Name | service code [ Class | mstance | atwibute
ED2_REF_TEDSLD 19LPHD 15DC $PhyNam. vendor OxdE Coc04 1024 O,
ED2_REF_IED$LD 15LPHD 15DC$PhyMam. hwRey Ox0E Ow04 1024 O
ED2_REF_IEDSLD 18 PHD 15DC SPhyNam. swRey Ox0E Cnal4 1024 OneC
ED2_REF_IEDSLD 15 PHD 15DC $PhyMNam. serfium OwiE Ol 1024 OnD
ED2_REF_IEDSLD 160 PHD 15DC $PhyMam. model Ox0E Ol 1024 O

1 In Studio5000 Logix Designer, create a MESSAGE tag and then create the ladder
logic with the message instruction to poll the vendor tag.

Read_Wendor (e
Message Control MSG_PN_vendor | ...

Read_Vendor

2 Configure the message tag as follows according to the Explicit Messages Data
Mapping windows settings.

Message Configuration - M5G_PMN_vendor ped

Configuration Communication Tag

Message Type: LIP Generic Y
Service | Get Atiribute Single w
Type:

i] =

e Class: HeX)  pestination ED2_REF_IED.LDLLF
Instance: | 1024 Attribute: EI (Hex) lement: Mew Tag

D Enable {3 Enable Waiting O Start ) Done Done Length: O
i) Emor Code: Extended Emor Code: [ Timed Cut 4
Emor Path: MVISEEE1850C

Emor Text:

Cancel Apply Help

Note: All messages must be set with a Service Type of Get Attribute Single (Service Code = E hex).

The destination element must match the Studio 5000 data attribute tag (in this example,
ED2_REF_IED.LD1.LPHD1.DC_PhyNam.vendor).
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3 Select the Communication tab.

Message Configuration - MSG_PMN_vendor

Configuration Communication®  Tag

@ Path: |

Browse...

Broadcast:

Communication Method
CIP DH+ A
CIP With

Source 1D

[
4k

[Jconnected Cache Connections

3 Enable ) Enable Watting ) Start 3 Done

) Emor Code: Extended Emor Code:

Emor Path: MVISEEE1850C
Eror Text:

Cancel

-

=

=]

Large Connection

Done Length: 0
[] Timed Qut 4=

Apply Help

4 Click BROWSE to open the Message Path Browser dialog.
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5 Select the MVI56E-61850C module and then select OK.

Configuration Communication  Tag

@ Path: |MVIS6E61850C Browse...

B " Message Path Browser x
Broa

Communi  Path: |MVI56E61350C |

CIp MVIZ6EE1250C ]
h!
EIDFC.F: =l 140 Configuration ] (Dctal)
B- 1756 Backplane, 1756-A7
[ cen . [@ [0] 1756-LASEP cMd|3_description nection
ﬂ [1] MVIS6E-61850C MVISEEG1850C
B% Ethemet
i [@ 1756-LBSEP cMdI3_description
oK Cancel Help
) Enable
3 Emor Code: Extended Emor Code: [ Timed Out
Emor Path: MVISEEE1850C
Eror Text:
0K Cancel Apply Help
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The Message Configuration dialog redisplays with the module appearing in the Path

field.

Message Configuration - MSG_PMN_vendor

Configuration Communication  Tag

@ Path: |[MEEIEETE

MVI56E61850C

Broadcast:

Communication Method
CIP DH+ A
CIP With

Source 1D

]
A

[Jconnected Cache Connections

3 Enable Waiting 3 Start
Extended Emor Code:

) Enable

) BEror Code:

Ermor Path: MVIS6EG1850C
Error Text:

3 Done Done Length: 0

[] Timed Qut =

Cancel

Browse. .

=]
4k

(==
4

Large Connection

Apply Help

6 Click O

K.
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5 Automatic Device Replacement (ADR)

The MVI56E-61850C module supports automatic device replacement (ADR). This
feature allows for the automatic configuration of a new MVI56E-61850C installed in
place of a failed module, reducing the potential for downtime and errors typically
associated with such a replacement.

As explained in “Configuring the MVI56E-61850C Module,” the MVI56E-61850’s
configuration file resides in the ControlLogix processor. Upon the MVI56E-61850C
initialization, the module reads the configuration file stored in the ControlLogix processor
before starting in operation mode. If a module fails and the user replaces it with a new
one, the processor will transfer the same configuration to the new module. Within a
matter of seconds, the new module will be configured and in operation without any user
intervention.

Important: If you make any changes to the IEC 61850 network in the MVI56E-61850C Configuration
Manager, remember to save the configuration and export it to the Add-On Profile. Otherwise, the
ControlLogix processor could configure a newly installed replacement module with an out-of-date
configuration file.

The user installs a new module and configures it using the MVI56E-61850C
Configuration Manager. Studio 5000 Logix Designer downloads the configuration file to
the ControlLogix processor, which then uploads the configuration to the new module.

Initial Startup
The user installs a new module and configures it using the MVIS6E-61850C Configuration Manager. The ControlLogix
processor downloads the configuration file from Logix Designer and then uploads the configuration to the new module.

PC ControlLogix Chassis

Studio 5000

MVIS6E-61850C = 5
Logix Designer

Configuration Manager

S hosch o1
Studio 5000
< b —
Configuration File = — = Configuration Configuration

File File

ControlLogix
Processor
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6 Parallel Redundancy Protocol (PRP)

Note: For instructions on enabling PRP, see “Enable Parallel Redundancy Protocol (PRP)” on page 16.

The MVI56E-61850C module supports Parallel Redundancy Protocol (PRP) according to
standard IEC 62439-3:2016.

PRP mode eliminates the chance of disruption in operation in the event of a network
issue by providing seamless redundancy for data traffic.

When PRP mode is enabled, the module’s two Ethernet ports operate in parallel and
connect to two independent networks, known as LAN A and LAN B. Both ports have the
same MAC ID, IP address, subnet mask, and default gateway address.

The module simultaneously sends and receives duplicate Ethernet frames through both
ports. When receiving frames, the module accepts whichever frame arrives first and
discards the subsequent copy. If a failure occurs in one of the paths, data
communication continues through the other path with no recovery time.

The following diagram illustrates the exchange of data between the MVI56E-61850C and
remote IEDs when PRP mode is enabled:

— LANA
LAN B

MVI56E-61850C

Switch
LAN A

4

i
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You can enable PRP by setting PRP Mode to Redundant on the Ethernet Configuration
tab of the Module Properties dialog box, as explained in “Enable Parallel Redundancy
Protocol (PRP)” on page 16.

@ Logix Designer - Demo_20210908_2 [1756-L81E 32.11]
| 9 Module properties: Locat:t auisse-s1ssoc 1oon < [ R
- General Ethernet Configuration
e Connection®
Module Info
- Time Sync O Manuall 1P addr
i Ethemet Configuration® rualy configure === V]
- PRP Network Redundancy (®) Obtain IP Settings using DHCP
- |ED Status
- Vendor
Module IP Address: 192 . 188 . 0 . 250 Su
G
PRP Mode Security
O simplex @ Disabled
(®) Redundant () Enabled
Time Synchronization —— Firmware Lock
(®) Disabled (O Unlocked

When PRP is enabled, you can the monitor the status of LAN A (Ethernet port 1) and
LAN B (Ethernet port 2) on the PRP Network Redundancy tab of the Module Properties

dialog box.
g Logix Designer - Demo_20210611_1 [1756-L81E 32.11]

| 3 Moduie Properties: Local:1 (MVISGE-61850C 1.001)
General PRP Network Redundancy
Connection
Module Info
Time Sync
Ethemet Configuration
PRP Network Redtndancy LAN A Status: oK
IED Status
Vendor LAN B Status: Failure

Refresh
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2

7.1

Time Synchronization

Note: This feature is always enabled over the backplane (between the ControlLogix processor and the
MVI56E-61850C module). You can also enable time synchronization over Ethernet through the Ethernet
Configuration tab of the MVIS6E-61850C Add-On Profile.

Overview

The MVI56E-61850C module supports the PTP Power Profile according to standard
C37.238 Ed 2017 to propagate a time signal to the IEC 61850 network with peer-to-peer
delay path mechanism.

The module supports time synchronization over three different ports: the backplane,
Ethernet Port 1, and Ethernet Port 2 (if redundancy is enabled).

Time synchronization over the backplane is always enabled. If the MVI56E-61850C
detects that the ControlLogix processor is the time master over the backplane, the
module will automatically synchronize its clock based on the ControlLogix processor’s
time source.

You can configure time synchronization over Ethernet through the PRP Mode and Time
Synchronization parameters in the Add-On Profile’s Ethernet Configuration tab.

To enable time synchronization for Ethernet Port 1 only, configure these settings as
follows (PRP Mode = Simplex and Time Synchronization = Enabled):

FRP Mode

(®) Simplex
() Redundant

Time Synchronization
() Disabled
(®) Enabled

To enable time synchronization for both Ethernet ports (redundant mode), use the
following configuration (PRP Mode = Redundant and Time Synchronization = Enabled):

PRF Mode

() Simplex
(®) Redundant

Time Synchronization |
() Disabled
(®) Enabled
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If the Ethernet Time Synchronization parameter is disabled, the module will operate as
an ordinary clock with a single port (backplane). The module can either operate as a
time master or time slave in ordinary clock mode. If the module operates as a time
master, the module becomes the time source over the backplane. If the module operates
as a time slave, the time master device (for example, the ControLogix processor) will
synchronize module time over the backplane.

If the Ethernet Time Synchronization parameter is enabled, the module will operate as a
boundary clock with the backplane and Ethernet ports actively operating in time
synchronization mode. In boundary clock mode, the module will pass the time received
from the backplane to the Ethernet port or vice versa. In this case the MVI5S6E-61850C
ports can have different time roles depending on whether the time master is located at
the backplane or on the Ethernet network.

For example, the backplane port can operate as a time slave while the Ethernet port
operates as a time master. This scenario is illustrated in the following diagram:

oo
£

%4@%@;

-
0|

ControlLogix 1756-TIME Module MVI56E-61850C
Processor

The MVI56E-61850C receives
synchronized time over the
backplane and propagates
it to the 61850 network.

61850 Network

As shown in the diagram above, the 1756-TIME module is the time master by
synchronizing time over the backplane. The MVI56E-61850C backplane port operates
as a time slave, thus receiving the time source from the 1756-TIME card.
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The time is passed to the MVI56E-61850C Ethernet port, which operates as a time
master over the Ethernet network by synchronizing the IED clocks.

In case the MVI56E-61850C detects a better clock on the Ethernet network, it can
automatically switch the port roles, so that the module’s Ethernet port operates as a time
slave receiving the time synchronization from another time master device on the
Ethernet network. For this scenario, the backplane port operates as a time master
synchronizing the other devices over the backplane.

% ProSoft IEC 61850

.

]
-

ControlLogix MVI56E-61850C

Processor %

The MVI56E-61850C receives
synchronized time over the
backplane and propagates
it to the 61850 network.

61850 Network

7.2 Diagnostics

The Time Sync tab of the Module Properties dialog box displays diagnostics information
related to the Time Synchronization feature of the module. For details see “Time
Synchronization Diagnostics” on page 113.
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8 Diagnostics and Troubleshooting

There are multiple ways to troubleshoot the MVIS6E-61850C module:

e Use the LEDs located on the front of the module. See “LED Diagnostics” below for
more information.
o Use the MVI56E-61850C Diagnostics Tool. See “ProSoft MVIS6E-61850C
Diagnostics Tool” on page 86.

e The MVI56E-61850C Add-On Profile displays diagnostics data in Studio 5000 Logix
Designer. See “Diagnostics in the MVIS6E-61850C Add-On Profile” on page 111
e Use the Controller Tags dialog in Studio 5000 to view tags related to diagnostics.

8.1 LED Diagnostics

8.1.1 Operating Status LEDs
The MVI56E-61850C provides four diagnostic LEDs, as shown in the following image:

<% ProSoft IEC 61850

LINK PRP CONFIG OK

The LEDs indicate the operating status of the MVI56E-61850C as follows:

LED Indication Off Red Green Amber
LINK Connection Power OFF Loss of all Solid: All N/A
established with the  No IEDs IEDs configured IEDs
configured IEDs connected connected
Blinking: Some
IEDs connected
PRP Module is operating  Power OFF Loss of LANA  PRP mode, LAN  Lostlink,
in Redundant/PRP Not in PRP and LAN B A and LAN B LAN A or
mode mode active LAN B
CONFIG Configuration error Power OFF Configuration Configuration N/A
detected error OK
OK Module running Power OFF Solid: Major Solid: Normal N/A
fault operation
Blinking: Blinking: I/O not
Minor fault active
ProSoft Technology, Inc. Page 85 of 121



MVI56E-61850C ¢ IEC 61850 Client Communication Module Diagnostics and Troubleshooting
ControlLogix® Platform User Manual

8.1.2 Ethernet LEDs

The link speed and status LEDs are driven directly by the Ethernet controllers. There is
no user control. The following table explains their function:

LED Function LED Color LED State Description
Link Speed Green/Orange  Off 10 Mbps link speed
Green 100 Mbps link speed
Orange 1000 Mbps link speed
Link Status and Activity ~ Yellow Off No Link
Steady On Link established; no activity detected
Blinking Link established; activity detected

8.1.3 Scrolling LED
The following information is displayed during module operation or initialization:

D|sp|ay Characters Description State Examples

Boot/DDOK Module is initializing Initialization Boot/DDOK

Waiting for Processor The module is waiting to | Initialization Waiting for Processor

Connection connect to the Connection
ControlLogix processor

Waiting for Module is waiting for Initialization Waiting for

Configuration required module Configuration

configuration data from
the Controller

Last Config <Date> Last date/time the Initialization Last Config 2019-10-23
module was configured

Project File <Name> File name of project Operation Project file Filename.prx
files stored on module

BP <Backp|ane Status> OK: Module is Operation BP OK
communicating with the BP ERR 99
processor

ERR <code>: Module is
unable to communicate
with the processor

<|P Address> Module IP Address Operation/Error 192.168.0.250

If DHCP is enabled:

Waiting for IP DHCP — MAC - [MAC Operation DHCP - MAC —
Address] 192.168.0.250

After IP is set DHCP - IP - [IP Operation DHCP - IP —
Address] 00:0D:8D:00:10:A3
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8.2 ProSoft MVI56E-61850C Diagnostics Tool

8.2.1 Diagnostics Tool Overview

The ProSoft MVIS6E-61850C Diagnostics Tool is a standalone Windows application that
displays diagnostics data and timestamped events.

Note: You must run the Diagnostics Tool on a computer connected to the IEC 61850 network, as the
diagnostics data will be polled directly from the MVIS6E-61850C module’s Ethernet port.

To launch the Diagnostics Tool and connect to the module:

1 Select the MODULE DIAGNOSTICS icon from the MVI56E-61850C Configuration
Manager menu bar.

E ProSoft MVI56E-61850C Configuration Manager

File Edit View Help

JEd » RO

Device View
(&l Module Diagnostics —EIIII

=

=-{.7 Devices & Configurations ControlLogix

- ControlLogix 5580 Controllers 5580 Controller
i R
§ 1756-L8sE

-4 |IEC 61850 Configurations

Tip: The Diagnostics Tool can also be launched from the Windows START menu.

2 From the ONLINE menu, select CONNECT.

E ﬂ ProSoft MWISEE-61850C Diagnestics Tool

Settings | Online  Help

i Connect
Dizgnos: - L:gger ]
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3 Enter the MVI56E-61850C module’s IP address and click OK.

Enter IP Address >

MVIS6E-61350C IP Address

IP Address: | 192,168, 18.101

QK | Cancel

Once the Diagnostics Tool connects to the MVI56E-61850C module, the Diagnostics
menu structure displays in the left pane of the window.

The status of the connection to the module is indicated in the status bar at the
bottom of the window and in the right pane of the window.

ﬁ ProSoft MVISEE-61850C Diagnostics Tool - >
Settings  Online  Help

Diagnostics l Data Monitor | Event Logger
= MVISEE-61830C
E| Backplane
P Driver Status
IECE1830C
Communication Status

Connected

Configuration Settings
IED Config
IED Status
Platform3ervice
PRP
System

: System Status
B~ Time Synch
[ Status

Connected to MVISBE-61850C at 192.168.18.101

The Diagnostics Tool provides the following three categories of diagnostics data, each
appearing on a separate tab in the tool:

Diagnostics

The Diagnostics tab includes the configuration settings and data communication
status information. You can monitor different aspects of the IEC 61850 data
communication, such as which IEDs are connected to the module and which reports
have been successfully subscribed.

Data Monitor

The Data Monitor tab allows you to monitor the configured tag data values. You can
select and monitor any configured report, GOOSE Subscribe, control or MMS read
tag.

Event Logger

The Event Logger tab allows you to monitor timestamped events logged by the
module, including IED disconnection, IED connection, and report subscription failure.
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These three tabs are explained in the following subsections.

8.2.2 Diagnostics Tab

The Diagnostics tab displays configuration and diagnostics data grouped into the
following categories:

Backplane

IEC61850C

PlatformService

System

Time Synch

These categories appear in the Diagnostics menu structure in the left pane of the
window. Under each category is one or more subcategories that you can select to view
the associated data.

Following are descriptions of these categories and their subcategories.

Driver Status

The Driver Status screen (Backplane > Driver Status) shows the data communication
status between the MVI56E-61850C module and the ControlLogix processor.

ﬂ ProSoft MVIS6E-61830C Diagnostics Tool - X

Settings  Online  Help

Diagnestics | Data Moritor | Event Logger |
B MVISEE-61850C

£ Backplane MVIS6E-61850C > Backplane > Driver Status [Refresh Counter: 1]
Number of Configured Comnnections .5
=] IECE1850C Number of High Priority Connections : 3
Communication Status Number of Normal Priority Connections 1
Configuration Settings Number of Reserved Connections D1
: Classl Error connection Count B
Goose Publish Class 3 Requests c 0
IED Canfig Class 3 Responses o

i |ED Status

E| PlatformService

PRP

E| System

System Status

B Time Synch
Status

Connected to MVIS6E-61850C at 192.168.18.101

The following table describes the data displayed on the Driver Status screen:

Parameter Description

Number of Configured ~ Total number of configured connections.

Connections

Number of High Total number of high priority connections. The high priority connections are
Priority Connections reserved for GOOSE and control data.

Number of Normal Total number of normal priority connections. The normal priority connections are

Priority Connections reserved for report and MMS read data.

Number of Reserved  Total number of reserved connections. The reserved connections are not used by
Connections the module for data transfer.

Class 1 Error Total number of times a connection error is detected.
Connection Count
Class 3 Requests The total number of times a class 3 request is received by the module. The

module supports class 3 messaging for diagnostics and specific data read from
ControlLogix processor such as string data.
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Parameter Description
Class 3 Response The total number of times a class 3 response is sent by the module. The module

supports class 3 messaging for diagnostics and specific data read from
ControlLogix processor such as string data.

IEC 61850C

Communication Status
The Communication Status screen shows the global status for all configured IEDs.

a ProSoft MVIS6E-61830C Diagnostics Tool — *
Settings  Online  Help

Diagnostics l Data Monitor | Event Logger

=~ MVIS6E-61850C
: Backplane MVISEE-61850C > IECE61850C > Communication Status [Refresh Counter: 77]
Driver Status IED=s status o 11
IECE1850C Connection Successes -2
Communication Status Connection Failures -0
. . - Command Reads Requested : 113
Configuration Settings
g ) g Command Reads Succeeded : 113
Goose Publish Command Reads Failed : 0
IED Config Command Writes Requested 1
|ED Status Command Writes Succeeded -0
Platf Servi Command Writes Failed o1
atrormaervice Report Messages Receiwved 147
PRP COOSE Messages Received 1
System GOOSE Messages Transmitted 4
Identification Response Errors 0
System Status
Y Create DataType Errors ]
Time Synch
- Status

Cennected to MVI36E-61850C at 192.168.18.101

The following table describes the data displayed on the Communication Status screen:

Parameter Description

|EDs Status Bitmap register where the number of bits correspond to the number of configured
IED, where bit X indicates the connection status of IED X.
For example, in case two IEDs are configured then the IED status is displayed as
follows:

MVISGE-61850C > IEC&1850C > Communication Status

IED=s statusa : 11
Where:
Bit 0 (IED 0) = 1
Bit1(IED1)=1

If IED 0 is disconnected, the IED status is updated as follows:

MVISGE-61850C > IECE1850C > Communication Status

IED= statu= 01
Where:
Bit0 (IED0)=0
Bit1(ED1)=1
Connection Successes Incremented every time a connection is successful established with an IED.
Connection Failures Incremented every time a connection attempt with an IED fails.
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Parameter Description
Command Reads Incremented every time a MMS read command is sent to an IED
Requests
Command Reads Incremented every time a MMS read response is received from an IED.
Succeeded

Command Reads
Failed

Incremented every time a MMS read response failure occurs.

Command Write
Requests

Incremented every time a MMS write command is sent to an IED.

Command Write
Succeeded

Incremented every time a MMS write response is received from an IED.

Command Writes
Failed

Incremented every time a MMS write response failure occurs.

Report Messages
Received

Incremented every time a report is received from an IED.

GOOSE Messages
Received

Incremented every time a GOOSE message with new data is received from an
IED.

GOOSE Messages
Transmitted

Incremented every time a GOOSE message with new data is published by the
MVI56E-61850C module.

Identification
Response Errors

Incremented every time an identification error is received from an IED.

Create Data Type
Errors

Incremented every time a data type error is received from an IED.
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Configuration Settings

The Configuration Settings screen shows the global IEC 61850 configuration settings for
all IEDs, including the following:

Project signature

Number of configured IEDs

Number of reports configured

Number of MMS commands configured

Number of GOOSE subscriptions configured

Number of GOOSE publications configured

a Pro5oft MVIS6E-61850C Diagnostics Tool - X
Settings  Online  Help

Diagnostics lDaiB Monitor | Event Logger
-  MVISEE-61850C

Backplane MVISEE-61850C > IECE1850C > Configuration Settings [Refresh Counter: 1]
- Driver Status Project Signature : E7C86C93-6FAS-4780-9EF4-3796C52BBCEB
IECE1850C Configured Communications Port : Ethernet E1
Communication Status Nunber of IEDs sl
Configuration Settings Number of Commands 2
= J . J Number of Report Subscriptions : 2
Goose Publish Number of GOOSE Subscriptions 1
IED Config Number of GOOSE Publications 2
- |ED Status
PlatformService
- PRP
System

i hee System Status
2 Time Synch
b Status

Connected to MVIS6E-61850C at 192.168.18.101
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GOOSE Publish

The GOOSE Publish screen shows the configuration settings for all configured GOOSE
Publish Objects (a maximum of 8).

a ProSoft MVIS6E-61830C Diagnostics Tool — *

Settings  Online  Help

Diagnostics l Data Monitor | Event Logger
=-  MVISBE-61850C

Backplane MVISEE-61850C > IECE1850C > Goose Publish [Refresh Counter: 69]
Driver Status COOSE Status Entry # : 0
IECE1850C GOOSE CB Reference : GOOSED
Communication Status GOOSE ID : GseIdl
. . - GOOSE Data Set : Dataset O
Configuration Settings -
J - 9 Message Sent Count : 2
Goose Publish COOSE Status Entry # S1
IED Config GOOSE CB Reference : GDOSE1
|ED Status GODOSE ID : Gseldl
PlatformSenvi GOOSE Data Set : Dataset_1
atrormaervice Message Sent Count o2
PRP
System
System Status
Time Synch
Status

Connected to MVIS6E-61850C at 192.168.18.101

IED Config
The IED Configuration screen shows the configuration settings for each IED.

a ProSoft MVIS6E-61850C Diagnestics Tool — *
Settings  Online  Help

Diagnostics lData Monitor | Event Logger I

B MVISEE-61850C KN
B Backplane MVISEE-61850C > IEC61850C > IED Config [Refresh Counter: 20] Y
Driver Status IED Configured o
B IEC61850C TED Name SEL700C
Communication Status IED IP Address 192.168.18.70
) - Inter-scan Delay 1000
Conﬁguratl.on Settings MMSping 2
Goose Publish General Timeout (default) 2
CmdTerm Timeout (default) 5
\ED Status Connect/Disconnect Timeout 10

- PlatformService Commands Configured

PRP
System Command Configured :
Command Index Entry ‘o
System Status Datapath : SEL700GCON/REGGIOL$COSSPCSO0150par
- Time Synch Tag Name : SEL700G$CONSRBGGIOL$COS$SPCSO01$0per

Status

Command Configured :

Command Index Entry s 1
Datapath SEL7T00GMET /METXMMXU1 SMXSASpheA$cVal Smags £
Tag Name : SELTO0GSMETSMETXMMXULSMKSASpheA§cVal Smagh

Reports Configured

Report Configured :

Report Index Entry : o

Report Domain Name Entry : SELTO0GCEG

Report Data Reference Entry LLNOSBRSMeasurands01
Report ID BRep01

Integrity Period (mSec) : 1000

Configuration Revision s 1

# of Tags Associated With Report : 7

Connected to MVISEE-61850C at 192.168.18.101
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To navigate through the different IEDs, use the IED selection buttons at the top of the

screen.

Diagnostics l Data Monitor | Event Logger ]

! ﬂ ProSoft MVISEE-61850C Diagnostics Tool
Settings Online  Help

MVIS6E-61830C
Backplane
- Driver Status
[ECE1830C
----- Communication Status
----- Configuration Settings
----- Goose Publish
IED Config
o IED Status

N 3|

TAVIOBE-61850C > IEC61850C > IED Config

IED Configured

IED Hame

IED IP Address

Inter-acan Delay

MMSping

General Timeocut (default)
CmdTerm Timecut (default)
Connect/Disconnect Timeout

The IED Configuration screen is divided into the following sections:

IED Configuration Settings

IED Configured

IED Hame

IED IP Address

Inter—-scan Delay

MMSping

General Timecocut (defaunlt)
CmdTerm Timecut (default)
Connect/Disconnect Timeout

o

SELTOO0G

152 .168.18.70
i000

1z

2

]

i0

MMS Commands Configured

Commands Conf.

igured :

Command Configured :

Command Index Entry
Datapath
Tag Hame

Command Configured :

Command Index Entry
Datapath
Tag Hame

-0
. SEL700GCON/RBGCGIO1SCOSSPCS001S0per
: SEL700GSCONSRBGGIOLSCOSSPCSO0LS0pear

01
: SEL700CMET/METXMMNT1 SMESASphalicValimagse
. SEL700GSMETSMETXMMEIT1 SMXSASphaAScVal Smaghf
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Reports Configured
Beports Configured
Report Configured
Report Index Entry o]
Beport Domain Name Entry SEL700GCEG
Report Data Reference Entry LLNOSBRSMeasurands0l
Report ID BRepll
Integrity Pericd (mSec) i0o0
Configuration Rewvision 1
# of Tags Asscociated With Report 7
BReport Configured
Report Index Entry 1
Report Domain Name Entry SEL700GCFG
Report Data Reference Entry LLNOSBRSA] arms
BReport ID BRep02
Integrity Pericd (mSec) 5000
Configuration Rewvision 1
# of Tags Asscciated With Report 252

GOOSE Subscriptions Configured

tags

COOSE
COOSE
COOSE
COOSE
CODSE
COOSE
COOSE
COOSE
COOSE
COOSE

FCDA
FCDA
FCDA
FCDA
FCDA
FCDA
FCDA
FCDA
FCDA
FCDA

GO05E Subscriptions Configured
GOOSE Index Entry
Data Set Reference
GDOSE CB Reference
Application ID
Multicast Address
Configuration Rewision

Datapath
Datapath
Datapath
Datapath
Datapath
Datapath
Datapath
Datapath
Datapath
Datapath

a
SEL700GCFG/LLNOSGPDSet0l
SEL700GCEG/ LLNOSGDSGPub0l
Genl

01 OC CD 01 00 0&

1

: SELTO0GPED/BYXCBR1SSTSPosSstVal
SEL700CGPRO/BYXXCER1SSTSPoalg
SEL700CGPRO/BYXCEBRZS5TSPoasstVal
SELT00GPRO/BYXCBRZS55TSPoasq
SEL700GCON/RBGCIOLSSTSSPCS001SaEVal
SEL700GCON/RBGGIOLSSTSSPCSO01 S
SEL700GCON/REGGIOLSSTSSPCSO02EsEVal
SEL700GCON/REBGGIOLSSTS SPCSO025g
SEL700CGCON/RBCGCIOLSSTSSPCS003S5sEVal
SEL700GCON/REBGGIOLSSTS SPCSO035
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IED Status
The IED Status screen shows the status data for each configured IED.

ﬂ ProSoft MVI36E-61830C Diagnostics Tool
Settings  Online  Help

Diagnestics lDam Moritor ] Event Logger 1

Goose Publish

GOOSE Messages Received
IED Command Status

Command Status
Command Status Entrv #
Current Command Status
Command Error Count
Command Last Error
; code (line} 11

Report Status :

Connected to MVIS6E-61850C at 192.168.18.101

=~  MVISBE-61850C ol |18
& Backplane MVISEE-61850C > IECE1850C > IED Status [Refresh Counter: 46]
Driver Status IED Status 0 (=%
IEC61850C IED Name SEL700G
: Communication Status IED IP Address 192.168.18.70
) - IED Vendor Triangle MicroWorks, Inc
Configuration Settings 1ED Model s

IED Revision 11.0
IED Config Connection Successes 2
Connection Failures 24
- Command Reads Requested 2442
B~ PlatformService Command Reads Succeeded 2442
PRP Command Reads Failed 0
B System Command Read Last Error Code 00000000R
; Command Writes Requested 1
System Status Command Writes Succeeded o
Bl TimeSynch Command Writes Failed 1
: Status Command Write Last Error Tag SEL700GCON/RBGGIOL $00$5PCS00150per
Command Write Last Error Code 004D000BR
] Report Subscriptions OK 1
Report Subscriptions In Ervor 1
I Report Last Error ID BRep02
Report Last Error Code 000000018
Report Messages Received 2494

1

1]

ERR

1

Raw 004D000Bh

Control svc Operate ; action Write

To navigate through the different IEDs, use the IED selection buttons at the top of the
screen.

ﬂ ProSoft MVIZEE-61850C Diagnostics Tool

Settings  Online  Help

Diagnostics lDaE Monitor | Event Logger ]

=-  MVIS6E-61850C K
L:_| Backplane THEVISEE-61850C > IECE1850C > IED Status
------ Drriver Status IED Status 0O
= |[ECE1850C IED Name
Communication Status IED IP Address
. . . IED Vendor
Cu:unflguratlfzun Settings IED Model
Goose Publish IED Eevision
...... |ED C.:.nﬁg Connection Successes
______ IED Status Connection Failures
- - - Command Reads Requested
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The IED Status screen is divided into the following sections:

I[ED Status

IED Status 0O

IED Hame

IED IP Address

IED Vendor

IED Model

IED BRewvision

Connection Successes
Connection Failures
Command Reads Regquested
Command Reads Succeeded
Command Reads Failed

Command Writes Regquested
Command Writes Succeeded
Command Writea Failed

Command Read Last Error Code

Command Write Last Error Tag
Command Write Last Error Code

Ok

SELTOO0G

192 .168.18.70

Triangle MicroWorks, Inc
MMSA

11.0

2

24

2678

2678

o]

00000000k

1

o

1
SELTO0GCON/RBGGIO1ISCOSSPCSO0150per
0040000BR

Beport Subscriptions OK 1
Report Subscriptions In Error 1
Beport Last Error ID BRep02
Beport Last Error Code 00000001k
Report Messages Receiwved 2732
GO0SE Messages Receiwved 1
MMS Command Status
IED Command Status -
Command Status :
Command Status Entry # -0
Current Command Status : ERR

Command Error Count
Command Last Error
i code (line) 11

o1
: Raw 004D0D00Bh : Control swc Operate ; action Write

Report Status

Report Status

Report Status

Report Status Entry #
Report Enable State
BReportas Receiwved Count

Report Status
Report Status Entry #
Report Enable S5tate
Beportas Receiwved Count

Enabled
2785

Error
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GOOSE Subscription Status

COOSE Subscription Statua -

GOOSE Statua :

COOSE Status Entry # -0
COOSE CB Reference : SEL700GCFG/LLNOS$GOSGPubOl
GCooae Messages Received Count 01

PRP Status

The PRP Status screen (PlatformService > PRP) shows the redundancy operation
status in case the PRP feature is enabled through the Add-On Profile.

a ProSoft MVISEE-61850C Diagnostics Tool - *
Settings  Online  Help

Diagnostics ]Data Manitor | Event Logger

- MVI36E-61850C
E| Backplane MVISEE-61850C > PlatformService > PRP [Refresh Counter: 22]
: Driver Status PRP LAN A Status . LAN A OK
IEC61850C PRP LZN B Status : LAN B Failure
Communication Status Transmit Count Port A : le0s8
. . . Tranamit Count Port B : 1e08
Configuration Settings
g . g Receive Count Port A : 1270
Goose Publish Receiwve Count Port B . 0
|IED Config Wrong Port Count Port A 0
|ED Status Wrong Port Count Port B : 0
Platf 5 . Unique Entries Count Port A : 1270
atrormaenice Unigque Entries Count Port B ]
PRP Multiple Entries Count Port A .0
System Multiple Entries Count Port B 0
System Status
g~ Time Synch
: Status

Connected to MVI36E-61850C at 192.168.18.101

The following table describes the data displayed on the PRP Status screen:

Parameter Description
PRP LAN A/B Status  LAN status (Not Configured/OK/Failure).

Transmit Count Port ~ Messages transmitted

A/B

Receive Count Port ~ Messages received.

A/B

Wrong Port Count Port Messages received at one port which was tagged for the other port.

A/B

Unique Entries Count  Unique messages received. During normal operation this counter should be
Port A/B continuously incrementing, since the port should not detect multiple instances of

the same message.

Multiple Entries Count Multiple messages received. This counter indicates that the port received multiple
Port A/B instances of the same message.

ProSoft Technology, Inc. Page 98 of 121



MVI56E-61850C # IEC 61850 Client Communication Module

Diagnostics and Troubleshooting

ControlLogix® Platform User Manual
Time Synch Status
The time synch status screen shows whether the module clock is synchronized by
another time source.
E ProSoft MVISEE-61830C Diagnostics Tool - X
Settings  Online  Help
Diagnostics ]Daiﬁ Monitor | Event Logger
= MVISEE-61850C
E| Backplane MVISEE-61850C > Time Synch > Status [Refresh Counter: 1]
© o Driver Status Clock Synchronized : Yes
IECB1850C Time Synch Source Protocol : CS8T
Communication Status
Configuration Settings
Goose Publish
|IED Config
IED Status
PlatformService
. PRP
System
: -~ Systemn Status
B~  TimeSynch
Connected to MVISBE-61850C at 192.168.18.101
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System Status

The System Status screen (System > System Status) shows the status of different
module operating registers such as the following:

LED status

Product information
Uptime

IP settings

Ethernet read/write counters

Settings  Online  Help

Diagnostics ]Daiﬁ Manitor | Event Logger

a ProSoft MVIS6E-61830C Diagnostics Tool

= MVIS6E-61850C

=] Backplane

B Diriver Status
IECE1850C
Communication Status
Configuration Settings
Goose Publish
IED Config
IED Status
PlatformService
.. PRP
Systemn
E| Time Synch
Status

MVISGE-61850C > System > System Status

ethernet :
RX Bytes
RX Packets
TX Bvtes
TX Packets

OK

CFG

LINK

PRP

Mode

Product Type
Product Name
Module Name
Product Version
MAC Address
Serial Number
Status

Days

hours

Minutes
Seconds
Network Mode
IP Rddress
Network Mask
Cateway

Connected to MVI36E-61850C at 192.168.12.101

: OK
-0
B
17
: 27

[Refresh Counter: 121]
: 2447801
: 35980
: 1656
: 20
: OFF
: OFF
: O
: OFF
: Run
: MVISGE
: MVISGE-61850C- (Betal)
: Ante? . pr]
:1.01.023
: 0D:0D:8D:06&6:56:C4
: 000DBD0&5EC4E
: STATIC

: 152 .168.18.101
: 255 .255.255.0
1192 .168.18.1
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8.2.3 Data Monitor

Overview

The Data Monitor feature allows you to monitor the configured data tag values as read
directly from the module. To do so, you create a tag view, which is a consolidated table
of tags that you select from all tags available for the IEDs on the network. You can
create multiple tag views, each of which can contain any combination of available tags.
The Data Monitor screen is divided into two sections: the Tag Views list (left pane) and a
list of tags (right pane).

The Tag Views list (left pane) is a list of tag views that you have created. When you
select a tag view from this list, its associated tags display in the list on the right.

The list of tags (right pane) shows the tags contained in the selected tag view. This list
can include both data objects and data attributes. You can expand a data object to view
its attributes.

ﬁ ProSoft MVISEE-61850C Diagnostics Tool - =
Settings  Online  Help

Diagnostics Data Monitor | Event Logger I

----- Tag Views

Tag | Tag Name Data Type Value

Add TagView |
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Create a Taqg View
1 Click ADD TAGVIEW.

Add TagView

Connected to MVI3GE-61850C at 192,168.18.101

2 Inthe Edit TagView Table window, enter a name for the tag view.

Edit TagView Table

TagView Name

| MyTagﬁ.-'iew|

The left pane of the Edit TagView Table window shows each IED on the IEC 61850

network.

Edit TagView Table

TagView Name

TagView Tags

=- C_onﬁgured Tags
(- IED 1: SEL700G
[ IED 2: GE_850_Feeder

TagMame

DataType

Cancel |

3 Expand an IED to see its configured tags that can be selected for data monitoring.
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4

Drag the tags that you wish to monitor from the left pane and drop them into the right
pane.

| Edit TagView Table

TagView Mame

MyTagView

TagView Tags

= C_onﬁgured Tags

(= IED 1: SEL700G

- SEL FO0OGSMET SMETXMMU 18MX $Toti émag$f

- SEL FO0GSMET SMETXMMXU 1$MX STotVAr Smag §F

- SEL FO0GEMET SMETXMMXU 18MX $Totv ASmagsf

- SEL FO0GSMET SMETXMMXU 18MX §TotPF $mag 6

.. SEL 700G EMET EMETXMMU 16MX §PPY éphsABScValsma
- SEL FOOGEMET SMETXMMU 18MX $PPY gphsBC Scvalsma
- SEL FOOGSMET SMETXMMXU 1$MX $PPY SphsCAScValsma
- SEL FO0GSPROSENXCER 185T $PosSstval

- SEL FO0GSPROSENNCER 185T8Possq

. BEL 700G EPROSEYXCBR 25T éPos éstval

- SEL FO0GSPROSBYXCER 285TPossq

- SEL FO0GSCONSRBGGI0185T$5PCS0018g

- SEL FO0GSCONSRBGGI01$5T$5PCS0028stVal

. BEL 700G ECONSRBGEI0 1$5T45PCS0024g

- SEL FO0GSCONSRBGGI0 1$5T$SPCS0038stval

- SEL FO0GSCONSREGGI0 185T$SPCS0038g

- SELFO0GSPROSPY IPIOC 185T $0psgeneral

- SEL FO0GEPROSPY IPIOC 185T$0pSt

. BEL 700G EPROERY 2PTOC 245T §0psgeneral

- SEL FO0GSPROSPY 2PTOC245T S0pSt

- SELFO0GSPROSPYAPIOC 385T $OpSgeneral

- SELFO0GSPROSPYAPIOC 385T $0pSt

- SELFO0GSPROSPYBPIOC445T $0psgeneral

. BEL 700G EPROSPHBPIOC 44T $0pS

- SEL FO0GSPROSPYCPIOC 585T $0psgeneral

- SELFO0GSPROSPYCPIOC 55T $0pSt

Taghame | DataType
SEL 700G SMET SMETXMMXL 18MX STotW Smagsf REAL
SEL700GSMET SMETXMMXLU 1SMX SPPV SphsABScVals...  REAL
SEL700GSMETSMETXMMEL 1SMX SPPV SphsBCScVals...  REAL
SEL7D0GSMET SMETXMMXLU 1SMX SPPVSphsCAScValS...  REAL
SEL700GSPROSBXXCBR 155TSPosSstval UBYTE
SEL700GSPROSBYXCBR 285TSPosSstval UBYTE
SEL700GSCONSRBGGIO 185T$SPCS0O018stval BOOL

OK | Cancel

5 Repeat steps 3 and 4 to select tags from other IEDs.
6 After you have selected all tags to be included in the tag view, click OK to close the

window.
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The new tag view appears in the left pane of the Data Monitor tab.
&1 ProSoft MVISEE-61850C Diagnostics Tool — >

Settings  Online  Help

Diagnostics Data Moniter | Event Logger I

= Tag Views
e MyTagView

7 Select the new tag view.

i Prosoft MVISEE-61350C Diagnostics Tool
Settings  Online  Help

Diagnostics Data Menitor | Event Logger

X

[=-Tag Views

Add TagView |

Tag |Tag Name Data Type Value

1 SEL700GSMETSMETXMMXU1SMXSTotWSmagSf REAL 67.980003
2 SELTO0GSMETSMETAMMAU1 SMAS TotVArSmagSf REAL 98.231003
3 SELTO0GSMETSMETAMMAU1 SMAS TotVASmagSf REAL 105.680000
4 SEL700GSMETSMETXMMXU1SMXSTotPFSmag S REAL 35.564999
5 SELTO0GSMETSMETXMMAEU1SMKSPPYSphsABScValSmag St REAL 212320007
B SELTO0GSMETSMETXMMAEU1SMHSPPYSphsBCScValSmagSt REAL 215119993
7 SEL700GSMETSMETXMMAEUTSMXSPPVSphsCAScValSmag S 216.229996
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8.2.4 Event Logger

The Event Logger tab of the ProSoft MVI56E-61850C Diagnostics Tool shows a list of
timestamped events, including the following:

e |ED connection and disconnection
e Module initialization

e Report subscription errors

a ProSoft MVI36E-61830C Diagnostics Tool - X
Settings  Online  Help
Diagnostics I Data Monitor  Event Logger l
ResourcelD | Date and Time | Driver Eventlievel | Message
Eth 2021-09-02 19:43:15.713 IEC61850C  ERROR ConfRev read error {report): dient 0'192, 168, 18, 70", element 1 'SEL700GCFG/LLMNOSBR SAlarmsSCon
Eth 2021-09-02 19:43:15.702 IEC61850C  ERROR Fail get type of var 'SEL700GCFG/LLNOSBR $AlarmsSConfRey', dient 0 to server 'SEL700G'(192. 168, 1
Eth 2021-09-02 19:43:15.070 IEC61850C  INFO Client 0 connected to server 'SEL700G'(192. 168, 18,70).
Eth 2021-09-02 19:43:09.070 IEC61B50C  WARNING  Client 1 connection to server 'GE_850_Feeder'(192. 168, 18.85) falled (6a18); retry every 5000 ms,
Eth 2021-09-02 19:43:09.069 IEC61850C  WARNING Client 0 connection to server 'SEL700G'(192. 163, 18. 70) falled (6a13); retry every 5000 ms.
Eth 2021-09-02 19:43:03.807 IECG1850C INFO Created Event Log. Success.
Eth 2021-08-30 13:56:14.563 IEC61850C INFO Created Event Log. Success.
< >
Refresh Log
Connected to MVI56E-61850C at 192.168.18.192
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8.3 Diagnostics Controller Tags

When you import the MVI56E-61850C program into Studio 5000 (see section 4.2.3), the
ProSoft MVI56E-61850C Configuration Manager generates controller tags related to

module diagnostics.

8.3.1 MVI56E61850C_Diagnostics
Open the Controller Tags editor to view the diagnostics tags.

ﬁ Logix Designer - Demo_20201206_7 [1756-L85E 32.11]*
Z FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

Rl 0l 6] y v|% % pul T e

DI el
i = RUN :

ST Z o O S (1) S (0 1 3

i oK Y] Path: <none> R EB e
R :
i m 1o Offline f. NoForces b NoEdits 2.

4 » Favorites” Add-On Alarms Bt Timer/Cout

Controller Organizer v I x . (OIS ECV SR E M NETLENIOE < Controller Tags - Demo_20201206_7(controller)  x _

b MVI56E61850C_Diagnostics.IED

b MVI56E61850C_Diagnostics.PRP

P MVI56E61850C_Diagnostics.General

P MVIS6E61850C_Diagnostics.Backplane

b L MainProgram

4 L MVI56E61850C_Program
& Parameters and Local Tags
B MainRoutine

Unscheduled

4 . Motion Groups P MVI56E61850C_Diagnostics.Project_Signature
Ungrouped Axes b MVI56E61850C_Diagnostics.Util

> Ml Alarm Manager > MVIS6EG1850C_MSG_Backplane

4 Assets

P MVI56E61850C_MSG_General
b MVIS6E61850C_MSG_IEC61850
b MVI56E61850C_MSG_IEDs
b MVIS6E61850C_MSG_PRP

4 .| Add-On Instructions
4 {7} AOI_MVI56E61850C_Diagnostics
< Parameters and Local Tags
@ Logic
= Prescan
4 {3} PlantPAx700G_AOI
< Parameters and Local Tags
B Logic
4 . Data Types
4 i User-Defined
1% MVIS6E61850C_Diagnostics_Backplane

1% MVIS6E61850C_Diagnostics_General Vv
< >

{5 Logical Organizer [N I 2

[ Search Results flWatch
fo’ &>

4 [» \ Monitor Tags £ Edit Tags /

0 Wamings || ©@ 27 Messages

Creating tag: 'MVISEE€1850C_MSG_IEDs'
Creating tag: 'MVISEEE1850C_MSG_PRP'
Import complete - 0 error(s), 0 warning(s)

Ready Communication Software: RSLinx Classic

Scope: | [3Demo_2020120 + | Show: Al Tags “[x %
4 Controller Demo_20201206_7 "
< Controller Tags Name =2/« " Pel
Controller Fault Handler 4 MVI56E61850C_Diagnostics S
Power-Up Handler b MVIS6E61850C_Diagnostics.Poll §
4 Wl sk b MVIS6E61850C_Diagnostics.JEC61850 2
4 ¥ MainTask

Expand MVI56E61850C_Diagnostics to view the following categories of tags:

MVI56E61850C_Diagnostics.Poll
MVI56E61850C_Diagnostics.IEC61850
MVI56E61850C_Diagnostics.IED
MVI56E61850C_Diagnostics.PRP
MVI56E61850C_Diagnostics.General
MVI56E61850C_Diagnostics.Backplane
MVI56E61850C_Diagnostics.Project_Signature
MVI56E61850C_Diagnostics.Util

The following section describes the data contained in these tags.
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8.3.2 Diagnostics Data Reference

MVI56E61850C Diagnostics.Poll

Name Data Description
Type
Auto Poll BOOL Enables the automatic polling of diagnostics data at the rate set in
B Auto_Poll_Interval.
Auto Poll Interval DINT The rate at which diagnostics data contained within Diagnostics.IEC61850
-7 will be refreshed. The minimum is 5000 ms.
Poll_Once BOOL Entering a value of 1 will cause a one-time refreshing of diagnostics data,

after which the value will automatically reset to 0.

MVI56E61850C Diagnostics.IEC61850

Name Data Description
Type
Active IED Connection Count USINT Number of IEDs connected with the module
IED Connection OK Counter UINT How many connections have been established
B - successfully
IED Connection Error Counter UINT Number of times an IED connection was
- - - terminated with the module
IEDs Conﬁgured Count USINT Number of Configured IEDs
IEDs Online Status ULINIT  The online status bitmap — bit O refers to IED
B B 0, bit1to IED 1, etc. If IED is connected, value
will be 1, if not then 0.
Online bitmap status 1=online, 0=offline
MMS_Read_Cmd_Request_Counter UINT Number of times the module issued a MMS
- - - - read command request
MMS_Read_Cmd_Response_OK_Counter UINT Number of times the module received an OK
- - - -7 response to a MMS
MMS_Read_Cmd_Response_Error_Counter ~ UINT Number of times the module received an error
- - - - - response to a MMS Read request.
MMS_Write_Cmd_Request_Counter UINT Number of times the module issued a MMS
- - - - write command request
MMS_Write_Cmd_Response_OK_Counter UINT Number of times the module received an OK
- - - - response to a MMS Write request.
MMS_Write_Cmd_Response_Error_Counter ~ UINT Number of times the module received an error
- - - - B response to a MMS Write request.
Report_Subscription_OK_Counter UINT Number of times the module subscribed to a
- - report
Report_Subscription_Error_Counter UINT Number of times the report subscription
- - - attempt failed
Report_Received_Counter UINT Number of times a report was received
GOOSE Received Counter UINT Number of times a GOOSE message was
- - received with data change
GOOSE Published Counter UINT Number of times module published a GOOSE
- - message with data change
Last IED In Error UINT IED number of the IED that sent the latest
- T T message response with error.
UINT Last error code associated with the latest error

Last_Error_Code

message received from an IED
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MVI56E61850C Diagnostics.IED

This data structure is an array of 40 IEDs that can be expanded to show information
about each device.

Name Data Description
Type
[IED#].Index.Code USINT IED Code (0-based)
[[ED#].Name STRING |ED Name
[IED#].IP_Address USINT[4] IED IP Address
[IED#].Status_Code USINT IED Status Code (-1 = Initialization, -2 =
Fault, 1 = OK)
[IED#].Connection_OK_Count UINT Number of times the connection was
established with the IED
[IED#].Connection_Error_Count UINT Number of times the connection was
terminated with the IED
[[ED#].MMS_Read_Cmd_Request_Counter UINT Number of times the module issued a

MMS read command request

[IED#].MMS_Read_Cmd_Response_OK_Counter ~ UINT Number of times the module received an
- - - - OK response to a MMS Read request

[|ED#]MMS Read Cmd Response Error Counter UINT Number of times the module received an
- - - - - error response to a MMS Read request.

[IED#].MMS_Read_Last_Error_Code SINT Error code associated with the last mms
N - - read error response received

[IED#].MMS_Write_Cmd_Request_Counter UINT Number of times the module issued a

MMS write command request

[IED#].MMS_Write_Cmd_Response_OK_Counter ~ UINT Number of times the module received an
- - - - OK response to a MMS Write request.

[IED#].MMS_Write_Cmd_Response_Error_Counter UINT Number of times the module_received an
error response to a MMS Write request.
[IED#].MMS_Write_Last_Error_Tag STRING Tag name which generated an error
- -7 - response from the IED
[IED#].MMS_Write_Last_Error_Code SINT Error code associated with the last error
- -7 - response from the IED
[|ED#]Report Subscription OK Counter UINT Number of times the module subscribed
N - to a report Read/Write
[IED#].Report_Subscription_Error_Counter UINT Number 01_‘ times the report subscription
attempt failed
[IED#].Report_Subscription_Last_Error STRING Report name of report control block that
- -7 failed the subscription operation
[IED#].Report_Subscription_Last_Error_Code SINT Error code associated with the last report
h - 0T subscription error
[IED#].Report_Received_Counter UINT Number of report messages received
[IED#].GOOSE_Received_Counter UINT Number of times a GOOSE message

was received with data change
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MVI56E61850C Diagnostics.PRP

Name Data Type Description

LAN A Status SINT LAN A Status Code (-1 = LAN A Failure, 0 = PRP Disabled,
o 1= LAN A OK)

LAN B Status SINT LAN B Status Code (-1 = LAN B Failure, 0 = PRP Disabled,
T 1= LAN B OK)

LAN A Fault Count UINT Number of times LAN A failure was detected

LAN B Fault Count UINT Number of times LAN B failure was detected

LAN_A TX_ Count UDINT Number of frames transmitted to LAN A

LAN B TX Count UDINT Number of frames transmitted to LAN B

LAN A RX Count UDINT Number of frames received from LAN A

LAN B RX_ Count UDINT Number of frames received from LAN B

LAN_A_Unique_Entry_Count UDINT Number of tagged frames received on LAN A but not
- - - received on LAN B

LAN_B_Unique_Entry_Count UDINT Number of tagged frames received on LAN B but not
T - - received on LAN A

Duplicate_Entry_Count UDINT Number of tagged frames received on LAN A and LAN B.

This number should increment during normal operation and
it is not an indication of error.

Reserved UDINT

MVI56E61850C Diagnostics.General

Name Data Type Description
Timestamp_Last_Startup LINT Date/Time of latest module initialization
Program_Scan_Count UINT Incremented upon the end of each module program
T cycle
State Code SINT Module state code (-1 Initialization, -2 =
- Configuration, 1 = Operation)
General_Configuration_Error_Code SINT Configuration Error Code (0 = No Error, <1 =

Configuration Error)

MVI56E61850C Diagnostics.Backplane

This data is related to communication between the ControlLogix processor and the
MVI56E-61850C module. “Class 1” refers to implicit messaging connections, while
“Class 3” refers to explicit messaging between the MVI56E-61850C Add-On Profile and
the module and also between the Diagnostics Add-On Instruction and the module.

Name Data  Description
Type
Class_1_Connection_Established_Count UINT  Number of times each implicit (Class 1)
connection is established
Class_1_Connection_Error_Count UINT  Number of implicit (Class 1) connections in

error

Class_3_Message_Request_Received_Count UINT  Number of times the module received a explicit
T - - - (class 3) message

Class_3_Message_Responses_OK_Count UINT  Number of times the module sent an explicit
T - - (class 3 response) OK
C|ass_g_Message_Responses_Error_Count UINT Number Of times the mOdule sent an eXp|iCit

(class 3 response) error
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MVI56E61850C Diagnostics.Project Signature

Project signatures ensure that the data in Studio 5000 Logix Designer is synchronized
with the data in the MVI56E-61850C module. The Synchronization_Status flag indicates
the synchronization status of the two project signatures.

Name Data Description
Type
Studio5000_Program SINT[36] Project signature associated with the Studio 5000 program.
N Configuration Manager automatically sets the values in this
array.
Module_Configuration SINT[36] Project signature associated with the module configuration
SINT If the Studio5000_Program signature is equal to the

Synchronization_Status ‘ ~Togr
Module_Configuration signature, the value of

Synchronization_Status will be 1. If they are not equal, the
value will be -1.

For more information on project signatures, see “Project Signature” on page 114.

MVI56E61850C Diagnostics. Util
The tags in the MVI56E61850C_Diagnostics.Util section are for internal processing use
only.
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8.4 Diagnostics in the MVI56E-61850C Add-On Profile

8.4.1 Module Info

The Module Info tab of the Module Properties dialog box displays information regarding
the current status of the MVIS6E-61850C module.

General Module Info
Connection
Module Inf
Identfication Statis
Time Sync
Ethemet Configuration Vendor: Prosoft Technology Major Fault: None
:’EFEPSNetwom Redundancy Minor Fault: None
tatus .
Verds Product Type: Communications Adapter Internal State: Run mode
Product Name: MVIS6E-61850C
Configured: No
Owned: No
Module Identity: Match
Revision: 1.001
Product Code: MVIS6E-61850C Protection Mode:  Imphict
Serial Number: 0001AEB4
Refresh ResetModule &
Status: Running Cancel Apply
< >
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8.4.2 IED Status

The IED Status tab of the Module Properties dialog box in the MVI56E-61850C Add-On
Profile lists all IEDs connected to the 61850 network and provides the status of each.
The IEDs will show as connected only when configured for MMS data communication
(report, control, or MMS read). If an IED is configured only for GOOSE, it will not show
as connected, since GOOSE does not require a TCP connection.

Note: The IED Status tab displays data only when Logix Designer is online with the Logix controller.

;g? Logix Designer - Demo_20210611_1 [1756-L81E 32.11]
| ﬂ Module Properties: Local:1 (MVIS6E-61850C 1.001) x

- General IED Status
L. Connection

L. Module Info

.- Time Sync

- Bthemet Configuration
i PRP Network Redundancy Number]l  IED Name IP Address | Status

- Vendor 1 GE_850_Feeder |192.168.18.85 |OK
2 SELT00G 192.168.18.70 | Faulted

8.4.3 PRP Diagnostics

When PRP redundant mode is enabled, as explained in “Enable Parallel Redundancy
Protocol (PRP)” on page 16, you can the monitor the status of LAN A (Ethernet port 1)
and LAN B (Ethernet port 2) on the PRP Network Redundancy tab of the Module
Properties dialog box.

Note: The PRP Network Redundancy tab displays data only when Logix Designer is online with the Logix

controller.
& Logix Designer - Demo_20210611_1 [1756-L81E 32.11]

I J Module Properties: Local:1 (MVIS6E-61850C 1.001) x
General PRP Network Redundancy
Connection
Module Info
Time Sync
Ethemet Configuration
PRP Network Redundancy LAN A Status: oK
IED Status
Vendor LAN B Status: Failure

Refresh
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8.4.4 Time Synchronization Diagnostics

Time Synchronization diagnostics are available on the Time Sync tab of the Module
Properties dialog box.

3 Module Properes: Locakt awvissesrssoc roon) < [

General Time Sync

Connection

;{lodulse ifo CIP Sync Time Synchronization: Enabled

ime Sync 26

Ethemet Configuration UTC System Time: 5/18/2021 4:36:19 AM

PRP Network Redundancy

IED Status Grandmaster Clock Local Clock

Vendor Description Synchronization Status:  Synchronized
User Name A Offset to Master. 0 ns
User Location: Backplane. Slave (Port 1)
Protocol Address:
Physical Address: v
Identity 5C8816FFFEFICEQ7 Identity FFFF01350001AEB4
Class: 187 Class: 187
Accuracy 48 Accuracy 49
Variance 65535 Variance 65535
Source Hand Set Source Oscillator
Priority 1 128 Priority 1 128
Priority 2: 128 Prioty 2 128

Status: Running Cancel A Help

Following are descriptions of the parameters on the Time Sync tab:

Parameter Description

CIP Sync Time Indicates if time synchronization is enabled or disabled on the device.
Synchronization

UTC System Time The current system time in Universal Coordinated Time (UCT). The time does not

include time zone or Daylight Savings Time offsets.

Grandmaster Clock

Description Displays information about the clock. The grandmaster clock is controlled by the
vendor of the grandmaster clock.
Identity Unique identifier for the clock. The format depends on the network protocol.

Ethernet network encodes the MAC address into the identifier while ControlNet
and DeviceNet networks encode the vendor ID and serial number into the
identifier.

Class A measure of the traceability of the clock to primary reference sources. This is
predefined by the hardware manufacturer. Values are defined from 0 through 255
with 0 as the best clock. Clocks with Class values below 128 may only be master
clocks.

Accuracy The expected absolute accuracy of the clock relative to the clock epoch of
January 1, 1970.

The accuracy is specified as a graduated scale starting at 25 nanoseconds (ns)
and ending at greater than 10 seconds or unknown.
The lower the accuracy value, the better the clock.
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Parameter Description
Variance The measure of the inherent stability properties of the clock. The value is
represented in offset scaled log units. The lower the variance, the better the clock.
Source The time source of the clock. The available values are Atomic clock, GPS, Radio,
PTP, HAND set, Other, and Oscillator.
Priority 1 / Priority 2 The relative priority of the clock to other clocks in the system. Values range from 0

to 255. The highest priority is 0. The default value for both settings is 128.

Local Clock

Synchronization Status Specifies whether the local clock is synchronized or not synchronized with the
grandmaster reference clock. A clock is synchronized if it has one port in the
slave state and is receiving updates from the time master.

Offset to Master The amount of deviation between the local clock and the grandmaster clock in
nanoseconds, updated every sync interval.

Backplane Current state of the backplane. Available values are Initializing, Faulty, Disabled,
Listening, PreMaster, Master, Passive, Uncalibration, Slave, and None.

Identity, Class, Definitions for these parameters are the same for the local clock and the

Accuracy, Variance, grandmaster clock. Refer to the descriptions above.

and Source

8.5 Project Signature

When you save and export a project from the ProSoft MVI56E-61850C Configuration
Manager software, the following associated files are assigned the same project
signature value in one of the XML data members:

Configuration File (.cfg)

MDDT File (.xml)

Studio 5000 Program Export (.L5X)

CID File (.CID)

You can use this signature to confirm that the files were generated from the same
project save/export operation.

Following is an example of the configuration file section that includes the project
signature value at the beginning of the file:
<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfig moduleName="SampleProject.prj" productName="MV156E-
61850C" DriverAutoRestart="Yes" ProjectSignature="55DB80D1-4891-4070-
BD9B-1A7D33054120">
Every time you edit and save or export a new project in the ProSoft MVI56E-61850C
Configuration Manager, a new project signature value is automatically generated.
One application of the project signature is to allow you to confirm whether the
configuration file exported to the Add-On Profile is consistent with the MVI56E-61850C
program imported into Studio 5000 (that is, both files are from the same project). If these
files are inconsistent, it might prevent data transfer between the ControlLogix processor
and the module.
The MVI56E-61850C Program file includes the following tags that allow you to confirm
whether the configuration file is consistent with Studio 5000:
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Name Data Description
Type
Studio5000_Program SINT[36] Project signature associated with the Studio 5000 program.
- Configuration Manager automatically sets the values in this
array.

SINT[36] Project signature associated with the module configuration

If the Studio5000_Program signature is equal to the
Module_Configuration signature, the value of
Synchronization_Status will be 1. If they are not equal, the
value will be -1.

In the following example, the configuration file and Studio 5000 Programs are consistent,
as evidenced by a Synchronization Status value of 1:

Module _Configuration
Synchronization_Status SINT

4 MVI56E61850C_Diagnostics.Project_Signature {...}
b MVI56E61850C_Diagnostics.Project_Signature.Studio5000_Program {...}
b MVI56E61850C_Diagnostics.Project_Signature.Module_Configuration £}
P MVI56E61850C_Diagnostics.Project_Signature.Synchronization_Status 1

If you reconfigure the module but forget to reimport the Studio 500 program, then the
Synchronization Status will be automatically updated as -1, indicating that the
configuration and the Studio 5000 program do not match.
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8.6 CIP Diagnostics Tags

Following are the CIP objects implemented by the CIP Diagnostics Add-On Instruction.

8.6.1 Identity

Class (hex) = 1, Instance (hex) = 1

Attribute (dec) Description Data Type Bytes
1 Vendor ID UINT 2
2 Device Type UINT 2
3 Product Code UINT 2
4 Fw Version Major USINT 1
4 Fw Version Minor USINT 1
5 Status UINT 2
Pad INT 2
6 Serial Number UDINT 4
7 Product Name (LEN) DINT 4
Product Name (DATA) SINT[82]
8.6.2 Module
Class (hex) = 4, Instance (hex) = 300
Attribute (dec) Description Data Type Bytes
0 All Data
1 Timestamp Last Startup LINT 8
2 Reserved UINT 2
3 Reserved SINT 1
4 Reserved SINT 1
Pad DINT 4
Total 16
8.6.3 PRP
Class (hex) = 4, Instance (hex) = 303
Attribute (dec) Description Data Type Bytes
0 All Data
1 LAN A Status SINT 1
2 LAN B Status SINT 1
3 LAN A Fault Count UDINT 2
4 LAN B Fault Count UDINT 2
Pad INT 2
5 LAN A Tx Count ULINT 4
6 LAN B Tx Count ULINT 4
7 LAN A Rx Count ULINT 4
8 LAN B Rx Count ULINT 4
9 LAN A Unique Entry Count ULINT 4
10 LAN B Unique Entry Count ULINT 4
11 LAN A Duplicate Entry Count ULINT 4
12 LAN B Duplicate Entry Count ULINT 4
Total 40
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8.6.4 Backplane

Class (hex) = 4
Instance (hex) = 310

Attribute (dec) Description Data Type Bytes
0 All Data
1 Class 1 Connection Established Count UINT 2
2 Class 1 Connection Error Count UINT 2
3 Class 3 Message Requests Received Count UINT 2
4 Class 3 Message Responses OK Count UINT 2
5 Class 3 Message Responses Error Count UINT 2
Pad INT 2
Total 12

8.6.5 IEC61850C, General

Class (hex) = 4
Instance (hex) = 320

Attribute (dec) Description Data Type Bytes
0 All Data
1 Active |IED Connection Count USINT 1
Pad SINT 1
2 IED Connection OK Count UINT 1
3 IED Connection Error Count UINT 2
4 IEDs Configured Count USINT 1
Pad SINT 1
5 IEDs Online Status (bitmap): 1=online, 0=offline ULINT 8
6 MMS Read Command Request Count UINT 2
7 MMS Read Command Response OK Count UINT 2
8 MMS Read Command Response Error Count UINT 2
9 MMS Write Command Request Count UINT 2
10 MMS Write Command Response OK Count UINT 2
11 MMS Write Command Response Error Count UINT 2
12 Report Subscription OK Count UINT 2
13 Report Subscription Error Count UINT 2
14 Report Received Count UINT 2
15 New GOOSE Received Count UINT 2
16 New GOOSE Published Count UINT 2
17 Last Error Received IED # (1-based) USINT 1
Total 40
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8.6.6 IEC61850C, IED Status

Class (hex) = 4
Instance (hex) = 321 to 348

Attribute (dec) Description Data Type Bytes
0 All Data
1 IED Index Code (1-based): =Instance-321h+1 USINT 1
Pad SINT x 3 3
2 IED Name (truncated to 14 characters) LEN DINT 4
IED Name (truncated to 14 characters) DATA SINT[82] 82
Pad INT 2
3 IP Address (IPv4, Network Byte Order) USINTI[4] 4
4 IED Status Code: -1=Init, -2=Fault, 1=OK SINT 1
Pad SINT 1
5 IED Connection OK Count UINT 2
6 IED Connection Error Count UINT 2
7 MMS Read Command Request Count UINT 2
8 MMS Read Command Response OK Count UINT 2
9 MMS Read Command Response Error Count UINT 2
10 MMS Read Last Error Code DINT 1
Pad SINT 1
11 MMS Write Command Request Count UINT 2
12 MMS Write Command Response OK Count UINT 2
13 MMS Write Command Response Error Count UINT 2
14 MMS Write Command Last Error Tag LEN DINT 4
MMS Write Command Last Error Tag DATA SINT[82] 82
15 MMS Write Last Error Code DINT 1
16 Report Subscription OK Count UINT 2
17 Report Subscription Error Count UINT 2
Pad INT 2
18 Report Subscription Last Error Rptld LEN DINT 4
Report Subscription Last Error Rptld DATA SINT[82] 82
19 Report Subscription Last Error Code DINT 1
20 Report Received Count UINT 2
21 New GOOSE Received Count UINT 2
Total 300
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9

9.1

Reference

Specifications

9.1.1 IEC 61850 Client

Supports up to 40 IEDs on the network with a maximum of 300 data attributes each
(max number of data attributes is determined by user-configured data types and size of

user-configured data points).

Specification

Description

ACSI Basic Conformance

SCSMs supported

SCSM: IEC 61850 8.1(MMS) used

ACSI Model Conformance

Reporting

Buffered Report Control Block (BRCB)
Unbuffered Report Control Block (URCB)

GOOSE

entrylD, DataReflnc

Control

Direct-with-Normal-Security
SBO-with-Normal-Security
Direct-with-Enhanced-Security
SBO-with-Enhanced-Security

Logical Nodes

IEC 61850 Logical Nodes, including Logical Nodes for Hydro Power
Plants and Logical Nodes for Wind Power Plants

Configurable Parameters

MMS Command Delay

Status Data

Status available per node
Report and GOOSE status available
High-level status data available within Studio 5000

9.1.2 Hardware Specifications

Specification

Description

Backplane Current Load

14A@5.1VDC

Operating Temperature

-25°C to 60 °C (Series C Chassis)

IEC 60068-2-1 (Test Ad, Operating Cold) -25°C to 50 °C (Series B Chassis)
IEC 60068-2-2 (Test Bd, Operating Dry Heat)
IEC 60068-2-14 (Test Nb, Operating Thermal Shock)

Temperature, non-operating

-40°C to 85°C (-40°F to 185°F)

IEC 60068-2-1 (Test Ab, Unpackaged Cold)
IEC 60068-2-2 (Test Bb, Unpackaged Dry Heat)
IEC 60068-2-14 (Test Na, Unpackaged Thermal Shock)

Relative Humidity

5 to 95% noncondensing

IEC 60068-2-30 (Test Db, Unpackaged Damp Heat)

Vibration

2g @ 10 to 500 Hz

IEC 60068-2-6 (Test Fc, Operating)

Shock, operating 309

IEC 60068-2-27 (Test Ea, Unpackaged Shock)

Shock, non-operating 309

IEC 60068-2-27 (Test Ea, Unpackaged Shock)

Emissions IEC 61000-6-4

ESD immunity 4 kV contact discharges

IEC 61000-4-2 8 kV air discharges

Radiated RF immunity 10V/m with 1 kHz sine-wave 80% AM from 80
IEC 61000-4-3 to 2000 MHz

10V/m with 1 kHz sine-wave 80% AM from
2000 to 2700 MHz
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Specification

Description

EFT/B immunity

+/- 2 kV at 5 kHz on Ethernet ports

IEC 61000-4-4

Surge transient immunity +/- 2 kV line-earth (CM) on Ethernet ports
IEC 61000-4-5

Conducted RF immunity 10V rms with 1 kHz sine-wave 80% AM from
IEC 61000-4-6 150 kHz to 80 MHz

Ethernet Ports (E1, E2)

(2) 10/100/1000 Base-T half duplex RJ45
Connector Link and Activity LED indicators

Dimensions

Standard 1756 Single-slot module
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10 Support, Service & Warranty

10.1

Contacting Technical Support

ProSoft Technology, Inc. is committed to providing the most efficient and effective
support possible. Before calling, please gather the following information to assist in

expediting this process:
e Product Version Number

e System architecture
o Network details

If the issue is hardware related, we will also need information regarding:

LED patterns

Module configuration and associated ladder files, if any
Module operation and any unusual behavior
Configuration/Debug status information

Details about the interfaced serial, Ethernet or Fieldbus devices

Note: For technical support calls within the United States, ProSoft Technology's 24/7 after-hours phone
support is available for urgent plant-down issues.

North America (Corporate Location)

Europe / Middle East / Africa Regional Office

Phone: +1.661.716.5100
info@prosoft-technology.com
Languages spoken: English, Spanish
REGIONAL TECH SUPPORT
support@prosoft-technology.com

Phone: +33.(0)5.34.36.87.20
france@prosoft-technology.com
Languages spoken: French, English
REGIONAL TECH SUPPORT
support.emea@prosoft-technology.com

Latin America Regional Office

Asia Pacific Regional Office

Phone: +52.222.264.1814
latinam@prosoft-technology.com
Languages spoken: Spanish, English
REGIONAL TECH SUPPORT
support.la@prosoft-technology.com

Phone: +60.3.2247.1898
asiapc@prosoft-technology.com

Languages spoken: Bahasa, Chinese, English,
Japanese, Korean

REGIONAL TECH SUPPORT
support.ap@prosoft-technology.com

For additional ProSoft Technology contacts in your area, please visit:
www. prosoft-technology.com/About-Us/Contact-Us.

10.2 Warranty Information

For complete details regarding ProSoft Technology’s TERMS & CONDITIONS OF
SALE, WARRANTY, SUPPORT, SERVICE AND RETURN MATERIAL
AUTHORIZATION INSTRUCTIONS, please see the documents at:

www.prosoft-technology/legal
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