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1. PREFACE

1.1. INTRODUCTION TO THE CONTROLNET ROUTER
(ENHANCED)

This manual describes the installation, operation, and diagnostics of the Aparian ControlNet
Router (Enhanced). The ControlNet Router (Enhanced) is defined as the ControlNet Router
with firmware revision 1.001.010 (or later) being used with Slate v1.057 (or later).

The ControlNet Router, (hereafter referred to as the module) provides intelligent data routing
between either EtherNet/IP or Modbus TCP/RTU and a ControlNet network. This allows the
user to integrate ControlNet devices into a EtherNet/IP based Rockwell Logix platform (e.g.,
ControllLogix or CompactLogix) or any Modbus Master or Slave device with minimal effort.

The ControlNet Router also provides intelligent data routing between ControlNet and
Ethernet PCCC (CSP). This will allow the user to connect new PanelView Plus devices (with no
ControlNet interface) to existing ControlNet networks.

The ControlNet Mode can be configured to be either of the following two interface modes:

Target

A Logix controller can own the ControlNet Router over ControlNet using a scheduled
ControlNet connection when the ControlNet Router is operating as a ControlNet
target. This will allow the ControlNet Router to exchange data with the Logix controller
using the input and output assembly of the scheduled ControlNet connection. Data
from EtherNet/IP or Modbus TCP devices can be mapped to the Logix controller over
ControlNet.

Bridge

When the ControlNet Router is operating in Bridge Mode, it will allow the user to add,
configure, and parameterize ControlNet IO via the ControlNet Add-on Profile (AOP) in
Logix. ControlNet devices can be added under the A-CNR AOP which will operate as a
ControlNet bridge. In this mode the ControlNet Router will operate as a ControlNet
originator and Keeper, but the ControlNet network will be dynamically Scheduled as
ControlNet Connections are established.

In Bridge Mode, the ControlNet Router will automatically become an EtherNet/IP
Target, allowing a newer Logix Controller, to own ControlNet 10 via the ControlNet
Router in the Studio5000 environment. This will allow for Rack Optimized connections
in Logix. A maximum of 30 scheduled connections can be used in bridge mode (where
rack optimized adapters will only use one connection for all devices in the local rack
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that support Rack Optimization).

The user will also be able to parameterize ControlNet devices (e.g., PowerFlex drive)
from the Logix environment using the ControlNet device AOP.

Originator
As a ControlNet originator, the module can use one of two methods to read and write
data to and from ControlNet 10:

° Scheduled ControlNet

The ControlNet Router can be configured to own ControlNet 10 by using the Slate
software to configure the |10 connections and schedule the ControlNet network.

Each ControlNet Router (when hardware scheduled) can own up to 10 ControlNet
devices with up to 500 bytes of input data per connection and a total maximum of
205 to 277 bytes of output data (depending on the number of connections used).
See the ControlNet Originator section for more details regarding the ControlNet
originator connection sizes.

Each ControlNet Router (when software scheduled) can own up to 30 ControlNet
devices with up to 500 bytes of input and output data per connection.

Multiple ControlNet Routers can exist on the same ControlNet network with the
Slate software having the ability to schedule all of the ControlNet Routers on the
network with originator 10 connections and downloading the ControlNet Keeper
configuration into one of the ControlNet Routers. Data from the ControlNet |10 (via
the 10 input and output assemblies) can be exchanged with any of the Ethernet
mode interfaces (e.g. EtherNet/IP Target or Modbus TCP Slave).

. ControlNet Explicit Messaging

This allows the ControlNet Router to exchange data with up to 10 ControlNet
devices using explicit messaging over ControlNet. The module can Get or Set
data in the remote ControlNet devices with Custom Class, Instance, Attribute
values.

The Ethernet Mode can be configure to be any of the following five interface modes:

PCCC Client

The support for Ethernet PCCC (CSP) allows the module to emulate a PLC5 or SLC
providing a legacy interface for PanelViews and other devices over scheduled
ControlNet. This will allow an Ethernet-only PanelView to exchange data with a Logix
controller using an existing ControlNet connection.
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EtherNet/IP Target

A Logix controller can own the ControlNet Router over EtherNet/IP using a class 1
connection when the ControlNet Router is operating as a EtherNet/IP Target. This will
allow the ControlNet Router to exchange data with the Logix controller using the input
and output assembly of the EtherNet/IP Class 1 connection. Data from ControlNet
devices (when operating as a ControlNet Originator) or Controllers on ControlNet
(when operating as a ControlNet Target) can be mapped to the Logix controller over
EtherNet/IP.

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use one of three methods to read and
write data to and from the EtherNet/IP network:

° EtherNet/IP Class 1 Connection

The ControlNet Router can be configured to own EtherNet/IP 10 by using the
Slate software to configure the Class 1 connections. Each ControlNet Router
can own up to 16 EtherNet/IP devices. Data from the EtherNet/IP IO (via the
input and output assemblies) can be exchanged with the ControlNet network
(when operating as either a ControlNet Target or Originator).

° EtherNet/IP Explicit Messaging

This allows the ControlNet Router to exchange data with up to 10 EtherNet/IP
devices using explicit messaging over EtherNet/IP. The module can use either
Class 3, Unconnected Messaging (UCMM), or Logix Tag to Get and Set data in
the remote EtherNet/IP devices with configurable Class, Instance, Attribute
values (when using UCMM or Class 3). Logix Tag messages are used to
exchange data with a Logix controller by directly writing to or reading from
Logix tags. The user can browse to the Logix controller (using the Slate Target
Browser) as well as browse the Logix Controller Tag list (using the Slate Tag
Browser) to select the desired destination Tag.

Modbus TCP Master

The data from either ControlNet IO (when operating as a ControlNet originator) or
ControlNet input and output assemblies (when operating as a ControlNet Target) will
be written to, or read from, the module’s internal Modbus Registers. The Modbus
Auxiliary Map can then be used to configure the Modbus data exchange between
multiple remote Modbus Slave devices and the module’s internal Modbus registers.
The Modbus communication utilizes Modbus TCP.

Modbus TCP Slave

The data from either ControlNet 10 (when operating as a ControlNet originator) or
ControlNet input and output assemblies (when operating as a ControlNet Target) will
be written to, or read from, the module’s internal Modbus Registers using the internal
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mapping functions. These Modbus registers can be accessed by a remote Modbus
Master using Modbus TCP.

The ControlNet Router uses an internal mapping strategy allowing the user to map any data
from any supported interface to any other supported interface. Slate provides an online
import tool for existing Logix controllers with 10 connections to assist with the setup and
configure of originator connections (EtherNet/IP or ControlNet).

The ControlNet Router can also be used to go online and program a Logix controller over
ControlNet using an Ethernet connection from the local PC.

The module provides a range of statistics on Ethernet and ControlNet to assist with fault
finding. A built-in webserver provides detailed diagnostics of system configuration and
operation, including the display of ControlNet operation and communication statistics,
without the need for any additional software.

The ControlNet Router is configured using the Aparian Slate application. This program can be
downloaded from www.aparian.com free of charge.
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1.2. FEATURES

- The module has the following ControlNet operating modes:

o ControlNet Target, where the ControlNet Router can be owned by a controller
over scheduled ControlNet.

o ControlNet Bridge, where the A-CNR owns ControlNet |0 over a scheduled
ControlNet connection, by using the A-CNR Add-on Profile (AOP) in Logix. The
ControlNet 10 will be added and configured in Logix while the ControlNet
Router will dynamically schedule the ControlNet network as connections are
established. This will allow for Rack Optimized connections in Logix.

o ControlNet Originator, where the ControlNet Router owns ControlNet |10 over
a scheduled ControlNet connection.

- The module has the following Ethernet operating modes:

o PCCC Client, allowing the ControlNet Router to emulate a PLC5 or SLC to
exchange data with Ethernet-only PanelViews.

o EtherNet/IP Target, where the ControlNet Router can be owned by a
controller via a Class 1 EtherNet/IP connection.

o EtherNet/IP Originator, where the ControlNet Router owns EtherNet/IP 10
using a Class 1 EtherNet/IP connection.

o Modbus TCP Master, where the ControlNet Router module can exchange data
with Modbus TCP Slaves.

o Modbus TCP Slave, where the ControlNet Router module can exchange data
with a Modbus TCP Master.

- The ControlNet network can be scheduled using the Slate software environment.
- ControlNet Router can operate as ControlNet Keeper.

- Support for PLC5 10 (via the 1771-ACNR15 ControlNet adapter) when operating in
Bridge Mode.

- Multiple ControlNet Routers can own ControlNet 10 on the ControlNet network.
- Supports Redundant ControlNet.

- Supports Promiscuous Capture mode allowing the ControlNet Router to capture all
traffic on the ControlNet network.

- Supports unscheduled ControlNet allowing Logix programming over ControlNet.
- Dual Ethernet ports which supports Device-Level-Ring (DLR).
- Network Time Protocol (NTP) supported for external time synchronization.

- ControlNet, EtherNet/IP, and Modbus Statistics and packet captures providing
diagnostic data for fault finding.

- Built-in webserver providing (read-only) diagnostics.

- Small form factor — DIN rail mounted.
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1.3. ARCHITECTURE

Various architectures can be supported by the ControlNet Router for interfacing various
Ethernet protocols to ControlNet.

1.3.1. ETHERNET-ONLY PANELVIEW INTERFACE

When set to PCCC Client Mode, the ControlNet Router provides an interface between modern
Rockwell Automation PanelView Plus HMlIs (without any ControlNet interface) and existing
ControlNet networks using either Unscheduled or Scheduled ControlNet.

When using unscheduled ControlNet, the ControlNet Router can be used as a drop-in
replacement for existing legacy PanelView HMI’s by simply changing the RSLinx path.

When using scheduled ControlNet, the ControlNet Router can be configured to allow for up
to 400 bytes of input data and 400 bytes of output data to be exchanged with the Logix
Controller. The ControlNet Router will emulate a PLC5 controller which is used by the
PanelView HMI to map PLC5 Files (e.g. N7 or F8) to the Logix input and output assembly over
scheduled ControlNet. The consumed (ControlNet) data can be mapped to a PLC5 type
address file, N9 and F10, and then read by an Ethernet device e.g. a PanelView. Similarly, the
produced (ControlNet) data can also be mapped to a PLC5 type address file, N7 and F8, to
which an Ethernet device could write.

oo

b 225 | PanelView™
o Plus
: oes

-, (Ethernet)
Bnﬂ

PanelView™
(ControlNet)

Aparian
ControlNet
Router

ControlNet

ControlNet

]

- o

ControlLogix® ControlLogix®

Figure 1.1 — Typical Setup for PanelViews
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FactoryTalk®
View SE

PanelView™ PanelView™

Plus Plus
EtherNet/IP
Aparian
ControlNet
Router
ControlNet

® ®
ControlLogix® CaontrolLogix®

Figure 1.2. - Example of a typical network setup in PLC Emulation mode

H
D
L ]
PLC5 SLC500
Ethernet (PCCC)
Aparian
ControlNet
Router
ControlNet
® ®
ControlLogix® ControlLogix®

Figure 1.3. - Example of a PLC5/SLC500 Messaging in PLC Emulation mode
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1.3.2. ETHERNET/IP TARGET TO CONTROLNET IO (SCHEDULED CONTROLNET)

When ControlNet Router is configured as a EtherNet/IP Target and ControlNet Originator, a
controller (e.g. Logix Controller) can own the ControlNet Router via EtherNet/IP Class 1 while
the ControlNet Router, in turn, owns ControlNet 10 using Scheduled ControlNet.

The data from the controller (e.g., Logix Controller) can be exchanged with the ControlNet
Router using the EtherNet/IP Class 1 input and output assembly. This data, in turn, can be
mapped to any of the configured Scheduled ControlNet 10 input and output assemblies being
owned by the ControlNet Router.

The ControlNet Router can also exchange data with ControlNet devices using the Explicit
Messaging Map. A CIP message with specific service, class, instance, and attribute can be
configured to execute at a configured rate with the data being stored in the internal data
space (IDS).

=L
III
\,
ControlLogix®
EtherNet/IP
Aparian
ControlNet
Router
ControlNet

Flex-10® (1794)

ControlLogix® 10

PowerFlex® Drive

Figure 1.4 — Typical Setup for EtherNet/IP Target to ControlNet 10

1.3.3. MobBuUS TCP SLAVE TO CONTROLNET IO (SCHEDULED CONTROLNET)

When ControlNet Router is configured as a Modbus TCP Slave and ControlNet Originator,
Modbus TCP Master and read and write data to the ControlNet Router internal Modbus
Registers while the ControlNet Router owns ControlNet |10 using Scheduled ControlNet.
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The data from the Modbus TCP Master can be mapped to any of the configured Scheduled
ControlNet 10 input and output assemblies being owned by the ControlNet Router.

Modbus Master

Modbus TCP

Aparian
ControlNet
Router

ControlNet

L
¥

Flex-10® (1794)

&

PowerFlex® Drive

Figure 1.5 — Typical Setup for Modbus TCP Slave to ControlNet IO

1.3.4. CONTROLNET TARGET (SCHEDULED) TO ETHERNET/IP IO (CLASS 1)

When ControlNet Router is configured as a ControlNet Target and EtherNet/IP Originator, a
controller (e.g. Logix Controller) can own the ControlNet Router via Scheduled ControlNet
(e.g. via 1756-CNB/R) while the ControlNet Router owns EtherNet/IP |0 using a class 1
connection.

The data from the controller (e.g., Logix Controller) can be exchanged with the ControlNet
Router using the Scheduled ControlNet input and output assembly. This data, in turn, can be
mapped to any of the configured Class 1 EtherNet/IP 10 input and output assemblies being
owned by the ControlNet Router.

The ControlNet Router can also exchange data with EtherNet/IP devices using the Explicit
Messaging Map. A CIP message with specific service, class, instance, and attribute can be
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configured to execute at a configured rate with the data being stored in the internal data
space (IDS).

e
|
|
\
ControlLogix®
ControlNet
Aparian
ControlNet
Router
EtherNet/IP

Flex-10® (1794) |

) ControlLogix® 10
PowerFlex® Drive

Figure 1.6 — Typical Setup for ControlNet Target to EtherNet/IP IO

1.3.5. CONTROLNET TARGET (SCHEDULED) TO M0ODBUS TCP SLAVES

When ControlNet Router is configured as a ControlNet Target and Modbus TCP Master, a
controller (e.g. Logix Controller) can own the ControlNet Router via Scheduled ControlNet
(e.g. via 1756-CNB/R) while the ControlNet Router exchanges data with multiple Modbus TCP
Slaves.

The data from the controller (e.g., Logix Controller) can be exchanged with the ControlNet
Router using the Scheduled ControlNet input and output assembly. This data, in turn, can be
mapped to any of the Modbus TCP Slaves being written to or read from by the ControlNet
Router.
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ControlLogix®

ControlNet

Aparian
ControlNet
Router

Modbus TCP

Modbus Slave Modbus Slave

Figure 1.7 — Typical Setup for ControlNet Target to Modbus TCP Slaves

1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource

Link

Slate Installation

http://www.aparian.com/software/slate

ControlNet Router User Manual
ControlNet Router Datasheet

Example Code & UDTs

http://www.aparian.com/products/controlnetrouter

Ethernet wiring standard

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/installation/gui
de/cde205 220 420 hig/Connectors.html

CIP Routing

The CIP Networks Library, Volume 1, Appendix C:Data Management

ControlNet

http://www.odva.org

ControlNet Cabling

ControlNet Coax Media Planning and Installation Guide

https://literature.rockwellautomation.com/idc/groups/literature/documents/in/c
net-in002 -en-p.pdf

Table 1.1. - Additional Information
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1.5. SUPPORT

Technical support is provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.
For additional support the user can use either of the following:

Resource Link
Contact Us web link https://www.prosoft-technology.com/Services-Support/Customer-Support
Support email support@prosoft-technology.com

Table 1.2. — Support Details
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Installation

2. INSTALLATION

2.1. MODULE LAYOUT

The module has one 3-way power connector at the bottom of the enclosure as shown in the
figure below.

ControlNet A

ControlNet B

Ethernet A

Ethernet B

Figure 2.1. — ControlNet Router side and front view

There are two ControlNet BNC connectors in the front of the module for redundant
ControlNet. There are two Ethernet RJ45 connectors on the front angle of the module which
is used for the Ethernet connection. The Ethernet cable must be wired according to industry
standards which can be found in the additional information section of this document.

The module provides six diagnostic LEDs on the front of the module. These LEDs are used to
provide information regarding the module system operation, the Ethernet interface, and the
ControlNet interface.
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Switches

DIP

et

Figure 2.2 — ControlNet Router top view

The module provides four DIP switches at the top of the enclosure as shown in the top view
figure above.

DIP Switch Description

DIP Switch 1 Used to force the module into “Safe Mode”. When in “Safe Mode” the module will not
load the application firmware and will wait for new firmware to be downloaded. This
should only be used in the rare occasion when a firmware update was interrupted at
a critical stage.

DIP Switch 2 This will force the module into DHCP mode which is useful when the user has forgotten
the IP address of the module.

DIP Switch 3 This DIP Switch is used to lock the configuration from being overwritten by the Slate.
When set Slate will not be able to download to the module.

DIP Switch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP address to
192.168.1.100 and network mask 255.255.255.0. The user can then switch the DIP
switch off and assign the module a static IP address if needed.

Table 2.1. - DIP Switch Settings

2.2. MODULE MOUNTING
ﬁ NOTE: This module is an open-type device and is meant to be installed in an
enclosure suitable for the environment such that the equipment is only accessible

with the use of a tool.

The module provides a DIN rail clip to mount onto a 35mm DIN rail.
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- —
75%
1004 -
15 T
RO8 /
ROB R1.2
7 _l
=l e 1004
Sezione A / Section A R12
I 2,2 min. fino o/ To 2,5 max
e —

24+02

Sezione A / Section A

Figure 2.3 - DIN rail specification

The DIN rail clip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flat screwdriver to pull the clip downward. This will enable the user to mount
the module onto the DIN rail. Once the module is mounted onto the DIN rail the clip must be
pushed upwards to lock the module onto the DIN rail.

ControlNet A

ControlNet B

Ethernet A

Ethernet B

Figure 2.4 - DIN rail mouting
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2.3. POWER

A 3-way power connector is used to connect Power+, Power— (GND), and earth. The module
requires an input voltage of 10 — 36Vdc. Refer to the technical specifications section in this

document.

O

+

S

S

Figure 2.5 - Power connector

2.4. CONTROLNET

ControlNet uses a coax media system. The ControlNet connectors should be wired according
to industry standards. Refer to the additional information section in this document for further

details.

2.5. ETHERNET PORT

The Ethernet connector should be wired according to industry standards. Refer to the
additional information section in this document for further details.
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3. SETUP

3.1. INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian

Slate device configuration environment.

http://www.aparian.com/software/slate.

Fle Device Tools Window Help
I~ I I N e A

This software can be downloaded from

=10l x|

Figure 3.1. - Aparian Slate Environment

3.2. NETWORK PARAMETERS

The module will have DHCP (Dynamic Host Configuration Protocol) enabled as factory default.
Thus, a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, etc.). There are a number of DHCP utilities available,
however it is recommended that the DHCP server in Slate be used. Within the Slate
environment, the DHCP server can be found under the Tools menu.

File Device
it o WX

Tools | Window Help

£

Target Browser i

|4

DHCP Server |

 fowIH

Event Viewer
DeviceFlash
DF1 Packet Capture Viewer

Application Settings

Figure 3.2. - Selecting DHCP Server

Once opened, the DHCP server will listen on all available network adapters for DHCP requests
and display their corresponding MAC addresses.
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DHCP Server ==l
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:1F:FAED Aparian | 2 | 1 | ‘ | Assian | ‘ Discover

Figure 3.3. - DHCP Server

NOTE: If the DHCP requests are not displayed in the DHCP Server it may be due
@ to the local PC’s firewall. During installation the necessary firewall rules are
automatically created for the Windows firewall. Another possibility is that

another DHCP Server is operational on the network and it has assigned the IP
address.

To assign an IP address, click on the corresponding “Assign” button. The IP Address
Assignment window will open.

DHCP Serve EEE
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00-60-35-1F-FA-ED Aparian | 5 | 1 ] |CAssian_|| Discover
IP Address Recent
| 192 . 168 . 1. 180 | 192.168.1.130
192.168.1.150
192.168.1.152
Enable Static {Disable DHCP) 192.168.1.250
192.168.1.151
192.168.1.155

[ ok | | cancel |

Figure 3.4. - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address can be
selected by clicking on an item in the Recent List. If the “Enable Static” checkbox is checked,

then the IP address will be set to static after the IP assignment, thereby disabling future DHCP
requests.

Once the IP address window has been accepted, the DHCP server will automatically assign the
IP address to the module and then read the Identity object Product name from the device.
The successful assignment of the IP address by the device is indicated by the green
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background of the associated row.

-lalx
MAC Address Vendor Requests | Elapsed | Assigned IP Assign Status Identity
00:60:35:21:AB:2C Aparian 262 6 1 192.168.1.180 Assign I Set Static ControlNet Router

Figure 3.5. - Successful IP address assignment

It is possible to force the module back into DHCP mode by powering up the device with DIP
switch 2 set to the On position. A new IP address can then be assigned by repeating the
previous steps.

NOTE: It is important to return DIP switch 2 back to Off position, to avoid the
module returning to a DHCP mode after the power is cycled again.

If the module’s DIP switch 2 is in the On position during the address assignment, the user will
be warned by the following message.

S Slate DHCP Server - o] x|
A The module's 'Force DHCP' DIP Switch is set on.
If the module were to be powered-down, it would revert to DHCP and the IP address discarded.

Figure 3.6. - Force DHCP warning

In addition to the setting the IP address, a number of other network parameters can be set
during the DHCP process. These settings can be viewed and edited in Slate’s Application
Settings, in the DHCP Server tab. Once the DHCP process has been completed, the network
settings can be set using the Ethernet Port Configuration via the Target Browser. The Target
Browser can be accessed under the Tools menu.

Fle Device | Tools | Window Help
i m WM |& Target Browser |i

DHCP Server

Event Viewer

DeviceFlash

DF1 Packet Capture Viewer

Application Settings

Figure 3.7. - Selecting the Target Browser
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The Target Browser automatically scans the Ethernet network for EtherNet/IP devices.

Target Browser E@

+¥ C’) Daone

--------- ﬁ 192.168.1.25 : PMEPXMO0100 .
--------- ﬂ 192.168.1.202 : HDLC Router

--------- ﬁ 192.168.1.26 : PMEPXM0100

o
--------- ﬂ 192.168.1.212 : DNP3 Router

--------- ﬂ 192.168.1.203 : HDLC Router

--------- ﬂ 192.168.1.154 : IP Point HART In
--------- ﬂ 192.168.1.158 : IP Point HART Out
--------- ﬂ 192.168.1.235: Time Sync

--------- ﬁ 192.168.1.155 : PLX51-HART-40
--------- ﬁ 192.168.1.175 : PLX51-PEM

--------- ﬂ 192.168.1.231 : DNP3 Router

--------- ﬁ 192.168.1.143 : PMEPXMO100 v

Figure 3.8. - Target Browser

Right-clicking on a device, reveals the context menu, including the Port Configuration option.

Target Browser

%O

--------- ﬁ 192.168.1.25 : PMEPXMO100

(- ﬂ 192.168.1.188 : ControlNet Router

--------- ﬁ 192.168.1.26 : PMEPXMO1 Select
Scan

Add Child Node
""""" ﬂ 192.168.1.212: DNP3 Rou Proper‘ties

......... ﬂ 192.168.1.203 - HOLC Rou Port Conﬁguration
ﬁ Reset Module »

--------- ﬂ 192.168.1.202 : HDLC Rou

192.168.1.175 : PLX51-PBN

Figure 3.9. - Selecting Port Configuration

All the relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.
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Port Configuration |Interface Statistics | Media Statistics ‘

Network Configuration Type Port 1 Port 2
() Dynamic Method  |DHCP Negotiation Negatiation
(!:' Static ‘Auto W | |Aut0 v |
Static Configuration Port S Port S
IP Address [ 192 . 8 . 1 . 18 | 100
Subnet Mask | 285 . 255 . 255 0 | Duplex Duplex
Default Gateway | 0 7 0 0 | Half Duplex Full Duplex
Primary NS | L LU o o | General
Secondary NS
[ o 0 - 0 0| MAC Address | 00:60351FA%CB
Domain Name | |
Host Name | | TCP Inactivity Timeout (s)
| ok | | Refresh | | cancel |

Figure 3.10. - Port Configuration

Alternatively, these parameters can be modified using Rockwell Automation’s RSLinx
software.

3.3. CREATING A NEW PROJECT

Before the user can configure the module, a new Slate project must be created. Under the
File menu, select New.

Fle | Device Tools Window Help

o New
m Open
Close

Save
Save As

Recent

Exit

Figure 3.11. - Creating a new project

A Slate project will be created, showing the Project Explorer tree view. To save the project
use the Save option under the File menu. A new device can now be added by selecting Add
option under the Device menu.
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5 Aparian-Slate

File | Device | Tools Wi

o o Y
...... 8| € Export
i Cut

ol Copy
21 Paste

K Delete

Figure 3.12. - Adding a new device

In the Add New Device window select the ControlNet Router, and click the Ok button.

Add New Device X

Select Device Type

Image Device Name - Description ~
ﬂ CANOpen Router CANOpen Communication Module
ﬂ Cell Connect Cellular Text and Data Transfer Module
e
ﬂ DeviceNet Router DeviceNet to AB-Ethernet PCCC Module
ﬂ DF1 Router DF1 to Logix Communication Module
ﬂ DH485 Router DH485 to Logix Communication Module
ﬂ DHCP Manager Managed DHCP Module
v
[ ok ]| | cance |

Figure 3.13 — Selecting a new ControlNet Router

The software will provide the user with the option to select either the Legacy or Enhanced
ControlNet Router. The ControlNet Router Enhanced must be selected.
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Device Selection X

Select Variant

(O ControlNet Router Legacy (<=1.001.009)

@ ControlNet Router Enhanced (>=1.001.010)

o

Figure 3.14 — Selecting a Legacy or Enhanced ControlNet Router

The device will appear in the Project Explorer tree as shown below, and its configuration
window opened. The device configuration window can be reopened by either double clicking

the module in the Project Explorer tree or right clicking the module and selecting
Configuration.

CNRO1 - Configuration E@

General ControlNet Bridge ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Instance

Instance Name ‘CNRD1 |
Description ‘ |
IP Address ‘ 0 . 0o o . 0 Major Revision
Operational Mode
Main Mode Operational v 0 0 0 0
ControlNet Mode Target ~
Ethernet Mode EtherNet/IP Target ~

Ok Apply Cancel Help

Figure 3.15 - ControlNet Router configuration

3.4. GENERAL PARAMETERS

The ControlNet parameters will be configured by Slate. When downloading this configuration

into the module it will be saved in non-volatile memory that persists when the module is
powered down.

NOTE: When a firmware upgrade is performed the module will clear all the
module configuration stored in non-volatile storage.

The general configuration is shown in the figure below. The ControlNet general configuration
window is opened by either double clicking on the module in the tree or right-clicking the
module and selecting Configuration.
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CNRO1 - Configuration

Instance

Instance Name
Description

IP Address

Operational Mode

Main Mode
ControlNet Mode

Ethernet Mode

=3 EOE °

General ControlNet Bridge ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

[enRot |

|ContmINetRomerDemo ‘

| 192 . 168 | 1. 168 | Major Revision
Operational v 0 0 0 0
Target v
EtherNet/IP Target v
Ok Apply Cancel Help

Figure 3.16 - General Configuration

The general configuration consists of the following parameters:

Parameter

Description

Instance Name

This parameter is a user defined name to identify between various ControlNet
Routers.

Description

This parameter is used to provide a more detailed description of the application for
the module.

Major Revision

The major revision of the module

The IP address of the target module. The user can use the target browse button to

IP Address
launch the target browser to the select the ControlNet Router on the network.
Operational
The module will operate as a ControlNet gateway exchanging data between the
configured Ethernet network and ControlNet network.

Main Mode

Promiscuous Capture
In this mode the module will operate as a ControlNet network analyser by capturing
all data being transmitted on the ControlNet network.

ControlNet Mode

Target
A Logix controller can own the ControlNet Router over ControlNet using a scheduled
ControlNet connection (e.g. via a 1756-CNB/R)

Originator

As a ControlNet originator, the module can use two methods to exchange data with
one or more ControlNet devices:

Scheduled ControlNet

The ControlNet Router can own ControlNet IO by using the Slate software to configure
the 10 connections and schedule the ControlNet network.

ControlNet Explicit Messaging
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This ControlNet Router can exchange data with up to 10 ControlNet devices using
explicit messaging over ControlNet.

Bridge

The ControlNet Router owns ControlNet IO over a scheduled ControlNet connection,
by using the A-CNR AOP in Logix. The ControlNet I0 will be added and configured in
Logix while the ControlNet Router will dynamically schedule the ControlNet network
as connections are established.

Ethernet Mode

PCCC Client
This will allow the module to emulate a PLC5 or SLC, providing a legacy interface for

PanelViews and other devices over scheduled ControlNet.

EtherNet/IP Target
A Logix controller can own the ControlNet Router over EtherNet/IP using a class 1
connection.

EtherNet/IP Originator

As an EtherNet/IP originator, the module can use two methods to read and write data
to and from EtherNet/IP 10:

EtherNet/IP Class 1 Connection

The ControlNet Router can own EtherNet/IP 10 by using the Slate software to configure
the IO connections.

EtherNet/IP Explicit Messaging

The ControlNet Router can exchange data with up to 10 EtherNet/IP devices using
explicit messaging.

Modbus TCP Slave
A Modbus TCP Master can read and write data to the module which can then be
mapped to one or more ControlNet devices.

Modbus TCP Master
A module can read and write data from various Modbus TCP devices which can then
be mapped to one or more ControlNet devices.

PLC5 Emulation
IP Address

The IP Address used to emulate a PLC5 controller.

This IP address will be seen as the IP address of the PLC5 controller that the ControlNet
Router is emulating. Therefore, there will be two IP addresses on the network when in
PLC5 Emulation mode. One for the actual target module and one for the emulated
PLC5 controller.

CE NOTE: These two IP addresses must not be the same.

Table 3.1 - General configuration parameters

3.5. CONTROLNET CONFIGURATION

The ControlNet configuration is shown in the figure below. The ControlNet configuration
window is opened by either double clicking on the module in the tree, or right-clicking the
module and selecting Configuration.

Document No. D138-016 Page 30 of 194

Revision 1.8



Setup

CNRO1 - Configuration

SN EOR >

General :.C.U.HFU]N“E(E Bridge ControlNet Devices ControlNetMap EtherNetfIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

ControlNet

ControlNet Channels

Node Address

Originator Schedule Control

Message Pass-through Timeout

Redundant (A+B) ~ Enable ControlNet Keeper
1 ~ Force Run Mode
Hardware

1000 [10-5000] ms

Internal Mapping Control / Status Target Assemblies
Internal Status Offset Start lIl Input Assembly Size [1-400] bytes
Internal Control Offset Start Output Assembly Size [1-400] bytes

Ok Apply Cancel Help

Figure 3.17 - General Configuration

The ControlNet configuration consists of the following parameters:

Parameter

Description

ControlNet Channels

The ControlNet Router module has two ControlNet ports and supports redundant
ControlNet operation. The ControlNet Channels can be selected in this parameter
to communicate on Channel A Only, Channel B Only, or A+B Redundant.

Node Address

This is the node address of the ControlNet Router on the ControlNet network.

Originator Schedule
Control

This option will become available when the ControlNet mode has been set to
Originator.

The Originator Schedule Control allows the user to select between Hardware and
Software control.

Hardware

Provides hardware triggers for scheduled packet sending (most accurate), but can
only allow up to 10 scheduled connections with limited data being sent from the A-
CNR to the ControlNet 10 device (see the Specification Appendix for more
information).

Software

Provides software triggers for scheduled packet sending, but can have up to 30
scheduled connections, each with the maximum input and output packet size.

Message Pass-
Through Timeout

This is the ControlNet message pass-through timeout which specifies how long the
ControlNet Router will wait for a response from a ControlNet node before the
response will be seen as a failed no-response.

Internal Status Offset
Start

The internal status information of the module can be saved at a specific Internal Data
Space (IDS) address. This parameter is the start address for the module status in the
IDS.

Internal Control
Offset Start

The internal control of the module can be obtained from a specific Internal Data
Space (IDS) address. This parameter is the start address for the module control in the
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IDS.

When this parameter is set and valid Keeper parameters have been downloaded to
Enable ControlNet the module during the ControlNet network scheduling in Slate, then the module will
Keeper operate as the ControlNet Keeper if it has the lowest address of the active Keepers
on the network.

When this parameter is set, it will force all the originator connections (where the
module owns the 10) to have the connection operation set to Run. If this parameter
is not set, then the user will need to write to the IDS control (see the parameter in
the table) to set the originator connection to Run or Prog mode.

Force Run Mode

When using Scheduled ControlNet this is the size of the input data (being read from
Input Assembly Size the ControlNet Router) that can be mapped for the PLC5 emulation. See the
Scheduled ControlNet section.

When using Scheduled ControlNet this is the size of the output data (being sent from
Output Assembly Size | the ControlNet Router) that can be mapped for the PLC5 emulation. See the
Scheduled ControlNet section.

Table 3.2 - General configuration parameters

The module can operate as either a ControlNet Target or a ControlNet Originator. The below
sections will provide more information regarding these operational modes.

3.5.1. TARGET

A Logix controller can own the ControlNet Router over ControlNet using a scheduled
ControlNet connection when the ControlNet Router is operating as a ControlNet target. This
will allow the ControlNet Router to exchange data with the Logix controller using the input
and output assembly of the scheduled ControlNet connection. Data from EtherNet/IP or
Modbus TCP devices can be mapped to the Logix controller over ControlNet.

The user will need to add the ControlNet Router to the Logix IO tree under a ControlNet bridge
(e.g. 1756-CNB/R). After the module has been added, the ControlNet connection will need to
be scheduled with RSNetworx for ControlNet.

3.5.1.1. STUDIO / LOGIX 5000 CONFIGURATION

A. ADD MODULE TO CONTROLNET I/O CONFIGURATION (USING SCHEDULED
CONTROLNET)

The ControlNet Router can be added to the Logix 5000 I/O tree under a ControlNet bridge
(e.g. 1756-CNB). The module will need to be added as a generic ControlNet module. This is
done by right clicking on the ControlNet Bridge in the Logix 5000 and selecting New Module
after which the CONTROLNET-MODULE is selected to be added as shown in the figure below.

@ NOTE: See the next section for importing the configuration (L5X).
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1 Select Module x
Module |Descripuon |
DO e e “
&8 1756 Backplane, 1756-A4 2364 RGU crjw R an rg e| 'apw ;33 ENuwm T
#9 (0] 1756-L75 ControlNetRouterExample_RO1 e RNGC : cegteﬂn\l:i Jp';yl“: . 7IV' olus 400.600
-8 [1) 1756-CNBR/E CnetBridge ) / ontroiiet Module Tor Fanelview Flus 405- )
[ " 2711P-RN155/A ControlNet Module for PanelView Plus 700-1500/VersaView CE
fl  New Module... » 2711P-RN155/B ControlNet Module for PanelView Plus 700-1500/VersaView CE
CONTROLNET-MODULE  Generic ControlNet Module
Paste Ctrl+V PanelView 2711 PanelView Operator Terminal
. PowerFlex 4 Class Multi-C ~ Multi Drive via 22-COMM-C
it PowerFlex 4-C AC Drive via 22-COMM-C
Bus Size 99 . -
- PowerFlex 4M-C AC Drive via 22-COMM-C
... DrnrarFlav AN AT Niriva iz 22.CNMR T v
< >
Findl Add Favorite
By Category By Wendor Favotites

Figure 3.18 - Add a Generic ControlNet Module in Logix 5000

The user must enter the ControlNet node number of the ControlNet Router that will be used.
The assembly instance and size must also be added for the input, output, and configuration
in the connection parameters section. Below are the required connection parameters.

NOTE: The input and output assembly connection sizes will be dynamic and
/ i \ based on the sizes of the Mapped Data for the input and output (as shown
below).
CNRO1 - Configuration =

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

ControlNet
ControlNet Channels Redundant (A+B) w Target Assemblies
Node Address Input Assembly Size 400 [1-400] bytes

Output Assembly Size 400 [1-400] bytes

Message Pass-through Timeout 1000 [10-5000] ms

Internal Status Offset Start 0
Figure 3.19 — Mapped data for input and output

Connection Parameter Assembly Instance Size

Input 130 8 + Input Mapped Data Size (8-bit)

For example: if the input mapped data
is 400 then the input assembly size will
be 408.

Output 131 4 + Output Mapped Data Size (8-bit)

For example: if the output mapped
data is 400 then the output assembly
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size will be 404.

Configuration 102 0 (8-bit)

Table 3.3 — ControlNet Logix class 1 connection parameters for the ControlNet Router

New Module x
Type: CONTROLMET-HODULE Generic ControlMet Module
FIES CRETEE Connection Farameters

Assembly )

Instance: Size:
Narme: CMR0 Input: |13[| ‘ |4DB > (Bt
Description: Output: |131 ‘ |404 > (Bt

Caonfiguration: |102 ‘ |':| = [8-hi

Cornm Format, | Data- SINT w

Mode: 2 =

[v] Open Module Properties Cancel Helgp

Figure 3.20 - Logix General module properties in Logix 5000

NOTE: The user will need to enter the exact connection parameters before the
/ i \ module will establish a class 1 connection with the Logix controller.

Next the user needs to configure the connection requested packet interval (RPI). This is the
rate at which the input and output assemblies are exchanged. Refer to the technical
specification section in this document for further details on the limits of the RPI.
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[ | Module Properties: CnetBridge (CONTROLNET-MODULE 1.1) EX

General Connection®  podule Info

Requested FPacket Interval (RFI): 200.0-3-ms  (2.0-3200.0 ms)
[ ]Inhikit Module

[ Majar Fault On Contraller f Connection Fails Whils in Fun Mode

Use Scheduled Connection owver CantrallMet

kModule Fault

Status: Offline Cancel Apphy Help

Figure 3.21 - Connection module properties in Logix 5000

Once the module has been added to the Logix 5000 I/O tree the user must assign the User
Defined Types (UDTs) to the input and output assemblies. The user can import the required
UDTs by right-clicking on User-Defined sub-folder in the Data Types folder of the 10 tree and
selecting Import Data Type. The assemblies are then assigned to the UDTs with a ladder copy
instruction (COP) as shown in the figure below.

—B 1/0 Configuration
.88 1756 Backplane, 1756-A4

o ffla [0] 1756-L75 ControlNetRouterExample_R0O1
= ﬂ [1] 1756-CNBR/E CnetBridge
—a"'z: ControlMet
----- fl 11756-CNBR/E CnetBridge

» § 2 CONTROLMET-MODULE CNRO1
Figure 3.22 — Logix 5000 I/O module tree

NOTE: At this stage the module will not connect to the Logix controller because
the connection has not been scheduled. See the RSNetworx Configuration
section for more details on how to schedule the network.

B. IMPORTING UDTS AND MAPPING ROUTINES

To simplify the mapping of the input image, a Logix 5000 Routine Partial Import (L5X) file is
provided. This file can be imported by right-clicking on the required Program and selecting
the Import Routine option.
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er aniZer =

EIB Controller ControlNetRouterExample_R0O1 ~
& Controller Tags
.3 Controller Fault Handler

...... 3 Power-Up Handler
[—]B Tasks
=8 MainTask

=t ]
L New Routine...

Import Routine... |

W ok Fael o W

Figure 3.23 — Logix 5000 Importing ControlNet Router specific routine and UDTs

ﬁ Import Routine X
Look in: | | ControlNet Router v @ &% = @
l Name - Status Date modified Type Size
& ControlNetRouterRoutineAndUDTsRev3.LSX 2022/02/1411:01 Logix Designer X... TAKB
Quick access
Desktop
"

Libraries

This PC

Network
Fie name: | ControlNetRouterRoutine AndUD TsRev3.L5X v [Cimpot]
Files of type: RSLogix 5000 XML Fies (".L5X) v Cancel
Files containing: Hwtinc > | Help
Into: |El MainProgram > |

Figure 3.24 - Selecting partial import file

The import will create the following:
e The required UDTs (user defined data types)
e Two controller tags representing the Input and Output assemblies.

e Aroutine mapping the ControlNet Router module to the aforementioned tags.

The user may need to change the routine to map to the correct ControlNet Router module
instance name, and make sure that the mapping routine is called by the Program’s Main
Routine.
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[ERe| Controller CNR_DEMO

|&) Controller Tags
(3 Controller Fault Handler
. .[Z3 Power-Up Handler
=-E3 Tasks
- =-£8 MainTask
= ’ia MainProgram
-|& Program Tags
B MainRoutine
ControlNetRouter |
: (3 Unscheduled Programs / Phases
-3 Motion Groups
(3 Ungrouped Axes
.21 Add-On Instructions
-3 Data Types
—-£3] User-Defined
: @ AparianCNREInput
[ AparianCNREOQutput
4 AparianCNRInput
[ AparianCNROutput
-y Strings
(i Add-On-Defined
+- L Predefined
.3 Module-Defined
.21 Trends
=83 1/0 Configuration

Figure 3.25 - Imported Logix 5000 objects

Refer to the additional information section of this document for an example Logix 5000
project as well as the required UDTs.

3.5.1.2.  RSNETWORX CONFIGURATION

The ControlNet scheduling is typically done using RSNetworx for ControlNet and is required
when the module is operating in Contro/Net Target Mode.

Open RSNetWorx, create a new project and browse to the ControlNet network.
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Browse for Network % @

Select a communications path to the desired network.

[v Autobrowse

=] Backplane, 1756-A10/A or B ‘;
----- g 00, 1756-L62 LOGIX5562, AuxApa

02, 1756-L75 LOGIX5575, Aparian
03, 1756-EN2TR, 1756-EN2TR/C 2
04, 1756-CNBR/E, 1756-CNBR/E 1

f; A, ControlNet

06, 1756-CNB/E, 1756-CNB/E 11.(

09, Unrecognized Device, S5T-PFl
< [T »

oK | Cancel | Help |

Figure 3.26 — RSNetWorx browse for ControlNet network

Click the online button and the software will scan the network for all the devices. Additional
devices can be added (offline) if required.

E’? ControlNet - RSNetWorx for ControlNet

1=

ile Edit View Network Device Diagnostics Tools Help

N E v & e |aalE

x|
Online
[ Edits Enabled

oo
_?—
|ﬂ
i

To create an offline configuratian, click the Edits Enabled checkbox.

Figure 3.27 — RSNetWorx for ControlNet Online

NOTE: The EDS file of the ControlNet Router will need to be installed to
schedule the ControlNet network. The EDS file can be either manually installed
or uploaded from the module in RSLinx (as shown below).
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Refresh

vV &utobrowse

lﬁ g Not Browsing

- 192.168.1.171, Unrecognized Device A

-3 192.168.1.172, Unrecognized Device

x 192.168.1.174, Unrecognized Device Co
-3 192.168.1.176, Unrecognized Device Po

x 192.168.1.180, Unrecognized Device
..... K 192.168.1.185, Unrecognized Device
[ W 192.168.1.186, PanelView Plus_6 1000, PanelView Plus_6 1000

S8 J§ 192.168.1.188, ControlNet Route
-3 192.168.1.193, Unrecognized Dey ~ Remove
3% 192.168.1.200, Unrecognized Dev Do Dt s
x 192.168.1.201, Unrecognized Dey :
Configure Driver

% 192.168.1.204, Unrecognized Dey _

Security...

Device Properties
Module Statistics
Module Configuration

Figure 3.28 — RSLinx EDS upload

Once the scan is completed the online devices will be displayed.

§ To create an offline configuration, click the Edits Enabled checkbax.

File Edit View Network Device Diagnostics Tools Help

B w-H & 2R |aalE =8 [aa
x|
“| I Edits Enabled
2 e Current
g Metwork Update Time (ms): 5.00 Awg. Sel
(]
z Unscheduled Bytes Per Sec.: b22718 FPeak St
1756-A10/A or B ControlNet
Router
04

Figure 3.29 — RSNetWorx found devices on the ControlNet network

The user can then make changes (e.g. Redundant ControlNet selected, Max scan address, etc.)
to the ControlNet network by pressing the edit button.
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El? ControlNet - RSNetWorx for ControlNet

File Edit View Network Device Diagnostics Tools Help
3| &~ W S MIEEIEEIE AR
x|

[ Edits Enahled Current

Metwark Update Time (ms): 5.00 Avg. S

Unscheduled Bytes Per Sec: b2z71a Peak =

1756-A10/A ar B ControlNet
Router

1
|

Figure 3.30 — RSNetWorx network edits.

Once done the user must download the ControlNet network configuration to the network by
right-clicking on the background and selecting Download to Network.
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El; *ControlNet - RSNetWorx for ControlNet

File Edit View Metwork Device Diagnostics Tools Help

.
AI_

LA IR IR TRE

ERET=1F

x|
. Fending Pendi
v Edits Enabled Current Fending Current Optirnized Edits Merge
Metwork Update Time (ms): 5.00 5.00 Awg. Scheduled Band 0.26% 13.24% 13242
Unscheduled Bywtes Per Sec.: h73610 502646 Feak Scheduled Band.: 1.06% 17.30% 17.30¢
1756-A10/Aor B ControlNet
Router
¥ Cut Ctrl+X
Copy Cirl+C
04 R Paste Ctrl+¥
‘ Delete Del
Single Pass Browse |
Continuous Browse
&% Online F10
Enable Edits
Cancel Edits

Upload from MNetwaork

Download Minimum to Network...
Keeper Status...

Scanner Signature Status...

Properties...

Figure 3.31 — RSNetWorx download

Once this is done the ControlNet Router will connect to the Logix controller over the

scheduled ControlNet network (see below):

BB 1/0 Configuration
B- 1756 Backplane, 1756-A4

%% ControlNet

ffla [0] 1756-L75 ControlMetRouterExample_R01
= ﬂ [1] 1756-CNBR/E CnetBridge

8 1 1756-CNBR/E CnetBridge

2 CONTROLMET-

MODULE CNRO1

] Module Defined Tags
) CNRO1

CNRO1:0

CNRO1:C

Description

Status Running

Module Fault

Figure 3.32 — ControlNet Router connected over Scheduled ControlNet
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3.5.1.3.  INTERNAL DATA SPACE MAPPING

When the module is operating as a ControlNet Target, the data from the originator device
(e.g. Logix Controller) can be mapped to the Ethernet interface using the Internal Map. The
Internal Map configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Internal Map
tab.

A. IDS COPY — CONTROLNET TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the Ethernet interface, the source type needs to be CNet Target.

CNRO1 - Configuration EI@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Awiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination
Instance Offset Offset Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

b ~ ~ .

Internal

EIP Target
EIP Originator
MB Register

| CNet Target
CNet Originator

Figure 3.33 — IDS Copy — ControlNet Target Source Type

The source instance will be the connection number, which in this case is always Connection 0.
The Source Offset is the offset in the Mapped Data section of the ControlNet output assembly
from where the data must be copied. The Count is the number of bytes that will be copied.
The Mapped Data section will be available when using the provided UDT for the Output
Assembly.

| CNRO10utput {ena) ] {...} | AparianCNR Output
+ CNROTDutput, GeneralClrl 1] Decimal DINT
— CNRO10utput MappedData | {enn) ] {...} | Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) légaa Hex SINT
+ CNAOTOutput.MappedData[1] 1] Decimal SINT
+ CNRO10utput. MappedD ata[2] 1] Decimal SINT

Figure 3.34 — ControlNet Output Mapped Data UDT
See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS COPY — CONTROLNET TARGET DESTINATION

When copying data from the Ethernet interface to the ControlNet Target input assembly, the
destination type needs to be CNet Target.
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CNRO1 - Configuration =l [
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Awiiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items_)

Destination
Instance

Source Bit
Offset

Source Source
Instance Offset

* | Connection 0 & 0

Destination Destination
Offset Bit Offset
EIP Originator  ~ 0 1 Byte to Byte
a ~ 0 1 Byte to Byte
~ Internal ~

EIP Target
EIP Qriginator

MB Register
CNet Target

Figure 3.35 — IDS Copy — ControlNet Target Destination Type

Source Type Destination Type Count Copy Function Reformat

CNet Target ~ |None ~

» |EIP Originator ~ |None ™

The destination instance will be the connection number, which in this case is always
Connection 0. The Destination Offset is the offset in the Mapped Data section of the
ControlNet input assembly from where the data must be copied. The Count is the number of
bytes that will be copied. The Mapped Data section will be available when using the provided
UDT for the Input Assembly.

— CNROTInput {---1| {-.-} | AparisnCNRInput
+ CMNRD1Input GeneralStatus -7% Decimal SINT
+ CNRO1Input CNetNodeNumber 1 ' Decimal SINT
+ CMRD1Input. CHetLedState 1 Decimal SINT
+ CHNAO1Input.CHetMode € Decimal SINT
CNRO1Input. Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | {ee} | [...] Decimal SINT[400]
+ CMRO1Input.MappedD atal0] 2 Decimal SINT
+ CMRO1Input.MappedData[1] 0 Decimal SINT

Figure 3.36 — ControlNet Input Mapped Data UDT
3.5.2. ORIGINATOR

The ControlNet Router can operate as a ControlNet connection originator for cyclic (Class 1)
or explicit UCMM data exchange. The explicit messaging can be setup in the ControlNet
Devices and ControlNet Map in the Master configuration while the scheduled ControlNet
connections are added to the ControlNet Connections node under the module in the Slate
project tree.

The Originator Schedule Control allows the user to select between Hardware and Software
control.

Hardware

Provides hardware triggers for scheduled packet sending (most accurate), but can only allow
up to 10 scheduled connections with limited data being sent from the A-CNR to the
ControlNet |0 device (see the Specification Appendix for more information).

Software

Provides software triggers for scheduled packet sending, but can have up to 30 scheduled
connections.
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3.5.2.1.  CONTROLNET SCHEDULED DEVICE CONNECTIONS

Hardware Schedule Control

The ControlNet Router can establish up to 10 scheduled ControlNet connections to
ControlNet IO devices. This can be done by either manually entering the connection data into
the Connection Parameter window or by using the Import Tool. The Import Tool will
automatically extract the required connection and configuration parameters from an existing
Logix configuration.

A maximum of 500 bytes input data is allowed per scheduled ControlNet connection and a
maximum total of 205-277 bytes of output data for all the scheduled ControlNet connections.
See the below table for the various total byte counts of output data for the number of
connections configured.

Scheduled ControlNet Connection | Maximum total byte count for Scheduled ControlNet output data (for
Count all connections)

1 277 bytes

2 269 bytes

3 261 bytes

4 253 bytes

5 245 bytes

6 237 bytes

7 229 bytes

8 221 bytes

9 213 bytes

10 205 bytes

Table 3.4 — Scheduled ControlNet Originator — Maximum total output bytes

Software Schedule Control

The ControlNet Router can establish up to 30 scheduled ControlNet connections to
ControlNet |0 devices. This can be done by either manually entering the connection data into
the Connection Parameter window or by using the Import Tool. The Import Tool will
automatically extract the required connection and configuration parameters from an existing
Logix configuration.

A maximum of 500 bytes input and output data is allowed per scheduled ControlNet
connection.
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A. MANUAL CONFIGURATION

A class 1 connection can be added to the ControlNet Connections tree by right-clicking on the
tree in Slate and selecting Add ControlNet Connection.

Aparian-5Slate - ControlMet Router Demo*

File. Device Tools Window Help

el Xd O EL S

Project Explorer

=& ControlMet Router Demo
= | CNRO1 (ControlNet Router)
.. Configuration

- 4:._: rolNet C ' . I
———— Onnec Add ControlNet Connection

Figure 3.37 — Adding ControlNet Scheduled 10 Device Connection

Next the user will need to enter the connection parameters for the Scheduled connection.

CNROT - Cless 1 Connection - ) [ E [
-] Import
Connection Name Comms Status Offset lII Interface Fail Action Continue b
Connection Details
General Electronic Keying Advanced
Path ‘ | Keying Disabled ~ Tick Time 32ms v
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 b

Input (T=>0) ‘ 0 | ‘ 0 | Product Code 0 Time-Out
Qutput {O=>T) ‘ 0 | ‘ 0 | Major Revision 0 Transport Trigger Direction Server ™
Configuration ‘ o | ‘ a | Minor Revision 0

Configuration

Ok Apply Cancel Help

Figure 3.38 — 10 Device Scheduled ControlNet Connection Parameters

NOTE: It is recommended that the user not change the values in the Advanced
frame of the connection parameters.

Parameter Description

Connection Name The instance name given to the Scheduled ControlNet Connection.

This is the offset in the Internal Data Space (IDS) which provides the
Comm Status Offset communication status of each ControlNet device. The Communication Status
is as shown below:
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Bit 0 - (1: Device online / 0:Device offline)

Bit 1 to 7 — Reserved.

Interface Fail Action

When the Ethernet interface communication has failed, the Scheduled
ControlNet 10 can be configured to either keep the connection running as is,
change the connection status to program mode, or force the connection
offline. This will allow the ControlNet 10 to go into a pre-determined state
when the communication to the controller (i.e., connection originator on
EtherNet/IP) is lost.

General

Path

The path to the target device.

If the device is a ControlNet end-point device then this will just be the
ControlNet node number of the 10 device.

If the device is, for example, a module in a backplane or via an adapter, then
the user will need to enter the ControlNet node number of the bridge or
adapter followed by the backplane port (for example 1) and the slot number
of the device. Each item is separated by a comma.

As an example; to connect to an Allen-Bradley Flex module (via the Flex
ControlNet Adapter at ControlNet Node 5) that is in slot 2 of the Flex
backplane, the user will need to enter the following path: 5,1,2 (ControlNet
node number, port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which the
data will be sent from the originator to the target and vice versa.

Input (T=>0) — Instance

The instance of the input assembly.

Input (T=>0) — Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) — Instance

The instance of the output assembly.

Output (O=>T) —Size (bytes)

The size in bytes of the output assembly.

Configuration — Instance

The instance of the configuration assembly.

Configuration — Size (bytes)

The size in bytes of the configuration assembly.

NOTE: This is a read-only value and will be equal to the number of bytes
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the correct
device type.

Disabled

Keying is not enabled and no key information will be sent in the connection
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow devices
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware revision
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will allow the establishment of the connection.

Vendor ID The Vendor ID of the target device.
Device Type The Device Type of the target device.
Product Code The Product Code of the target device.
Major Revision The Major Revision of the target device.
Minor Revision The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time For unconnected messages, this is the time for each tick to calculate the
unconnected Time-Out time.

Time-Out Ticks The number of ticks before the unconnected message is set for timeout.
Time-Out Multiplier This is the multiplier of the RPI to define the connection timeout time.
Time-Out The unconnected message timeout time (read-only)

Transport Trigger Direction The Transport Trigger direction; Server or Client.

Configuration

Data The configuration data that is sent with the forward open connection
establishment. The data will need to be entered as a space-delimited,
hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by one, each time a byte is added to the
configuration.

Table 3.5 — Scheduled ControlNet Connection Parameters

B. IMPORT TOOL
PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required ControlNet device in the 10
tree. If the device’s profile supports configuration, then configure the device as
required.

Download the project to a Logix controller.

“Rack Optimization” communication format.

NOTE: Some versions Logix (V32+) do not support the reading of the module’s

2
ﬁ NOTE: When instantiating modules in Studio5000 do not make use of the
A configuration. Where possible use an earlier version (e.g. V24).
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IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selecting the Import
Connection Parameters from Online Controller option under the Import menu of the Class 1

Connection form.

Master1 - Class 1 Connection - ()

-] Import

T TECoTT

Connection Name

Bl Import Connection Parameters from Online Controller I

MyConnection

[ o ]

Comms Status Offset

Figure 3.39 — Import Connection Parameters from Online Controller

The Import Connection Parameters form will open.

Controller

| Controller Path

Refresh Controller

[

Select Configuration Tag

Tag Name Tag Type

Select Connection

O-=T
Instance

Product
Code

Device

Vendor Type

RPI {ms)

O->T
Size

4

Target Browser -

%O

Done

= ﬁ 192.168.1.6: 1756-EN2TR/B

00: 1756-L62/B LOGIX5562
01:1756-EN2TR/B
02:1756-CNBJE 11.003

|
- 04 : 1756-L 75/B LOGIX5575

B 05: 1756-L85E/B

192.168.1.7: 1756-EN2TR/C

.
o

192.168.1.89 : 1794-AENT/B

Figure 3.40 — Import Connection Parameters — Controller Path

Enter the path to the Logix controller. This can be either entered manually, or the Browse
button “...”, can be selected to launch the Target Browser, where the Logix controller can be

selected.

Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and

Connection grid respectively.
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mport Connection Parameters - m} *
Controller
Controller Path 192.168.1.6.1.4 Refresh Controller

Select Configuration Tag

Tag Name Tag Type Length
1 ACN:1:.C AB:1794_DO0O3:C:0 36
r 2 ACN:0:C AB:1794_1B16:C:0

Select Connection
vondor " e PP e Ghe  wwwnee  Sue patn
1 1 12 36 20 1 16 2 20 1,1.25
2 1 7 37 20 1 2 2 & 1,1.251.1
3 1 120 2192 20 2 8 1 12 11,28
o

Ok Cancel

Figure 3.41 — Import Connection Parameters — Select Connection

In order to import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connection’s configuration data is derived from the selected Configuration Tag,
when the new connection’s parameters are derived from the selected Connection.

Once the appropriate selections have been made, press Ok. The imported data will be
populated into the Connection form.

CNROTEIP - Class 1 Connection - () IEI

-] Import
Connection Name MyConnection Comms Status Offset lIl Interface Fail Action Continue v

Connection Details

General Electronic Keying Advanced

Path “ Keying Disabled ~ Tick Time 32ms M

RPI (ms) Vendor ID 1 Time-Out Ticks

Instance Size (bytes) Device Type 7 Time-Out Multiplier x8 v
Input (T=>0) Product Code E7] Time-Out
Output (0=>T) lIl lIl Major Revision 1 Transport Trigger Direction Server ~
Configuration Minor Revision 0

Configuration

010002 00000070 0C 04 00 1000 7D 0A 10 00 7D 0B 07 00 81 02 00 00 01 00 01 00 00 00 01 00 00 00

Apply Cancel Help

Figure 3.42 — Import Connection Parameters — Controller Path
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The user can then modify the Connection Name, Path and RPI as required.
3.5.2.2.  CONTROLNET EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 ControlNet devices can be added for explicit unscheduled messaging. The user will
need to add each device as explained in the ControlNet Devices section below. Once the
ControlNet devices have been added the user can then configure the required mapping for
the ControlNet Explicit messaging as shown in ControlNet Map section below.

A. CONTROLNET DEVICES
This tab is enabled when the ControlNet Mode is set to ControlNet Originator.

The ControlNet Devices configuration is shown in the figure below. Up to 10 ControlNet
devices can be configured with up to 50 ControlNet mapped items allowing for explicit
Unscheduled Unconnected Messaging (UCMM) to any of the 10 configured devices. The data
from each ControlNet device is written to, or read from, an Internal Data Space with a size of
100Kbytes. See the Explicit ControlNet Messaging section for more details.

The ControlNet Devices configuration window is opened by either double clicking on the
module in the tree or right-clicking the module and selecting Configuration.

CNRO1EIP - Configuration E@

General ControlNet ControlNetDevices ControlNetMap  EtherMNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit ControlNet Device Settings

Scan Class A 200 ms Scan Class C 2000 ms
Scan Class B o000 ms Scan Class D 5000 ms

Explicit ControlNet Device List (max 5)

Device Name CIP Path Browse Timeout Retry Count Comm Status Offset

PF70C 5 1000 3 2000
1756-0B161 211 1000 3 2010
- —

Ok [ Apply i Cancel Help

Figure 3.43 — ControlNet Device configuration

The ControlNet Devices configuration consists of the following parameters:

Parameter Description
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Scan Class A, B, C, D

The configurable update rates (in milliseconds) for each Scan Class in the ControlNet
Map.

Device List (per device)

Device Name The user assigned instance name for the specific device.
The CIP Path to the target device. This can either be entered manually or the user can
browse to them by clicking the Browse button. The Target Browser will open and
automatically scan for all available ControlNet devices.

CIP Path If the ControlNet module is a bridge module, it can be expanded by right-clicking on
the module and selecting the Scan option.
The required ControlNet device can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the target module.

Timeout The amount of time (in milliseconds) the module will wait for a response from the
target ControlNet device.
The number of message retries before the target ControlNet device is considered

Retry Count

offline.

Comm Status Offset

This is the offset in the Internal Data Space (used to map ControlNet device data) which
provides the communication status of each ControlNet device. The Communication
Status is as shown below:

Bit O - (1:Device Online, 0:Device Offline)
Bit 1 to 7 — Reserved.

Table 3.6 — ControlNet Devices - Configuration Parameters

B. CONTROLNET MAP

This tab is enabled when the ControlNet Mode is set to ControlNet Originator.

The ControlNet Map configuration is shown in the figure below. Up to 50 ControlNet mapped
items (unscheduled UCMM messages) can be configured to any of the 10 pre-configured
ControlNet devices. The data from each ControlNet device is written to, or read from, the
Internal Data Space with a size of 100Kbytes. See the Explicit ControlNet Messaging section

for more details.

The ControlNet Map configuration window is opened by either double clicking on the module
in the tree or right-clicking the module and selecting Configuration.
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CNRO1 - Configuration El@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Explicit ControlNet Map (max. of 50 items.)

Input Get Output Set
Device Function Scan Service Class Instance  Attribute Offsst Length Offsat Length Data Type Static Value
PF70C b Get A b 1 1 1 4 2
Ok Apply Cancel Help

Figure 3.44 — ControlNet Map configuration

The ControlNet Map configuration consists of the following parameters:

Parameter Description
Devi The device instance name configured in the previous ControlNet Devices tab.
evice

The selected device will be used for executing the communication function.
The user can select one of four functions.
Get
The module will read data from the target ControlNet device by using the Get Single
Attribute CIP function. The received data will be placed into the Internal Data Space at
the Input Offset location configured in this tab.
Set
The module will write data to the target ControlNet device by using the Set Single
Attribute CIP function. The data to be written will be retrieved from the Internal Data
Space at the Output Offset location configured in this tab.

Function
Set Static
Similar to the Set function above, but the data to be written will be fixed (equal to the
Static Value) parameter in this configuration window. This function will typically be
used with the single (S) Scan class which means the ControlNet Router module can be
setup to write the fixed value only once when the target device communication has
been established.
Custom
This function allows the user to use a custom Service to write and read data in the
same transaction. The user will need to see which custom services that target device
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supports in that device’s user manual.

The user can select Scan Class A, B, C or D (which was configured in the ControlNet
Devices tab). The specific mapped item will then be executed at that configured scan
class rate.

Scan The user can also select the S class which means that the mapped item will only
execute once when communication to the target device is established. If the target
device goes offline, then the mapped items with this class will be re-armed, and
resent when communication is re-established.

Service The custom CIP service/function which is only available when the Custom function

Vi

has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute
The location in the Internal Data Space where the received data will be written.
Input Offset
This will only be available for Get and Custom functions.
The length of the data to be received. If the number of bytes received is more than the
Get Length Get Length, then the data will not be written to the Internal Data Space.
This will only be available for Get and Custom functions.
The location in the Internal Data Space from where the data to be written to the target
Output Offset device will be read.
This will only be available for Set and Custom functions.
The length of the data to be written.
Set Length
This will only be available for Set and Custom functions.
The data type of the Static Value.
Data Type
This will only be available for Set Static function.
The value to be written to the target device when the Set Static function has been
selected.
Static Value

Note: When using the SINT Array data type, the values must be entered as space-
delimited hex values. For example: 05 34 2E Al

3.5.2.3.

Table 3.7 — ControlNet Map configuration parameters

SCHEDULING THE CONTROLNET NETWORK

Once all the ControlNet scheduled connections have been added to the ControlNet Router IO
tree in Slate (when the module is operating as a ControlNet Originator), the ControlNet
network will need to be scheduled. The scheduling of the ControlNet network will allow for
each connection originator and connection target to exchange data at a predetermined time
in the Network Update Time (NUT).

The ControlNet Scheduler is opened by right-clicking on the module when online in Slate and
selecting ControlNet Scheduler.
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Aparian-Slate - ControlMet Router Demo2

File Device Tools Window Help
el a0 EAL e

Project Explorer

= Configuration
""" | =+ ControlNet Scheduler
@ (Connection Path

Ethernet Port Configuration

=
FlexIB16 (3.1.0) Verify Configuration
FlexOWS8I (3.1.1)
0B161(213)
IB161 (2,1.2) _—
PF70C (5) _
0B1612 (2.1.1) Go Offline

=0
"
- 3
e 'i CNR0112 (ControiNet H Generate Status Report
"
s
wa

ldentity

------ - Configuration

-3 Ethemet Part Config

T Status

71 EventViewer

EI =&= ControlNet Connections
------ .| oB6I2(215)

Internal Register Viewer
ControlMet Packet Capture
Modbus Packet Capture

Export Raw Configuration

Figure 3.45 — ControlNet Scheduler select

From the ControlNet Scheduler the ControlNet network can be scanned for connection
originator devices, the network schedule can be calculated, and the scheduled and Keeper
data can be downloaded to a ControlNet Router.

File  Action
v Qe
:General Media Connections Log
Network Parameters ControlNet Devices
Network Name None | Node Device Orig. Conn. MCLen.  MC Muk.
NUT - Network Update Time [2-100] ms
Maximum Scheduled Node:
Mesimum Unscheduled Node
Utilization
Mesimum Scheduled
Average Scheduled
Schedule Status
Figure 3.46 — ControlNet Scheduler
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The user can update the Network Parameters in the Scheduler.

NOTE: Unless the user is experienced in ControlNet networks, it is
recommended to leave the Network Update Time (NUT) at its default value of
5ms.

Parameter Description

The name assigned to the ControlNet network. This can be any name

Network Name
selected by the user.

NUT — Network Update Time The Network Update Time (NUT) that will determine the schedule rate.

The maximum ControlNet node number that can be used for scheduled

Maximum Scheduled Node L
communication.

The maximum ControlNet node number that can be used for unscheduled

Maximum Unscheduled Node L
communication.

Table 3.8 — Scheduler Network parameters

A. SCHEDULING THE CONTROLNET NETWORK

Once all the ControlNet Routers that are operating as ControlNet Originators (Control Mode
— Originator) have been downloaded, the ControlNet network can be scheduled. At least one
of the ControlNet Routers on the network will need to be the ControlNet Keeper which
distributes network information to the rest of the all the ControlNet Nodes on the network.
When Slate downloads the Schedule to the module, it will automatically also download the
Keeper data as well.

NOTE: The ControlNet Router will only become a Keeper if the Enable
ControlNet Keeper parameter has been enabled in the general ControlNet
configuration in Slate.

NOTE: It is recommended for the ControlNet Router with the lowest node
number to be the active Keeper.

The entire scheduling process can be done automatically or step-by-step as described below.

SCAN-SCHEDULE-DOWNLOAD

When pressing the Pe; button in the Slate Scheduler, the software will scan the ControlNet
network up to the Maximum Scheduled Node (as configured in the Network Parameters). The
ControlNet network will be scheduled once all the ControlNet devices (with configuration
with connection origination) have been found. When the scheduled has finished compiling, it
will be downloaded to the local module as well as all the other ControlNet Router connection

Document No. D138-016 Page 55 of 194
Revision 1.8



Setup

originators (via the ControlNet network). The schedule will be stored in Non-Volatile memory
for each of the ControlNet Routers having connection origination.

CNRO1K - Schedule El@
File Action
s e

General Media Connections Log
| Scan-5Schedule-Download i

Network Parameters ControlNet Devices
Network Name | None ‘ Node Device Qrig. Conn. MC Len. MC Mult.
> “ ControlNet Router 3 1 3
NUT - Network Update Time [2-100] ms 2 [ 1756.CNB/E 11.003 e 3 129
X 3 1794-ACN15/C v4.03.126. nfa 1 3
Maximum Scheduled Node
4 ControlNet Router 1 3 1
Maximum Unscheduled Node 5 PowerFlex 70 400V 5.0A nfa 3 1
Utilization
Maximum Scheduled
Average Scheduled
Schedule Status

Figure 3.47 — ControlNet Scheduler — Scan-Schedule-Download

Aparian-Slate *

@ ControlNet Schedule Download Successful.

Figure 3.48 — ControlNet Scheduler — Scheduling Complete

Once done the ControlNet Router will establish scheduled connections to the devices in the
ControlNet 10 tree of the module (in Slate) and ControlNet 10 devices will go green in the local
and other ControlNet Routers.
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Project Explorer

=& ControlNet Router Demo2
=i CNRO1K (ControlNet Router)
# Configuration
EJ Ethernet Port Config
~1 Status
] EventViewer
== ControlNet Connections
. Il FlexIB16(3.1.0)
FlexOWSI (3.1.1)
0B16I (2.1.3)
IB161(2.12)
PF70C (5)
.| oB1BI2(2.1.1)
= f| CNRO112 (ControlNet Router)
# Configuration
EJ Ethernet Port Config
~1 Status
] EventViewer
|- &= ControlNet Connections
L. | OB16I2(2.15)

Figure 3.49 — ControlNet Scheduler — ControlNet 10 devices online

SCAN ONLY

When pressing the Q button in the Slate Scheduler, the software will only scan the
ControlNet network up to the Maximum Scheduled Node (as configured in the Network
Parameters).

CNROTK - Schedule == =™
File Action
s 4
General Media_Connections Log
Network Parameters ControlNet Devices
Network Name \ Nane | Node Device Orig. Conn. MCLen.  MC Mult
3 ControlNet Router 6 a a
NUT - Network Update Time [2-100) ms 2 | 1756.CNBIE 11,003 o 0 0
i 3 1794-ACN15/C v4.03.126. nia V] 0]
Maximum Scheduled Node
4 ControlNet Router 1 a 0]
Maximum Unscheduled Node 5 PowerFlex 70 400V 5.0A nia a 0
Utilization
Maximum Scheduled 0.00 %
Average Scheduled
Schedule Status
Figure 3.50 — ControlNet Scheduler — Scan
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SCHEDULE ONLY

When pressing the| 4 button in the Slate Scheduler, the ControlNet network will be scheduled
once all the ControlNet devices (with configuration with connection origination) have been

found.

CNRO1K - Schedule

File  Action
v % Q\El ¢
General Media Connections Log
Network Parameters ControlNet Devices
Network Name [ None | Node Device
> n ControlNet Router
NUT - Network Update Time [2-100] ms 5 | 1756CNB/E 11,003
) 3 1794-ACN15/C v4.03.126.
Maximum Scheduled Node
4 ControlNet Router
Maximum Unscheduled Node 5 Powerflex 70 400V 5.0A
Utilization
Maximum Scheduled
Average Scheduled
Schedule Status

Orig. Conn.

6
nia
nia

1

nia

Figure 3.51 — ControlNet Scheduler — Schedule

DOWNLOAD ONLY

o] ]

MC Len_ MC Mult.

W W =W =

3
129
3
1
1

When pressing the |4 | button in the Slate Scheduler (and 2hen the scheduled has finished
compiling), it will download the schedule to the local module as well as all the other
ControlNet Router connection originators (via the ControlNet network). The schedule will
stored in Non-Volatile memory for each of the ControlNet Routers having connection

origination.
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CNRO1K - Schedule \E|

File  Action

-/QOJ,QO

General Media Ccnr‘

Download to Network and Keeper f

Network Parameters ControlNet Devices
Network Name | None ‘ Node Device Qrig. Conn. MC Len. MC Mult.
» ControlNet Router 6 1 3

NUT - Network Update Tima [2-100] ms > | 1755.CNBJE 11.003 va 3 129

3 1794-ACN15/C v4.03.126. nfa 1 3
Maximum Scheduled Node

4 ControlNet Router 1 3 1
Maximum Unscheduled Node 5 PowerFlex 70 400V  5.0A n/a 3 1

Utilization
Maximum Scheduled 9.12 %
Average Scheduled 8.82 %

Schedule Status

Figure 3.52 — ControlNet Scheduler — Download

Aparian-Slate *

@ ControlNet Schedule Download Successful.

Figure 3.53 — ControlNet Scheduler — Download Complete

Project Explorer

=& ControlNet Router Demo2
= f} CNRO1K (ControlNet Router)
# Configuration
Ed Ethernet Port Config
i~ Status
Event Viewer
B =I= ControlNet Connections
| FlexiB16(3.1.0)
FlexOW8I (3.1.1)
0B16l(2.1.3)
1B161(2.12)
PF70C (5)
| oBBI2(21.7)
=i CNR0112 (ControlNet Router)
-.J# Configuration
Ed Ethernet Port Config
i~ Status
: Event Viewer
=)< ControlNet Connections
.| 0B16I2(215)

Figure 3.54 — ControlNet Scheduler — ControlNet 10 devices online
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B. MEDIA

To allow for a more accurate ControlNet schedule, the user can enter the media type and
cable distance being used in the ControlNet network. This will add the appropriate delays to
the ControlNet schedule calculation. The Media configuration is opened by selecting the
Media tab in the Slate Scheduler.

CNRO1K - Schedule
File Action

v Y Q e

General Media Connections Log

ControlNet Media Configuration

Media Type Quantity Delay (us)
Coax cable (per meter) b 1000 4170

(2] ke

Coax cable (per meter)
Fiber (per meter)
1786-RPCD
1786-RPA/B
1786-RPFS
1786-RPFRL/B
1786-RPFRXL/B
1786-RPFM

Figure 3.55 — ControlNet Scheduler — Media Configuration

C. ERASE SCHEDULE AND KEEPER

If needed, the Schedule and Keeper parameters can be removed from the non-volatile storage
of the device. In the Action tab of the Slate Scheduler, select either to Erase Keeper, Erase CO
Schedule, or Erase Keeper and CO Schedule.

CNRO1K - Schedule

File | Action

~ 4% Scan-Schedule-Download

Scan Netwark
Schedule
Download to Network and Keeper

Geng

Erase Keeper and CO Schedule

Q
+
NE‘L
X
X

Erase Keeper
A FErase CO Schedule

Mavirnnm Srhadolad Madea | R |

Figure 3.56 — ControlNet Scheduler — Erase Keeper and CO Schedule
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3.5.2.4. INTERNAL DATA SPACE MAPPING

When the module is operating as a ControlNet Originator, the data from the ControlNet 10
devices can be mapped to the Ethernet interface using the Internal Map. The Internal Map
configuration window is opened by either double clicking on the module in the tree or right-
clicking the module and selecting Configuration and selecting the Internal Map tab.

A. IDS COPY — CONTROLNET ORIGINATOR SOURCE

When copying data from a ControlNet 10 to the Ethernet interface, the source type needs to
be CNet Originator.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map - Advanced
Internal Map (max. of 200 items.)

Source Source Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Type Count

Source Type Instance Offset Bit Offset Function

Reformat

2 ~ ~ v

Internal

EIP Target
EIP Originator
MEB Register
CNet Target

| CNet Originator

Figure 3.57 — IDS Copy — ControlNet Originator Source Type

The source instance will be one of the ControlNet 10 devices added to the ControlNet 10 tree
in Slate.

Project Explorer -2 x

E-& <New Project> CNRO1 - Configuration E@

£ 1 CNRO1 (ControlNet Router)
i & Configuration General ControlNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map - Advanced
=4 ControlNet Connections

[ Flexi816(3.1.0)

I Flexowsi(3.1.1)

[ oBi6I(213) Source Source  Source Bit Destination Destination Destination Copy

1 B16121.2) Source Type Instance. Offset Offset  DestinatonType  Tygiance Offset  BitOfiset O™ Function

= g;%‘cleﬂ » |CNet Originator |~ | FlexIB16
211 « |FlexiB16

Internal Map (max. of 200 items.)

Reformat

0 - 0 1 Byte . |~ |None -

Figure 3.58 — IDS Copy — ControlNet Originator Source Instance

The Source Offset is the offset in the selected ControlNet device Scheduled Input Assembly.
The Count is the number of bytes that will be copied. See the Internal Data Space Mapping
section for more information regarding the operation.

B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the Ethernet interface to a ControlNet 10 device Output Assembly,
the destination type needs to be CNet Originator.
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CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit . Destination Destination Destination Copy
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Caunt Function Reformat
CNet Originator |~ FlexIB16 e 0 EIP Target ~ | Connection 0 i 0 1 Byte ... |~ |None
» |EIP Target ~  Connection 0 M 0 ~ a 1 Byte ... |~ None
. ~ Internal v
EIP Target
EIP Originator
MEB Register
CNet Target

| CNet Originator

Figure 3.59 — IDS Copy — ControlNet Originator Destination Type

The destination instance will be one of the ControlNet |0 devices added to the ControlNet 10
tree in Slate.

Project Explorer R

5 & <New Project> CNROT - Configuration [=NE=Rx"
£ 1 CNRO1 (ControlNet Router)
& Configuration General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced
[} ControlNet Connections

T FlexiB16(3.1.0)

I Flexowei(3.1.1)

I oB16I(213) Source Source  Source Bit Destination Destination Desfination Copy
Destination Type Count

Internal Map (max. of 200 items.)

Reformat

i =61212) Source Type Instance Offset  Offset Instance Offset Bt Offset Function
= Z';%‘I:Z(é]m CNet Originator | - | FlexIB16 - 0 EIP Target ~|connection0 |~ 0 1 Byte .. |~ |None |~
- b |EIP Target ~ |Connection 0 v 0 CNet Originator | | FlexIB16 v 0 1 Byte.. v |None |~

- ~|[FlexiB 16 v
FlaxOWl
0Bl
B16I
BF/0C
|

Figure 3.60 — IDS Copy — ControlNet Originator Destination Instance

The Destination Offset is the offset in the selected ControlNet device Scheduled Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.5.3. BRIDGE

In Bridge Mode, it will allow the user to add, configure, and parameterize ControlNet 10 via
the ControlNet Add-on Profile (AOP) in Logix. ControlNet devices can be added under the A-
CNR AOP which will operate as a ControlNet bridge. In this mode the ControlNet Router will
operate as a ControlNet originator and Keeper, but the ControlNet network will be
dynamically Scheduled as ControlNet Connections are established.

The Bridge configuration is shown in the figure below. The Bridge configuration window is
opened by either double clicking on the module in the tree, or right-clicking the module and
selecting Configuration.
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CNRO1 - Configuration El@

General ControlNet Bridge ControlNetDevices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

ControlNet Bridge

NUT - Network Update Time [2-100] ms Maximum Scheduled Node
Maximum Unscheduled Node

ControlNet Media Configuration

Media Type Quantity Delay (us)
Coax cable (per meter) ~ 250 1.043
A-CFR (Aparian Fiber Repeater) ~ 2 1.644
Fiber (per meter) v 1300 6.513
L] W
Ok Apply Cancel Help

Figure 3.61 - Bridge Configuration

The Bridge configuration consists of the following parameters:

Parameter Description

NUT — Network Update Time The Network Update Time (NUT) that will determine the schedule rate.

The maximum ControlNet node number that can be used for scheduled

Maximum Scheduled Node o
communication.

The maximum ControlNet node number that can be used for unscheduled

Maximum Unscheduled Node L
communication.

ControlNet Media Configuration

Media Type The media type or network accessory type.
. The quantity of the above. Either in meters for Media, or quantity for
Quantity .
accessories.
Delay The calculated delay in microseconds.

Table 3.9 — Bridge parameters

To operate as a ControlNet bridge in Studio 5000, the A-CNR AOP will need to be installed.
3.5.3.1. ADD-ON PROFILE (AOP) INSTALLATION

The user will first need to install the A-CNR AOP before the module can be added to the Logix
I/O tree. The AOP for the ControlNet Router (AOP_AP_ACNR_Rel1.01.08_Signed.zip) can be
downloaded from the Aparian website:
https://aparian.com/products/controlnetroutertdownloads
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Once downloaded extract the zip file, run the MPSetup.exe file, and follow the on-screen
instructions.

3.5.3.2. ADDING A-CNR IN LOGIX

Integration with the Logix family in Studio5000 makes use of an AOP. Under a Logix Ethernet
bridge (e.g., 1756-EN2TR), right-click and select the New Module option.

4 1/O Configuration
4 B3 1756 Backplane, 1756-A7
[@ [0] 1756-L85E ACNR_AQP_DEMO
4 fl [1] 1756-EN2TR eth0

4 & Ethernet B New Module..
@ 1756-L85E ACN Import Module...
Discover Modules...
Bus Size
Paste Ctrl+V
Print »

Figure 3.62 — Adding a module

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.

Select Module Type

Catalog Module Discovery Favorites

aparian | | ClearFilters Show Filtersw
Catalog Mumber Description Vendor Category ~

A-CANOR/B CANopen Router/B Aparian Inc. Communications Adapter

A-CNR ControlNet Router Apanan Inc. Communication

A-DNTR/B DeviceMNet Router/B Aparian Inc. Communications Adapter

A-DVS DV Scanner Aparian Inc. Communications Adapter

A-FFL/B FF Link/B Aparian Inc. Communications Adapter

A-190S i90 Scanner Aparian Inc. Communications Adapter

A-IP HART-I IP Point HART In Aparian Inc. Communications Adapter

A-IP.HART-O IP Point HART Out Aparian Inc. Communications Adapter

A-J1938R/B J1939 Router/B Aparian Inc. Communications Adapter

A-MBR/B Maodbus Router/B Aparian Inc. Communications Adapter

A-PAL/B PA Link/B Aparian Inc. Communications Adapter v
14 of 859 Module Types Found Addto Favorites
[ ] Clese on Create Create Close Help

Figure 3.63 — Selecting the module

Locate and select the A-CNR module and select the Create option. The module configuration
dialog will open, where the user must specify the Name, IP Address, and ControlNet node
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number to complete the instantiation.

®

| New Module

--General
Connection

- Module Info

- Internet Protocol

--Port Configuration

--Vendor

Status: Creating

NOTE: The ControlNet Node must match that of the Node Address selected
under the ControlNet configuration tab in Slate.

ped
General
Type: A-CNR ControlNet Router
Vendor: Aparian Inc.
Parent: etho Ethernet Address
Mame: || O Private Network: 192.168.1. :
Description: .
(@ 1P Address:
O Host Name:
Module Definition
Change ... ControlNet
1 ~
Revision: 1.001 Node:
Electronic Keying: Compatible Module
Connection: None

Cancel Help

Figure 3.64 — Module instantiation

Once the instantiation is complete the module will appear in the Logix IO tree.

4 /O Configuration
4 B3 1756 Backplane, 1756-A7
@ [0] 1756-L85E ACNR_AOP DEMO
4 ] [1] 1756-EN2TR eth0
4 5 Ethernet
f 1756-EN2TR eth0

4  A-CNR CMNRO1
@& ControlNet

Figure 3.65 — Logix 10 tree

3.5.3.3.  ADDING CONTROLNET IO IN LOGIX

Once the ControlNet Router has been added in the Logix |0 tree, the user can then add
ControlNet |0 under the A-CNR AOP.
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4 .||/O Configuration
4 B3 1756 Backplane, 1756-A7
[ [0] 1756-L85E ACNR_AOP_DEMO
4 fl [1] 1756-EN2TR eth0
4 5 Ethernet
8 1756-EN2TR eth0
4 [| A-CNR CNRO1

4 & Ethernet ﬂ MNew Module...
@ 1756-L85E ACNR_A Import Module...
Discover Modules...
Bus Size 99 ~ -
Paste Ctr
Print

Figure 3.66 — Logix ControlNet 10 tree

4 1/O Configuration
4 B3 1756 Backplane, 1756-A7
[@ [0] 1756-L85E ACNR_AQP_DEMO
4 fl [1] 1756-EN2TR eth0
4 &5 Ethernet
fl 1756-EN2TR etho
4 @5 ControlNet
§ 1 A-CNRCNRO1
4 @ 2 1794-ACNR15/D ACNR15
4 = FlexBus
£ [0] 1794-IB16/A IB16

Figure 3.67 — Logix ControlNet 10 devices

NOTE: When operating in Bridge mode, the ControlNet network will be

@ scheduled dynamically as the connections are established. The user does not
need to schedule the ControlNet network as it is done when using ControlNet
in Originator mode.

When the Logix Controller is trying to establish a connection to ControlNet 10,
the error code received by the Logix controller (when an error code is present)
will come from the ControlNet 10 device, except in certain circumstances when
the A-CNR replies due to a network error. For example;

e FError Code 0x01 — Connection Failure with Extended Error code 0x0302 — Bandwidth

not available; this is returned when another connection is received by the A-CNR for
cyclic data exchange, but there is no more bandwidth on the ControlNet network.

e  Error Code 0x01 — Connection Failure with Extended Error code 0x0113 — Out of
Connections; this is returned when a ControlNet connection establish request is
received, but there are already 30 scheduled ControlNet connections running.

e FError Code 0x10 — Device State Conflict; this is returned when the requests being
received by the Logix controller is faster than what should be sent out to the
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ControlNet 10 devices (which can cause ControlNet scheduling bandwidth conflicts).
There will be a 10 second break between each connection establishment request for
a specific ControlNet node.

3.6. ETHERNET MODE

The ControlNet Router module supports five different modes for the Ethernet interface.

NOTE: When the Bridge is selected for the ControlNet mode, the Ethernet
Y. j \ Mode will automatically be set to Target.

3.6.1. PCCCCLIENT

The module will enable Ethernet PCCC (AB-ETH) communication that allows the module to
emulate a PLC5 or SLC providing a legacy interface for PanelViews and other legacy devices
over scheduled ControlNet.

NOTE: When the PCCC Client mode is selected, the ControlNet Mode will
Y. j \ automatically be set to Target.

The PCCC IP Address (the IP Address used to emulate a PLC5 controller) will need to be
configured to allow the legacy device to communicate with the ControlNet Router using the
PCCC Ethernet protocol.

This IP address will be seen as the IP address of the PLC5 controller that the ControlNet Router
is emulating. Therefore, there will be two IP addresses on the network when in PLC5
Emulation mode. One for the actual target module and one for the emulated PLC5 controller.

A NOTE: These two IP addresses must not be the same.

NOTE: The legacy device will need to use the PCCC IP Address as the target IP
address and not the module IP address.
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CNRO1 - Configuration

General ControlNet ControlMetDevices ContralNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Instance Name ‘CNRCH ‘
Description ‘Contro\Net Router Demo |
IP Address [ 192 . 1.8 . 1 . 166 Major Revision
Main Mode Operational ~

ControlNet Mode | Target

Ethernet Mode PCCC Client Y

PCCC / PLC5 Emulation

IP Address 192 . 168 1 . 187 | |

Ok Apply Cancel Help

Figure 3.68 — PCCC Client Mode — IP Address Configuration

3.6.1.1. UNSCHEDULED CONTROLNET

el

The ControlNet Router can also be used to communicate with a Logix controller over
ControlNet using unscheduled communication. This is done by browsing to the target Logix
controller in RSLinx Enterprise and selecting it as the target. The user will now have direct
access to all the Logix tags via the ControlNet Router (without the need for any PLC5
emulation). See the FTView Configuration section for more details regarding the

communication path setup.

J Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Ez?s ControlNet, ControlNet 8

Elﬂ 2, 1756-CNBR/E, 1756-CNBR/E 11 005

E|- 1736-A10/A or B, 1736-A10/A or B

fl 0, 1756-L62, 1756-162
fl 1,1756-EN2TR/A, 1756-EN2TR/A
]
fl 3, 1756-EN2TR/A, 1756-EN2TR/A 1
fl 6, 1756-CNB/A, 1756-CNB/E 11 003

i 9,1756-1B16I/A, 1756-1B16I/A DCIN ISOL
=i 192.168.1.189, 1785-L40E, PLC-5/40 Processor with an Ethernet interface

—Device Shorteuts —————————————— Design (Local) | Funtime (Target) |
Add | Remove | Apply |
= CNR. ----i 192.168.1.186, PanelView Plus_6 1000, PanelView Plus_6 1000
# CNRLogix = I 192.168.1.188, A-CNR, ControlNet Router 2

Made: Onli |Not Browsing

Offline Tag File

Shortcut Type Processor

Figure 3.69 - Selecting Connection Path in RSLinx Enterprise
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3.6.1.2.  FTVIEW CONFIGURATION
The ControlNet Router can be interfaced directly to FTView using PCCC (PLC5 Ethernet
emulation) or Unscheduled ControlNet. This is illustrated in the following examples where a

PanelView is configured to read data from the ControlNet Router.

Using FTView Studio (Machine Edition) create a new project.

@FactnryTalk ¥iew Studio - ¥iew Machine Edition
File Wwiew Application Tools  wWindow Help

|#EE D@ 2E|-|aaE

= @ Local (WM-DBEECDF251302)
=-fim PV
= P
-0 System
-2 HMI Tags
Ha Graphics

[ Dizplaps

[ Global Objects

iy Symbal Factary

m Libraries

Images

o[d] Parameters
lg Local Messages

- alams

- Information

23 Logic and Control

[

E

A Datalog
7-{_ RecipePluz
EIE R5Lins Enterprise

Communication Setup

g
E- System

Figure 3.70 - FTView project

A. COMMUNICATION — SCHEDULED CONTROLNET

To configure the communication link to the ControlNet Router (when using Scheduled
ControlNet), select the Communication Setup under the RSLinx Enterprise section. If the

RSLinx Enterprise heading does not appear, then it should be added by right-clicking on the
project and selecting Add New Server.

=] @ Local (¥M-DBEBRCDF251302)

g
% : Delete |
f: Add Mew Server  # kwell futoration Device Server (RSLiNx Enterprise). ..
" i OPC Data Server...
H-{  Security...

B+

{ Properties. ..

D Logic and Contral
D Diata Log
®-_1 RecipePlus
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Figure 3.71 — Adding RSLinx Enterprise Server

The Communication Setup dialog will open. Under the Device Shortcuts group box, click on
the Add button to create a new shortcut. Rename the shortcut as required. In this example
the shortcut is renamed to “CNR”.

Ei Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts

Design (Lacal) | Funtime (Target) |
Add Remove | |

= CNR E----f_@. RSLinx Enterprise, WIN-G3FQKILO9H3
-9 1789-A17, Backplane
m-#s EtherNet, Ethernet

Figure 3.72 — Adding Device Shortcut

With the newly created device shortcut selected, right-click on the Ethernet network and
select the Add Device option.

E! Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts

Design (Local) | Funtime (Target) |

Add Remove ‘ Apply ‘
# CNR E----Q RSLinx Enterprise, WIN-G3FQKILO9H3
o83 1789-A17, Backplane
£
Add Device
Delete

Delete Children
Show All Devices
Start Browsing

Properties

Figure 3.73 — Adding Ethernet Device

The Add Device dialog will open. Under the Ethernet PLC devices section, select the 1785-
L40E PLC-5/40 Processor with an Ethernet interface option.

NOTE: The ControlNet Router supports a PLC5 emulation mode, allowing it to
be accessible by RSLinx Enterprise.
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add Device Selection x|

Available Devices

i GenericDevice, Generic Device From EDS File

[£-E3 EtherNetIP Devices

[=-&3 Ethernet PLC devices

[+]- & 1753-L2866Ex:, GuardPLC 1600

[+]-@%® 1753-L32BEBEx-6A, GuardPLC 1800

Bl 1755-L20F, PLC-5)20F Processor with an Ethernet interface
1785-L40E, PLC-5/40 Proc with an Ethernet interface

1785-L26E, PLC-5/26E Processor with an Ethernet interface

1785-L46E, PLC-5/46E Processor with an Ethernet interface

1785-L&0E, PLC-5/E0E Processor with Ethernet inkerface

SoftLogixs, Allen-Bradley SoftLogixs

1785-L20C15, PLC-5/20C

il 1785-L40C15, PLC-5/40C

""" 1785-L60C15, PLE-5/60C

.. Kl 1755 ANC1S BRI LI

EDS File: I

|»

0k I Cancel | Help |

Figure 3.74 — Ethernet Device Selection

In the Device Properties page, enter the ControlNet Router’s IP address, and then click on the
Ok button.

NOTE: The user will need to enter the PLC5 emulation IP address for the PLC5
/ f \ shown below, and not the ControlNet Router’s primary (EtherNet/IP) IP
address.
x
Generall

M ame IF‘LC-SMD Processar with an E

Addressl 192 . 168 . 1 . 180

0k I Cancel | Apply | Help

Figure 3.75 — Device Properties

At the top of the Communication Setup dialog, select the Copy from Design to Runtime
button. As the name implies, this copies the configuration to be used by the PanelView at
runtime. Select the Ok button to close the Communication Setup dialog.
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B. COMMUNICATION — UNSCHEDULED CONTROLNET

To configure the communication link to the ControlNet Router (when using Unscheduled
ControlNet), select the Communication Setup under the RSLinx Enterprise section. If the
RSLinx Enterprise heading does not appear, then it should be added by right-clicking on the
project and selecting Add New Server.

=] @ Local (¥M-DBEBRCDF251302)

g
%g Delete

add

kwell Aubomation Device Server (RSLinx Enkerprise). ..
QPC Daka Server...

Security. ..

Properties. ..

173 Logic and Contral

: [ Datalog
w1 RecipePlus

Figure 3.76 — Adding RSLinx Enterprise Server

The Communication Setup dialog will open. Under the Device Shortcuts group box, click on
the Add button to create a new shortcut. Rename the shortcut as required. In this example
the shortcut is renamed to “CNRLogix”. Next browse to the Logix Controller using the
ControlNet Router and select it.

Ei Communication Setup - RNA://$Local/CNetTest/RSLinx Enterprise

Device Shortcuts Design (Local) | Runtime (Target) |
Add | Remove | Apply

® CNR ----i 192.168.1.186, PanelView Plus_6 1000, PanelView Plus_6 1000
® [ENR R - 192.1681.188, A-CNR, ControlNet Router 2
Ez?a ControlNet, ControlNet 8
=-§ 2, 1756-CNBR/E, 1756-CNBR/E 11 005
E|. 1756-A10/A or B, 1756-A10/A or B

a2 0, 1756-L62, AuxAparianProductTesting
-8 1, 1756-EN2TR/A, 1756-EN2TR/A
-9
-8 3, 1756-EN2TR/A, 1756-EN2TR/A 1
-8 6, 1756-CNB/A, 1756-CNB/E 11 003
. i 9, 1756-IB161/A, 1756-1B16I/A DCIN ISOL
=-fi) 192.168.1.189, 1785-L40E, PLC-5/40 Processor with an Ethernet interface

Mode: Onli [Not Browsing

S I S o

Offline Tag File |

Shortcut Type | Processor

Figure 3.77 — Adding RSLinx Enterprise Server

C. ANIMATION

Once the communication has been correctly configured, objects can be linked to the
ControlNet Router data points. Create a new graphic Display by right-clicking on the Display
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item, under the Graphics section.

= &5 Local [¥M-DEECDF251402)
E-fim P
28 P

{3 System

=
1 [0l Add Component Into Application. ..
: Import and Export...
~[Z] [INF1

Figure 3.78 — Adding a Graphical Display

A blank Display dialog will be created. To display a number, select the Numeric Display object,
from either the toolbar or from the Numeric and String menu, located under in Objects menu.

F= Untitled - /P¥1// (Display)

=10l

Numeric Display Properties ﬂ

Generall Common  Connections I

NN MName - | Tag / Expression Tag | Expm
Polarity + sae 550

Figure 3.79 — Numeric Display Connections

The Numeric Display can now be linked to a ControlNet Router data point using the
Connections tab. Select the Tag (...) button adjacent to the Value item. The FTView Tag

Browser dialog will open. To view all the available data points, select the Refresh All Folders
button.

@ NOTE: The ControlNet Router must be online for the tag browsing option to
work.

Document No. D138-016

Page 73 of 194
Revision 1.8



Setup

@ Tag Browser @

Select Tag
Folders Contents of '/ CHR/Online'

i@ CNetTest Name Access Rights  Description
=3 CNR

&3 Diagnostics

=81 Online
@& F10
G F8
@ N1l
@& N7
B Ng

[0 system

efresh All Falde|  Tagfitter. -

Selected Tag
[CNR]Online

Home area: /

(0] l [ Cancel l [ Help

Figure 3.80 — Browsing Data Points

The data files, as configured in the ControlNet Router, will appear under the Online section.
Select the required data point to be connected to the Numeric Display.

In this example, N9 and F10 represent the Input data, N7 and F8 represent the Output data,
and N11 represents the diagnostic data.

D. DIAGNOSTIC DATA

Various diagnostic items can be displayed in the FTView using the Diagnostic File. The
diagnostic file number is N11. The description of each diagnostic data point is tabulated
below.

Offset Group | Description

0 & 2 4 ControlNet Router Status

ral
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Bit 0 — Config Valid

Bit 1 — Routing Inhibited
1 ControlNet Node Number
2 ControlNet LED State
3 ControlNet Net Mode
4 ControlNet Router Internal Temperature
5 Rx Packet Count
6 Tx Packet Count
7 9 Scheduled Tx Packet Count
8 g Scheduled Rx Packet Count
9 g Unscheduled Tx Packet Count
10 ° Unscheduled Rx Packet Count
11 g Routed Class 3 Forward Open
12 © Routed Class 3 Forward Close
13 Routed Class 3 Message
14 Routed UCMM Message
15 PCCC Connection Requests
16 PCCC Read Requests
17 © PCCC Write Requests
18 @ | PCCC Unsupported Command
19 & | PCCC Unsupported FNC Code
20 S PCCC Client Not Found
21 & | PCCC Client Max Reached
22 PCCC File Not Found
23 Current Connections

Table 3.10 - Diagnostic File

3.6.2. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own the ControlNet Router over EtherNet/IP using a
Class 1 EtherNet/IP connection when the ControlNet Router is operating as an EtherNet/IP
target. This will allow the ControlNet Router to exchange data with the controller using the
input and output assembly of the Class 1 EtherNet/IP connection. Data from ControlNet
devices can be mapped to the Logix controller over EtherNet/IP.

The user will need to add the ControlNet Router to the Logix |0 tree under a EtherNet/IP
bridge (e.g. 1756-EN2TR).

3.6.2.1. STUDIO / LOGIX 5000 CONFIGURATION
A. ADD MODULE TO ETHERNET/IP I/O CONFIGURATION

When operating in EtherNet/IP Target mode, the ControlNet Router can be added to the Logix
5000 I/0 tree under an Ethernet bridge (e.g. EN2TR). The module will need to be added as a
generic Ethernet module. This is done by right clicking on the Ethernet Bridge in the Logix
5000 and selecting New Module after which the ETHERNET-MODULE is selected to be added
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as shown in the figure below.

@ NOTE: See the next section for importing the configuration (L5X).
H Select Module x|
&£ JO Configuration Module ‘Descnption |
=89 1756 Backplane, 1756-A4 - 2097-V33PR3 Kinetix 300, 4A, 240V, No Fiter -
~§9 [0] 1756-L75 DNP3Example 2097-V33PRS Kinetix 300, 84, 240V, No Fiter
= § [1] 1756-EN2TR EnetBridge 2097-V33PR6 Kinetix 300, 124, 240V, No Fiter
~dsfi o New Modue... -2097-V34PR3 Kinetix 300, 2A, 480V, No Fiter
e — |:|l> ~2097-V34PR5 Kinetix 300, 4A, 480V, No Fiter
2 Paste Chri+V ~2097-\V34PR6 Kinetix 300, 6A, 480V, No Fitter
—_— ~2364F RGU-EN1 Regen Bus Supply via 1203-EN1 _I
Print b Drivelogix5730 Ethernet Po... 10/100 Mbps Ethernet Port on DriveLogix5730
ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge
EETHERNET-MODULE Generic Ethernet Module
- ETHERNET-PANELVIEW EtherNet/IP Panelview
- EtherNet/IP SoftLogix5800 EtherNet/IP
PowerFlex 4 Class Multi-E Multi Drive via 22-COMM-E LI
KV ol
Find. | Add Favarite |
By Categony By \endor Favorites |

oK I Cancel | Help |

Figure 3.81 - Add a Generic Ethernet Module in Logix 5000

The user must enter the IP Address of the ControlNet Router that will be used. The assembly
instance and size must also be added for the input, output, and configuration in the
connection parameters section. Below are the required connection parameters.

Connection Parameter Assembly Instance Size
Input 166 500
Output 167 496
Configuration 102 0 (8-bit)

Table 3.11 — EtherNet/IP Logix class 1 connection parameters for the ControlNet Router
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" ' Module Properties: eth (ETHERNET-MODULE 1.1) [
General Connection  Module Info
Type: ETHERMET-MODULE Generic Ethemet Module
“Yendor: Rockwell Automation/Allen-Bradley
Parent: eth .
Name: IIZNHE Connection Parameters
Assembly )
Description: Instance: Size:

Input 186 | |50 % (i

Output: ‘157 I [495 = (8-bit

. Data - SIN - :

Comm Fomet. S Se Configuration: ‘102 | ‘U = (&bt

Address / Host Name
(@) IP Address: 192 . 168 . 1 . 166

() Host Name:

Status: Offline Cancel Apply Help

Figure 3.82 - Logix General module properties in Logix 5000

NOTE: The user will need to enter the exact connection parameters before the
module will establish a class 1 connection with the Logix controller.

Next the user needs to configure the connection requested packet interval (RPI). This is the
rate at which the input and output assemblies are exchanged. Refer to the technical
specification section in this document for further details on the limits of the RPI.

® | Module Properties: eth (ETHERNET-MODULE 1.1) CXT

General Connection®  tdadule Info

Requested Packet Interval (RFI): 100.0-3-ms  (1.0-3200.0ms)
[ inhikit Module

[ ]tajor Fault On Cantraller f Connection Fails While in Run Mode

se Unicast Connection over Etherbetf|P

tModule Fault

Status: Offline Cancel Apply Help

Figure 3.83 - Connection module properties in Logix 5000
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Once the module has been added to the Logix 5000 I/O tree the user must assign the User
Defined Types (UDTs) to the input and output assemblies. The user can import the required
UDTs by right-clicking on User-Defined sub-folder in the Data Types folder of the 10 tree and
selecting Import Data Type. The assemblies are then assigned to the UDTs with a ladder copy
instruction (COP) as shown in the figure below.

=-£4 I/O Configuration
EI B3 1756 Backplane, 1756-A10
------ fa [0] 1756-L62 CNetRouterTest
B ﬂ [1] 1756-ENBT/A eth
=E f'a Ethernet
------ B 1756-ENBT/A eth
------ -.§ ETHERNET-MODULE CNRO' _ENET

Figure 3.84 — Logix 5000 I/O module tree

B. IMPORTING UDTS AND MAPPING ROUTINES
To simplify the mapping of the input image, a Logix 5000 Routine Partial Import (L5X) file is
provided. This file can be imported by right-clicking on the required Program and selecting

the Import Routine option.

Controller Organizer - 1 X

=3 Controller ControlNetRouterExample_RO1 ~
E Controller Tags

3 Controller Fault Handler

------ [ Power-Up Handler

£-53 Tasks

B 48 MainTask

JER.]2inPropmg

nE ngrEﬂ Mew Routine...
...... Ejj Maml‘ Import Routine... |
------ .23 Unschedule

L W

Figure 3.85 — Logix 5000 Importing ControlNet Router specific routine and UDTs
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@ Import Routine

X
Look in: | ControlNet Router v | (€ I S
* Name - Status Date modified Type Size
ControlNetRouterRoutineAndUDTsRev3.L5X 2022/02/1411:01 Logix Designer X... TAKB
Quick access
Desktop
2 |
Libraries
This PC
Net;vork
File name: |CorﬂmINeiRMerRMineAndUDTsRevB.LSX v | Import... |
Files of type: RSLogix 5000 XML Files (*.L5X%) Cancel
Files containing: |Eaﬂoutine - =

Into: |:‘ MainProgram

Figure 3.86 - Selecting partial import file

The import will create the following:

e The required UDTs (user defined data types)

Two controller tags representing the Input and Output assemblies.

A routine mapping the ControlNet Router module to the aforementioned tags.

The user may need to change the routine to map to the correct ControlNet Router module
instance name, and make sure that the mapping routine is called by the Program’s Main

Routine.
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IERe] Controller CNR_DEMO

|&) Controller Tags
(23 Controller Fault Handler
(31 Power-Up Handler
-5 Tasks
—-£@d MainTask
--£8 MainProgram
| Program Tags
i ﬂ MainRoutine
ControlNetRouter |
(] Unscheduled Programs / Phases
=45 Motion Groups
(3 Ungrouped Axes
(3 Add-On Instructions
-4 Data Types
&3 User-Defined
4 AparianCNREInput
3 AparianCNREQutput
o] ApananCNRInput
[ AparianCNROutput
-4 Strings
[ Add-On-Defined
& ng Predefined
£ Module-Defined
(3 Trends
=3 1/0 Configuration

Figure 3.87 - Imported Logix 5000 objects

Refer to the additional information section of this document for an example Logix 5000
project as well as the required UDTs.

3.6.2.2.  INTERNAL DATA SPACE MAPPING

When the module is operating as a EtherNet/IP Target, the data from the originator device
(e.g. Logix Controller) can be mapped to the ControlNet interface using the Internal Map. The
Internal Map configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Internal Map
tab.

A. IDS COPY — ETHERNET/IP TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the ControlNet interface, the source type needs to be EIP Target.
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CNRO1 - Configuration \EI@

General ControlNet ControlNet Devices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination T Destination Destination Destination
Instance Offset Offset estination Type Instance Offset Bit Offset

N - — < -

Source Type Count Copy Function Reformat

EIP Target

EIP Originator
ME Register
CNet Target
CNet Originator

Figure 3.88 — IDS Copy — EtherNet/IP Target Source Type

The source instance will be the connection number, which in this case is always Connection O.
The Source Offset is the offset in the Mapped Data section of the EtherNet/IP output
assembly from where the data must be copied. The Count is the number of bytes that will be
copied. The Mapped Data section will be available when using the provided UDT for the
Output Assembly.

— CNRO10utput {enn} ] {...} | AparianCNROutput
+ CNRO10utput.GeneralClrl 1] Decimal DINT
| - CNRO10utput MappedData | {---} ] {...] Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) lédaa Hex SINT
+ CHNAD1Output.MappedD ata(1] 0 Decimal SINT
+ CNRO1Dutput. MappedD ata[2] 1] Decimal SINT

Figure 3.89 — EtherNet/IP Output Mapped Data UDT

See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the ControlNet interface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

CNROT - Configuration =0 EER %"
General ControlNet ControlNetDevices ControlNetMap EtherNeyIP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination T Destination Destination  Destination Count c Funct Ref t
Instance Offset Offset estination Type Instance Offset Bit Offset oun Opy Function erorma

EIP Target ~ |Connection 0 ~ 1] CNet Originator 0 1 Byte to Byte ~ |None ~
0 1 Byte to Byte ~ |None ~

Source Type

» |CNet Originator a

~ ~

CNet Originator

Figure 3.90 — IDS Copy — EtherNet/IP Target Destination Type

The destination instance will be the connection number, which in this case is always
Connection 0. The Destination Offset is the offset in the Mapped Data section of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytes that will be copied. The Mapped Data section will be available when using the provided
UDT for the Input Assembly.
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— CNROT nput [...} [onal AparianChRInput
+ CMRO1Input GeneralStatus -74 Decimal SINT
+ CHNRO1Input CHetNodeMumber 1 Decimal SINT
+ CMRAD1Input. CHetLedState 1 Decimal SINT
+ CMNRO1Input CHetMode € Decimal SINT
CHNROInput, Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | {...} [...] Decimal SINT[400]
+ CMRO1Input.MappedD ata[0] 2 Decimal SINT
+ CMRO1Input.MappedD atal1] 0 Decimal SIMNT

Figure 3.91 — EtherNet/IP Input Mapped Data UDT

3.6.3. MobpBUS TCP SLAVE

The ControlNet Router can operate as a Modbus Slave for Modbus TCP. A Modbus TCP Master
can read and write to the full Modbus Register range in the ControlNet Router. The user will
need to configure the relevant Modbus Parameters as shown below.

The Modbus configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Modbus tab.

CNRO1 - Configuration =

General ConfrolNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map :‘N‘\é‘d‘bﬂéu Modbus Auxiliary Map Internal Map Advanced

Modbus Settings

Local Node 0 b

TCP Port (0 implies default port 502)
Update Rate lIl (ms)

Retry Limit lIl

Response Timeout lIl (ms)

Inactivity Timeout |I| (ms)

Base Offset Type Modbus (Base 0) w

Ok Apply Cancel Help

Figure 3.92 — Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description

Local Node The Modbus Node address assigned to the ControlNet Router.

Modbus TCP Port The TCP port to be used for the Modbus communication. By default the module
will use the standard TCP port 502.
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Update Rate The period (in milliseconds) between master requests to the target Modbus
device.

(Modbus TCP Master mode only)

Retry Limit The number of successive Modbus request retries before the request is set to
have failed.

(Modbus TCP Master mode only)

Response Timeout The time (in milliseconds) the module will wait for a valid Modbus response.

(Modbus TCP Master mode only)

Inactivity Timeout The amount of time during which no Modbus requests have been received
before the ControlNet Router indicates that the connection to the Modbus
Master is no longer active.

(Modbus TCP Slave mode only)

Base Offset Type Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

Table 3.12 — Modbus parameters

The Modbus Node Number will need to be configured in the parameters above to allow a
Modbus Master to access the ControlNet Router as a Modbus Slave device.

3.6.3.1.  INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus TCP Slave, the data from the Modbus Registers
(used to exchange data with the Modbus TCP Master) can be mapped to the ControlNet
interface using the Internal Map. The Internal Map configuration window is opened by either
double clicking on the module in the tree or right-clicking the module and selecting
Configuration and selecting the Internal Map tab.

A. IDS COPY - MODBUS SOURCE

When copying Modbus data to the ControlNet interface, the source type needs to be MB
Register.
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CNRO1 - Configuration EI@

General ControlMet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherMeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced
Internal Map (max. of 200 items.)

Source Source Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Type Instance Offset Bit Offset Caunt Function

:

Internal
EIP Target
EIP Originator

Source Type Reformat

-

£

MB Register
CNet Target
CNet Originator

Figure 3.93 — IDS Copy - Modbus Source Type

The source instance will be the Modbus register type required.

CNROT - Configuration =N =R

General ConfrolNet ControlNetDevices ControlNetMap  EtherNetfIP Devices EtherNe/lP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit _— Destination Destination Destination Copy
Source Type Instance Offset Offset Destination Typs Instance Oftset Bit Offset Caunt Function Reformat
b |MB Register ~ICS ~ 0 ~ 0 1 Byte .. ~ None |v
. ~ |C5 ~ ~

IS

Figure 3.94 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS COPY — MODBUS DESTINATION

When copying data from the ControlNet interface to a Modbus Register, the destination type
needs to be MB Register.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Type Ir?;jll;:wc:e Sg#;:;,- SDOU;";ZF it Destination Type Dﬁj;::;‘gn Deglfifr;:llim D;fg}z‘;n Count Copy Function Refarmat
MB Register ~ | CS = 0 CNet Originator |~ 1] 1 Byte to Byte ~ |None
» EIP Originator 0 o a 1 Byte to Byte ~  None
N ~ Internal ~

EIP Target
EIP Qriginator

Figure 3.95 — IDS Copy - Modbus Destination Type

The destination instance will be the Modbus register type required.
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CNRO1 - Configuration \EI@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
MB Register ~ |CS ~ a CNet Originator  ~ 0 1 Byte to Byte ~ | None ~
» |EIP Originator 1] MB Register ~|CS ~ 0 1 Byte to Byte ~ None b

. ~ ~[CS v
]
IR

Figure 3.96 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.4. MobBUS TCP MASTER

The ControlNet Router can operate as a Modbus Master for Modbus TCP. The user will need
to configure the relevant Modbus Parameters as shown below followed by the configuration
of the Modbus Auxiliary Map. This map will allow the user configure various read and write
functions to external Modbus Registers to and from the internal Modbus registers.

The Modbus configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Modbus tab.

CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherMNet/IP Map { Modbus Modbus Auxiliary Map  Internal Map Advanced
Modbus Settings

Local Node
TCP Port 502 (0 implies default port 502)
Update Rate (ms)

Retry Limit

Response Timeout

disdill

Inactivity Timeout

Base Offset Type | Modbus (Base 0) ~

Ok Apply Cancel Help

Figure 3.97 — Modbus Configuration

The Modbus Communication configuration consists of the following parameters:
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Parameter

Description

Local Node

The Modbus Node address assigned to the ControlNet Router.

Modbus TCP Port

The TCP port to be used for the Modbus communication. By default the module
will use the standard TCP port 502.

Update Rate

The period (in milliseconds) between master requests to the target Modbus
device.

(Modbus TCP Master mode only)

Retry Limit

The number of successive Modbus request retries before the request is set to
have failed.

(Modbus TCP Master mode only)

Response Timeout

The time (in milliseconds) the module will wait for a valid Modbus response.

(Modbus TCP Master mode only)

Inactivity Timeout

The amount of time during which no Modbus requests have been received
before the ControlNet Router indicates that the connection to the Modbus
Master is no longer active.

(Modbus TCP Slave mode only)

Base Offset Type

Modbus (Base 0)

Conventional Modbus addressing where the first address is 0.
PLC (Base 1)

PLC addressing, where the first address is 1.

3.6.4.1.

Table 3.13 — Modbus parameters

MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Master operating interface.
Up to 100 mapping items can be configured while communicating to up to 20 Modbus Slave

devices.

The Modbus Aux Map will be executed in a sequential manner and a mapped item will be
executed at the Update Rate in the Modbus parameters. That is, the Update Rate is the time
between two successive mapped item executions.

The Modbus Auxiliary Map configuration window is opened by either double clicking on the
module in the tree or right-clicking the module and selecting Configuration.
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CNRO1 - Configuration

General ControlNet ControlNetDevices ControlNetMap EtherNeyIP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Intemal Map Advanced

Modbus Auxiliary Map (max. of 100 items_)

Modbus Function Register Type

HR

Local Reg. Count Remote Reg. IP Address
1000 10 100 192.168.1.234
Ok Apply Cancel Help

Node

Figure 3.98 — Modbus Auxiliary Map Configuration

Reformat

None

The Modbus Auxiliary Map configuration consists of the following parameters:

= ]

Parameter

Description

Modbus Function

This is the Modbus function that is sent to the Modbus Slave.

Read — Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus Slave.

Write — Write a Modbus Register (e.g. HR or CS) to a Modbus Slave.

Register Type Modbus Register Type:
CS — Coil Status
IS — Input Status
IR — Input Register
HR — Holding Register
Local Reg. The local (internal) ControlNet Router Modbus register address.
Count The number of Modbus elements to read or write.
Remote Reg. The remote slave Modbus address register.
IP Address The IP address of the remote Modbus TCP slave.
Node The Modbus Node address of the remote Modbus slave.
Reformat Used to specify how the data is formatted before writing to, or after reading

from, the Modbus slave.

None — No reformatting applied. (AA BB CC DD).

BB AA — 16bit Byte swap

BB AA DD CC — 32bit Byte Pair Swap

CC DD AA BB — Word Swap

DD CC BB AA — Word and Byte Pair Swap

Document No. D138-016
Revision 1.8

Page 87 of 194



Setup

Table 3.14 — Modbus Auxiliary Map parameters
3.6.4.2. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus TCP Master, the data from the Modbus Registers
(used to exchange data with various Modbus TCP Slaves) can be mapped to the ControlNet
interface using the Internal Map. The Internal Map configuration window is opened by either
double clicking on the module in the tree or right-clicking the module and selecting
Configuration and selecting the Internal Map tab.

A. IDS COPY - MODBUS SOURCE

When copying Modbus data to the ControlNet interface, the source type needs to be MB
Register.

CNRO1 - Configuration EI@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemnal Map - Advanced

Internal Map (max. of 200 items.)

Source Type Source Source  Source Bit Destination Type Destination Destination Destination Count Copy Reformat
P Instance Offset Offset P Instance Oftset Bit Offset Function
s |Internal ~ w

EIP Target

EIP Originator
MB Register

CNet Target
CNet Originator

Figure 3.99 — IDS Copy - Modbus Source Type

The source instance will be the Modbus register type required.

CNRO1 - Configuration = Em s

General ControlMet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map - Advanced

Internal Map (max. of 200 items.)

3 T Source Source  Source Bit Destination T Destination Destination Destination Count Copy Ref i

ource Type Instance Offset Offset esunaton Typs Instance Offset Bit Offset oun Function elorma

b |MB Register v |CS ~ 0 e a 1 Byte .. |~ |None |~
~|CS ~ )

IS

Figure 3.100 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS COPY —MODBUS DESTINATION

When copying data from the ControlNet interface to a Modbus Register, the destination type
needs to be MB Register.
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CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items_)

Source Source Source Bit Destination Destination Destination

Source Type Instance Offsat Offsat Destination Type Instance Offsct Bit Offsat Count Copy Function Reformat
MB Register ~|CS ~ 0 CNet Originator |~ a 1 Byte to Byte ~  None
b |EIP Originator 0 ~ 0 1 Byte to Byte ~ | None
. ~ Internal w
EIP Target
EIP Originator

Figure 3.101 — IDS Copy - Modbus Destination Type

The destination instance will be the Modbus register type required.

CNRO1 - Configuration \EI@

General ControlNet ControlNet Devices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Advanced
Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
MB Register ~|CS ™ a CNet QOriginator > 0 1 Byte to Byte ~ |None ~
» |EIP Originator >~ 1] MB Register ~|Cs ~ 0 1 Byte to Byte ~ | None ~
~

~ |CS ~
1S
IR

Figure 3.102 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.5. ETHERNET/IP ORIGINATOR

The ControlNet Router can operate as a EtherNet/IP connection originator for cyclic (Class 1)
or explicit (Class 3 or UCMM) data exchange. The explicit messaging can be setup in the
EtherNet/IP Devices and EtherNet/IP Map in the Master configuration while the cyclic class 1
connections are added to the EtherNet/IP Connections node under the module in the Slate
project tree.

3.6.5.1.  ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The ControlNet Router can establish up to 16 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devices. This can be done by either manually entering the connection data into
the Connection Parameter window, or by importing the configuration from one or more of
the following sources:

e Online Logix Controller
e Logix Controller L5X
e EDSFile
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e Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to the EtherNet/IP Connections tree by right-clicking on the
tree in Slate and selecting Add EtherNet/IP Connection.

Project Explorer

=& ControlNet Router Demo
= i CNRO1 (ControlNet Router)

-4 Caonfiguration

WP =, Net/IP Connectinns
&= Add EtherNet/IP Connection I

I

Figure 3.103 — Adding EtherNet/IP Class 1 Connection

Next the user will need to enter the connection parameters for the Class 1 connection.

MyModule - Class 1 Connection - () = E
=] Import [+ Export  Tools
Connection Name I:I Communication Status Offset 0 Interface Fail Action Continue ~
Connection Details
General Electronic Keying Advanced
Path I:I Keying Disabled ~ Tick Time 32 ms ~
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 v
mput(T=>0y |0 | [ o | Product Code 0 Time-Out
Output (0=>T) | 0 ‘ | 0 | Major Revision 0 Transport Trigger Direction | Server ~
Configuration | 0 ‘ | 0 | Minor Revision 0
Configuration
Ok Apply Cancel
Figure 3.104 — EtherNet/IP Class 1 Connection Parameters
NOTE: It is recommended that the user not change the values in the Advanced
frame of the connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Comm Status Offset

This is the offset in the Internal Data Space (IDS) which provides the
communication status of each EtherNet/IP device. The Communication Status
is as shown below:
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Bit 0 - (1: Device online / 0:Device offline)

Bit 1 to 7 — Reserved.

Interface Fail Action

When the ControlNet communication has failed, the EtherNet/IP 10 can be
configured to either keep the connection running as is, change the connection
status to program mode, or force the connection offline. This will allow the
EtherNet/IP device to go into a pre-determined state when the
communication to the controller (i.e., connection originator on ControlNet) is
lost.

General

Path

The path to the target device.

If the device is an Ethernet device then this will just be the IP address of the
module.

If the device is, for example, a module in a backplane or via an adapter, then
the user will need to enter the IP address of the bridge or adapter followed
by the backplane port (for example 1) and the slot number of the device. Each
item is separated by a comma.

As an example; to connect to an Allen-Bradley Flex module (via the Flex
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backplane,
the user will need to enter the following path: 192.168.1.100,1,2 (IP address,
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which the
data will be sent from the originator to the target and vice versa.

Input (T=>0) — Instance

The instance of the input assembly.

Input (T=>0) — Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) — Instance

The instance of the output assembly.

Output (O=>T) — Size (bytes)

The size in bytes of the output assembly.

Configuration — Instance

The instance of the configuration assembly.

Configuration — Size (bytes)

The size in bytes of the configuration assembly.

NOTE: This is a read-only value and will be equal to the number of bytes
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the correct
device type.

Disabled

Keying is not enabled and no key information will be sent in the connection
establishment.

Compatible

Keying has been enabled with compatibility enabled. This will allow devices
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware revision
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will allow the establishment of the connection.

Vendor ID The Vendor ID of the target device.
Device Type The Device Type of the target device.
Product Code The Product Code of the target device.
Major Revision The Major Revision of the target device.
Minor Revision The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time For unconnected messages, this is the time for each tick to calculate the
unconnected Time-Out time.

Time-Out Ticks The number of ticks before the unconnected message is set for timeout.
Time-Out Multiplier This is the multiplier of the RPI to define the connection timeout time.
Time-Out The unconnected message timeout time (read-only)

Transport Trigger Direction The Transport Trigger direction; Server or Client.

Configuration

Data The configuration data that is sent with the forward open connection
establishment. The data will need to be entered as a space-delimited,
hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by one each time a byte is added to the
configuration.

Table 3.15 — EtherNet/IP Class 1 Connection Parameters

B. IMPORT FROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix
controller.

PREPARATION

Before the connection information can be imported, some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Download the project to a Logix controller.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.
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NOTE: Some versions Logix (V32+) do not support the reading of the module’s

configuration. Where possible use an earlier version (e.g. V24).

NOTE: It is possible that not all the connection information will be imported as
it may not be available due to the type of device and Logix version.

IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selecting the Import
from Online Controller option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§

-+] Import | [+ Export  Tools

Import from Online Controller I

915 &=

Import Controller L5X
Import EDS File
Import Connection Library

Figure 3.105 — Import from Online Controller

The Import Connection Parameters form will open.

Controller

| Controller Path

|C]

Select Configuration Tag

Tag Name

Select Connection

Device

Vendar Type

Figure 3.106 — Import Connection Parameters — Controller Path

Tag Type
Product O->T O->T
Code RPI (ms) Instance Size

¢

Refresh Controller

O

Target Browser

[ ﬁ 192.168.16: 1756-EN2TR/B

E
00: 1756-L62/B LOGIX5562

ﬂ 01:1756-EN2TR/B

ﬁ 02:1756-CNBJE 11.003
05 : 1756-L85E/B
192.168.1.7 : 1756-EN2TR/C
192.168.1.89: 1794-AENT/B

Enter the path to the Logix controller. This can be either entered manually, or the Browse
button “...”, can be selected to launch the Target Browser, where the Logix controller can be

selected.
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Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and
Connection grid respectively.

Import Connection Parameters - O X
Controller
Controller Path 192.168.1.6,1.4 Refresh Controller
Select Configuration Tag
Tag Name Tag Type Length
1 FlexACN:1:C AB:1794_DO8:C:0 36
2 FlexACN:0:C AB:1794_IB16:C:0 34
» o3 FlexEth:0:C AB:1794_IB16:C:0
Select Connection
Device Product O->T 0->T T-=0 T-=0
Vendor Type Code RP1 (ms) Instance: Size Instance Size Path
1 1 7 37 50 1 2 2 6 1.7.23.1.1
2 1 12 38 100 1 16 2 20 1723
=y 7 % | 5060 2 | 8 |16215216311710
4 1 7 34 50 6 0 2 8 172,310
Ok Cancel

Figure 3.107 — Import Connection Parameters — Select Connection

In order to import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connection’s configuration data is derived from the selected Configuration Tag,
when the new connection’s parameters are derived from the selected Connection.

Once the appropriate selections have been made, press Ok. The imported data will be
populated into the Connection form.

The user can then modify the Connection Name, Path and RPI as required.

C. IMPORT FROM CONTROLLER L5X FILE

Here the EtherNet/IP connection parameters are imported from a Logix controller’s L5X file.

PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.
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2. Save the Studio5000 project as an L5X file.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.

NOTE: It is possible that not all the connection information will be imported as
it may not be available in the L5X file due to the type of device and Logix
version.

IMPORT L5X FILE

The connection parameters can be imported from the L5X file by selecting the Import
Controller L5X option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export  Tools
Import from Online Controller
Import Controller L5X
Import EDS File
Import Connection Library

9 5| ==

Figure 3.108 — Import from Controller L5X

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘ E Refresh Configuration

Select Module

Name Catalog Vendor Device Type Product Code ConfigSize

Figure 3.109 — Import L5X Device Configuration — Select L5X

“ 4

Click on the Browse (“...”) button to select the previously generated L5X file.

The modules found in the selected L5X file will then be displayed in the Module List.
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S Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp'\Connection Import Example L5X Refresh Configuration
Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 |Local.Local 1756-L85E 1 14 168 a
2 |Localeth0 1756-EN2TR 1 12 200 0]
3 eth0.Flex5000 5094-AENZ2TRXT/A 1 12 323 0
(VA Flex5000.1B16 5094-B16XT/A 1 7 412 64
5 | Flex5000.IF8 5094-IF8XT/A 1 115 325 384
6 Flex5000.0B16 5094-0OB16XT/A 1 7 413 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel
Figure 3.110 — Import L5X Device Configuration

Select the required module and click Ok. The imported data will be populated into the
Connection form.

The user can then modify the Connection Name, Path and RPI as required.

D. IMPORT EDS FILE

The connection parameters can be imported from a suitable EDS file. Typically, this approach
is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, select the Import EDS File option
located under the Import menu of the Class 1 Connection form.

F MyModule - Class 1 Connection - ()
-'] Import | [+ Export Tools
Import from Online Cantroller
5 Import Controller L5X
5 Import EDS File |
IT  Import Connection Library

Figure 3.111 — Import EDS File

A File Open dialog will open allowing the user to select the EDS file.
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S Select an Electronic Data Sheet - EDS File

«~ v 4 > ThisPC > OS(C) » Temp v (@] O Search Temp
Organize ~ New folder = ~ [ 9
~
Name Date modified Type Size
3t Quick access
_] 055A000€006D0100.eds 2023/01/06 06:54 EDS File 35KB
& Aparian

@ OneDrive - Personal
= This PC

¥ Network

+| | Electronic Data Sheet - EDS File v

File name: |055A000C006D0100.eds

Figure 3.112 — Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.

The user will need to select one of the 10 connections.

S Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C006D0100.eds

Vendor:  Aparian
Product: Modbus Router/B (A-MBR/B)

Select Connection
Config

>
10 T->0 Size
Instance

o->T .
Name RPI (ms) O->T Size
Instance Instance

b1 /O Connection

cares

Figure 3.113 — Select Connection

The selected connection within the EDS file will be used to populate the Connection
parameters.

The user can then modify the Connection Name, Path and RPI as required.
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E. IMPORT CONNECTION LIBRARY

The connection parameters can be imported from a previously created Connection Library
(.EIPCNX) file.

NOTE: Please contact support to receive a pack of the latest Connection Library
files, for commonly used devices.

To import the connection parameters from a Library file, select the Import Connection Library
File option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§
-+] Import | [+ Export  Tools
0 Import from Online Controller
@ Import Controller L5X
Eos  |mport EDS File

IT Import Connection Library |

Figure 3.114 — Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters.

The user can then modify the Connection Name, Path and RPI as required.
EXPORT LIBRARY FILE

In order to create a Library file for future use, select the Export Connection Library option
located under the Export menu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library H]

Connecd

Figure 3.115 — Export Connection Library File

3.6.5.2.  ETHERNET/IP EXPLICIT MESSAGE DEVICE CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained in the EtherNet/IP Devices section below. Once the EtherNet/IP
devices have been added the user can then configure the required mapping for the
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EtherNet/IP Explicit messaging as shown in EtherNet/IP Map section below.

A. ETHERNET/IP DEVICES
This tab is enabled when the Ethernet Mode is set to EtherNet/IP Originator.

The EtherNet/IP Devices configuration is shown in the figure below. Up to 10 EtherNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any of the 10 configured devices.
The data from each EtherNet/IP device is written to, or read from, an Internal Data Space with
a size of 100Kbytes. See the Explicit EtherNet/IP Messaging section for more details.

The EtherNet/IP Devices configuration window is opened by either double clicking on the
module in the tree or right-clicking the module and selecting Configuration.

CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit EtherNet/IP Device Settings

Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices {max. of 10 items.)

Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex700 ucMMm ~1192.168.1.100 1000 3 2000
e “
Ok Apply Cancel Help

Figure 3.116 — EtherNet/IP Devices - Configuration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter Description

The configurable update rates (in milliseconds) for each scan class in the EtherNet/IP

Scan Class A, B, C, D
Map.

Device List (per device)

Device Name The user assigned instance name for the specific device.
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The module can use either Class 3 or Unconnected Messaging when communicating

Message Type
ge typ to the target EtherNet/IP device.

The CIP Path to the target device. This can either be entered manually or the user can
browse to them by clicking the Browse button. The Target Browser will open and
automatically scan for all available EtherNet/IP devices.

CIP Path If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on
the module and selecting the Scan option.
The required EtherNet/IP device can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the target module.

Timeout The amount of time (in milliseconds) the module will wait for a response from the
target EtherNet/IP device.
The number of message retries before the target EtherNet/IP device is considered

Retry Count

offline.

Comm Status Offset

This is the offset in the Internal Data Space (used to map EtherNet/IP device data)
which provides the communication status of each EtherNet/IP device. The
Communication Status is as shown below:

Bit O - (1:Device Online , 0:Device Offline)
Bit 1 to 7 — Reserved.

Table 3.16 — EtherNet/IP Devices configuration parameters

B. ETHERNET/IP MAP

This tab is enabled when the Ethernet Mode is set to EtherNet/IP Originator.

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 pre-configured devices can be configured. The data from each EtherNet/IP device is
written to or read from a Internal Data Space with a size of 100Kbytes. See the Explicit
EtherNet/IP Messaging section for more details.

The EtherNet/IP Map configuration window is opened by either double clicking on the module
in the tree or right-clicking the module and selecting Configuration.
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CNRO1 - Configuration == B |
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map  Modbus Modbus Auxiliary Map  Internal Map Advanced
Explicit EtherNet/IP Map (max. of 50 items.)
Input Get Output Set Tag / Static
Device Function Scan Service Class Instance  Attribute Offsat Length Offsat Length Data Type Value
PowerFlex700 |~ Get ~| A ! 1 1 1 4 2
Ok Apply Cancel Help

Figure 3.117 — EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description
The device instance name configured in the previous EtherNet/IP Devices tab.

Device
The selected device will be used for executing the communication function.
The user can select one of four functions.
Get
The module will read data from the target EtherNet/IP device by using the Get Single
Attribute CIP function. The received data will be placed into the Internal Data Space at
the Input Offset location configured in this tab.
Set
The module will write data to the target EtherNet/IP device by using the Set Single
Attribute CIP function. The data to be written will be retrieved from the Internal Data
Space at the Output Offset location configured in this tab.

Function
Set Static
Similar to the Set function above, but the data to be written will be fixed (equal to the
Static Value) parameter in this configuration window. This function will typically be
used with the single (S) Scan class which means the ControlNet Router module can be
setup to write the fixed value only once when the target device communication has
been established.
Custom
This function allows the user to use a custom Service to write and read data in the
same transaction. The user will need to see which custom services that target device
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supports in that device’s user manual.

Read Tag

When using a Logix controller as a EtherNet/IP Device, the ControlNet Router module
can read a Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as a EtherNet/IP Device, the ControlNet Router module
can write to Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be read from the configured Output Offset.

The user can select Scan Class A, B, C or D (which was configured in the EtherNet/IP
Devices tab). The specific mapped item will then be executed at that configured scan
class rate.

Scan The user can also select the S class which means that the mapped item will only
execute once when communication to the target device is established. If the target
device goes offline, then the mapped items with this class will be re-armed, and
resent when communication is re-established.

Servi The custom CIP service/function which is only available when the Custom function

ervice

has been selected.

Class, Instance,

The CIP class, instance, and attribute of the request message to be sent.

Attribute

The location in the Internal Data Space where the received data will be written.
Input Offset

This will only be available for Get and Custom functions.

The length of the data to be received. If the number of bytes received is more than the
Get Length Get Length, then the data will not be written to the Internal Data Space.

This will only be available for Get and Custom functions.

The location in the Internal Data Space from where the data to be written to the target
Output Offset device will be read.

This will only be available for Set and Custom functions.

The length of the data to be written.
Set Length

This will only be available for Set and Custom functions.

The data type of the Static Value.
Data Type

This will only be available for Set Static function.

Tag / Static Value

The value to be written to the target device when the Set Static function has been
selected.

Note: When using the SINT Array data type, the values must be entered as space-
delimited hex values. For example: 05 34 2E Al

Table 3.17 — EtherNet/IP Map configuration parameters
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3.6.5.3.  INTERNAL DATA SPACE MAPPING

When the module is operating as a EtherNet/IP Originator, the data from the EtherNet/IP 10
devices can be mapped to the ControlNet interface using the Internal Map. The Internal Map
configuration window is opened by either double clicking on the module in the tree or right-
clicking the module and selecting Configuration and selecting the Internal Map tab.

A. IDS COPY — ETHERNET/IP ORIGINATOR SOURCE

When copying data from a EtherNet/IP |10 to the ControlNet interface, the source type needs
to be EIP Originator.

CNRO1EIP - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map - Advanced

Internal Map (max. of 200 items.)

s T Source Source Source Bit Destination T Destination Destination Destination Count Copy Ref "
ource Type Instance Offset Offset estination Type Instance Offset Bit Offset ournt Function etorma
e ~ w ~
Internal
|EIP Target
LEIP Originator

MB Register
CNet Target
CNet Originator

Figure 3.118 — IDS Copy — EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

Project Explorer

-3

H CNROTEIP - Configuration (=]
2, NewProject 9 [E=0ECE CX
=1 2”&:5:25‘;:"“'”6[R°"le') General GontrolNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNetIP Map Modbus Modbus Auiliary Map  Intemal Map  Advanced
" Ci

1 PF755(192.168.1.112) Internal Map (max. of 200 items.)
- | FlexoW8 (192.168.1.113,1,0)

i Source Source  Source Bit ! Destination Destination Destination Copy
1 FlexiB10x0B6 (192.168.1.113.1.1 Source Type Intones Offast Offant  Destination Type otance offont | BiOfser | Count g R Reformat
» |EIP Originator | - 0 v 0 1 Byte.. | None v
™ or7ss ™ o
FlexOW3
FlexiB10x0B6

Figure 3.119 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the ControlNet interface to a EtherNet/IP |0 device Output
Assembly, the destination type needs to be EIP Originator.
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CNROTEIP - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

s T Source Source  Source Bit Destination T Destination Destination Destination Count Copy Ref "
ource Type Instance Offset Offset estination Type Instance Offset Bit Offset oun Function sforma
EIP Originator |~ PF755 b 0 CNet Target ~ | Connection 0 b 0 1 Byte .. ~ None @~
b |CNet Target ~ | Connection 0 ~ 0 ~ 0 1 Byte ... *~ None |~
N w Internal ~
EIP Target |
EIP Originator
MB Register
CMNet Target

CMet Originator

Figure 3.120 — IDS Copy — EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
10 tree in Slate.

Project Explorer i X . _ _
CNROTEIP - Configuration (=]

A NowProee 9 [E=1 BB 5

= 1 CNROTEIP (ControlNet Router)

# Configuration
"3 C

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Awxliary Map  Internal Map - Advanced

= 1 PF7ss (1921681 112) Internal Map (max. of 200 items )
I FlexOW8 (192.168.1.113,1.0) -
Source Source  Source Bit Destination Destination Destination Copy
- | FlexiB10x0B6 (192.168.1.113,1,1 Source Type ot Offect Offant | Destination Type iy et Bioffest | Count B Reformat
» |EIP Originator | 0 v 0 1 Byte . |~ |None |~
. e — = =
FlexOW3
FlexlB10x0B§

Figure 3.121 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.7. INTERNAL DATA SPACE MAP

The internal data map is used to exchange data from the Ethernet interface to the ControlNet
interface and vice versa. Up to 200 items can be mapped. The Internal Map configuration
window is opened by either double clicking on the module in the tree or right-clicking the
module and selecting Configuration and selecting the Internal Map tab.

ﬁ NOTE: When the Bridge is selected for the ControlNet mode, Internal Data
Space Map will be disabled.

The Count is the number of bytes that will be copied from the source to the destination. There
are four different Copy Functions that can be used.

Function Description
Byte to Byte Each byte from the source will be directly copied to each byte in the destination.
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Each byte from the source will be copied to each bit in the destination. If a value
greater than zero is read from the source byte then a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from the source byte then a 0 will be
written to the destination bit address. The destination offset will be the bit offset and
the destination address will be incremented by one bit each time.

Bit to Bit Each bit from the source will be directly copied to each bit in the destination.

Each bit from the source will be copied to each byte in the destination. If a value of one
is read from the source bit then a 1 will be written to the destination byte address. If
Bit to Byte a value of zero is read from the source bit then a 0 will be written to the destination
byte address. The source offset will be the bit offset and the source address will be
incremented by one bit each time.

Table 3.18 — Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option provides five
different reformat options.
NOTE: The reformat option is only available for Byte to Byte Copy Functions.

Function Description

None No reformatting applied (AA BB CC DD)
BB AA 16bit Byte swap

BB AA DD CC 32bit Byte Pair Swap

CCDD AA BB Word Swap

DD CC BB AA Word and Byte Pair Swap

Table 3.19 — Internal Map Reformat Options

3.7.1. Copy FROM

One of six sources can be selected to copy from; Internal, EIP Target, EIP Originator, CNet
Target, and CNet Originator.

CNRO1 - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Interal Map  Advanced
Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination
Instance Offset Offset Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

3 v ~ v

Internal

EIP Target
EIP Originator
MB Register
CMet Target

CNet Originator

Figure 3.122 — Internal Map — Source Type

3.7.1.1.  INTERNAL
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When copying data from the internal data space (IDS), the source type needs to be Internal.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intermal Map  Advanced

Internal Map {max. of 200 items.)

Source Source  Source Bit Destination T Destination Destination Destination
Instance Offset Offset estination Type Instance Offset  Bit Offset

b v ~ v
 Internal
EIP Target
EIP Originator

Source Type Count Copy Function Reformat

MB Register
CNet Target
CNet Originator

Figure 3.123 — IDS Copy — Internal Source Type

The source instance is Not Applicable for the internal data space. The Source Offset is the
offset in the Internal Data Space (IDS) which has a max of 100,000 bytes. The Count is the
number of bytes that will be copied.

3.7.1.2. EIP TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the ControlNet interface, the source type needs to be EIP Target.

CNROT - Configuration =N fEH =%
General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offsat Offset Destination Type Instance Offset Bit Offsat Count Copy Function Reformat
N — < -
EIP Target
EIP Originator

MB Register

CNet Target
CNet Originator

Figure 3.124 — IDS Copy — EtherNet/IP Target Source Type

The source instance will be the connection number, which in this case is always Connection O.
The Source Offset is the offset in the Mapped Data section of the EtherNet/IP output
assembly from where the data must be copied. The Count is the number of bytes that will be
copied. The Mapped Data section will be available when using the provided UDT for the
Output Assembly.

— CNRO1Output [en.} {...} ApananCHNA Output
+ CNRO1O0utput. GeneralCtrl 0 Decimal DINT
| - CNRO10utput MappedData | [ens) {...] |Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) légaa Hex SINT
+ CNAO1Output.MappedData[1] 1] Decimal SINT
+ CNRO10utput. MappedD ata[2] 0 Decimal SINT

Figure 3.125 — EtherNet/IP Output Mapped Data UDT
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3.7.1.3. EIP ORIGINATOR

When copying data from a EtherNet/IP 10 to the ControlNet interface, the source type needs
to be EIP Originator.

CNROTEIP - Configuration =N =

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

s T Source Source Source Bit Destination T Destination Destination Destination Count Copy Ref t
ource Type Instance Offset Offset estnaton Type Instance Offset Bit Offset oun Function elorma
e ~ w ~
Internal
EIP Target

L EIP Originator
MB Register
CNet Target
CNet Originator

Figure 3.126 — IDS Copy — EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP 10
tree in Slate.

Project Explorer v BOX
E-]A <N$meed> CNROTEIP - Configuration E=aEEE x|
=1 2”;%325?:"“'”6[R°"le') General GontrolNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNetIP Map Modbus Modbus Auiliary Map  Intemal Map  Advanced
" Ci
1 PF7s5 (192168111 Internal Map (max. of 200 items.)
I Flexowe (192168.1.113.1.0)
f Source Source  Source Bit ! Destination Destination  Destination opy
I FlexiB10x0B6 (192.168.1.113.1.1 Source Type P poreih Offost | Destination Type "= et oot BnOfae Count R Reformat
» |EIP Originator | 0 ~ 0 1 Byte . |~ |None |~
- e = =
FlexOW8
FlexIB10x0B6

Figure 3.127 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The
Count is the number of bytes that will be copied.

3.7.1.4. MODBUS REGISTER

When copying Modbus data to the ControlNet interface, the source type needs to be MB
Register.

CNROT - Configuration =N =R %"

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map - Advanced

Internal Map (max. of 200 items.)

3 T Source Source  Source Bit Destination T Destination Destination Destination Count Copy Ref i
ource Type Instance Offset Offset esunaton Typs Instance Offset Bit Offset oun Function elorma
b [memai - | o - I - rone [~
» |Internal v ~

EIP Target

EIP Originator

MB Register

CMet Target
CNet Originator

Figure 3.128 — IDS Copy - Modbus Source Type

The source instance will be the Modbus register type required.
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CNROT - Configuration =N =R

General ControlMet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherMeyIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

s T Source Source  Source Bit Destination T Destination Destination Destination Count Copy Ref "
ource Type Instance Offset Offset estnation Type Instance Oftset Bit Offset oun Function eforma
b |MB Register ~ICS ~ 0 ~ 0 1 Byte .. ~ None |v

N w w

Figure 3.129 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied.

3.7.1.5.  CNET TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the Ethernet interface, the source type needs to be CNet Target.

CNRO1 - Configuration EI@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map Modbus Meodbus Awxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat

Source Type

b ~ w ~

Internal
EIP Target
EIP Originator

MB Register
CNet Target

Figure 3.130 — IDS Copy — ControlNet Target Source Type

The source instance will be the connection number, which in this case is always Connection O.
The Source Offset is the offset in the Mapped Data section of the ControlNet output assembly
from where the data must be copied. The Count is the number of bytes that will be copied.
The Mapped Data section will be available when using the provided UDT for the Output
Assembly.

— CNRO10utput {enn} ] {...} | AparianCNROutput
+ CNRO10utput.GeneralClrl 1] Decimal DINT
| - CNRO10utput MappedData | {---} ] {...] Decimal SINT[400]
+ CNRO10utput.MappedD ata[0) lédaa Hex SINT
+ CHNAD1Output.MappedD ata(1] 0 Decimal SINT
+ CNRO1Dutput. MappedD ata[2] 1] Decimal SINT

Figure 3.131 — ControlNet Output Mapped Data UDT

3.7.1.6. CNET ORIGINATOR

When copying data from a ControlNet IO to the Ethernet interface, the source type needs to
be CNet Originator.
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CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy

Instance Offset Offset Destination Type Count

Instance Offset Bit Offset Function Reformat

Source Type

23 ~ ~ £

Internal
EIP Target
EIP Originator
MBE Register
CNet Target

Figure 3.132 — IDS Copy — ControlNet Originator Source Type

The source instance will be one of the ControlNet 10 devices added to the ControlNet 10 tree
in Slate.

Project Explorer - RX

5 £ <New Project> CNROT - Configuration [ B ]

= | CNRO1 (ControlNet Router)

i # Configuration General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices  EtherNet/IP Map Modbus Modbus Awliary Map  Intemal Map  Advanced

5 & ControlNet Connections
I FlexiB16(3.1.0) Internal Map (max. of 200 items.)
[ Flexowsi(3.1.1)
I oB161(21.3) s - Source Source  SourceBit . oo Destination Destination Destination ./ Copy Ref "
[ 1B161(21.2) ource Type Instance Offset Offset estination Type Instance Offset Bit Offset oun Function oo
I PF70C (5) » |CNet Originator |~ | FlexIB16 0 v 0 1 Byte . |~ |None |
I oBi62(21.1)

< |FlexiB16 > >

Figure 3.133 — IDS Copy — ControlNet Originator Source Instance

The Source Offset is the offset in the selected ControlNet device Scheduled Input Assembly.
The Count is the number of bytes that will be copied.

3.7.2. CopyToO

One of six destinations can be selected to copy to; Internal, EIP Target, EIP Originator, CNet
Target, and CNet Originator.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices  EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination
Instance Offset Offset Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

b ~ v ~

Intemal
EIP Target
EIP Originator
MB Register
CNet Targst

CNet Qriginator

Figure 3.134 — Internal Map — Destination Type

3.7.2.1.  INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.
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CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices  EtherNetlP Map Modbus Modbus Auxiliary Map  Internal Map - Advanced

Internal Map (max. of 200 items )

Source Source  Source Bit Destination Destination Destination
Instance Offset Offset Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

" ~ ~ o
Intermnal
EIP Target

EIP Originator
MB Register

CNet Target
CNet Qriginator

Figure 3.135 — IDS Copy — Internal Source Type

The destination instance is Not Applicable for the internal data space. The Destination Offset
is the offset in the Internal Data Space (IDS) which has a max of 100,000 bytes. The Count is
the number of bytes that will be copied.

3.7.2.2.  EIP TARGET

When copying data from the ControlNet interface to the EtherNet/IP Target input assembly,
the destination type needs to be EIP Target.

CNRO1 - Configuration \El@

General ControlNet ControlNetDevices ControlNetMap EtherMet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemnal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
EIP Target ~ |Connection 0 ~ a CNet Originator  ~ 0 1 Byte to Byte ~ | None ~
» |CNet Originator 1] 0 1 Byte to Byte ~ |None ~

w v

CNet Originator

Figure 3.136 — IDS Copy — EtherNet/IP Target Destination Type

The destination instance will be the connection number, which in this case is always
Connection 0. The Destination Offset is the offset in the Mapped Data section of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytes that will be copied. The Mapped Data section will be available when using the provided
UDT for the Input Assembly.

— CNRO1Input [aas} [aus} AparianCNRInput
+ CNROTInput.GeneralStatus -79 Decimal SINT
+ CMRO1Input CHetNodeMumber 1 Decimal SINT
+ CMRAD1Input. CHetLedState 1 Decimal SINT
+ CNAOTInput.CHetMade € Decimal SINT
CNRO1Input. Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | {-..} [...] Decimal SINT[400]
+ CMRO1Input.MappedD ata[] 2 Decimal SINT
+ CMRO1Input.MappedD ata[1] 0 Decimal SINT

Figure 3.137 — EtherNet/IP Input Mapped Data UDT
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3.7.2.3. EIP ORIGINATOR

When copying data from the ControlNet interface to a EtherNet/IP IO device Output
Assembly, the destination type needs to be EIP Originator.

CNROTEIP - Configuration El@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherMNeylP Map Modbus  Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

s T Source Source  Source Bit Destination T Destination Destination Destination Count Copy Ref t
ource Type Instance Offset Offset estination Type Instance Offset Bit Offset oun Function etormal
EIP Originator |~ PF755 A 0 CNet Target ~ |Connection 0 e 0 1 Byte ... |~ None |v

» |CNet Target ~ | Connection 0 ~ 0 ~ 0 1 Byte ... ~ None v
N ~ Internal ~

EIP Target

EIP Onginator E

MB Register

CNet Target

CNet Originator

Figure 3.138 — IDS Copy — EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP
IO tree in Slate.

Project Explorer v BX
JeeE CNROTEIP - Configuration =1 IO "}

=& <New Project>
= 1 CNROIEIP (ControlNet Router)
# Configuration
i C

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

-1 PF755(1821681112) Internal Map (max. of 200 items.)
- ] FlexoW8 (192168.1.113,1.0)
Source Source  Source Bit Destination Destination Destination Copy
I FlexiB10x0B6 (192.168.1.113,1.1 Source Type netonee Ottt Offeet  Destination Type otance offont . Brofss  Count g oY Reformat
» |EIP Originator | - 0 v 0 1 Byte.. | None v
¥ or/ss ™ o

FlexOW8
FlexIB10xOB6

Figure 3.139 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied.

3.7.2.4. MODBUS REGISTER

When copying data from the ControlNet interface to a Modbus Register, the destination type
needs to be MB Register.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items )

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
MB Register ~ |CS b 0 CNet Originator | 4] 1 Byte to Byte ~  None
» EIP Originator 0 ~ a 1 Byte to Byte ~  None
. ~ Internal ~
EIP Target
EIP Originator

MB Register
CNet Target
CNet Originator

Figure 3.140 — IDS Copy - Modbus Destination Type
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The destination instance will be the Modbus register type required.

CNRO1 - Configuration EI@

General ControlNet ControlNet Devices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
MB Register ~ |CS ™ a CNet QOriginator > 0 1 Byte to Byte ~ |None ~
» |EIP Originator >~ 1] MB Register ~|Cs ~ 0 1 Byte to Byte ~ | None ~
. ~ ~ |CS ~
IS
IR

Figure 3.141 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied.

3.7.2.5.  CNET TARGET

When copying data from the Ethernet interface to the ControlNet Target input assembly, the
destination type needs to be CNet Target.

CNRO1 - Configuration E@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Awiiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items_)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offsst Bit Offset Count Copy Function Reformat
CNet Target ~ | Connection 0 ~ a EIP Originator  ~ 0 1 Byte to Byte ~ |None ~
» |EIP Originator v 1] ~ 0 1 Byte to Byte ~ ' None ™
B ~ Internal w
EIP Target
EIP Qriginator

MB Register
CNet Target

Figure 3.142 — IDS Copy — ControlNet Target Destination Type

The destination instance will be the connection number, which in this case is always
Connection 0. The Destination Offset is the offset in the Mapped Data section of the
ControlNet input assembly from where the data must be copied. The Count is the number of
bytes that will be copied. The Mapped Data section will be available when using the provided
UDT for the Input Assembly.

— CNRO1nput [aas} [aus} AparianCHRInput
+ CHRADInput GeneralStatus -7% Decimal SINT
+ CMRO1Input CHetNodeMumber 1 Decimal SINT
+ CMRAD1Input. CHetLedState 1 Decimal SINT
+ CHNAOTInput.CHetMade € Decimal SINT
CNRO1Input. Temperature 37.30043 Float REAL
| = CNRO1InputMappedData | [-..} [...] Decimal SINT[400]
+ CMRO1Input.MappedD ata[0] 2 Decimal SINT
+ CMRO1Input.MappedData[1] 0 Decimal SINT
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Figure 3.143 — ControlNet Input Mapped Data UDT
3.7.2.6. CNET ORIGINATOR

When copying data from the Ethernet interface to a ControlNet IO device Output Assembly,
the destination type needs to be CNet Originator.

CNRO1 - Configuration =Bk [

General ConfrolNet ControlNet Devices ControlNetMap EtherNe/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination Copy

Soures Typs Instance Offset Offset Destinatian Type Instance Offset Bit Offset Count Function Reformat
CNet Originator |~ FlexIB16 . 0 EIP Target ~ | Connection O i a 1 Byte _ |~ |None @~
» |EIP Target ~ | Connection 0 b 0 ~ 1] 1 Byte . |~ None
N v Internal v
EIP Target
EIP Originator
ME Register
CNet Target

|CNet Oniginator

Figure 3.144 — IDS Copy — ControlNet Originator Destination Type

The destination instance will be one of the ControlNet 10 devices added to the ControlNet 10
tree in Slate.

Project Explorer 31X
=2 <New Projects CNRO1 - Configuration [E=EEEEXT
2 1 CNRO1 (ControlNet Router)
- & Configuration General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auiliary Map  Intemal Map - Advanced

[} 4 ContrelNet Connections
T FlexiB16(3.1.0)
I FlexOWal (3.1.1)

Internal Map (max. of 200 items.)

i oB16I21.3) s T Source Source  SourceBit [ ..o Destination Destination  Destination CoPY  perormat
i 1B1611212) ource Type Instance Offset Offset estination Type Instance Offset Bt Offset oun Funcon o0
I PF70C(5) CNet Originator | - | FlexIB16 v 0 EIP Target «|Connection0 |~ 0 1 Byte . v |None |
i oBi62(211)

- » |EIP Target  |Connection 0 a CNet Originator | || FlexiB16 o 0 1 Byte . v None |~

@ |FlexiBi6 S
Flexowal
0B16!
B16|
PF/0C
|—1

Figure 3.145 — IDS Copy — ControlNet Originator Destination Instance

The Destination Offset is the offset in the selected ControlNet device Scheduled Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

@ NOTE: For more information regarding the specific Internal Map operation for

specific interfaces, see the setup and configuration sections for the various
ControlNet and Ethernet modes.

3.8. ADVANCED

The Advanced configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration.
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CNRO1 - Configuration = E

General ConftrolNet ConfrolNetDevices ControlNetMap EtherNeyIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Time Synchronization
NTP Enable

NTP - Network Time Protocol

Server IP Address | 192 0 188 . 1 . 236
Update Interval (s)
Ok Apply Cancel Help

Figure 3.146 — Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description

The ControlNet Router can synchronize its onboard clock to an NTP Server by

NTP Enable .
enabling NTP.

This setting is the IP address of the NTP Server which will be used as a time
source.

NTP — Server IP Address

This setting is the updated interval (in seconds) that the ControlNet Router will

NTP — Update Interval .
request time from the NTP Server.

Table 3.20 — Advanced configuration parameters

3.9. MODULE DOWNLOAD

Once the ControlNet Router configuration has been completed, it must be downloaded to the
module. Before downloading the Connection Path of the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It
can however be modified, if the ControlNet Router is not on a local network.

The connection path can be set by right-clicking on the module and selecting the Connection
Path option.
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Aparian-Slate - <New Projects*

File. Device Tools Window Help
LI X

Project Explorer =

=& <New Project>

”

Configuration
|l=- Connection Path
Go Online

Download
Upload
Verify Configuration

X

Copy
Export
Delete

®am

Figure 3.147 - Selecting Connection Path

The new connection path can then be either entered manually or selected by means of the
Target Browser.

E CNRO1 - Connection Path =S X

Connection Path
192.168.1.188 |

Ok Cancel

Figure 3.148 - Connection Path

To initiate the download, right-click on the module and select the Download option.
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Aparian-Slate - <New Project=*

File Device Tools Window Help
aE e X% d 9+ B e

o IO

Project Explorer -

Bﬁ <MNew Project>

ER T CNROT (Conpamtiliaebaa
i..# Configurati # Configuration

= (Connection Path
dF Go Online

|lp Download ||
4 Upload

Verify Configuration

ol Copy
& Export
K Delete

|
Figure 3.149 - Selecting Download

Once complete, the user will be notified that the download was successful.

@ Download Successful.

Figure 3.150 - Successful download

Within the Slate environment the module will be in the Online state, indicated by the green
circle around the module. The module is now configured and will start operating immediately.

Aparian-Slate - <New Project=*

File. Device Tools Window Help

el

ER=Y <New Project

Bi CNRO1 (ControlNet Router)

------ # Configuration

- Ethemnet Port Config

Figure 3.151 - Module online
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4. LOGIX CONTROLLER
PROGRAMMING OVER
CONTROLNET

The ControlNet Router can be used to Program or Go-Online with a Logix Controller on a
legacy ControlNet network from an EtherNet/IP network via the ControlNet Router. The
ControlNet Router will use the unscheduled ControlNet bandwidth to access the other nodes
on the ControlNet network (e.g. programming a Logix controller).

Studio 5000®
RSLinx®

EtherNet/IP
Aparian
ControlNet
Router
ControlNet
A ) I e JARN [T 1
|' P Il [
| |
' \
ControlLogix® ControlLogix®

Figure 4.1 — Programming a Logix Controller over ControlNet via the ControlNet Router

4.1. RSLINX SETUP

The user will need to setup the path to the Logix Controller to access the Logix controller in
RSLogix 5000 / Studio 5000. The ControlNet Router’s EDS file must be registered on the
programming PC. This can be achieved in two ways:

e Uploading the EDS file from the ControlNet Router online, or

e Downloading the EDS file from the Aparian website and manually registering it.
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A\

4.1.1. UPLOADING EDS FILE FROM MODULE

NOTE: Older revision of RSLinx may not support the uploading of the EDS file
option, in which case, the second (manual) option should be used.

First add the ControlNet Router module in RSLinx. Under the Communications menu select

the Configure Drivers menu item.

%4 RSLinx Classic Lite - RSWho - 1

File View [Communications] Station DDE/OPC  Security Win
ﬁ =l RSWho
= RSWho I Configure Drivers... I
Configure Shertcuts...
W Autobr Con Client Anplicati ode 192,11
onfigure Client Applications...
EEWo - figure P Opt
% onfigure ptions...
% Driver Diagnostics...
% CIP Diagnostics...
o
R AB ETHIP-1, Ethernet

Figure 4.2 — RSLinx Driver Configuration

In the driver selection window, add the EtherNet/IP Driver.

Configure Drivers

Ayallable Driver Types:
EtherMet/IP Driver

Add New...

Ef Add New RSLinx Classic Driver

Chooze a name for the new driver.
[15 characters maximum]

dil’

|4B_ETHIP-2

Cloze

Help

Configure...

Startup...

Start
Stop

Delete

FlelelE bl g

Figure 4.3 — RSLinx EtherNet/IP Driver

If the ControlNet Router is powered and connected on the network, it will appear in the
RSLinx’s RSWho browse window. Note that the device icon will be a yellow question mark, as
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the EDS file has not yet been registered.

Right-click on the ControlNet Router in the RSWho browser and select the “Upload EDS file
from device” option.

%4 RSLinx Classic Lite - RSWho - 1

File View Communications Station DDE/OPC  Security Window Help

&| 218

&% RSWho - 1 E=2E5R
v Autobrovse Fiefresh | IE_ Browszing - node 192.168.1.166 found

..... ? 192.168.1.155, Unrecognized Device, PLX51-HART-40 - o
----- % 192.168.1.156, Unrecognized Device, PLX51-HART-41 :
----- % 1921681157, Unrecognized Device, IP Point HART Out 192,168.1.157 E
..... % 192.168.1.161, Unrecognized Device, PLX51-DNPM IP Paint H...
----- % 1921681162, Unrecognized Device, PLX51-DNPS i
----- 1921681166, Unrecoanized Device. ControlMet Router
----- % 1921681177, Unreco Remove 192.168.1.242
m- ] 1921681184, DH48S S =|| PaLinke
_____ c? 192.168.1.201, Unreco Driver Diagnostics
..... ‘5) 192,168.1.210, Unreco Configure Driver
----- 7 1921681211, Unrecol | Upload EDS file from device | 1921681177
----- % 192168.1.213, Unreco PL¥51-PEM
- | 192.168.1.229, DF1 Ro Security...
----- % 192.168.1.230, Unreco Device Properties - I -

Figure 4.4 — RSLinx Upload EDS File from Device

The Rockwell Automation EDS Wizard will then launch. Follow the multiple steps by pressing
the Next button and complete the EDS file registration.

Rockwell Automation's EDS Wizard @

Welcome to Rockwell
Automation's EDS Wizard

The EDS Wizard allows you to:
-register EDS-hased devices
-unregister a dewvice.
-change the graphicimages associated with a device.
- create an EDS file from an unknown device.
-upload EDS file(s) stored in a device.

To continue click Next

Next = I Cancel

Figure 4.5 — EDS Wizard

ﬁ NOTE: Depending on the RSLinx revision, RSLinx may need to be shut-down
and re-started. If RSLinx is running as a service, make sure the service is shut

Document No. D138-016 Page 119 of 194
Revision 1.8



Logix Controller Programming Over ControlNet

down completely before re-starting.

After restarting RSLinx, the ControlNet Router will correctly appear in the RSWho browser. It
will also show the underlying ControlNet Port, which, when expanded, will show the
underlying ControlNet network nodes (and further down Logix Controller).

&5 RSWho - 1 =S EcR /===
[v Autobrowse IT_ | Mot Browsging
----- % 1921681155, Unrecognized Device, PLX51-HART-40 -
----- % 192.168.1.156, Unrecognized Device, PLX51-HART-41 E“E
----- % 1921681157, Unrecognized Device, IP Point HART Out ControlMet
----- % 1921681161, Unrecognized Device, PLX51-DNPM Port Con...

----- % 1921681162, Unrecognized Device, PLX51-DNPS
o
52 ControlNet Port, ControlNet
E| ﬂ 01, 1756-CMBR/E, 1756-CMNBR/E 11.005
=N =] Backplane, 1756-A10/A or B
ﬂ 00, 1756-162 LOGI¥5562, DMNP3Master
ﬂ 01, 1756-EMBT/A, 1756-ENBT/A

m

----- % 1921681177, Unrecognized Device, PLX51-PBM
- l 192.168.1.184, DH485 Router/B, DH485 Router/B w

Figure 4.6 — Browsing the Logix Controller via ControlNet Router

4.1.2. MANUALLY INSTALLING THE EDS FiLE OPTION

To install the ControlNet Router’s EDS file manually, it must first be downloaded from the
Aparian website: https://www.aparian.com/products/controlnetroutertdownloads

The EDS file and associated icon are zipped in a single file. Save the file to local hard drive and
unzip the file.

Using the Windows start button launch the Rockwell Software’s EDS Hardware Installation
Tool.
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| Microsoft SQL Server 2008 R2 -
Rockwell Automation
| Rockwell Software
Q FactoryTalk Administration Console
©) Studio 5000
| BOOTP-DHCP Server
| FactoryTalk Activation
| FactoryTalk Tools
| FactoryTalk View
). RSLimx
5& R5Linx Classic Backup Restore Uti
5& R5Linx Classic Launch Control Par
@ RSLinx Classic Online Reference |=
Sy RSLinx Classic
| Tools
[ﬁ EDS Hardware Installation TOOIJ.}lJ
4 OPC Test Client I
z| OPCTest Document
& Uninstall EDS Hardware Instal ~

4 Back

“Seo-’ch programs and files e ‘

Figure 4.7 — Launch EDS Hardware Installation Tool

In the Hardware Installation Tool, select the Add option.

Rockwell Automation - Hardware Installation Tool

This tool allows you to change the hardware descrip’
information currently installed on your computer.

Launch the EDS "Wizard and add selected hardware description files onby.

Launch the EDS Wizard and remowve selected hardware description files
only

Figure 4.8 — Hardware Installation Tool - ADD

Use the Browse button to navigate to the folder where the EDS file was unzipped and select
the EDS file.
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Rockwell Automation’s EDS Wizard

Registration
Electronic Data Sheetfile(s) will be added to your system for use in Rockwell Automation
applications.

(NE

(® Register a single file
(" Register a directory of EDS files —

Named:

Browse...

i *Ifthere is anicon file (ico) with the same name as the file(s) you are registering then this
image will be associated with the device.

To perform an installation test on the file(s), click Next

MNext = | Cancel

Figure 4.9 — EDS Registration

Select an EDS file
<« v 4 l Documents Aparian ControlNet Router EDS
Organise « New folder

B T PC Name Date Type
) 3D Objects | 055A000C00740100.eds 2018/08/21 17:16 EDS File
M Desktop
B Documents
Downloads
Music

= Pictures

= Videos

#= Local Disk (C:)

!' ® Network

File name: | 055A000C00740100.eds .EDS Files (*.eds)

o ] [ ]

Figure 4.10 — EDS File Select

Follow the prompts and select the Next button to complete the EDS file registration.

Document No. D138-016 Page 122 of 194
Revision 1.8



Logix Controller Programming Over ControlNet

Rockwell Automation's EDS Wizard

You have successfully completed the EDS Wizard.

Figure 4.11 — EDS Registration Complete

ﬁ NOTE: Depending on the RSLinx revision, RSLinx may need to be shut-down

and re-started. If RSLinx is running as a service, make sure the service is shut
down completely before re-starting.

4.2. RSLOGIX 5000

Programming using RSLogix 5000 can then continue as normal. Inside RSLogix5000 under the
Communications menu, select the Who Active item.

ﬂ RSLogix 5000 - ControlMetDemo [1756-L62 19.11]
File Edit View Search Logic Communications Tools Wi
BEH & 4 ®P « | WhoAdie |9
Select Recent Path...

Offline N. T BUN

Mo Forces b :: oK, Go Online
BAT

Mo Edits a " 1o Upload

Fedundancy 00 Download

Controller Organizer Program Mode

=3 Controller ControlNetDemo Run Mode

& Controller Tags Ll ile
----- 3 Controller Fault Handler
..... 3 Power-Up Handler
=83 Tasks

=48 MainTask

=} MainProgram

Lock Controller

Clear Faults
Go To Faults

1l
Figure 4.12 — System Communication
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In the Communications window, browse to the Logix controller under the ControlNet Router,
and select Online, Upload or Download as required.

fil Who Active O X
[] Autohrowse Fefresh
--------- ' 192.168.1.162, PLX51-DNPS, PLX51-DNPS " | Go Online |
e ' 192.168.1.166, ControlNet Router, ControlNet Router
- g 01, 1756-ENBT/A, 1756-ENBT/A
g 04, 1756-CNBR/E
--------- l 192.168.1.167, Pulse Sync, Pulse Sync
‘ e L
Path: AB_ETHIP-14132 1681 166 CantralMNet Pay\Backplanel
Fath in Project: AB_ETHIP-1V82.168.1. MBackplaneyl

Figure 4.13 — Select Device

{I RSLogix 5000 - ControlNetDemo [1756-L62 19.11]*

File Edit View Search Logic Communications Tools Window Help

e | V| &8 ME aq |5€:"Eﬂ‘a£aﬂguage,,, le
Rem Run ¥ = RunMode Path: | AB_ETHIF-14192.168.1.166\ContralNet Porty1YBackplanei0™
Mo Forces » B Controller OK,

W Battery Fault
= /0 Mot Present

= I T S g S 1) S (™ »

Mo Edits =

Fedundan B4 I\ Favorites { Add-On Safet Alarms Bit
Oy o Y

=&=] Controller ControlNetDemo

-3 Controller Fault Handler
.~ Power-Up Handler
=-£3 Tasks

Figure 4.14 — Online with Controller
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5. DEVICE FIRMWARE UPDATE

The ControlNet Router module supports in-field firmware upgrading. The latest firmware for
the module can be downloaded from the Aparian website www.aparian.com. The firmware
is digitally signed, so only the correct firmware can be used.

To firmware upgrade the module, follow the steps below:

e From the tools menu in Slate, select the DeviceFlash utility.

Aparian-Slate - ControlNet Router Demo2*

File Device | Tools | Window Help
el W X2
Project Explorer | 4% DHCP Server
A
5

Target Browser

(=& ControlNet Event Viewer
=4 CNF{[H‘

DeviceFlash

E Ethel ., Packet Capture Viewers r
GSD File Management

CAN EDS File Management
Build DeviceNet EDS Catalog
H# Application Settings
UL 15) Il
Figure 5.1 — Select DeviceFlash utility from Slate

e When the utility opens, the user will be prompted to select the binary file to be used to
firmware upgrade the module.

Select a Device Flash File %

1 <« GerhardBester > Documents > Aparian > ~ (9] O Search Aparian

Organize v New folder =~ m @

v
-~ Name Date modified Type

= This PC
J 3D Objects |_| CNR_CNR_1001010.afb 2022/01/28 12:49 AFB File
I Desktop
= Documents
¥ Downloads
D Music
&=/ Pictures
E Videos
E40S(@)
¥ Network

v < >

File name: |CNR_CNR_1001010.afb V| Device Flash (*.afb) v

Figure 5.2 — Select the binary file
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e After selecting the file, the user will be prompted to select the device to firmware upgrade on
the local network.

Target Browser - O X
+¥ G} Daone
--------- ﬂ 192.168.1.147: CANopen Router/B 2
--------- I 192.168.1.167 : PLX51-DNPM
--------- I 192.168.1.162: PLX51-DNPS
2 I 192.168.1.169 : ControlMNet Router
[ I 192.168.1.180: PA Link/B
ﬂ 192.168.1.185: Modbus Router/B
[ I 192.168.1.186 : FF Link/B
--------- ﬂ 192.168.1.190 : PLX51-HART-4
--------- ﬂ 192.168.1.191: PLX51-HART40
- ﬂ 192.168.1.193: DF1 Router
5 v

Ok Cancel

Figure 5.3 — Select the device to be updated

e After the device selection the user will be prompted if the device flash must start. The firmware
update will take less than 2 minutes to complete.

M Dece Fasn =)E
File Tools
Parameter Source File Target Device
Path CNR_CNR_1001010 192.168.1.166
Product ControlNet Router ControlNet Router
Vendor 1370 1370
Device Type 12 12
Product Code 116 116
Revision 1.001 1.001.010

Sending Chunk 505

Figure 5.4 — Firmware update busy

e Once the firmware update has successfully completed, the Target Device textboxes will

display green.
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Device Flash =R EoE =X
File Tools
- 5
Parameter Source File Target Device ~
Path CNR_CNR_1001010 192.168.1.166
Product ControlNet Router ControlNet Router
Vendor 1370 1370
Device Type 12 12
Product Code 116 116
Revision 1.001 1.001.010 £
Flash Cancel
Complete

Figure 5.5 — Firmware update successfully completed.

NOTE: If for any reason the firmware update failed (e.g. power down during
the update), then the module will revert back to the bootloader. The user can
then simply reflash the module again to update it to the latest application
firmware.
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6. OPERATION

6.1. CONTROLNET TARGET

A Logix controller can own the ControlNet Router over ControlNet using a scheduled
ControlNet connection when the ControlNet Router is operating as a ControlNet target. This
will allow the ControlNet Router to exchange data with the Logix controller using the input
and output assembly of the scheduled ControlNet connection.

6.1.1. SCHEDULED

When the module uses Scheduled ControlNet the Logix controller will establish a cyclic
scheduled communication connection with the ControlNet Router. An input and output
assembly is exchanged at a fix interval (RPI). The UDTs provided will convert the input and
output arrays into tag-based assemblies. Refer to the additional information section in this
document for the input and output UDTs.

6.1.1.1. INPUT ASSEMBLY (CONTROLNET)

The following parameters are used in the input assembly of the module when using the UDT
AparianCNRInput.

Parameter Datatype Description

GeneralStatus SINT Bit 0 — Configuration Valid

Bit 1 — Routing Inhibited

CNetNodeNumber SINT The Node Number of the ControlNet Router on the network.

CNetLedState SINT The current status of the ControlNet LEDs.

ControlNet A LED —Bit0to 3
ControlNet B LED—Bit4to 7

See the appendix for an explanation of the LED States.

CNetNetMode SINT The current Net Mode of the ControlNet network.
DeviceTemperature REAL The internal temperature of the ControlNet Router module.
MappedData SINTI[] The data that can mapped from PLC5 file N7 and F8 when

operating as a PCCC Client or by the Internal Mapping. Can be up
to 400 bytes.

Table 6.1 — ControlNet Target input assembly parameters
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6.1.1.2.  OUTPUT ASSEMBLY (CONTROLNET)

The following parameters are used in the output assembly of the module.

Parameter Datatype | Description

General Control DINT Bit O - Inhibit Routing

MappedData SINT[] The data that is mapped to PLC5 file N9 and F10 when operating
as a PCCC Client or by the Internal Mapping. Can be up to 400
bytes.

Table 6.2 - ControlNet Target output assembly parameters

6.2. CONTROLNET ORIGINATOR

The ControlNet Router module can operate as a ControlNet originator. In this mode the
module can exchange data from the Ethernet network with ControlNet devices using either
the input and output assemblies of the Scheduled ControlNet connection to the device or
using an explicit (unscheduled UCMM) ControlNet message to read or write data.

6.2.1. ScHEDULED CONTROLNET CONNECTIONS

In the example below, the ControlNet Router is owned by a Logix controller over EtherNet/IP
while the ControlNet Router is owning some ControlNet |0. The data from the Logix controller
is exchanged with the ControlNet 10.

Once the ControlNet Scheduled connections are setup and established then any Internal Map
copying to a ControlNet |0 device will be written to the output assembly of selected
ControlNet device (Originator to Target). In the Internal Map the user will specify which device
instance is the target and at what offset the data must be written in the output assembly.
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\

ControlLogix® k
—

EtherNel/IP

Aparian
ControlNet
Router

(-]
(-]
[E
[E

ControlNet

Project Explorer

Powerflex® Drive

[ )

Flex-10% (1794)

ControlLogix® 10

=& ControlNet Router Demo2
£+l CNROTK (ControlNet Router)
# Configuration
3 Ethemet Port Config
 Status

CNRO1K - Configuration

General ControlNet ControlNet Devices ControlNetMap EtherNetIP Devices  EtherNetIP Map Modbus Modbus Auwiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

[=dlE S

Event Viewer s s s = o S S
= <= ControlNet Connections ource ource ource Bit estination Jestination Jestination
FlexIB16 (3.1, Source Type Instance Offset __ Offset _ DestinalionType o Offset___ BitOffset___oount  CopyFunction Reformat
1 FlexOW8 3.1.1] EIPTarget v |Conneclion0 v 20 CNet Originator - |FlexOWaI 0 |2 |ByletoBytle |- None -
- I OB161(21.3) CNot Originator | ~ | FlexiB16 | 4 EIP Target ~|Connection 0 |~ 0 2 Byte to Byte |~ |None <
1 1B161(212)
1 PF70C(5) " = = -

i oB1612(21.1)

Figure 6.1 — Internal Mapping from EtherNet/IP to ControlNet Originator

Any Internal Map copying from a ControlNet 10 device will be read from the input assembly
of selected ControlNet device (Target to Originator). In the Internal Map the user will specify
which device instance is the target and at what offset the data must be read from the input

assembly.
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|

ConlroILogixa*

EtherNet/IP \

Aparian
ControlMet
Router
ControlNet
— |
|
Flex-l0® (1794) |
= ix®
) ControlLogix® 10
PowerFlex® Drive
Project Explorer ™
1 & ControlNetRouter Demo2 CNROTK - Configuration E=EEE
-4} CNROTK (ControlNet Router)
! # Configuration General ControlNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Advanced
3 EthemetPort Config
i1 Status Internal Map (max. of 200 items.)
T EventViewer s s s 5 o - =
< ControlNet Connections ource: ource ource Bit lestination estination estination
& oioi6 510 Source Type Instance Offsot Ofieot Destination Type Inetance Offsnt Bt Offsst Count Copy Function Reformat
FlexOW8I (3.1.1) EIP Target *  Connection 0 ~ 20 CNet Originator *  FlexOW8| d 0 2 Byte to Byte v None
i oB161(213) CNet Originator | v |FlexIB16. v 4 EIP Target v |Connection0 v 0 2 Byte to Byte - |None &
1 B161212)
1 PF70C (5) lod > = ~
1 oBi6I2(2.1.7)

Figure 6.2 — Internal Mapping from ControlNet Originator to EtherNet/IP

6.2.2. EXPLICIT MESSAGING

When using the ControlNet Explicit Messaging, the user can configure up to 10 ControlNet
devices which will be used for the Explicit Messaging. This configuration is located in the
ControlNet Devices tab. Following this, the ControlNet Map of explicit messages needs to be
configured. The Explicit Messaging uses the internal data space (IDS) which is size where data
can be stored for exchanges between the explicit ControlNet devices and the Ethernet
network.

The Input and Output IDS Offset is where the Explicit ControlNet device data will be read from
or written to. The data in the IDS can then, in turn, be copied to or from, the Ethernet network
using the Internal Map in the configuration.

In the example below, the ControlNet Router is receiving data from a Logix controller on
EtherNet/IP, copying 4 bytes from the Class 1 EtherNet/IP Output assembly to the Internal
Data Space at address 5030.
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CNRO1K - Configuration =N =R %"
General ControlNet ControlNetDevices ControlNetMap EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Oftset Oftset Destination Type Instance Offset Bit Offset Count Copy Function Reformat
EIP Target ~ | Connection 0 ~ 100 Internal ~ 5030 4 Byte to Byte |~ |None ~
b ~ ~ ~

Figure 6.3 — Internal Mapping from EtherNet/IP to IDS

The ControlNet Router then uses the data from the EtherNet/IP Output assembly (which was
copied to IDS offset 5030) to execute a Set Single Attribute to a target ControlNet device using
explicit messaging.

CNRO1K - Configuration \EI\EI

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Explicit ControlNet Map (max. of 50 items.)

Device Function Scan Service Class Instance  Atiribute gﬁ:; LS‘\EQ‘[h %‘#s:: Ljnzllh Data Type Static Value
L85E . Get ~ A v (0x00 0x0001 1 1 2000 2 0 0 0
L85E jd Get ~ A v 0x00 0x0001 1 7 2002 12 0 0 0
PF70C . Get ~ A v (0x00 0x0001 1 7 2015 32 0 0 0
0OB1612 v Custom v A v (OxO1 0x0001 1 0 2100 2 0 0 0
| acnR | st [+ ~ 0:408 1 4 | sos0 | 4 ’
e a ~ ~ ~

Figure 6.4 — Explicit Messaging — Set Function from IDS to ControlNet device

In the next example below, the ControlNet Router is receiving data from a ControlNet device
using a Get Explicit Unscheduled ControlNet message and saving the data at IDS offset 6070.

CNRO1K - Configuration E@

General ControlNet ControlNet Devices ControlNetMap  EtherNel/IP Devices  EtherNel/IP Map Modbus Modbus Auxiliary Map Internal Map Advanced

Explicit ControlNet Map (max. of 50 items.)

Device Function Scan Service Class Instance  Attribute gf?:e‘l Le(r;'vegtlh %L;:;):: L:nE;lh Data Type Static Value
L85E i Get v A v 0x00 0x0001 1 1 2000 2 0 0 0
L85E b Get v A ~ | 0x00 0x0001 1 7 2002 12 0 a a
| pFroc v Get | v| A |~ 0x00 | 0x0001 1 1| eo0 | 2 0 0 0 |
0B1612 ~ | Custom v A ~ | Ox01 0x0001 1 0 2100 2 0 a a
A-CNR i Set i i 0x409 1 4 5030 4
~ ~ ~ ~

Figure 6.5 — Explicit Messaging — Get Function from ControlNet device to IDS

The ControlNet Router will then map the received data at IDS offset 6070 to the EtherNet/IP
Input Assembly being sent back to the Logix controller.

CNROTK - Configuration =N En
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNetfIP Map Modbus Modbus Auxiliary Map  Intemal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offset Destination Type Instance Offset Bit Offsat Count Copy Function Reformat
EIP Target ~ | Connection 0 ~ 100 Internal ~ 5030 4 Byte to Byte |~ |None
I\nlernnl ~ 6070 EIP Target ~ | Connection 0 M 50 2 Byte to Byte ' |None M I
& ~ ~ ~

Figure 6.6 — Explicit Messaging — Internal Mapping from IDS to EtherNet/IP
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6.3. CONTROLNET BRIDGE

When operating in Bridge Mode, the A-CNR will allow ControlNet 10 to be connected to the
Logix Controller via the A-CNR Add-on Profile (AOP). The ControlNet 10 will be scheduled
dynamically as the connections are established.

4 .[1/O Configuration
4 B9 1756 Backplane, 1756-A10
[ [0] 1756-L85E L85EV33Red
4 f] [2] 1756-EN2TR eth0
4 g5 Ethernet
B 1756-EN2TR eth0
4 | A-CNR CNRO1
4 = ControlNet
1 A-CNR CNRO1
il 2 PowerFlex 70-C pf70c
4 53 1794-ACN15/C ACNO1

4 9 FlexBus
9 (0] 1794-1B10XOB6/A AQT
S [1] 1794-1B16/A A2
9 (2] 1794-0OW8/A AD3
9 (3] 1794-0E4/B AD4
9 (4] 1794-1B16/A AOS
&9 (5] 1794-1A8/A A6
&9 (6] 1794-1B8/A AO7

4 f] 41756-CNB/E CNBO1

4 B39 1756 Backplane, 1756-A17
i [0] ILX56-PBM BO1
il [1] 1756-0W16l BOZ
il (2] 1756-04A161 BO3
B [3]1 1756-0A16]1 BO4

Figure 6.7 — ControlNet Bridge Mode — ControlNet IO

The A-CNR AOP will also allow the user to parameterize ControlNet IO (e.g., PowerFlex drive)
vin Studio 5000 via the AOP of the respective ControlNet 10.

B Wodue Properie pi0: Gowertion7o-< 2000 [
pf70c

| Owrview

Connection

[

Parameters

i . = =] Type: PowerFlex 70 Peripherals
Diagnostic Items -

Name: pf70c 1 - 20-HIM-xx SER B
Faults / Alarms
- Drive Rating: 400V  5.0A 5 - 20-COMM-C ControlNet
Device Info
Wizards Revision: 2.009 Edit peripherals...
Address Address: 2
Poer Electronic Keying: Compatible Module

'_._:;‘-.‘ Device Definition
=

»

Device Status Feedback : 0.0 Hz Status : Faulted Fault details...

v
¥

Figure 6.8 — ControlNet Bridge Mode — ControlNet |0 Parameterization Overview
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B Mot propariee: oo Genarexo-c 2000 [

pf70c
QOverview
conmection Parameters
All Pots » Fier Value 9. @ 9

Diagnostic ltems

Faults / Alarms Port # Name Value Units Internal Value  Default Min Max

Device Info 0 1 Output Freq 00 |Hz 0 -400.0 -400.0 400.0 l:l

Wizards 0o |2 Commanded Freq 0.0 [Hz 0 -400.0|  -400.0 4000 | [ |

Address 0 |3 |OutputCurrent 0.0 | Amps 0 00 00| 32767 |[=]
0 4 Torque Current 0.0 | Amps 0 -819.2 -819.2 819.2 l:l
0 5 Flux Current 0.0 | Amps 0 -819.2 -819.2 819.2 l:l
0 6 Output Voltage 0.0 | VAC 0 0.0 0.0 600.0 l:l
0 7 Output Power 0.0 | kW 0 00 0.0 2400.0 lIl
0 8 Qutput Powr Fctr 0.00 0 0.00 0.00 1.00 l:l
0 9 Elapsed MWh 3.2 | MWh 32 0.0 0.0 429496... || .|
0 10 | Elapsed Run Time 04 | Hrs 4 0.0 0.0 429496... El
0 1 MOP Frequency 0.0 | Hz 0 -400.0 -400.0 400.0 El
0 12 DC Bus Voltage 287.3 | VDC 2873 0.0 0.0 32767 El
0 13 DC Bus Memory 287.3 | VDC 2873 0.0 0.0 8192 El
0 16 Analog In1 Value 0.000 | volt 0 -32.767 | -32.767 32.767 El
0 17 Analog In2 Value 0.000 | volt 0 -32.767| -32.767 32767 El

Figure 6.9 — ControlNet Bridge Mode — ControlNet IO Parameterization Parameters

6.4. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own the ControlNet Router over EtherNet/IP using a
Class 1 EtherNet/IP connection when the ControlNet Router is operating as an EtherNet/IP
target. This will allow the ControlNet Router to exchange data with the controller using the
input and output assembly of the Class 1 EtherNet/IP connection.

6.4.1. CLASS 1 CONNECTION

When the module uses EtherNet/IP (as a Target) the Logix controller will establish a cyclic
Class 1 EtherNet/IP communication connection with the ControlNet Router. An input and
output assembly is exchanged at a fix interval (RPI). The UDTs provided will convert the input
and output arrays into tag-based assemblies. Refer to the additional information section in
this document for the input and output UDTs.

6.4.1.1. INPUT ASSEMBLY (ETHERNET/IP)

The following parameters are used in the input assembly of the module when using the UDT
AparianCNREInput.

Parameter Datatype Description

GeneralStatus SINT Bit 0 — Configuration Valid
Bit 1 — Routing Inhibited
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CNetNodeNumber SINT The Node Number of the ControlNet Router on the network.
CNetlLedState SINT The current status of the ControlNet LEDs.

ControlNet ALED - Bit0to 3

ControlNet B LED —Bit 4 to 7

See the appendix for an explanation of the LED States.
CNetNetMode SINT The current Net Mode of the ControlNet network.
DeviceTemperature REAL The internal temperature of the ControlNet Router module.
MappedData SINTI[] The data that can mapped from the Internal Mapping. Can be up

to 492 bytes.

Table 6.3 — EtherNet/IP Target input assembly parameters

6.4.1.2. OUTPUT ASSEMBLY (ETHERNET/IP)

The following parameters are used in the output assembly of the module.

Parameter Datatype | Description

General Control DINT Bit O - Inhibit Routing

MappedData SINTI] The data that is mapped to by the Internal Mapping. Can be up to
492 bytes.

Table 6.4 - EtherNet/IP Target output assembly parameters

6.5. ETHERNET/IP ORIGINATOR

The ControlNet Router module can operate as an EtherNet/IP originator. In this mode the
module can exchange data from the ControlNet network with EtherNet/IP devices using
either the input and output assemblies of the Class 1 EtherNet/IP connection to the device or
using explicit (Class 3 or UCMM) EtherNet/IP messages.

6.5.1. ETHERNET/IP CLASS 1 CONNECTIONS

In the example below, the ControlNet Router is owned by a Logix controller over ControlNet
while the ControlNet Router is owning some EtherNet/IP 10. The data from the Logix
controller is exchanged with those of the EtherNet/IP 10.

Once the EtherNet/IP Class 1 connections are setup and established then any Internal Map
copying to an EtherNet/IP device will be written to the output assembly of the selected
EtherNet/IP device (Originator to Target). In the Internal Map the user will specify which
device instance is the target and at what offset the data must be written in the output
assembly.
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ControlLogix® k
n
ControlNet
Aparian
ControlMNet
Router
EtherNet/IP
= - = e
Flex-10® (1794)
£+ 9 '
. ControlLogix® 10
PowerFlex® Drive
Project Explorer ™
- & ControlNetRouter Demo3 CNROTEIP - Configuration =B ]
£-4l CNROIEIP (ControlNet Router)
. ¢ Configuration General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map  Internal Map - Advanced
3 Ethernet Port Config
& Status Internal Map (max. of 200 items.)
- £ EventViewer
[=-<= EtherNet/IP Connections Source Source Source Bit Destination Destination Destination
Source Type Instance Offent Offeet  Destination Type Instonce Offact Bt Offsot | Count  Copy Function Reformat
|/cNet Target |+ Connection0 v 20 EIP Originator | FlexOWS v 0 | 2 |ByetoByte v INone .
EIP Originator | FlexiB10x0B6 | 4 CNet Target  *|Connection 0 |~ 0 2 Byte toByte | None v
v S @ H =

Figure 6.10 — Internal Mapping from ControlNet to EtherNet/IP Originator

Any Internal Map copying from an EtherNet/IP device will be read from the input assembly of
selected EtherNet/IP device (Target to Originator). In the Internal Map the user will specify
which device instance is the target and at what offset the data must be read from the input

assembly.
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C;antroILogix"’ '

ControlNet ;
H

Aparian
ControlNet
Router
EtherNet/IP
Flex-10® (1
= x®
. ControlLogix® 1O
PowerFlex® Drive
Project Explorer a1
[= & ControlNet Router Demo3 CNROTEIP - Configuration E@
=4l CNRO1EIP (ControlNet Router)
# Configuration General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Madbus Modbus Auxiliary Map Intemal Map  Advanced

2 Ethemet Port Config
™ Status Internal Map (max. of 200 items.)
] EventViewer
()= EtherNeyIP Gonnections Source Source  Source Bit Destination Destination Destination
1 P (165 16 1115 Source Type Instonce et Offaot | Destination Type otonce offaot | BiOfset  Count  Copy Function Reformat
FlexOWS (192.168.1.113.1.0) CNet Target ~ |Connection 0| v 20 EIP Originator |+ | FlexOW8 ~ 0 2 Byte to Byte | |None

1 FleB10xOBE (192168 1.113.1.1) [EP originator | [FlexBioxoBs v | 4 CNetTarget | v Connection0 v 0 2 Byts to Byte -/ |None V1

b ~ ~ ~

Figure 6.11 — Internal Mapping from EtherNet/IP Originator to ControlNet

6.5.2. EXPLICIT MESSAGING

When using the EtherNet/IP Explicit Messaging, the user can configure up to 10 EtherNet/IP
devices which will be used for the Explicit Messaging. This configuration is located in the
EtherNet/IP Devices tab. Following this, the EtherNet/IP Map of explicit messages needs to be
configured. The Explicit Messaging uses the internal data space (IDS) where data can be stored
for exchanges between the explicit EtherNet/IP devices and the ControlNet network.

The Input and Output IDS Offset is where the Explicit EtherNet/IP device data will be read
from, or written to. The data in the IDS can then, in turn, be copied to or from the ControlNet
network using the Internal Map in the configuration.

In the below example, the ControlNet Router is receiving data from a Logix controller on
ControlNet, copying 4 bytes from the Scheduled ControlNet Output assembly to the Internal
Data Space at address 4080.
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CNROTEIP - Configuration =8 =h <"
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items_)

Source Source  Source Bit Destination Destination Destination

Source Type Instance Offset Offsat Destination Type Instance Offsat Bit Offset Count Copy Function Reformat
CNet Target ~ | Connection 0 ~ 100 Internal b 4080 4 Byte to Byte |~ |None ~
[ o v o

Figure 6.12 — Internal Mapping from ControlNet to IDS

The ControlNet Router then uses the data from the ControlNet Output assembly (which was
copied to IDS offset 4080) to execute a Set Single Attribute to a target EtherNet/IP device
using explicit messaging.

CNRO1EIP - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNetfIP Devices EtherNeyIP Map  Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit EtherNet/IP Map (max. of 50 items.)

Input Get Qutput Set

Device Function Scan Service Class Instance  Attribute Offset Length Offset Length Data Type Tag / Static Value
PLX51-DLP |~ Get vA ~ | 0x00 0x0001 1 7 4000 10 0 0 0
L75 ~| ReadTag v | A ~ | Ox00 0x0000 0 0 4020 0 0 0 AO16Flag[1]
PLX51-DNPM  ~ Get ~ A ~ | Ox00 <0001 1 7 4040 10 ] 0 0
L75 ~ | Write Tag |~ | A ~ 0x00 0x0000 0 a a 0 4060 1 AbsPTPOffset
PLX51-DLP |~ Set vA ~ | 0x00 0x0409 1 4 0 0 I 4080 I 4 0
o ~ ~ ~ v

Figure 6.13 — Explicit Messaging — Set Function from IDS to EtherNet/IP device

In the next example below, the ControlNet Router is receiving data from an EtherNet/IP
device using a Get Explicit EtherNet/IP message and saving the data at IDS offset 4040.

CNROTEIP - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNetfIP Devices EtherNeyIP Map  Modbus Modbus Auxiliary Map  Internal Map  Advanced

Explicit EtherNet/IP Map (max. of 50 items.)

Input Get Qutput Set

Device Function Scan Service Class Instance  Attribute Offset Length Offset Length Data Type Tag / Static Value
PLX51-DLP |~ Get vA ~ | 0x00 0x0001 1 7 4000 10 0 0 0
L75 ~| ReadTag v | A ~ | O0x00 0x0000 0 0 4020 0 0 0 AO16Flag[1]
|Pxs1-DnPM v | Get v A v 0x00 | 0x0001 1 7 | 4040 | 10 0 0 0 |
L75 ~ | Write Tag |~ | A ™ 0x00 0x0000 0 a a 0 4060 1 AbsPTPOffset
PLX51-DLP |~ Set vA ~ | 0x00 0x0409 1 4 0 0 4080 4 0

Figure 6.14 — Explicit Messaging — Get Function from EtherNet/IP device to IDS

The ControlNet Router will then map the received data at IDS offset 4040 to the ControlNet
Input Assembly being sent back to the Logix controller.

CNROTEIP - Configuration =8 =h <"
General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Internal Map (max. of 200 items_)

Source Source  Source Bit Destination Destination Destination
Source Type Instance Offset Offset Destination Type Instance Offset Bit Offsat Count Copy Function Reformat
CNet Target ~ | Connection 0 ~ 100 Internal ~ 4080 4 Byte to Byte |~ |None
Internal ~ 4020 CNet Target ~ | Connection 0 ~ 50 10 Byte to Byte |~ | None ~ I
b ~ ~ ~

Figure 6.15 — Explicit Messaging — Internal Mapping from IDS to ControlNet
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6.6. MODBUS TCP MASTER

When the ControlNet Router has the Ethernet Mode set to Modbus TCP Master, then the
ControlNet data can be mapped to and from configurable internal Modbus Registers using
the Internal Map.

The internal Modbus Registers are then asynchronously exchanged with up to 20 Modbus
devices as configured in the Modbus Auxiliary Map. In this mapping the user can exchange
(read or write) data between the internal Modbus Registers and a remote Modbus device.

In the example below the ControlNet Router with the Ethernet Mode set to Modbus TCP
Master will read multiple Modbus Holding Registers from a Modbus Slave device and then
map the received data to a ControlNet Input assembly where the module ControlNet Mode
is set to Target.

@ [

ControILogiﬁ*

ControlNet
;ﬂ

Aparnan

ControlNet
Router
Y N
Modbus TCP
Modbus Slave Madbus Slave

Figure 6.16 — Modbus Master to ControlNet operation

For this example the user will configure the Modbus Auxiliary Map to read data from a
Modbus Slave device. The ControlNet Router will request data from Modbus Holding Register
4000 (from the external Modbus Slave) and write it to the module’s internal Modbus Holding
Register 3000.

CNROTEIP - Configuration E@

General ControlNet ConfrolNetDevices ControlNetMap EtherNet/IP Devices EtherNetIP Map Modbus Modbus Auxiliary Map  Internal Map  Advanced

Modbus Auxiliary Map (max. of 100 items_)

Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
3 Read b HR ~ 3000 10 4000 192.168.1.212 5 None
~
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Figure 6.17 — Modbus Master Aux Mapping

Next the data saved in the internal Modbus Register at MB Holding Register 3000 is mapped
to the ControlNet Scheduled Target connection input assembly with offset 50.

CNROTEIP - Configuration El@

General ControlNet ControlNetDevices ControlNetMap  EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source | Source Bit Destination Destination Destination
Instance Offset Offsat Destination Type Count Copy Function Reformat

Source Type Instance Offset Bit Offset

MB Register ~ |HR ~ 3000 CNet Target ~ |Connection 0 ~ 50 20 Byte to Byte | None v

b f 1~ ~ ~

Figure 6.18 — Internal Mapping from Modbus Register to ControlNet

NOTE: The user will need to ensure that when writing to the ControlNet Router
Modbus Holding Registers that the registers holding data from the device are
not inadvertently overwritten.

6.7. MODBUS TCP SLAVE

When the ControlNet Router has the Ethernet Mode set to Modbus TCP Slave, then the
ControlNet data can be mapped to and from configurable internal Modbus Registers and
offsets using the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with a remote Modbus
TCP Master. The remote Modbus Master can read or write to the configured Modbus
addresses to access the ControlNet data that has been mapped to the Modbus Registers.

In the example below the ControlNet Router, with the Ethernet Mode set to Modbus TCP
Slave, will have multiple Modbus Holding Registers written from a Modbus TCP Master and
then map the received data to ControlNet |0 that is owned with a scheduled ControlNet
connection (when ControlNet mode is Originator).
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Modbus Master

.

Modbus TCP

Aparian
ControlNet
Router

3
) i

R TIG
[HEHHHTHH

ControlNet

Flex-10® (1794)

PowerFlex® Drive

Figure 6.19 — Modbus TCP Master to ControlNet 10 operation

For this example the remote Modbus TCP Master will write data to Modbus Holding Register
4000 in the ControlNet Router. The ControlNet Router will map the received Modbus data (at
Holding Register 4000) to the output assembly of ControlNet 10 (FlexOW8) being owned
(using Scheduled ControlNet) by the ControlNet Router.

CNRO1K - Configuration E@

General ControlNet ControlNet Devices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auwxiliary Map Internal Map  Advanced

Internal Map (max. of 200 items.)

Source Source  Source Bit Destination Type Destination Destination Destination Count Copy Function Reformat
Instance Offset Offset P Instance Offset Bit Offset Py

b |MB Register ~ HR ~ 4000 CNet Originator |~ | FlexQWaI ~ 0 By‘le to Byte ~ None ~

~ ~ w

Source Type

Figure 6.20 — Internal Mapping from Modbus Register to ControlNet |0

NOTE: The user will need to ensure that when writing to the Control Router
Modbus Holding Registers that the registers holding data from the device are
not inadvertently overwritten.

6.8. FTVIEW / PANELVIEW INTERFACING

The ControlNet Router can exchange data with a PanelView using a Scheduled ControlNet
connection. The data being exchanged can then be accessed from a PanelView HMI by using
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PLC5 emulation.

This ControlNet Router is scheduled using RSNetWorx for ControlNet (see section ControlNet
Configuration — RSNetWorx for a detailed explanation on how to schedule the ControlNet
Router over a ControlNet network).

The data in the MappedData tags (see the Logix Operation section) in the Logix input and
output assembly of the ControlNet Router is used by the ControlNet Router to provide PLC5-
Type Files that can be accessed from the PanelView by using the PLC5 driver. The sizes
configured in Slate for the input and output assemblies will be used to provide the correct
size PLC5-Type Files which the PanelView can access (see section FTView Configuration).

PanelView / FTView Operation Integer Float
Read Data N9 F10
Write Data N7 F8
Read Diagnostics N11 -

Table 6.5 — PLC5 Emulation Data File Summary

6.8.1. PANELVIEW READING DATA FROM LOGIX

The PanelView will read N9 when accessing integer values from Logix and F10 when accessing
floating/real values. The data being written from the Logix Controller to the MappedData tag
of the Output Assembly UDT will be copied to both file N9 and F10, but in N9 the data is
formatted for integers while in F10 the data is formatted for real values. Below is a diagram
of the PanelView reading data from the Logix Controller over Scheduled ControlNet using the
PLC5 emulation.
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PanelView
Plus

A

HMI Read N9/F10 Ethernet
from ControlNet Router
using PLC5 driver

N9 F10
Copy to DF1 Files

Output Assembly:
MappedData

ControlNet

.
0

ooo

ooo

EEEINEEE EE

ControlLogix

Figure 6.21 — PanelView reading Logix data over Scheduled ControlNet
6.8.2. PANELVIEW WRITING DATA TO LOGIX

The PanelView will write to N7 when sending integer values to Logix, and F8 when sending
floating/real values. The data being read by the Logix Controller from the MappedData tag of
the Input Assembly UDT will be copied from both file N7 and F8 respectively, but in N7 the
data is formatted for integers, while in F8 the data is formatted for real values. Below is a
diagram of the PanelView writing data to the Logix Controller over Scheduled ControlNet
using the PLC5 emulation.
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PanelView
Plus

HMI Write N7/F8
to ControlNet Router
using PLC5 driver

Ethernet

N7

F8

Copy from DF1 Files

l

Input Assembly:
MappedData

l

ControlNet

Figure 6.22 — PanelView writing Logix data over Scheduled ControlNet

6.8.3. PANELVIEW READING DIAGNOSTIC DATA FROM CONTROLNET ROUTER

The PanelView will read N11 when accessing diagnostics information from the ControlNet
Router. See the Diagnostic Data section for the format of the diagnostic data. The data will
be read similar to the above section where the PanelView will read the Logix data using the

PLC5 driver emulation.

ControlLogix
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6.9. INTERNAL DATA SPACE (IDS)

The ControlNet Router Status and Control can be mapped to a specific Internal Data Space
register offset. The Internal Status Offset Start is the address in the IDS where the module
status will be written to. The Internal Control Offset Start is the address in the IDS where the
module control will be read from.

CNRO1K - Configuration EI@

General ControlNet ControlNetDevices ControlNetMap EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Intemal Map Advanced

ControlNet

ControlNet Channels A Only ~
Node Address
Message Pass-through Timeout 1000 [10-5000] ms
Internal Status Offset Start lIl
Internal Control Offset Start
Enable ControlNet Keeper
Force Run Mode
Ok Apply Cancel Help

Figure 6.23 — Internal Status and Control Offset

6.9.1. INTERNAL STATUS

The Internal Status structure is shown below.

Field Byte Offset Par::eeter _II?;;: Description

Uptime 0 4 DINT I,:i r;t;nv'\::ferdoz:conds since the module

Date Year 4 2 INT The module UTC Year.

Date Month 6 1 SINT | The module UTC Month.

Date Day 7 1 SINT The module UTC Day.

Time Hour 8 1 SINT | The module UTC Hour.

Time Minute 9 1 SINT | The module UTC Minute.

Time Second 10 1 SINT | The module UTC Second.

Device Temperature 11 4 REAL | Current temperature of the device in °C.

Hardware MAC address 15 6 SINT[6] | The MAC address of the module.
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Ethernet Portl Status 21 1 SINT | Status of Ethernet Port 1.
0 —The Link is down
Link Up 21.0 - BIT
1—The Link is up
Ethernet Port2 Status 22 1 SINT | Status of Ethernet Port 2.
0—The Link is down
Link Up 22.0 - BIT
1—The Link is up
DLR Status 23 1 SINT DLR Status when DLR is enabled
0 - Disabled
Enabled 23.0 - BIT
1—Enabled
0 - Linear
Topology 23.1 - BIT
1-Ring Topology
0—- Normal
Status 23.2 - BIT
1—Fault
NTP Status 24 1 SINT NTP Status when NTP is enabled
0 - Disabled
Enabled 24.0 - BIT
1—Enabled
0 — Not Locked to a NTP Server
Connection to Server 24.1 - BIT
1—Locked to a NTP Server
Firmware Major Rev 25 1 SINT Application Firmware Major Rev
Firmware Minor Rev 26 1 SINT Application Firmware Minor Rev
Firmware Micro Rev 27 1 SINT Application Firmware Micro Rev
Module Status 28 2 INT General Module status
Config Valid 28.0 - BIT The configuration in the module is valid
Routing Inhibited 28.1 - BIT Routing has been inhibited
EtherNet/IP communication is ok when the
EIP Originator Comms Ok 28.2 - BIT module is configured as a EtherNet/IP
Originator.
Modbus communication is ok when the module
Modbus Communication Ok 28.3 - BIT is configured as a Modbus Master or Modbus
Slave.
ControlNet communication is ok when the
CNet Originator Comms Ok 28.4 - BIT module is configured as a ControlNet
Originator.
Indication that the module is owned by a
EtherNet/IP Owned 28.5 - BIT EtherNet/IP originator when the module is
operating as a EtherNet/IP target.
ControlNet Owned 286 B BIT Indication that the module is owned by a
ControlNet originator when the module is
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operating as a ControlNet target.

The module ControlNet Keeper functionality

ControlNet K Acti 28.7 - BIT
IR L A e has been enabled and is active.
When the module has the Keeper functionality
bled and ther K is acti ith
ControlNet Keeper CRC Mismatch 29.0 - BIT enavied ana another Reeper s active with a

signature that does not match the local
module.

Table 6.6 — IDS Status Regiser Format

6.9.2. INTERNAL CONTROL

The Internal Control structure is shown below.

Field Byte Parameter Data Description
Offset Size Type
The mode of the connection when the
module is operating as a connection
originator (EtherNet/IP or
Connection Originator Run Mode 0 1 SINT

ControlNet).
0 - Program Mode
1—-Run Mode

Table 6.7 — IDS Control Regiser Format
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7. DIAGNOSTICS
7.1. LEDS

The module provides three LEDs for diagnostics purposes as shown in the front view figure
below. A description of each LED is given in the table below.

Figure 7.1 — ControlNet Router front view

LED Description
Ok The module LED will provide information regarding the system-level operation of the
module.

If the LED is red, then the module is not operating correctly. For example, if the module
application firmware has been corrupted or there is a hardware fault the module will
have a red Module LED.

If the LED is green (flashing), then the module has booted and is running correctly
without any application configuration loaded.

If the LED is green (solid), then the module has booted and is running correctly with
application configuration loaded.

A/B The Ethernet LED will light up when an Ethernet link has been detected (by plugging in
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a connected Ethernet cable). The LED will flash every time traffic was detected.

This module has two Ethernet ports A and B. Each LEDs represents each specific port.

Act The Act LED shows the routing activity for the module. Every time there is a message
being exchanged with either the ControlNet or Ethernet network, the LED will flash
green. If there was any mapping or exchange issue, the LED will flash red.

cA/cB The status of the ControlNet link. See the appendix for details on the ControlNet LED
status.

Table 7.1 - Module LED operation

7.2. MODULE STATUS MONITORING IN SLATE

The ControlNet Router provides various statistics which can assist with module operation,
maintenance, and fault finding. The statistics can be accessed in full by Slate or using the web
server in the module.

To view the module’s status in the Aparian-Slate environment, the module must be online. If

the module is not already Online (following a recent configuration download), then right-click
on the module and select the Go Online option.

Aparian-5Slate - ControlMet Router Demo2

File. Device Tools Window Help
LIRS EEX

Project Explorer

=& ControlNet Router Demo2

=3 [ CNRO1K (ConirolNet Rogg : :
. Configuration & Configuration
Ed:- ControlNet Connections ControlMNet Scheduler
| FlexIB16(3.1.0) onl C :
onnection Path
i Flexowsl(3.1.1) -
| oB61(21.3) P Go Online I
B 18181212 ¥ Download
------ I PF70C (5) Ul
oad
------ I oBisIZ(21.1) t p_ ] ]
Verify Configuration

ol Copy
[+ Export
K Delete

= ControlMet Packet Capture
M|

Figure 7.2 - Selecting to Go Online

The Online mode is indicated by the green circle behind the module in the Project Explorer
tree.
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Aparian-Slate - ControlNet Router Demo?2

File Device Tools
Dl WO
Project Explorer
=+ & ControlNet Router Demao?2

&

-# Configuration
-E3 Ethernet Port Config
%1 Status
L] Event Viewer
E=I= ControlNet Connections
FlexIB16 (3.1.0)
FlexQW8l (3.1.1)
0B16l({2.1.3)
IB161{2.1.2)
PF70C (5)
0B1612 (21.1)

Figure 7.3 - Sel

=N 3 CNRO1K (ControlNet R N

Window Help
L &

Configuration

=¢ ControlNet Scheduler

= (Connection Path

1 Ethernet Port Configuration
Verify Configuration

«0 |dentity

|m Status

+H Go Offline

Generate Status Report

1 Internal Register Viewer

v ControlNet Packet Capture

Modbus Packet Capture

[l

ecting online Status

The Status monitoring window can be opened by either double-clicking on the Status item in
the Project Explorer tree, or by right-clicking on the module and selecting Status. The status

window contains multiple tabs to display the current status of the module.

7.2.1. GENERAL

The General tab displays the general status for the local ControlNet Router module.

] CNRO1 - Status

General ControlNet Statistics Bridge Connections Bridge Failures  EtherNe/IP Originator CIP Statistics EthemetClients TCP [ ARP

EtherNet/IP Owned
EtherNet Originator
Modbus Status
ControlNet Owned
ControlNet Originator
ControlNet Keeper
ControlNet Schedule
ControlNet Node

ControlNet State

nla MAC Address
nla Firmware
nla Up Time
nla Temperature
Processr S
Ethernet Port 1
Ethernet Port 2
Ethernet DLR
ControlNet LEDs DIP Switches SW1
© channel & swz -
() channel B SW3 -

SW4 -

- Safe Mode
Force DHCP
Block Config Change
Fixed IP Address

Figure 7.4 - Status monitoring — General

Bridge Connections

Bridge Utilization (Avr)

ESE B =

Bridge Utilization (Peak)
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The General tab displays the following general parameters:

Parameter

Description

EtherNet/IP Owned

When the module is configured as an EtherNet/IP Target, this will
indicate if the module is owned by an EtherNet/IP connection
originator.

EtherNet/IP Originator

When the module is configured as an EtherNet/IP Originator, this
will show if all the Class 1 and Explicit Message connections to
EtherNet/IP target devices are established and returning valid
data.

Modbus Status

When the module is operating as a Modbus TCP Slave, this
parameter will indicate that the module has received a valid
Modbus request within the Modbus inactivity time.

When the module is operating as a Modbus TCP Master, this
parameter will indicate that all the mapping items in the Modbus
Auxiliary Map are executing correctly.

ControlNet Owned

When the module is configured as a ControlNet Target, this will
indicate if the module is owned by a ControlNet connection
originator.

ControlNet Originator

When the module is configured as a ControlNet Originator, this
will show if all the Scheduled and Unscheduled Explicit Message
connections to ControlNet target devices are established and
returning valid data.

ControlNet Keeper

When the module has the Enabled ControlNet Keeper set in the
ControlNet parameters, this parameter will show if the module
has valid ControlNet Keeper configuration data saved and if it is
active.

ControlNet Schedule

When the module is a ControlNet Originator and has ControlNet
10 in the ControlNet Connections tree in Slate, this parameter will
indicate if a valid ControlNet scheduled has been downloaded to
the module.

ControlNet Node

The current ControlNet node number.

ControlNet State

This is the Net Mode of the ControlNet network. See the appendix
for more details.

ControlNet LEDs

The current status of the ControlNet LEDs. See the appendix for
more details.

MAC Address Displays the module’s unique Ethernet MAC address.
Firmware The version of the module’s firmware.

Up Time Indicates the elapsed time since the module was powered-up.
Temperature The internal temperature of the module.

Processor Scan

The amount of time (microseconds) taken by the module’s
processor in the last scan.

Ethernet Port 1/2

This is the status of each Ethernet port.
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Down

The Ethernet connector has not been successfully connected to
an Ethernet network.

Up

The Ethernet connector has successfully connected to an Ethernet
network.

Mirror Enabled

The Ethernet port is mirroring the traffic on the other Ethernet
port.

Ethernet DLR (Device Level Ring)

The status of the Ethernet DLR.
Disabled

Device Level Ring functionality has been disabled.

Linear

The DLR functionality has been enabled and the Ethernet network
architecture is linear.

Ring — Fault

The DLR functionality has been enabled and the Ethernet network
architecture is ring, but there is a fault with the network.

Ring — Ok
The DLR functionality has been enabled and the Ethernet network
architecture is ring and is operating as expected.

NTP Status

The status of the local NTP Client.
Disabled

The NTP time synchronization has been disabled.

Locked

NTP time synchronization has been enabled and the module has
locked onto the target time server.

Not Locked

NTP time synchronization has been enabled and the module has
not locked onto the target time server.

DIP Switch Position

The status of the DIP switches when the module booted up.

Note that this status will not change if the DIP switches are altered
when the module is running.

Bridge Connections

When the module is operating as a ControlNet Bridge, this will be
the number of connections the Logix Controller has established
with the ControlNet 10 via the A-CNR.

Bridge Utilization (Avr)

When the module is operating as a ControlNet Bridge, this will be
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the average ControlNet Utilization.

Bridge Utilization (Peak) When the module is operating as a ControlNet Bridge, this will be
the peak ControlNet Utilization.

Table 7.2 - Parameters displayed in the Status Monitoring — General Tab
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7.2.2. CONTROLNET STATISTICS

The ControlNet Statistics tab displays the statistics associated with the ControlNet
communication network.

| CNRO1 - Status \E\@

General PCCC Statistics Map Statistics Map Success Counts  EtherMet/IP Originator CIP Statistics Ethernet Clients TCP / ARP

ControlNet Statistics Clear Counters
Counter Value
CNet RX Packet Count 10 239 487
CNet TX Packet Count 5119 861
CNet Scheduled Tx Count 51198186
CNet Scheduled Rx Count 5119679
CNet Unscheduled Tx Count 45
CNet Unscheduled Rx Count 22

Routed Class 3 Fwd Open
Routed Class 3 Fwd Close
Routed Class 3 Msg
Routed UCMM Msg

oo oo

Figure 7.5 - Status monitoring — ControlNet Statistics

Statistic Description

CNet Rx Packet Count Number of ControlNet packets received.

CNet Tx Packet Count Number of ControlNet packets sent.

CNet Scheduled Tx Count Number of Scheduled ControlNet packets received.

CNet Scheduled Rx Count Number of Scheduled ControlNet packets sent.

CNet Unscheduled Tx Count Number of Unscheduled ControlNet packets received.

CNet Unscheduled Rx Count Number of Unscheduled ControlNet packets sent.

Routed Class 3 Forward Open Number of Class 3 Forward Opens received for routed messaging.
Routed Class 3 Forward Close Number of Class 3 Forward Closes received for routed messaging.
Routed Class 3 Message Number of Routed Class 3 Messages received.

Routed UCMM Message Number of Routed UCMM Messages received.

Table 7.3 — ControlNet statistics
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7.2.3. BRIDGE CONNECTIONS

The Bridge Connections tab displays the connections established to ControlNet 10 from the
Logix Controller via the A-CNR.

B o - staos [ = s
General ControlNet Statistics Bridge Connections  Bridge Failures EtherNet/IP Originator CIP Statistics EthemetClients TCP | ARP
Bridge Connections Clear Counters
Index Path RPI OT Size TO Size OT Schedule TO Schedule OT Count TO Count
3 9 20 38 42 4 4 37773 37760
4 2 20 10 10 4 4 37778 37769
5 3 20 22 22 4 4 37744 35654
& 4 20 78 142 4 4 39175 39155
7 31,3 80 14 8 16 16 9793 9781

Figure 7.6 - Status monitoring — Bridge Connections

Statistic Description
Index The connection index as it was established.
Path The connection path to the device. If the connection is directly to the device, only the
target ControlNet node will be in the path.
RPI The Requested Packet Interval (RPI) in milliseconds of the connection.
OT Size The Originator to Target connection size.
TO Size The Target to Originator connection size.
OT Schedule The Originator to Target schedule.
TO Schedule The Target to Originator schedule.
OT Count The number of scheduled packets sent from the Originator to the Target.
TO Count The number of scheduled packets sent from the Target to the Originator.
Table 7.4 — Bridge Connections
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7.2.4. BRIDGE FAILURES

The Bridge Failure tab displays the last 24 connections failures that have occurred between
the Logix Controller and the ControlNet 10.

L] CNROT - Status ==l %"
General ControlNet Statistics  Bridge Connections Bridge Failures EtherNet/IP Originator CIP Statistics EthernetClients TCP /ARP
Bridge Connection Failures Clear
Up Time Path RPI OT Size TO Size OT Sched. TO Sched. Reason
1d - 05:07:.45 3 20 22 22 4 4 Error State
1d - 05:07-48 4 20 78 142 4 4 Error State
1d - 05:07:48 2 20 10 10 4 4 Error State
1d - 05:07:48 4,1,16 1250 502 502 4 4 Error State
1d - 05:07:48 4.1,14 160 502 502 4 4 Error State
1d - 05:07:51 41,0 160 502 502 4 4 Error State
1d - 05:07:51 3 20 22 22 4 4 Error State
1d - 05:07:51 313 a0 14 8 4 4 Error State
1d - 05:07:51 - 1250 0 0 4 4 Error State
1d - 05:07:58 - 1250 0 0 4 4 Error State
1d - 05:07-58 - 1250 0 0 4 4 Error State
1d - 05:07:58 - 1250 0 0 4 4 Error State

Figure 7.7 - Status monitoring — Bridge Failures

Statistic Description
Uptime The time since the module was powered on, when the event occurred.
The connection path to the device. If the connection is directly to the device, only the
Path target ControlNet node will be in the path.
RPI The Requested Packet Interval (RPI) in milliseconds of the connection.
OT Size The Originator to Target connection size.
TO Size The Target to Originator connection size.
OT Schedule The Originator to Target schedule.
TO Schedule The Target to Originator schedule.
Reason The reason for the connection failure.

Table 7.5 — Bridge Failures
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7.2.5. CONTROLNET EXpLICIT

The ControlNet Explicit Statistics tab displays the statistics associated with ControlNet Device
unscheduled explicit mapping.

NOTE: This tab is only applicable when the module has the ControlNet mode
set to Originator.
L] CNROTK - Status =N E=h ™
General ControlNet Statistics Cﬁ'ﬁ'i'mNEfEXET?E\!; ControlNetMap EtherNet/IP Originator CIP Statistics EthemetClients TCP [ ARP
Explicit ControlNet Statistics Clear Counters Explicit ControlNet Devices
Counter Value Device Path Status
Read Successes 1355165 L85E 21,0 Online
Write Successes 0 PF70C 5 Online
Transaction Failures 0 0OB1612 21,1 Online
Transaction Timeouts 79 A-CNR 4 Offline
Callback Id Mismatches 0
Range Overruns 0
Length Overruns 0

Figure 7.8 - Status monitoring — ControlNet Explicit Statistics

Statistic Description
Read Successes The number of successful reads from the target ControlNet device.
Write Successes The number of successful write to the target ControlNet device.

. . The number of failed reads/writes to the target ControlNet device (e.g. error
Transaction Failures

response).
Transaction Timeouts The number of times the target ControlNet device failed to respond.
Callback Id Mismatches The ControlNet Unscheduled UCMM response does not match the request.

The number of times the returned data length + the input assembly location

R (0] .
ange Dverruns is greater than the MappedData tag area.

The number of times the returned data is greater than the configured get

Length O
ength Overruns length.

Table 7.6 — ControlNet Explicit Statistics
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7.2.6. CONTROLNET MAP
The ControlNet Map tab displays the success counts for each ControlNet device mapped item.

@ NOTE: This tab is only relevant when the module has the ControlNet mode set
to Originator.

| CNRO1K - Status El@

General ConfrolNet Statistics ControlNet Explicit ControlNet Map EtherNet/IP Originator  CIP Statistics EthernetClients TCP / ARP

Map Succes Counts Clear Counters

Device Function Scan Class Instance Attrib. Successes

L85E Get A 0x0001 1 1 339 463

L85E Get A 0x0001 1 7 339 462
PF70C Get A 0x0001 1 7 339 441
0OB16I2 Custom 0x01 A 0x0001 1 0 339 426

Figure 7.9 - Status monitoring — ControlNet Map

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.
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7.2.7. PCCCSTATISTICS

The PCCC tab displays the Ethernet PCCC statistics.

@ NOTE: This tab is only applicable when the module has the Ethernet mode set
to PCCC Client.

_ | CNRO1 - Status

General ControlMet Statist

S EEE

Ethemet Clients TCP jARP

PCCC Statistics

Counter
PCCC Connection Requests
PCCC Read Requests
PCCC Write Requests
PCCC Unsupported Cmd
PCCC Unsupported Fnc
PCCC Client Not Found
PCCC Client Max Reached
PCCC File Not Found

Current Connections

Value
3

43316143

- olo o olo o

Figure 7.10 - Status monitoring — PCCC Statistics

Statistic

Description

PCCC Connection Requests

The number of PCCC connection establishment requests received.

PCCC Read Requests

The number of Read requests received.

PCCC Write Requests

The number of Write requests received.

PCCC Unsupported Cmd

The number of requests rejected due to an unsupported command.

PCCC Unsupported Fnc

The number of requests rejected due to an unsupported function code.

PCCC Client Not Found

The number of requests rejected due to no matching connection.

PCCC Client Max Reached

The number of connection request rejections due to maximum connection
count reached.

PCCC File Not Found

The number of requests rejected due to an unsupported PLC file number.

Current Connections

The current number of active connections.

Table 7.7 — PCCC statistics
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7.2.8. ETHERNET/IP ExpLICIT

The EtherNet/IP Explicit Statistics tab displays the statistics associated with EtherNet/IP

Device explicit mapping.

] CNRO1EIP - Status

Explicit EtherNet/IP Statistics

Counter
Read Successes
Write Successes
Transaction Failures
Transaction Timeouts
Callback Id Mismatches
Range Overruns
Length Qverruns
Incorrect CIP Data Type
Incorrect CIP Tagld
CIP Tag Read Successes

@ NOTE: This tab is only applicable when the module has the Ethernet mode set
to EtherNet/IP Originator.
Bl X1
General ConfrolNet Statistics  EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix CIP Statistics Ethernet Clients  TCP [ ARP
Clear Counters Explicit EtherNet/IP Devices
Value Device Path Status
125 PLX51-DLP 1921681214 QOnline
62 L75 192.168.1.7.1.0 Offline
0 PLX51-DNPM 192.168.1.161 Online
125
0
0
0
0
0
0
0

CIP Tag Write Successes

Figure 7.11 - Status monitoring — EtherNet/IP Explicit

Statistic

Description

Read Successes

The number of successful reads from the target EtherNet/IP device.

Write Successes

The number of successful write to the target EtherNet/IP device.

Transaction Failures

The number of failed reads/writes to the target EtherNet/IP device (e.g. error
response).

Transaction Timeouts

The number of times the target EtherNet/IP device failed to respond.

Callback Id Mismatches

The EtherNet/IP UCMM or Class 3 response does not match the request.

Range Overruns

The number of times the returned data length + the input assembly location
is greater than the MappedData tag area.

Length Overruns

The number of times the returned data is greater than the configured get
length.

Incorrect CIP Data Type

When the Explicit Message Function is a Tag Read/Write, this statistic will
increase when the incorrect CIP data type was returned in the response.

Incorrect CIP Tag Id

When the Explicit Message Function is a Tag Read/Write, this statistic will
increase when the incorrect CIP UDT tag ID was returned in the response.
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When the Explicit Message Function is a Tag Read, this statistic will increase

CIP TagR
ag Read Successes when there was a successful Logix Tag Read.

When the Explicit Message Function is a Tag Write, this statistic will increase

CIP Tag Write Successes . .
g when there was a successful Logix Tag Write.

Table 7.8 — EtherNet/IP Explicit Statistics

7.2.9. ETHERNET/IP MAP

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device mapped
item.

@ NOTE: This tab is only applicable when the module has the Ethernet mode set
to EtherNet/IP Originator.
L] CNROTEIP - Status =8 = "%
General ControlNet Statistics EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix ~ CIP Statistics EthemetClients TCP /ARP
Map Succes Counts Clear Counters
Device Function Scan Class Instance Attrib_ Successes
PLX51-DLP Get A (00001 1 7 333
L75 ReadTag A 0x0000 0 0 0
PLX51-DNPM Get A 0x0001 1 7 333
L75 WriteTag A 00000 0 a 0
PLX51-DLP Set A 0x0409 1 4 333

Figure 7.12 - Status monitoring — EtherNet/IP Map

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.
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7.2.10. ETHERNET/IP ORIGINATOR

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status and
statistics for each configured EtherNet/IP device.

@ NOTE: This tab is only applicable when the module has the Ethernet mode set
to EtherNet/IP Originator.

| CNROTEIP - Status E@

EtherNet/IP Originator Clear Counters

Name Fwd Open Fwd Close Timeout Tx Count Rx Count Status
PF755 (192.168.1.112) 3 a 1 7 452 7547 Connected
FlexOW8 (192.168.1.113,1,0) 9 1] 8 72251 72904 Connected
FlexlB10xOB6 (192.168.1.113,... 4 1] 1 14514 14 953 Connected

Figure 7.13 - Status monitoring — EtherNet/IP Originator

Statistic Description
Status The current connection status of the module.
Connected

The device is connected and exchanging data using Class 1 cyclic communication.
Offline

The device it offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Ownership Conflict

Connection In Use Or Duplicate Forward Open

Class 1 Originator Statistics

Forward Open Count The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.
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Connection Timeouts

The number of this connection was closed due to timeouts.

Tx Count Number of Class 1 messages sent to the specific target device.
Rx Count Number of Class 1 messages received from the specific target device.
Table 7.9 — EtherNet/IP Class 1 status and statistics
7.2.11. LoGIX

The Logix tab displays the Logix statistics for the explicit EtherNet/IP Tag Read/Write message

instructions.

®

NOTE: This tab is only relevant when the module has the Ethernet mode set to
EtherNet/IP Originator and Logix Tag Read/Write functions are being used in

the EtherNet/IP Explicit Message Map.

_| CNROTEIP - Status

b= B

General ControlNet Statistics EtherNeyIP Explicit EtherNeyIP Map EtherNeyIP Originator Logix CIP Statistics EthemetClients TCP | ARP

Logix Statistics

Counter
Current Connections
Connection Failures
Tag Not Exist Errors
Privilege Violations
Tag Reads
Tag Writes
ENIP Retries
ENIP Failures

General Access Errors

Clear Counters

Value

o o o|loo olo|= =

Figure 7.14 - Status monitoring — Logix Statistics

Parameter

Description

Current Connections

The number of current open class 3 connections.

Connection Failures

The number of failed attempts at establishing a class 3 connection
with a Logix controller.

Tag Not Exist Errors

The number of tag read and tag write transactions that failed due
to the destination tag not existing.

Privilege Violations

The number of tag read and tag write transactions that failed due
to a privilege violation error.

Note: This may be caused by the External Access property of the
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Logix tag being set to either None or Read Only.

Tag Reads The number of tag read transactions executed by the ControlNet
Router module.

Tag Writes The number of tag write transactions executed by the ControlNet
Router module.

ENIP Retries This count increases when no response was received from the
Logix Controller by the time the ENIP timeout is reached.

ENIP Failures This count increases when the ENIP Retry Limit is reached and no
response has been received from the Logix Controller.

Tag Access General Error This count increases when a tag cannot be accessed for any other
reason not reported above.

Table 7.10 — Logix Statistics Tab
7.2.12. MoDBUS

The Modbus tab displays the Modbus statistics for the Modbus Read and Write Message
Exchanges when the module is a Modbus TCP Slave or Modbus TCP Master.

NOTE: The Modbus statistics tab is only displayed if the module has the
primary interface set to Modbus TCP Master or Modbus TCP Slave.
1 CNROTEIP - Status =N =R %"
General ControlNet Statistics EtherNey/IP Originator CIP Statistics : Modbus : Ethemet Clients  TCP / ARP
Modbus Statistics Clear Counters
Counter Value Counter Value
Tx Packet Count 0 llegal Function 0
Rx Packet Count 0 llegal Data Address a
Checksum Errors 0 llegal Data Value 0
Parity Errors 0 Slave Device Failure 0
Timeout Errors 0 Acknowledge - Reponse Delay 0
Data Too Large 0 Slave Device Busy 0
Map ltem Not Found 0 Negative Acknowledge 0
Node Mismatch 0 Memary Parity Error 0
Data Alignment Errors 0

Figure 7.15. - Status monitoring — Modbus Statistics
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The Modbus tab displays the following parameters:

Statistic

Description

Tx Packet Count

The number of Modbus packets sent by the module.

Rx Packet Count

The number of Modbus packets received by the module.

Checksum errors

The number of corrupted Modbus packets received by the module.

Parity errors

The number of bytes with parity errors received by the module.

Timeout Errors

The number of message response timeouts the module has encountered.

Data Too Large

The number of Modbus requests or responses where the data was too large to
process.

Map Item Not Found

The number of Modbus requests did not match any mapped items.

Node Mismatch

The received Modbus request did not match the module’s Modbus node address.

Data Alignment Errors

The Modbus request and associated mapped item is not byte aligned with the
destination Logix tag.

Illegal Function

The number of times the Modbus device responded with an lllegal Function
exception.

Illegal Data Address

The number of times the Modbus device responded with an Illegal Data Address
exception.

Illegal Data Value

The number of times the Modbus device responded with an Illegal Data Value
exception.

Slave Device Failure

The number of times the Modbus device responded with a Device Failure
exception.

Acknowledge —Response
Delay

The number of times the Modbus device responded with an Acknowledge
exception.

Slave Device Busy

The number of times the Modbus device responded with a Slave Busy exception.

Negative Acknowledge

The number of times the Modbus device responded with a Negative
Acknowledge exception.

Memory Parity Error

The number of times the Modbus device responded with a Memory Parity
exception.

Table 7.11 - Modbus Statistics Tab

Document No. D138-016
Revision 1.8

Page 165 of 194



Diagnostics

7.2.13. CIP STATISTICS

The CIP tab displays the Ethernet CIP statistics.

| CNROTEIP - Status E@

CIP Statistics Clear Counters

Counter Value
Class 1 Timeout Count
Class 3 Timeout Count
Class 1 Fwd Open Count
Class 3 Fwd Open Count
Class 1 Fwd Close Count
Class 3 Fwd Close Count

Class 1 Connection Count

- Mok o @|o &

Class 3 Connection Count

Figure 7.16 - Status monitoring — CIP Statistics

Statistic Description
Class 1 Timeout Count The number of Class 1 connections closed due to Timeouts.
Class 3 Timeout Count The number of Class 3 connections closed due to Timeouts.

Class 1 Forward Open Count | The number of Class 1 Forward Open (connection establishment) messages
sent.

Class 3 Forward Open Count | The number of Class 3 Forward Open (connection establishment) messages
sent.

Class 1 Forward Close Count | The number of Class 1 Forward Close (connection termination) messages
sent.

Class 3 Forward Close Count | The number of Class 3 Forward Close (connection termination) messages

sent.
Class 1 Connection Count The current number of active Class 1 connections.
Class 3 Connection Count The current number of active Class 3 connections.

Table 7.12 — Mapped Item statistics
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7.2.14. ETHERNET CLIENTS

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients connected to
the ControlNet Router.

| CNRO1EIP - Status EI@

General ControlNet Statistics  EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix CIPSIaUsm:sgElhEmElC‘iEmS TCP [ ARP

Ethernet Client Counts EtherNet/IP Table
Type Count IP Address Session Handle
ARP Clients 8 192.168.1.214 3572440E
TCP Clients 4 192.168.1.181 3A01D4A6
EtherNet/IP Clients 2

Figure 7.17 —Status monitoring — Ethernet Client Statistics

7.2.15. TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP lists of the ControlNet
Router.

| CNRO1EIP - Status E@

General ControlNet Statistics  EtherNeyIP Explicit EtherNetIP Map  EtherNetfIP Originator Logix CIP Statistics Ethernet Clients | 1CP /ARP |

ARP Table TCP Table
MAC Address IP Address MAC Address Remote Port Local Port
B4:45:06:0E:F9:60 192.168.1.219 00:1D:9C:C4:2D:02 53782 44818

00:1D:9C:C4:2D:02 192.168.1.6 00:60:35:36:3C:30 44318 39499

00:60:35:29:B1:20 192.168.1.238 00:60:35:25:9E:63 44318 44066
00-1D:9C-CD-2F D& 19216817 B4:45:06:0E-F9-60 60596 44818
00:00:BC:61:E1:D1 192.168.1.113
00:60:35:25:9E:63 192.168.1.214
00-60-35:36:3C-30 192.168.1.161
00:00:BC:B6:CB:19 192.168.1.112

Figure 7.18 — Status monitoring — Ethernet TCP / ARP Statistics
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7.3. TARGET DEVICE STATUS MONITORING IN SLATE

The ControlNet Router can also provide individual statistics and status for each for each of
the EtherNet/IP Class 1 or ControlNet Scheduled |0 devices when the Ethernet Mode is
EtherNet/IP Originator or the ControlNet Mode is ControlNet Originator.

7.3.1. ETHERNET/IP

When online with the module in Slate, right-click on the desired EtherNet/IP device under the
EtherNet/IP Connections tree in Slate and select Status.

Aparian-Slate - ControlMet Router Demo3*

File. Device Tools Window Help
el Xg A 4A TR e

Project Explorer

=& ControlNet Router Demo3
=-4I CNRO1EIP (ControlNet Router)
.- Configuration
Ed Ethernet Port Config
i~ Status
I EventViewer
=) EtherNet/IP Connections
----- il PF755(192.168.1.112)
- Configuration

| FlexIB10x0B6 (192.168.1

|m Status

= Rename

Duplicate
Delete

|l

Figure 7.19 — EtherNet/IP Device Status — Status selection
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7.3.1.1. GENERAL

The General Status for the EtherNet/IP device shows the connection statistics and parameters

associated with the EtherNet/IP Class 1 connection.

| CNROTEIP - Class 1 EtherNet/IP Connection - FlexOWS (192.168.1.113,1,0) Status

Input Data  Qutput Data

= el

Connection Status Connected

Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number
Forward Open Count 22
Forward Close Count 0 0 =>T Connection Id
Connection Timeouts 20
Tx Count 235785 T == O Connection Id
Rx Count 237923

0x000004BA
0x0087CE81

0x022A5410

Figure 7.20 — EtherNet/IP Device Status — General Status

Statistic Description
Connection Status The current connection status of the module.
Connected

Offline
The device it offline and not connected

Various response faults

The device is connected and exchanging data using Class 1 cyclic communication.

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count

The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count

The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts

The number of this connection was closed due to timeouts.
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Tx Count Number of Class 1 messages sent to the specific target device.

Rx Count Number of Class 1 messages received from the specific target device.

Connection Details

Serial Number The active connection’s serial number.
O -> T Connection Id The active connection Originator to Target Connection Id.
T ->0 Connection Id The active connection Target to Originator Connection Id.

Table 7.13 — EtherNet/IP Class 1 Device status and statistics
7.3.1.2. INPUT DATA

The Input Data for the EtherNet/IP device shows the Input Assembly associated with the
EtherNet/IP Class 1 connection.

L] CNROTEIP - Class 1 EtherNet/IP Connection - FlexOW8 (192.168.1.113,1,0) Status = e "

General Output Data

Register Walue (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

o o e w M=
olololo o|lo|lo|lo

Figure 7.21 — EtherNet/IP Device Status — Input Data
7.3.1.3.  OUTPUT DATA

The Output Data for the EtherNet/IP device shows the Output Assembly associated with the
EtherNet/IP Class 1 connection.
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| CNRO1TEIP - Class 1 EtherNet/IP Connection - FlexOW8 (192.168.1.113,1,0) Status

General InputData

Register

Value (Dec) Value (Hex)

0

0x00

0x00

0x00

0x00

0x00

0x00

0x08

~ @D e W N =

(=T - I (== = I [ == e I

0x00

Figure 7.22 — EtherNet/IP Device Status — Output Data

7.3.2. CONTROLNET

SN EE >

When online with the module in Slate, right-click on the desired ControlNet device under the
ControlNet Connections tree in Slate and select Status.

Aparian-Slate - ControlMet Router DemoZ2

File Device Tools Window Help

ol WO TR e

Project Explorer

=& ControlNet Router Demo2
= CNRO1K (ControlNet Router)
-/ Configuration

- Ethernet Port Config
L1 Status

------ ¥l Event Viewer

=& ControlNet Connections

Configuration
Status

0B161(2.1.3)

IB161(2.1.2)
=

PF70C (5) Re”a_me

oB1612(21.1) | @' Duplicate

K Delete

Figure 7.23 — ControlNet Device Status — Status selection
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7.3.2.1. GENERAL

The General Status for the ControlNet device shows the connection statistics and parameters

associated with the ControlNet Scheduled connection.

| CNRO1K - Class 1 ControlNet Connection - FlexIB16 (3,1,0) Status

General |nputData Output Data

BN A =%

Connection Status Connected

Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number
Forward Open Count 2
Forward Close Count 0 0 =>T Connection Id
Connection Timeouts 0
Tx Count 18 889 T == O Connection Id
Rx Count 26 863

0x0000ABSE
0x80038741

0x0003F061

Figure 7.24 — ControlNet Device Status — General Status

Statistic Description
Connection Status The current connection status of the module.
Connected

Offline
The device it offline and not connected

Various response faults

The device is connected and exchanging data using Scheduled communication.

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Connection Status | Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count The number of Scheduled Forward Open (connection establishment) messages

sent to this device.

Forward Close Count The number of Scheduled Forward Close (connection termination) messages sent

or received from this device.

Connection Timeouts The number of this connection was closed due to timeouts.

Tx Count Number of Scheduled messages sent to the specific target device.

Document No. D138-016
Revision 1.8

Page 172 of 194



Diagnostics

Rx Count Number of Scheduled messages received from the specific target device.

Connection Details

Serial Number The active connection’s serial number.
O -> T Connection Id The active connection Originator to Target Connection Id.
T -> O Connection Id The active connection Target to Originator Connection Id.

Table 7.14 — ControlNet Scheduled Device status and statistics
7.3.2.2.  INPUT DATA

The Input Data for the ControlNet device shows the Input Assembly associated with the
ControlNet Scheduled connection.

L] CNROTK - Class 1 ControlNet Connection - FlexIB16 (3,1,0) Status F=n EOR

General InputData QutputData

Register Value (Dec) Value (Hex)

0 0x00
0x00
0x00
0x00
0x02
0x00
0x00
0x00

@ s L M| =
[ N s R s I N TR s I s I s I s |

Figure 7.25 — ControlNet Device Status — Input Data
7.3.2.3. OUTPUT DATA

The Output Data for the ControlNet device shows the Output Assembly associated with the
ControlNet Scheduled connection.
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L] CNROTK - Class 1 ControlNet Connection - FlexIB16 (3,1,0) Status F=nEER ="

General Input Data

Register Value (Dec) WValue (Hex)

Figure 7.26 — ControlNet Device Status — Output Data

7.4. MODULE EVENT LOG

The ControlNet Router module logs various diagnostic records to an internal event log. These
logs are stored in non-volatile memory and can be displayed using Slate or via the web
interface. To view them in Slate, select the Event Viewer option in the Project Explorer tree.

Aparian-5Slate - ControlMet Router Demo2

File. Device Tools Window Help

Dal Xd o +0EEL e

Project Explorer =

=& ControlNet Router Demo2
=l CNROIK (ControlNet Router)

- Configuration
- Ethernet Port Config
----- 1 Status
-
B--+ ControlMet Connections
[l FlexiB16(3.1.0)
FlexOW38l (3.1.1)
0OB161(2.1.3)
IB161(2.1.2)
PF70C (5)
0B1612(21.1)

Figure 7.27 - Selecting the module Event Log
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The Event Log window will open and automatically read all the events from the module. The
log entries are sorted so as to have the latest record at the top. Custom sorting is achieved by
double-clicking on the column headings.

CNRO1 - Event Viewer = EEh %"
WZX
Uploaded 92 records. Filter |(AII] v |
Index Up Time Event ~
91 1d - 05:12:51 CMAT10: Sync Change Complete
90 1d - 05:12:49 CMA10: Sync Change Pending
89 1d - 09:12:41 CNA10: Return to Attached Online
88 1d - 05:12:28 CMAT0: Lonely
87 1d - 05:12:19 CMA10: Sync Change Complete
86 1d - 05:12:16 CMAT10: Sync Change Pending
85 1d - 05:12:08 CNA10: Return to Attached Online
54 1d - 05:12:02 CMAT0: Lonely
83 1d - 05:11:23 Ethernet Port 2 link up
82 1d - 05:11:23 Ethernet Port 1 link down
81 1d - 05:10:49 Ethernet Port 2 link down
80 1d - 05:10:49 Ethernet Port 1 link down
78 1d - 04:45:58 CNA10: Sync Change Complete
78 1d - 04:49:56 CNA10: Sync Change Pending
77 1d - 04:49:49 CNA10: Return to Attached Online
76 1d - 04:49:27 CNA10: Lonely
75 1d - 04:49:07 Ethernet Port 2 link up
74 1d - 04:49:07 Ethernet Port 1 link down ~

Figure 7.28 - Module Event Log

The log can also be stored to a file for future analysis, by selecting the Save button in the tool
menu. To view previously saved files, use the Event Log Viewer option under the Tools menu.

7.5. WEB SERVER

The ControlNet Router provides a web server allowing a user without Slate to view various
diagnostics of the module. This includes Ethernet parameters, system event log, advanced

diagnostics, and application diagnostics (ControlNet diagnostics).

®

NOTE: The web server is view only and therefor no parameters or

configuration can be altered from the web interface.
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® Aparian x + - 0 X
A Notsecure | 192.168.1.166 RS (m
Module: ConfrolNet Router Serial: 351FA4CB  Firmware Rev: 1.001.010 ./:} 3
apdarian
‘ Overview ‘ Device Name ConfrolNet Router
‘ Ethernet ‘ Serial number 351FA4CB
\ Event Logs | Firmware Revision 1.001.010
\ Diagnostics | Vendor Id 1370
‘ Application ‘ Product Type 12
Product Code 116
Upfime Th 1ém 47s
Date 2022/02/10
Time 11:17:51
Temperature 37.7296°C
Hardware MAC 00:60:35:1F:A4:CB
System MAC 00:60:35:1F:A4:CB
Switches at Starfup 0:0:0:0
Switches Now 0:0:0:0
Fihemet Porf 1 e
BlailHe =2 ;Igrk’f Ll'iflpirror Disabled
Ethernet Status Ok 4

Copyright 2018 Aparian Inc. All rights reserved

Figure 7.29 — Web interface

7.6. CONTROLNET PACKET CAPTURE

The module provides the capability to capture the ControlNet traffic for analysis. The will
allow the user and a remote support team to resolve any possible issues on site. To invoke
the capture of the module, right-click on the ControlNet Router and select the ControlNet
Packet Capture option.

There are two capture modes as described below:
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Aparian-Slate - ControlNet Router Demao2

File Device Tools Window Help
LT IE Y R A X

Project Explorer

=& ControlNet Router Demo2
Ei R0 ontro ] ! -
-/ Configuration # Configuration
-kl EthemnetPortConff =¢  ControlMet Scheduler
-1 Status -
L Event Viewer @ (Connection Path
B.,g, ControlNet Conne| & Ethernet Port Configuration
Il FlexiB16(31.0 Verify Configuration
: FlexOWal (3.1, -
0B161(2.1.3) |*° Identity
IB161(21.2) |1 Status
PF70C (5) .
oge2 1) [ G0 Offiine
Generate Status Report
=1 Internal Register Viewer
«~ ControlMNet Packet Capture ‘
Modbus Packet Capture
|

Figure 7.30 - Selecting ControlNet Packet Capture
7.6.1. OPERATIONAL CAPTURE

The operational capture is the ControlNet packet capture when the module is in normal
routing operation mode. This is set when the Main Mode parameter in the General
Configuration is set to Operational.

This capture mode will allow the module to capture all data to and from the ControlNet
Router module. The ControlNet Packet Capture window will open and automatically start
capturing all ControlNet packets.

CNRO'K - ControlNet Packet Capture =N EEl %"
X @0

Index Time Status Dirn Type Src Dst Service ConnlD Description Data Raw

Press STOP to view results.

Capturing Packets : 445

Figure 7.31 — ControlNet packet capture

To display the captured ControlNet packets, the capture process must first be stopped, by
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pressing the Stop button.

CNRO1K - ControlNet Packet Capture

kX @0
Index
597 0d
598 0d
5399 od
600 0d
601 0d
602 0d
603 od
604 0d
605 0d
606 0d
607 od
608 0d
609 0d

Time

-01:24:37.131
-01:24:37.131
-01:24:37.131
-01:24:37 131
-01:24:37.131
-01:24:37.131
-01:24:37.138
-01:24:37.138
-01:24:37.141
-01:24:37.141
-01:24:37.141
-01:24:37 151
-01:24:37.151

Stopped Packets: 1118

Status
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good

Dim Type Src Dst Service ConnlD Description
Rx u 2 1 ucmm

Tx u 2 2 ucmm

Rx GO0 2 Al TUl -

Rx 5 2 Generic 0x110002
Rx ] 3 Generic Ox61F003
Rx S 5 - Generic 0x010005
Tx u 2 2 Ucmm

Rx u 2 1 ucmm

Rx u 2 1 ucmm

Tx u 2 2 ucmm

Rx S 2 - Generic Ox130002
Rx s 3 Generic 0x608403
Rx &) 3 Generic O0x61F003

Data

0300F75D8EOQ...

0500 F7 5D

00000000030
48870000000
F18D0000000...
02EBO00000O...
0262F85D520..

0100 F8 5D

0300F85D&10...

0500 F8 5D

AA B6 0000000
F38D 0000000
F38D0000000...

Figure 7.32 — ControlNet Packet Capture complete

The captured ControlNet packets are tabulated as follows:

027611058301...
02 76 04 01 83 02...
020000 0184 FF__
0275081208 02
0375081208 03...
05751012 1005...
02 76 OE 0183 02
02 76 04 01 83 01_..
0276 1TE058301...
02 76 04 01 83 02...
0275081208 02...
037507120703
037508120803... | ¥

Statistic Description

Index The packet index, incremented for each packet sent or received.

Time The elapsed time since the module powered up.

Status The status of the packet. Received packets are checked for valid ControlNet
constructs and valid checksums.

Dirn The direction of the packet, either transmitted (Tx) or received (Rx).
The ControlNet MAC Frame Market Type
G — General

Type S —Scheduled
U — Unscheduled
M - Moderator

Src The source ControlNet address.

Dst The destination ControlNet address.

Service The ControlNet LPacket Service Description

ConnlD The ControlNet Connection ID, where applicable.

Description Description of the packet that was received.

Data The application layer packet data.

Raw Data The raw packet data.

Table 7.15 — ControlNet Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the Save button on
the toolbar. Previously saved ControlNet Packet Capture files can be viewed by selecting the
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ControlNet Packet Capture Viewer option in the tools menu.

Aparian-Slate - <New Project=*

File Device | Tools | Window Help
L= "

Target Browser

2
4t DHCP Server
A
5

Event Viewer

DeviceFlash

||;.q. Packet Capture Viewers » DF1 Packet Capture Viewer
DH485 Packet Capture Viewer
Modbus Packet Capture Viewer
DMP3 Packet Capture Viewer
ControlNet Packet Capture Viewer
DeviceMet Packet Capture Viewer
HDLC Packet Capture Viewer

AT Packet Capture Viewer

11939 Packet Capture Viewer
CAMopen Packet Capture Viewer
Profibus Packet Capture Viewer

GSD File Management

CANM EDS File Management
Build DeviceMNet EDS Catalog

M Application Settings

S A A A U E S A A

Figure 7.33 - Selecting the ControlNet Packet Capture Viewer
7.6.2. PROMIsCUOUS CAPTURE

The Promiscuous Capture is the ControlNet packet capture when the module is not actively
part of the ControlNet network, but rather listening to all packet being sent on the network.
This is set when the Main Mode parameter in the General Configuration is set to Promiscuous
Capture.

When starting the capture, the user will be prompted with the ControlNet Pre-Capture Filter
to help filter out the non-required packets (e.g., filter out the Moderator Frame).
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ControlNet Pre-Capture Filter X
Packet Types ] Nodes
All Off All On All Off All On

[] Moderator Frame 10 20 30 40 50 80 70 80 90
1 11 21 31 41 51 61 71 81 91

Unscheduled
2 12 22 32 42 52 62 72 82 92

Scheduled 3 13 23 33 43 53 63 73 83 93
4 14 24 34 44 54 64 74 a4 94
5 15 25 35 45 55 65 75 85 95
6 16 26 36 46 56 66 76 a6 96
7 17 27 37 47 57 67 77 87 97
8 18 28 38 48 58 68 78 88 98
9 19 29 39 49 59 69 79 89 99

cores

Figure 7.34 — ControlNet Pre-Capture Filter

The ControlNet Packet Capture window will open and automatically start capturing all
ControlNet packets.

CNROTK - ControlNet Packet Capture =] B 3]
x @0
Index Time Status Dirn Type Src Dst Service ConnlD Description Data Raw

Press STOP to view results.

Capturing Packets : 445

Figure 7.35 — ControlNet packet capture — Promiscuous Mode

To display the captured ControlNet packets, the capture process must first be stopped, by
pressing the Stop button.
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CNRO'K - ControlNet Packet Capture

X @0
Index Time Status
1769 0d - 01:38:20.143 Good
1770 0d - 01:38:20.163 Good
1771 0d - 01:38:20.183 Good
1772 0d - 01:38:20.203 Good
1773 0d - 01:38:20.223 Good
1774 0d - 01:38:20.243 Good
1775 0d - 01:38:20.263 Good
1776 0d - 01:38:20.283 Good
1777 0d - 01:38:20.303 Good
1778 0d - 01:38:20.323 Good
1779 Od - 01:38:20.343 Good
1780 0d - 01:38:20.363 Good
1781 0d - 01:38:20.383 Good
1782 0d - 01:38:20.403 Good
1783 Od - 01:38:20.423 Good
1784 Od - 01:38:20.443 Good

Stopped Packets: 111

Dirn Type Src Dst Service ConnlD Description Data Raw &
Rx S 2 All Tul 00000000030 0275AE02F401._.
Rx S 2 All TUI 00000000030... 0275FD 020277
Rx S 2 All TUI 00000000030... |02754C030277...
Rx S 2 All TUI 00000000030... |02759B030277...
Rx S 2 All TUl 00000000030... 027592010277...
Rx S 2 All Tul 00000000030.. 0275E1010277.
Rx S 2 All TUI 00000000030... 027530020277
Rx S 2 All TUI 00000000030... 02757F020277...
Rx S 2 All TUI 00000000030... 0275CE020277...
Rx S 2 All TUl 00000000030... 02751D030277...
Rx S 2 All Tul 00000000030.. 02756C030277..
Rx S 2 All TUI 00000000030... 027563010277
Rx S 2 All TUI 00000000030... |0275B2010277...
Rx S 2 All TUI 00000000030... 027501020277...
Rx s 2 All Tul 00000000030 027550020277
Rx S 2 All Tul 00000000030... |02759F020277_ | Y

Figure 7.36 — ControlNet Packet Capture complete — Promiscuous Mode

The captured ControlNet packets are tabulated as follows:

Statistic Description
Index The packet index, incremented for each packet sent or received.
Time The elapsed time since the module powered up.
The status of the packet. Received packets are checked for valid ControlNet
Status .
constructs and valid checksums.
Dirn The direction of the packet, either transmitted (Tx) or received (Rx).
The ControlNet MAC Frame Market Type
G — General
Type S —Scheduled
U — Unscheduled
M - Moderator
Src The source ControlNet address.
Dst The destination ControlNet address.
Service The ControlNet LPacket Service Description
ConnlD The ControlNet Connection ID, where applicable.
Description Description of the packet that was received.
Data The application layer packet data.
Raw Data The raw packet data.

Table 7.16 — ControlNet Packet Capture fields
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7.7. MODBUS PACKET CAPTURE

The module provides the capability to capture the Modbus traffic for analysis. The will allow
the user and a remote support team to resolve any possible issues on site. To invoke the
capture of the module, double-click on the Modbus Packet Capture item in the Project

Explorer tree.

Aparian-Slate - ControlNet Router Demo4*

File
% &l

Device

W O

Project Explorer

=4

NRO1K

Tools

=& ControlNet Router Demo4

roliNe

Window Help
+.7 @8 ¢

Route

-/ Configuratig
- Ethemnet Po
T Status

Event View

y

11
-

B 080

Configuration

ControlMet Scheduler
Connection Path

Ethernet Port Configuration
Verify Configuration

|dentity
Status
Go Offline

Generate Status Report
Internal Register Viewer
ControlMet Packet Capture

-0 I A N = = = -+

Modbus Packet Capture JI
T

Figure 7.37 - Selecting Modbus Packet Capture

The Modbus Packet Capture window will open and automatically start capturing all Modbus

packets.

CNROTK - Modbus Packet Capture

Xeor

Index Time Status Port

Press STOP to view results.

Capturing Packets: 44

Dirn Node

Description

Data

EEN DR %"
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Figure 7.38 — Modbus packet capture

To display the captured Modbus packets, the capture process
pressing the Stop button.

CNROTK - Modbus Packet Capture

must first be stopped, by

R EEE >

kX ®0T
Index Time Status Port Dirn Node Description Data
293 |0d - 01:41:46.030 Ok Tx 5 | Wiite Mult. Reg - Address 200, Co... | 05 10 00 C8 00 0A 14 00 00 00 0...
294  |0d - 01:41:46.130 Ok Tx 5 | Read HoldingReg - Address 100, ... | 0503 00 64 00 OA
295 |0d-01:41:46.230 Ok Tx 5 | Wiite Mult. Reg - Address 200, Co... | 0510 00 C8 00 0A 14 00 00 00 0...
206 |0d - 01:41:46.330 Ok Tx 5 | Read HoldingReg - Address 100, ... | 0503 00 64 00 OA
297  |0d - 01:41:46 430 Ok Tx 5 | Write Mult. Reg - Address 200, Co.. | 051000 C8 00 0A 14 000000 0.
298 |0d - 01:41:46.540 Ok Tx 5 | Read HoldingReg - Address 100, ... | 0503 00 64 00 0A
299 |0d - 01:41:46.640 Ok Tx 5 | Write Mult. Reg - Address 200, Co... | 05 1000 C8 00 0A 14 00 00 00 0...
0d-01:41:46.740 | Ok Tx | 5 |Read HoldingReg - Address 100, ... | 050300 64 00 0A
301 |0d - 01:41:46.840 Ok Tx 5 | Write Mult. Reg - Address 200, Co... | 05 1000 C8 00 0A 14 00 00 00 0...
302 |0d-01:41:46.940 Ok Tx 5 | Read HoldingReg - Address 100, ... | 0503 00 64 00 0A
303 |0d - 01:41:47.040 Ok Tx 5 | Write Mult. Reg - Address 200, Co... | 05 10 00 C8 00 OA 14 00 00 00 0...
304 |0d-01:41:47.140 Ok Tx 5 | Read HoldingReg - Address 100, ... | 0503 00 64 00 0A
305 |0d-01:41:47.240 Ok Tx 5 | Write Mult. Reg - Address 200, Co... | 05 10 00 C8 00 0A 14 00 00 00 0...
Stopped Displaying Packets: 227 of 227

Figure 7.39 — Modbus Packet Capture complete

The captured Modbus packets are tabulated as follows:

Statistic Description

Index The packet index, incremented for each packet sent or received.

Time The elapsed time since the module powered up.

Status The status of the.packet. Received packets are checked for valid Modbus
constructs and valid checksums.

Port Port on where the data was sent or received (TCP, RTU232, RTU485)

Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

Node The Source Node address for the packet

Description Description of the packet that was received.

Data The raw packet data.

Ta

ble 7.17 — Modbus Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the Save button on
the toolbar. Previously saved Modbus Packet Capture files can be viewed by selecting the
Modbus Packet Capture Viewer option in the tools menu.
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Aparian-Slate

File Device | Tools | Window Help
Target Browser
DHCP Server
Event Viewer
DeviceFlash

Packet Capture Viewers DF1 Packet Capture Viewer
DH485 Packet Capture Viewer
Modbus Packet Capture Viewer
DNP3 Packet Capture Viewer
ControlMet Packet Capture Viewer
DeviceMet Packet Capture Viewer
HDLC Packet Capture Viewer

AT Packet Capture Viewer

J1939 Packet Capture Viewer
CAMopen Packet Capture Viewer
Profibus Packet Capture Viewer

GSD File Management

CAMN EDS File Management
Build DeviceMet EDS Catalog

Application Settings

A A A A A A A R

Figure 7.40 - Selecting the Modbus Packet Capture Viewer

7.8. MODULE STATUS REPORT

For assisting with support Slate can generate a status report for the module which is a word
document that can be emailed to support. To generate this report the user can right-click on
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the module (when online in Slate) and select Generate Status Report.

Aparian-5Slate - ControlNet Router Demo4*

File Device Tools Window Help
el a0 EAL e

Project Explorer

=& ContralNet Router Demo4

=8 J CNRO1K (ControlNet Rol

- Configuration
- EthernetPort Config

*

Configuration
ControlMet Scheduler
Connection Path
Ethernet Port Configuration
Verify Configuration

-

BOa8

|dentity
Status
Go Offline

Generate Status Report
Internal Register Viewer

CaontrolMet Packet Capture
Modbus Packet Capture

2@ %2 3

Figure 7.41 — Module Status Report
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8. TECHNICAL SPECIFICATIONS

8.1. DIMENSIONS

Below are the enclosure dimensions as well as the required DIN rail dimensions. All
dimensions are in millimetres.

116 34
| 0
0000 R G
0000 . g )
O:]DG = B ooo
Uood

149
=
|

) [45]
~J ~J
I I
O s
T~ T —
&) @

(f
l
-
I
=
[ﬂ:@ 5.0

7
i

5%
S
R08
R
F

Sezione A / Section A

| ‘ J 2,2 min. fino o/ To 2,5 max
‘ L
~ | Sezione A / Section A

Figure 8.2 - Required DIN Rail dimensions
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8.2. ELECTRICAL

Specification

Rating

Power requirements

Input: 10 — 36V DC, (85 mA @ 24 VDC)

Power consumption

2W (max)

Connector

3-way terminal

Conductors

24 - 18 AWG

Enclosure rating

IP20, NEMA/UL Open Type

Temperature

0-70°C

Earth connection

Yes, terminal based

Emissions IEC61000-6-4
ESD Immunity EN 61000-4-2
Radiated RF Immunity IEC 61000-4-3

EFT/B Immunity

EFT: IEC 61000-4-4

Surge Immunity

Surge: IEC 61000-4-5

Conducted RF Immunity

IEC 61000-4-6

Table 8.1 - Electrical specification

8.3. ETHERNET

Specification Rating
Connector RJ45
Conductors CAT5 STP/UTP
ARP connections Max 100

TCP connections Max 100

CIP connections Max 50
Communication rate 10/100Mbps
Duplex mode Full/Half
Auto-MDIX support Yes
Embedded switch Yes, 2 x Ethernet ports
Device Level Ring (DLR) Supported
Network Time Protocol (NTP) Supported

Table 8.2 - Ethernet specification
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8.4. CONTROLNET

Specification

Rating

Connectors

2 x BNC connectors (ControlNet A and B).

Redundant ControlNet

Supported

Conductors

Quad shield RG-6 coaxial cable

Routing Supported (RSLogix programming) Yes

Table 8.3 — ControlNet specification

8.5. CONTROLNET TARGET

Specification

Rating

Scheduled Connection Size

Max Input Size — 408 bytes (400 bytes mapped data)
Max Output Size — 404 bytes (400 bytes mapped data)

Unscheduled Routed Client Max

40

Scheduled Connection Count

1

Table 8.4 — ControlNet Target specification

8.6. CONTROLNET ORIGINATOR

Specification Rating
Scheduled Connection Max Count (Hardware) 10
Scheduled Connection Max Data (Hardware) Input Connection Data

500 bytes per connection

Output Connection Data

Total of 277 bytes for 1 connection.
Total of 269 bytes for 2 connections.
Total of 261 bytes for 3 connections.
Total of 253 bytes for 4 connections.
Total of 245 bytes for 5 connections.
Total of 237 bytes for 6 connections.
Total of 229 bytes for 7 connections.
Total of 221 bytes for 8 connections.
Total of 213 bytes for 9 connections.

Total of 205 bytes for 10 connections.
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Scheduled Connection Max Count (Software) 30

Scheduled Connection Max Data (Software) Input Connection Data
500 bytes per connection
Output Connection Data

500 bytes per connection

Explicit Unscheduled Connection Max 10

Multiple ControlNet Router Connection Originators Supported

Table 8.5 — ControlNet Originator specification

8.7. CONTROLNET BRIDGE

Specification Rating

Scheduled Connection Max Count 30

*connections can be Rack Optimized

Scheduled Connection Max Data Input Connection Data
500 bytes per connection

Output Connection Data

500 bytes per connection

Table 8.6 — ControlNet Originator specification

8.8. PCCC

Specification Rating
Max PCCC Connections 10
Max PCCC Payload 1000 bytes

Table 8.7 — PCCC specification

8.9. ETHERNET/IP TARGET

Specification Rating

Class 1 Connection Size Max Input Size — 500 bytes (492 bytes mapped data)
Max Output Size — 496 bytes (492 bytes mapped data)

Class 1 Connection Count 1

Class 3 Messaging Supported Yes

UCMM Messaging Supported | Yes
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Table 8.8 — EtherNet/IP Target specification

8.10. ETHERNET/IP ORIGINATOR
Specification Rating
Class 1 Cyclic Connections Supported Yes
Class 3 / UCMM Connections Supported Yes
Class 1 Connection Count 16
Class 3 / UCMM Target Device Count 10
Class 3 / UCMM Mapping Count 50
Direct-To-Tag Logix Support Yes

Table 8.9 — EtherNet/IP Originator specification

8.11.  MODBUS TCP MASTER
Specification Rating

Modes Supported Modbus TCP

Max Modbus Slave device 20

Max Modbus Mapping 100

Mapping Ranges Holding Register 0 — 65535

Input Register 0 — 65535
Input Status 0 — 65535
Coil Status 0 — 65535

Base Offset

Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port Yes

Data Re-formatting Supported BB AA

DD

BB AADD CC
CCDD AA BB

CCBB AA

Table 8.10 — Modbus Master specification

8.12.

MODBUS TCP SLAVE

Specification Rat

ing
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Modes Supported Modbus TCP

Mapping Ranges Holding Register 0 — 65535
Input Register 0 — 65535
Input Status 0 — 65535

Coil Status 0 — 65535

Base Offset Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port Yes

Table 8.11 — Modbus Slave specification

8.13. CERTIFICATIONS

Certification Mark
CE Mark c €
RoHS2 Compliant R H S
ODVA Conformance
* F/W 1.001
UL Mark
File: E494895 C us
LISTED
CLASS 1, DIV 2, GROUPS A, B, C, D
ATEX
113G ExeclICTS
-25°C<Ta<70°C
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Technical Specifications

UK
CA

Table 8.12 — Certifications
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Appendix

9. APPENDIX

Channel A Channel B
Value LED State
Flash Phase 0 | Flash Phase 1 Flash Phase O Flash Phase 1
000 off off Off off Off
001 Green Green Green Green Green
010 Flashing Green Green Off Green Off
011 Flashing Red Red Off Red Off
100 Flashing Red/Green Red Green Red Green
101 Railroad Red Red Off Off Red
110 Railroad Red/Green Red Green Green Red
111 Red Red Red Red Red

Table 9.1 — ControlNet LED States

Mode (Bits 3..0) Description

0x0 Invalid

Ox1 Power-Up

0x2 Check for Cable

0x3 Waiting to Rogue

0x4 Check for Moderator Listen-Only
0x5 I’'m Alive

0x6 Attached On-Line

0x7 Forced Listen-Only

0x8 Duplicate Listen-Only

Table 9.2 — ControlNet Net Mode

Document No. D138-016

Revision 1.8

Page 193 of 194



Adanced, 99, 100
assembly instance, 33, 76

CANopen Router, 6, 164

CANopen Router, 164

CANopen Router general configuration, 42, 61, 80, 82,
83, 85, 86, 88, 103, 104

Connection path, 114

Contact Us, 17

ControlNet, 6, 9, 11, 16, 18, 19, 27, 28, 29, 30, 62, 114,
149, 154, 174, 175, 186, 188, 189

ControlNet general configuration, 28, 30, 62

ControlNet parameters, 28

ControlNet Router, 6,9, 11, 16, 19, 27, 28, 34, 76, 114,
128, 134, 149, 174, 175, 186

D
DHCP, 19, 22, 23, 24
dimensions, 186
DIN rail, 19, 20, 186
DIP, 19
DIP Switch, 152

E

Ethernet Bridge, 32, 75

Ethernet connector, 21

Ethernet/IP, 51, 100

EtherNet/IP, 6, 25, 51, 100

EtherNet/IP Devices configuration, 50, 99

EtherNet/IP Map configuration, 51, 52, 54, 55, 100, 101,

113,114

firmware upgrade, 28

input assembly, 128, 134
Input assembly, 154

10. INDEX

input voltage, 21

L
LED, 148, 149

M
MODBUS, 165

(0]
output assembly, 128, 129, 134, 135, 141

P
partial import, 36, 79
PCCC, 188, 189, 190
Protocol, 22

R

requested packet interval (RPI), 34, 77

Rockwell Automation, 26

RSLinx, 26

RSLogix 5000, 32, 33, 34, 35, 36, 37, 75, 76, 77, 78, 80

S

Safe Mode, 19

Slate, 9, 16, 22, 24, 26, 28, 116, 149, 168, 174, 175
statistics, 161, 163, 164, 166, 170, 173, 178, 181, 183
Statistics, 149

Support email, 17

T
Target Browser, 24, 25,51, 100, 115

U
UDTs, 16
User Defined Types (UDTs), 35, 78

w

web server, 149, 175
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