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Introduction

RLX2-IHx Bridging Client provides a way for non-wireless devices to connect to 3 party wireless
infrastructure when these devices are connected to its Ethernet port. However, customers that
use RLX2-IHx Bridging Client on a Cisco wireless infrastructure may experience intermittent
connectivity issues with Ethernet devices that are connected to the Bridging Client. The problem
happens when the Bridging Client is connected to a Cisco access point that is configured to Local
AP Mode (Figure 1). In this technical note, we will describe the problem and the solution.

Problem

When a Cisco access point is operating in Local AP Mode (a.k.a. centrally switched), all clients’
traffic is processed by the Cisco wireless controller. In this mode, after a Bridging Client is
connected to a Cisco access point, the Cisco wireless controller will learn the IP address of the
Bridging Client by analyzing packets (e.g., ARP request, DHCP request, etc.) sent from the
Bridging Client. Once an IP address of the Bridging Client is learned (it can be the IP address of
one of the devices behind the Bridging Client or the Bridging Client itself), the Cisco wireless
controller will bind the IP address to the MAC address of the Bridging Client (Figure 2). By default,
Cisco wireless controllers act as proxy for all ARP requests, i.e., upon receiving an ARP request,
the wireless controller responds with an ARP response instead of passing the request directly to
the client. However, the controller will only respond if the target IP address of the ARP request is
known, otherwise, the ARP request will be dropped. This means that ARP resolution from the
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infrastructure side will only work for one of the devices that are connected to the Bridging Client
or the Bridging Client itself. Network traffic may not be able to start because of the ARP failures.
Since the IP-to-MAC address mapping of a wireless client may change over time due to
continuously (re-)learning by the wireless controller, the ARP resolution of a device may or may
not work depending on which IP address is bound to the MAC address of the Bridging Client at
that moment, thus showing intermittent behavior.
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Figure 1 Cisco AP Mode configuration
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Figure 2 IP-to-MAC address mapping of wireless client

Solution

Currently, there is no way to disable the proxy ARP function in the Cisco wireless controller when
an access point is configured in Local AP mode. To facilitate ARP resolution for all devices behind
a Bridging Client, we have to configure the access points involved to operate in FlexConnect AP
mode and enable FlexConnect Local Switching on the corresponding SSID.

Confiquring an access point to operate in FlexConnect AP mode (GUI)

Step 1 Choose Wireless to open the All APs page.
Step 2 Click the name of the desired access point. The All APs > Details page appears.

Step 3 Choose FlexConnect from the AP Mode drop-down list to enable FlexConnect for this access point
(Figure 3).

Step 4 Click Apply to commit the change. The access point will reboot.
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Figure 3 Configuring access point to FlexConnect AP mode

Confiquring Local Switching on a SSID

Step 1 Choose WLANS to open the WLANSs page.
Step 2 Click the WLAN ID of the desired SSID. The WLANSs > Edit page appears.

Step 3 In the Advanced tab, select the FlexConnect Local Switching check box to enable local
switching for the WLAN (Figure 4).

Step 4 Click Apply to commit the change.
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Foot Notes

1 Web Policy cannot be used in combination with IPsec

2(a) FlexConnect Local Switching is not supperted with Override Interface ACLs

2(b) When flexconnect local authentication is enabled, irrespective of AP on connected or standalone mode the AP will act as NAS

2(c) When flexconnect local authentication is disabled, AP on connected mode will use WLC as NAS and AP as NAS while its on standalone
mode

3 When client exclusion is enabled, & Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
4 Client MFP is not active unless WPAZ is configured

5 Learn Client IP is configurable only when FlexConnect Local Switching is enabled

6 WMM and open or AES security should be enabled to support higher 11n rates

8 Value zero implies there is no restriction on maximum clients allowed.

9 MAC Filtering is not supported with FlexConnect Local authentication

10 MAC Filtering should be enabled.

Figure 4 Enabling FlexConnect Local Switching
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